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Abstract

:

Today, the role of smart machines in our lives is valuable. With the advancement of digital technologies, such as the internet of things (IoT), many embedded systems have been developed for various applications. In homes, all daily activities and even security depend on machines. Therefore, implementing IoT-based smart homes has become a prominent research field. Also, since we are in the era of endless growth of the IoT and its applications, the topic of home automation systems is becoming more popular due to its countless advantages. In general, most home automation systems focus on one function: the ability to control home appliances remotely. In the world of information technology, the creation of rules and standards should always be done in the early stages of development because, after the work is done, incompatibilities between devices are created, which is a severe challenge and limits the use of technology. Therefore, the research on IoT technology has led to the formation of various protocols; this article gives an overview of seven essential protocols. Also, in this review article, energy consumption management, and privacy and security issues are discussed, and smart homes are introduced as critical requirements for the evolution of smart cities.
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1. Introduction


Home automation, or building management systems, has been created to improve the quality of human life based on a flexible environment with high security. Therefore, home automation is becoming widespread with the emergence of new smart devices [1,2]. A reliable and suitable home automation system changes the quality of human life at an unprecedented speed. With home automation, there is no need for users to perform daily operations. Therefore, this technology plays a significant role in saving time and energy [3]. Human–Machine Interface or HMI is a user interface that connects a human to a machine, system, or device. The term can technically be applied to any screen that allows a user to interact with a machine; however, HMI is usually used in the sense of an industrial process [4,5]. Today, HMI-related study has gone one step further and turned to the Internet, with the difference that it used to be used for communication but is now used for objects [6,7,8]. The IoT concept was invented by (PETER T. LEWIS in September 1985 [9,10]. In his lectures, he claimed that this technology covers a diverse range of technologies concerning sensing, networking, computing, information processing, and smart control technologies [11,12,13,14]. Thanks to the introduction of this technology, the implementation of home automation systems is becoming more popular among users; as well, this is because the IoT is the first step in making homes smart through wireless technologies [15]. Also, the application of IoT is not limited to a specific field, and a considerable contribution of small-scale applications to large-scale applications such as e-commerce [16], coal mining [17], smart farming [18], laboratory monitoring [19], public service [20], crowd sensing [21], and many other areas have been shown, and, in general, this technology enables the monitoring and operation of devices by different methodologies in any part of the world using only an Android application. As the demand for electricity increases, smart homes have become a research area to remotely control home appliances using the IoT [22,23,24,25]. Also, the significant benefits gained from wireless sensors and nanotechnology, among others, have fundamentally changed the way information technology and communication environments work. While IoT is still a growing and expanding platform, the current research in privacy and security shows that there needs to be more integration and unification of security and privacy, which may affect user adoption of the technology because of fear of personal data exposure [26]. The last two decades have experienced a steady rise in the production and deployment of sensing-and-connectivity-enabled electronic devices, replacing “regular” physical objects. The resulting IoT will soon become indispensable for many application domains [27]. The smart home is the proper integration of information technology and services using home networks in various home appliances for the convenience of the elderly and disabled people, and generally improving the quality of life [28,29,30]. Smart homes will allow users to perform actions such as adjusting the temperature of the house, turning lamps on and off, etc., without any physical connection [31]. Another critical issue noted in this article is the response to demand. Energy consumption has increased significantly, causing an increase in energy demand. Companies and industries spend thousands of dollars on energy and millions of dollars to find ways to conserve energy. Therefore, saving energy is one of the main goals of all technological innovations toward energy conservation. One of the ways through which technology helps in saving energy is the home automation system based on the IoT. Home energy management systems (HEMS) are optimal for providing energy management services to effectively manage energy production, storage, and consumption in smart homes. Therefore, users can optimize energy consumption by applying schedules based on their home appliances’ demand-response programs. Figure 1 shows the general architecture of a HEMS. HEMS should be more flexible in planning, managing, and controlling smart home appliances to save energy. In addition, active control services can be delivered to smart home users, such as providing accurate information about electricity consumption and energy pricing in HEMS-based smart homes. Also, users can plan and manage the service time of each smart home piece of equipment. Figure 2 shows the regular operation of a smart HEMS center with four main functions.



The communication platforms in smart homes can be divided into wireless and wired, which is fully described in Section 3. Wireless technology introduces various connections such as Bluetooth, IoT, Wi-Fi, GSM, etc., each of which has its advantages, disadvantages, applications, and specifications [32]. These connections offer home appliance control utilizing an Android app that helps overcome the disadvantages of conventional home control, although the personal computers that use them consume more energy and require more money. On the other hand, the benefit of using Android as a platform is that it is simple and easy to use. It can also use any media, such as Bluetooth, IoT, and Wi-Fi, to execute commands given by the user [33,34]. The smart home system consists of three layers of sensors, operators, and controllers. In other words, a smart building consists of a set of sensors, several operators, and a central control system; these sensors receive the appropriate information and, according to the predetermined program in the central control system, a suitable signal is placed in the output. These sensors send their communication to a central controller, and the main controller can control many operators, such as air inlet and outlet valves, electric doors, and windows. Temperature sensors and motion sensors are examples of sensors used in smart homes.



Paper Organization


This article is organized as follows:



Section 2 shows the architecture of the home automation system. In Section 3, Communication protocols related to smart homes have been discussed. Section 4, Section 5, Section 6, Section 7, Section 8, Section 9 and Section 10, respectively, in order, represent home automation systems based on protocols (Bluetooth, Zig-Bee, Z-wave, Wi-Fi, 5G, LoRaWAN, and 6LoWPAN). In Section 11, privacy and security issues are discussed. Section 12 describes challenges in smart homes and future trends. Table 1 compares the information related to these protocols and Table 2 shows some security issues and challenges. Finally, Table 3 shows the advantages and disadvantages of the discussed protocols.





2. Home Automation System Architecture


As shown in Figure 3, the architecture of the home automation system consists of two main parts: the internal part on the left and the outer portion, which includes sensors, users, and services, on the right. Also, the communication manager is in contact with all sensors and actuators in its protocol, and all communication is done this way. In general, the information that enters the system is divided into three categories:




	
The device sends its service information (such as coffee);



	
Context sensors, such as light sensors, show current location information;



	
Users provide the necessary information through a user interface (for example, an interactive home screen) to make changes to specific settings.








The information from the sensors (the low-level context) is sent to the Context Manager, which reasons and infers high-level context, which is then forwarded to the Composition Manager. For example, a sensor related to the Bluetooth protocol will detect a smartphone’s presence. Then, the Context Manager identifies the owner of the smartphone and the location where the sensor is located (for example, the sensor is in the bedroom, and Kamran owns the smartphone). Hence, high-level context information is easily obtained (Kamran is in the bedroom). In addition to the data obtained in the high-level context, the composition manager will be able to obtain information about different system applications. Also, as seen in the Figure 3, the services that belong to the same family are grouped in a box. (e.g., light, sound, video, etc.). Therefore, smart home users can categorize new compounds in different packages based on this method. Finally, the composition needs to be enforced for the various services. The Orchestration Executor is responsible for converting the information of the different blocks into service-specific implementations. This conversion is only possible if the ontologies of the services contain enough information about their control and data flow.




3. Communication Protocols in Home Automation System


Smart home communication protocols are divided into wireless and wired groups based on the communication platform. Wired communication protocols are less diverse due to the need for peripheral hardware. One of the most significant developments in Europe in recent years in the field of smart home technology is the development of the KNX/EIB protocol for home automation [35]. KNX is an internationally recognized standard for smart home implementation and control [36]. The European Standard for Electronic Standardization (CENELEC) recently introduced the KNX standard in the EN 50,090 series, which became the international standard ISO/IEC 14,543 in July 2006 [37]. According to research, around 12 million KNX devices have been installed worldwide, more than 500,000 devices are compatible with this standard, and the organization controlling the features of this standard is formed by more than 150 members, including Siemens and Schneider. KNX enables connections using twisted pairs, power lines, and wireless and Ethernet links, and the range of sectors and applications that can benefit from this standardization is wide. There are also different types of wired protocols, such as Ethernet, X10, and UPB, which, in addition to increasing security, have disadvantages such as setup problems, incompatibility with products, and poor encryption. The emergence of the IoT has witnessed tremendous success in the application of wireless sensor networks and pervasive computing for various applications [38]. In general, wireless sensor networks have more advantages than traditional wired networks, including a high reliability, easy setup and installation, and increased productivity [39]. Also, recent electronics and wireless communication advances have made it possible to design and manufacture sensors with low power consumption, small size, reasonable price, and various applications. These small sensors can perform actions such as receiving multiple types of environmental information (based on the type of sensor), and processing and sending that information, causing people to replace traditional wired networks with wireless networks [40,41]. Of course, with the expansion of smart homes in recent years, wireless network technology has also faced challenges that have delayed its widespread adoption [42]. As shown in Figure 4, when it comes to home automation systems [43], Bluetooth [44], Zig-Bee [45], Z-wave [46], and Wi-Fi [47] are among the most widely used protocols that users use to communicate. According to the statistical graph shown, these four protocols have the largest share in terms of application compared to other protocols. Also, according to the chart, the remaining 18% includes protocols such as LoRaWAN, 5G, 6LoWPAN, etc., which will be explained below. These protocols are generally connected to devices or peer-to-peer networks. They can be used independently, share their sensor data, or, if necessary, store their data permanently on a local server save [48].




4. Home Automation System Based on Bluetooth


Bluetooth is a wireless communication module optimized to provide an alternative to cables and is used to exchange information over short distances [49,50]. A home automation system based on Bluetooth has high security and can be installed in homes at a minimum price. Also, with this protocol, users will be able to monitor and control the devices that are connected to the network [51,52]. This protocol, which uses 2400 to 2480 MHz frequencies, can provide a wireless connection up to a distance of 100 m and works with less certainty in some situations. In some environments, it is impossible to maintain this protocol’s relationship. The coverage range of this protocol is less than other wireless communication protocols, such as Wi-Fi. In general, security and communication protocols are significant issues, and, unfortunately, in the case of Bluetooth, this security is not specific and can be hacked [53]. A home automation system based on Bluetooth consists of an electronic hardware part. Figure 5 shows that the smart building management system includes an Android phone and Bluetooth Arduino (BT) that communicate with each other through Bluetooth [54,55]. Another method is to use the HC-05 Bluetooth module, which has become very popular among users due to its low price, easy access, that it can be set up with an Arduino board, and that it works as an IEEE802.11 wireless module [56,57]. The module is powered by a standard 5 V power supply and is serially connected to the Arduino with just one tap on the mobile app. Also, another method, HC-06, can be used, which is connected to an Arduino board, with household appliances then connected to the Arduino board through the relay [58]. This method has solved the needs of users and is also useful for people who are old and have physical disabilities [56]. For example, Figure 5 shows a designed home automation system that any smartphone can control via Bluetooth. The smartphone sends control signals to turn home appliances on or off through a Bluetooth-based Android application. According to the studies conducted in the article [59], a solution has been created to solve the challenges in smart building management using Firebase and Bluetooth. Bluetooth supports both data and audio, which makes it a superior technology and which has enabled many devices to communicate [60,61].




5. Home Automation System Based on Zig-Bee


Zig-Bee protocol is a wireless technology that works in three radio bands: 868 MHZ, 2.4 2 GHZ, and 915 MHZ [62]. The same data rate technology of 40–250 kbps and range of 1–100 m with the IEEE 802.15.4 standard was approved in December 2003, and Zig-Bee Alliance released the first version of this technology in 2006 [63]. In terms of IEEE standards, this protocol is very similar to Wi-Fi and Bluetooth standards [64]. Similar to Z-Wave, Zig-Bee is a mesh protocol. These devices can communicate with each other and will be able to act as repeaters [65]. After the production of the first product based on the Zig-Bee protocol, companies connected to this global technology. With its expansion, the Zig-Bee smart building standard entered the market. It connected thousands of devices wirelessly [66]. Zig-Bee Standard and Zig-Bee Smart Energy Parameter (SEP) have been identified by the National Institute for Protocols and Technology (NIST) [67,68] as the most appropriate communication standards for the smart grid home network area [69,70].



5.1. Constituents of Zig-Bee Network Function


Zig-Bee devices may come with all the capabilities of a Zig-Bee network, called a Full Function Device (FFD). Also, Zig-Bee devices may come with limited software capabilities called Reduced Function Devices (RFD) [71]. Based on the literature, an FFD device can communicate with all kinds of devices in a network. Therefore, these devices must be permanently active in the network. Unlike FFD devices, RFD devices can only connect with one FFD device. In most cases, it is intended to implement simple applications such as switching devices on and off. FFD and RFD devices in a network can be coordinators, PAN coordinators, or devices. PAN coordinators and coordinators fall under the category of FFD devices; however, the device may fall under the category of FFD or RFD devices. According to the literature, the coordinator is the most potent component of the FFD device that can send and receive messages. Also, the PAN coordinator is the central controller in a personal local area network. Now, if the device is not a coordinator, it can be called a device. According to the reference materials about FFD and RFD devices, the Zig-Bee standard makes three Zig-Bee protocol devices: Coordinator, Router, and End Device [72]. The Zig-Bee coordinator is a PAN coordinator in the IEEE 802.15.4 network and is responsible for establishing the network [73]. The Zig-Bee router is an FFD device that enables various Zig-Bee networks. By using a router, more devices can be added to the network. A router may also act as a Zig-Bee End device. Finally, the end devices are not routers and coordinators and are physically connected to a sensor or perform a control function that consumes less battery and can be FFD or RFD, depending on the application [73]. Figure 6 shows the layers related to the architecture of this protocol.




5.2. The Architecture Related to Zig-Bee Protocol


The Zig-Bee protocol generally consists of four layers:




	
The first layer of the Zig-Bee protocol is called the Application Layer (APL). This layer converts input to digital data, change input to digital data, and digital data to output [74].



	
The next layer specifies the source and destination of the information. The logical transformation of addresses to be understandable for layering is done in this layer. Also, traffic network control is done in this layer. One of the most essential devices in computer networks, called the router, operates in this layer because, in this layer, information packets (Packets) deal with the IP protocol for the route, and the router works with IP [75].



	
(MAC): This layer employs the carrier sensed multiple access with collision avoidance (CSMA-CA) mechanism for channel access, personal area network (PAN) association, disassociation, network synchronization beacons, and device security [75].



	
(PHY): This layer includes radio communication (modulation and demodulation), which is responsible for transmission and reception. With a frequency of 2.4 GHz in this layer, information can be sent and received up to 250 kbps [74].









5.3. Topology


The EEE802.15.4 standard can support four types of topological networks with more than 64,000 nodes, two of them being star-tree-cluster-tree and star-mesh; however, Zig-Bee is only able to use tree topology [76,77]. Mesh topology, as a peer-to-peer network, consists of a coordinator and several routers and nodes. In this topology, it is easy to add or remove a device in the web, and if a problem occurs during data transmission in one path, the node finds another way and reaches the destination [78,79]. Also, in this topology, energy consumption is more optimal because the devices are close to each other. In a star topology, there is no router, although there is a coordinator and several end devices. One of the disadvantages of this topology is that, if the coordinator fails, the entire network becomes inactive. Since there is no alternative path from the source to the destination, the coordinator suffers. Cluster tree topology is a particular case of tree topology in which parents, together with their children, are called a cluster. [80]. In a tree topology, the network consists of a central node that includes a coordinator, several routers, and nodes. According to Figure 7, this topology consists of several star networks. To form a tree topology, at least three hierarchical levels must be created: a coordinating device, a router, and an end device. Child end devices and coordinators are called producer routers. In general, a topology A tree is used in the construction of large networks, and the management and maintenance of computers are easily possible. In this topology, if the central device is damaged, the entire network will fail, which is one of the disadvantages of this topology.





6. Home Automation System Based on Z-Wave


With the evolution of state-of-the-art applications and paradigms, the world is progressing toward smart cities. Smart homes are an important aspect of smart cities, wherein various mobile computing and network technologies are used. However, they are also susceptible to security threats that can cause serious issues related to privacy and safety. Z-Wave is a wireless technology that is primarily used in smart homes [81]. The Z-Wave protocol was started by the Danish company Zany’s as a smart lighting control system for consumers and evolved into a home network automation mesh protocol implemented on a SOC-on-a-chip system [82]. This protocol was created in 2008 by Sigma designs company to replace other protocols, and it is now one of the most widely used protocols. Z-Wave technology is a technology of low-power radio waves developed to establish communication between household devices. Z-Wave was described as a new wireless home automation technology that uses low power and communicates at a frequency of 900 MHz and a range of about 30 m. Reference [83] describes how Z-Wave can work in a smart home system. Further studies have been conducted to implement Z-Wave in specific applications such as monitor systems [84] and lock systems [85]. In addition, some authors have also focused on the security features of Z-Wave [86,87]. Z-wave devices have higher security due to the identification of the user and are also compatible with devices of different brands and can communicate with them [88]. The Z-Wave network supports mesh network topology, and a primary controller and several sub-controllers are responsible for establishing secure communication between devices [89]. In such a network, devices can communicate with each other through intermediate nodes and, in this way, communication barriers and blind spots are eliminated. Z-Wave technology consists of three layers: the radio layer, the network layer, and the software layer. These three layers are connected to lead to a robust and secure network [90]. Figure 8 shows the architecture of this protocol.



6.1. Radio Layer


In this layer, the path that the signal takes between the network and the hardware layer is defined. This layer includes frequency, encryption, and hardware access.




6.2. Network Layer


In the network layer, how to exchange data between devices or nodes is determined. The tasks of this layer include addressing, network organization, routing, etc.




6.3. Software Layer


In this layer, the messages and commands to be sent to other devices are defined. The network layer in Z-Wave technology includes three sub-layers for data transmission between different devices [91].



6.3.1. (MAC)


In this layer, the wireless communication hardware of the device is controlled. There is no access to this layer for the end user [92]. This is an anti-collision mechanism that ensures secure data transfer [93].




6.3.2. Transmission Layer


In this layer, the message transmission and wireless communication with another device are controlled. The end user does not have the possibility to change the performance of this layer, but he can see the results of its performance [94].




6.3.3. Routing Layer


Mesh network capability in Z-Wave is realized in this layer. The possibility of meshing in the network leads to an increase in the range of PAN networks. In this layer, the message reaches the destination device in the mesh network [92].






7. Home Automation System Based on Wi-Fi Protocol


The Wi-Fi protocol is a wireless communication protocol registered by the Wi-Fi Alliance and based on the IEEE 802.11 standard. This protocol provides a high data transfer rate of up to 1 GB depending on the 2.4 GHz channel and 5 GHz band within a range of 50 m [95,96]. The smart system based on the Wi-Fi protocol does not require a central controller, and the equipment communicates directly with the home modem. This protocol is mainly used for the wireless management of household appliances such as sockets [96,97]. Figure 9 shows a home automation system based on Wi-Fi technology. Figure 9 indicates that an Android mobile application with integrated Wi-Fi can easily control home appliances. Using this program, data can be transferred remotely using Wi-Fi technology. A preconfigured Wi-Fi device can be used to continuously update the status collected from the sensor on the firebase database [98]. This technology will remotely control service-specific convergence sublayer (SSCS) switches and devices using an Android app. Also, this technology has a more extended range than other protocols, and it can be possible to control several devices simultaneously from anywhere in the world. ESP826612E is used as a central controller and as a Wi-Fi chip in this case [99]. Transmission speed, high bandwidth, and availability are the advantages of this protocol. Most people use a Wi-Fi router in their home instead of Ethernet cables due to economic efficiency. Also, the Wi-Fi protocol is relatively safe and provides users access to the Internet anywhere in the house. However, in terms of home automation, in the Wi-Fi-based smart home, there are problems such as the problem of power consumption of Wi-Fi devices, range limitation in large houses, and interference in the network.




8. Home Automation System Based on 5G


With the rapid growth of the IoT, 5G is the next generation of wireless communication that significantly increases the speed and responsiveness of wireless technologies [100]. This technology creates new possibilities for various applications such as agriculture, transportation, etc. This article discusses the connection of the device to the device of this technology [101]. Also, 5G technology, which uses the millimeter wave spectrum, includes:




	
High-band waves (above 6 GHz);



	
Medium-band waves (2 to 4.5 GHz);



	
Low-band waves such as the fourth generation (below 3 GHz).








Also, one of the essential goals of this new technology is to maximize the data transfer rate up to 20 Gb/s [102,103]. Furthermore, 5G technology is critical to developing smart cities because 5G creates excellent opportunities for connected devices in buildings and cities to help track, monitor, and control energy. It allows buildings and cities to better manage their energy resources, save costs, and become more sustainable [104].



Review of 5G Network Architecture


Traditionally, physical network hardware components for the 5G Core Network, such as servers, switches, and storage, will be offloaded entirely to the cloud and orchestrated in a virtual environment through intelligent software tools. Figure 10 demonstrates how everyday consumer devices such as smartphones, smart sensors, or connected automobiles cannot connect directly to the 5G Core Network on their own. In order to reach the 5G Core Network, User Equipment must first connect through 5G-enabled equipment on the Radio Access Network (such as a cell tower or small cell array) that will route traffic to the network core and the internet.





9. Home Automation System Based on LoRaWAN


This protocol is a low-power, long-range LPWAN communication technology mainly designed to cover a vast area network in the IoT. This protocol has a data rate of from 0.3 to 50 kbps and a coverage range of from 2 to 5 km in the urban environment and 15 km outside the city [105]. This protocol works in Europe’s 868 and 433 MHz bands, 915 MHz in America, and 430 MHz in Asia. Also, equipment based on this protocol will work for a long time with one battery. The architecture of this protocol, as shown in Figure 11, includes sensors and operators called End-Device, gateways (LoRaWAN Gateways), network servers, and user applications and software. With this technology, information is collected by end devices or sensors and sent to gateways using the network. Then, those data will be sent to LoRaWAN servers utilizing gateways and the Internet and communication channels (LTE, 3G, Wi-Fi). Finally, after processing the information by the server, the required information will be sent to the users or Application Servers via the Internet LoRaWAN network topology type based on a star topology. Also, this technology consists of three different classes: A, B, and C. Class A devices support two-way communication between themselves and the Gateway. In addition to Class A, Class B devices synchronize with the network at scheduled times using periodic waves and downlink ping intervals. Through this method, the network can send downlink communications with unavoidable delay and increase the energy consumption of the end device. The delay time is programmable up to 128 s to vary with different applications, and the extra power consumption is low enough to still be reliable for applications that use the battery. In addition to the Class A structure that follows from the uplink, there are two downlink paths. Class C can hold the receiver of the end device and reduce the downlink latency when the device is not transmitting anything. Therefore, Class C is suitable for applications that require [106].




10. Home Automation System Based on 6LoWPAN


6LoWPAN combines the latest versions of the Internet Protocol (IPv6) and Low Power Wireless Personal Area Networks (LoWPAN), providing small devices with limited processing power to transmit information wirelessly. In general, this key communication technology is based on IP [102]. This problem was solved by 6LoWPAN through adopting an intermediate network and communication layer in the IP stack and the ability to transmit IPv6 data packets through the IEEE 802.15.4 standard on radio transmission networks. For this reason, it changed the prevalent perspectives of the IoT [107]. The most important advantage of this protocol is the IPv6 stack, which recently played a prominent role in enabling IoT. The 6LoWPAN protocol provides about 5 × 1028 addresses for each user, which are assigned to each device separately, which allows the devices to connect to the Internet with their IP address. This protocol was initially designed to support low-power networks with a frequency band of 2.4 GHZ, although, now, this technology is widely used in world.



10.1. 6LoWPAN Network Model


In this section, we will examine the nature of a 6LoWPAN protocol. This technology can support star and mesh topologies and 16-bit and IEE-EUI64-bit extended addresses [108]. Figure 12 shows the complete essence of this technology. As shown in the figure the 6LoWPAN gateway, located between two different networks, has the task of accurately implementing the matching layer function [109]. In the next part, the devices of this protocol, which are FFD and RFD, are examined. FFD devices can communicate with RFD devices and multiple FFD devices. These devices operate in three modes: a PAN coordinator, a coordinator, or an end device. RFD devices, unlike FFD devices, will only work as an end device, will only be able to communicate with an FFD, and are generally used for straightforward applications.




10.2. Review of the 6LoWPAN Protocol Stack


Figure 13 shows the 6LoWPAN protocol stack. According to the figure in Layers 1 and 2, MAC and PHY transmit the frames to the neighbors of the single hub. In Layer 3, it is necessary to fragment IPv6 packets and finally compress them; the reason for this problem is the limitation of 6LoWPAN protocol transmission (127 MTU). On Layer 4, 6LoWPAN neighbor discovery (6LoWPAN-ND) [110] disseminates context information for compressing arbitrary IPv6 network prefixes. Apart from this, 6LoWPAN-ND is a multi-hop version of IPv6 neighbor discovery and IPv6 stateless auto-configuration. Also, in Layer 4, the IPv6 Routing Protocol for Low-Power and lossy Networks (RPL) [111] routes IPv6 packets. On Layer 6, User Datagram Protocol (UDP)-based protocols, such as the Constrained Application Protocol (CoAP), are commonly employed.





11. Privacy and Security


Security systems, in smart homes, means securing the house’s entry points through sensors connected to a central controller. This controller is installed in one of the most accessible places in the house. These devices, which are directly or indirectly related to the Internet, create challenges for the security and privacy of smart home residents [112].



Data Privacy and Security in Smart Homes


In general, security in smart homes is related to data privacy and the safety of smart home residents. According to the research conducted by Mr. Zheng in reference [113], the safety of smart homes presents three critical issues:




	
Unauthorized entities are not allowed to access data. Therefore, impenetrability and decryption are essential in security issues related to smart homes;



	
Introducing entities that can access users’ data and privacy;



	
Creating a safe environment for smart home users.








To protect users’ privacy, symmetric and asymmetric essential encryption methods are usually used. The result of the encryption process is called cipher text. Also, the message that needs to be encrypted is called plaintext, which is converted into cipher text by a particular function called the key. The symmetric method uses data decoding, which is not the case in asymmetric. Also, all classical cryptography is symmetric, for example: DES, 3DES, and AES. Unlike symmetric encryption, in asymmetric encryption, a pair of public keys are used to encrypt and maintain confidentiality, and a private key is used for decryption. There is a mathematical relationship between them, for example, RSA, DH, and DSA [114]. In general, a smart home is vulnerable to two types of internal and external threats [115]. In both types of existing threats, hackers intend to compromise the smart home infrastructure [116,117]. Table 2 shows the threats and possible security damages in smart homes. As mentioned, all smart home systems work through home automation protocols. In addition, protocols are similar to languages through which smart home systems communicate with each other and execute commands. Table 3 describes the features and disadvantages of each of the protocols reviewed in this article.





12. Challenges in Smart Homes and Future Trend


The studies conducted in references [121,122] present the challenges related to smart homes and provides solutions to solve these challenges. Reference [123] Does the same. In edge computing, deploying computing and storage resources is done at the location that produces the data. In the above architecture, computing and storage mechanisms are deployed right where the data source is located. Cloud computing refers to the massive and scalable deployment of computing and storage resources in different locations in other cities or even countries in terms of geographic location. Today, cloud computing is described as an alternative or sometimes a supplement to traditional data centers. In addition, cloud providers can prepare a set of pre-prepared services that can be used in various applications, such as the IoT, and provide them to consumers. Hence, the cloud is an efficient centralized platform for deploying the IoT. Even in a situation where cloud computing offers rich resources and services for complex analysis, the nearest cloud center may be hundreds of kilometers away from the point that generated the data. For this reason, it is necessary to rely on high-speed communication channels on the Internet to send data for cloud use. The cloud can bring centralized computing much closer to the data source. Still, edge computing is less efficient than is the cloud. Choosing an efficient architecture for computing and deploying storage is not limited to the cloud or the edge. The cloud may be far from the source of data generation, and edge computing may have limited resources or it may not be physically possible to deploy those resources on-site. To solve the above problems, a concept called fog computing was invented. According to the studies conducted in the field of fog computing, it aims to optimize communication between smart homes and develop lightweight algorithms to process local data and reduce the number of transmissions that are needed between devices. Also, a large amount of produced data needs to be stored, integrated, and analyzed with high accuracy. Distributed data processing systems, NoSQL databases, and business intelligence platforms are some proposed solutions to this problem. The abovementioned problem has been shown to reduce the spread of smart homes. The results from the model proposed by Shin et al. show that older users are more willing to use a smart home than young users. From this study, a strategy to attract young consumers is needed to increase market demand. In general, users aim to maximize home security, increase energy efficiency, improve the performance of household appliances, and so on. Overall, with optimal home management, smart homes can replace the traditional home setup [124,125]. Studies conducted by researchers in connection with smart home technology refer to primary and vital issues such as technical and social disturbances, the need for families to get to know each other, incomplete training for learning, and the risk of energy intensification. In response to security issues related to smart homes, it can be concluded that security and privacy benefits can be obtained without high costs and with minimal energy consumption. Although sensors and other devices can help enable smart home technology, the operation of smart homes and the services provided to users are done by smart home automation platforms. Also, Xu et al. introduce flexible software to communicate between smart homes and users. This proposed platform’s design basis is one that can integrate heterogeneous devices. Therefore, it paves the way for interoperability and standardization. Also, the advantages of this flexible platform include proper management and planning for daily tasks, complete monitoring of smart home performance, and location-based home automation [126].




13. Conclusions


Smart grids are on the verge of creating a new revolution in electrical energy systems. Wireless network technologies, along with a fully developed and exclusive architecture, provide users and hardware equipment with the ability to communicate with each other through data transmission through waves without using physical platforms such as wires and cables. Therefore, a suitable wireless technology must be implemented for reliable communication. In this article, various parameters, such as data rate, available bandwidth, number of channels, etc., which affect the field of application in the smart network, have been classified and analyzed. Therefore, in the interest of promoting safe, smart homes, among the various communication protocols available, in this article, Zig-Bee, Bluetooth, Wi-Fi and Z-wave, 6LoWPAN, LoraWAN, and 5G protocols have been reviewed and analyzed along with their advantages and disadvantages. In general, the main goal of this article is to study and research to improve the existing protocols and ensure users’ security and privacy with appropriate security measures.
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Figure 1. Overall architecture of a HEMS. 
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Figure 2. Functionalities of a smart HEMS. 
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Figure 3. Home automation system architecture. 
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Figure 4. Statistics of the use of different protocols in smart home devices. 
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Figure 5. Bluetooth-based home automation system. 
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Figure 6. Architecture of Zig-Bee protocol. 
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Figure 7. Topologies related to Zig-Bee protocol. 
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Figure 8. Architecture related to Z-wave protocol. 
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Figure 9. Home automation system based on Wi-Fi protocol. 
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Figure 10. Overview of 5G network architecture. 






Figure 10. Overview of 5G network architecture.



[image: Sustainability 14 15938 g010]







[image: Sustainability 14 15938 g011 550] 





Figure 11. LoraWAN protocol architecture. 
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Figure 12. 6LoWPAN network model. 
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Figure 13. The 6LoWPAN protocol stack. 
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Table 1. Comparison of different protocols in smart home automation.
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	Protocol
	Frequency
	Topology
	Network
	Data Rate
	Power Consumption
	Smart Grid Application Areas
	Cost Adder
	Range





	Zig–Bee
	2.4 GHz
	Star, Mesh, Cluster tree
	LAN
	250 kbps
	Low
	Energy monitoring; smart lighting;

home automation;
	Medium
	10–300 m



	Z-wave
	900 MHz
	Mesh
	LAN
	100 kbps
	High
	Home automation
	Low
	30 m



	Wi-Fi
	2.4, 5 GHz
	Star, P2P

Cluster tree
	LAN
	0.1–54 mbps
	Medium
	Home automation
	Medium
	50 m



	Bluetooth
	2.4 GHz
	P2p, star
	PAN
	721 kbps
	Very low
	Home automation
	Very low
	3–30 m



	5G
	600 MHz

To 6 GHz
	Star
	PAN
	Up to 25 GbPS
	Low
	Distributed monitoring & control
	Low
	Various km



	LoraWAN
	433/868/

780/915

MHz
	Star on star
	NAN; WAN
	290 bps–50 kbps
	Low
	Equipment management;

Online monitoring
	Low
	2.5 km urban/

15 km suburban/

14 km rural



	6LoWPAN
	2.4 GHz
	Star
	LAN
	250 kbps
	Medium
	Smart metering; home automation
	Medium
	800 m
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Table 2. Threats, vulnerabilities and security issues related to protocols.
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	S.N.O.
	Protocol Type
	Examining Major Issues, Vulnerabilities and System Security





	1
	Bluetooth
	
	
Blue jacking: Blue jacking typically involves hijacking another device’s Bluetooth to send unsolicited messages, including business cards, advertisements, and pictures. Blue jacking usually happens within a 10-m range for smartphones or up to 100 m for laptops.



	
Blue bugging: Blue bugging is when the hacker uses a Bluetooth connection to install malware on the target device. This malware gives the hacker a backdoor to the target device, allowing them complete control of the device. For example, the attacker may be able to eavesdrop or initiate phone calls, access contact information, and read and send messages.








	2
	Zig-Bee
	
	
Physical Attack: Zig-Bee network has a big weakness that all passwords are stored in memory without encryption. Therefore, if an intruder gains physical access to the device, he will be able to find the key by copying the information in the device’s memory to the computer. (The location of the key is always in the same chip).



	
Therefore, to prevent this attack, all devices must be placed in a tamper-proof box, and if a violation is registered, the device must delete its memory [118].



	
Key Attacks.



	
Replay Attacks: Secure networks always use trusted centers to keep their keys safe and multiple keys instead of one to protect against this attack [119].








	3
	Z-Wave
	
	
Spoofing Attacks: Some of the challenges of spoofing attacks include the following: Transmission of false information in the IoT system, the vulnerability of IoT devices, endangering the decision-making process [120].



	
Discover and create an external topology.



	
Arbitrary SR cache modification.








	4
	Wi-Fi
	
	
WEP (Wired Equivalent privacy) and Wi-Fi protected access (WPA) can cracked in minutes.



	
WPA2 can also be cracked, only if user did not set it up properly.








	5
	LoraWAN
	
	
Problem with gate compromise.



	
Physical device attack.



	
Problems with encryption keys.



	
Existence of non-optimal encryption methods.








	6
	5G
	
	
This technology is vulnerable to information disclosure and spoofing attack.



	
Heavy network traffic.



	
Security issues of radio interfaces.








	7
	6LoWPAN
	
	
Transport layer security constraints.



	
Security issues with datagram transport layer security.
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Table 3. An overview of the advantages and disadvantages of communication protocols.
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	Protocol
	Advantages
	Disadvantages





	Bluetooth
	
	
Very high compatibility



	
Support for any device that can connect Bluetooth



	
reducing energy consumption





	
	
Limited range Communication



	
Weak security



	
Pone to interference from IEEE 802.11 WLANs








	Zig-Bee
	
	
Less energy consumption



	
High security



	
High connection speed



	
Low deployment cost



	
Low complexity



	
Support from many nodes



	
Easy monitoring





	
	
This protocol will only be able to connect devices up to a distance of 60 feet, which is one of the disadvantages of this device



	
Interference the network



	
Difficult repair



	
High maintenance cost








	Z-Wave
	
	
Easy setup



	
The ability to connect devices to each other at distances of more than 550 feet



	
Low latency



	
Scalable





	
	
Low audio and video quality



	
It is only able to connect 232 gadgets



	
Data transfer rate lower than Z-Wave








	Wi-Fi
	
	
Possibility of high productivity for subscribers



	
High reliability



	
The simplicity of this protocol due to the lack of additional hardware



	
Low price





	
	
High energy consumption



	
It supports smaller distances



	
Weaknesses in some encryption methods








	5G
	
	
Low latency



	
High reliability



	
High speed



	
Ability to run a large number of device





	
	
Security and privacy issues



	
Lack of technical support in most parts of world



	
Infrastructure development requires high cost








	LoraWAN
	
	
Low power



	
Long range



	
It does not interfere with other data rates



	
Two-way and secure





	
	
It is not suitable for large data loads and the amount of the load is limited to 100 bytes



	
For continuous monitoring (except Class C devices).








	6LoWPAN
	
	
Robust



	
Low power support large mesh network topology



	
Can be applied across various communication platforms





	
	
Require extensive training and knowledge



	
Short range



	
Low data rate
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