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Abstract


This study sought to investigate factors causing the spread of fake news on digital media (DM) and to explore the sometimes disastrous consequences of fake news on social media. The study also aimed to construct a framework for fake news disaster management to control the dangers of false news on DM. The study applied PRISMA guidelines and techniques for exploring, devising, and inclusion and exclusion criteria. The search was carried out through 15 of the world’s leading digital databases. As a result, 31 peer-reviewed studies published in impact-factor journals of leading databases were included. Findings showed that several factors influenced the sharing of fake news on digital media (DM) platforms. Six major trending factors were the rise of technologies, social connections, political reasons, the absence of a controlling center, online business and marketing, and quick dissemination of information. The study identified the disadvantages of fake news (FN) on digital media (DM). A framework was constructed for managing fake news disasters to control the spread of fake news on digital media. This paper offers important theoretical contributions through the development of a framework for controlling fake news spread on digital media and by providing a valuable addition to the existing body of knowledge. The study offers practical assistance to top management, decision makers, and policymakers to devise policies to effectively manage problems caused by fake news dissemination. It provides practical strategies to address fake news disasters on digital media for redefining social values. This research also assists digital media managers in utilizing the proposed framework and controlling the harmful impact of fake news on social media.
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1. Introduction


In the present age of information and communication technologies (ICTs), the phrase ‘fake news’ (FN) has become a common phenomenon used by people from all sectors. Technology-based applications have played an optimal role in the rapid growth of fake news [1,2,3,4]. FN is considered a serious threat to the peaceful environment of organizations and society. It can destroy communities and create unmanageable issues for individuals and nations as it damages information systems [5,6,7,8]. With the emergence of the internet and web-based applications, news providers have discovered new techniques for communication [9,10] and they keep readers consistently engaged with online news [11,12,13]. Disinformation is a type of fake news that aims to deceive others intentionally. It causes violence and conflicts among various groups and factions [14]. In the twenty-first century, digital media (DM) channels have reached heights of popularity [15] and are generating extensive amounts of information on a vast range of topics [16] but the authenticity of such information is a matter for skepticism [17,18,19].



Digital media is frequently used for a number of reasons including making social connections, seeking information, sharing information, and seeking to enhance one’s status [20,21,22,23]. DM provides ample opportunities for freedom of expression; therefore, the number of potential users is rising rapidly [24]. However, freedom of expression can open the way to fake news and has the potential to cause panic in society [25,26,27]. Major creators of fake news use Facebook, Twitter, and YouTube as these DM platforms are easy to use for news dissemination [28]. These social media apps are frequently used by people to share their emotions and experiences with other members of their community [29]. DM has played a vital role in the dissemination of information during natural disasters globally [30,31], and its tools, particularly FB and Twitter, have made phenomenal contributions during difficult times [32]. Nonetheless, it cannot be ignored that DM tools are potential elements for the creation of fake news disasters through user-generated content [33,34]. Galeotti [35] explains how fake news on DM is shared to promote false agendas by one country against another. FN is a modern weapon in the current age of social networking applications.



Information professionals can play a vital part in the war against fake news disasters on social media by inspiring users to upgrade their news literacy skills [36], and they need to encourage users to question the authenticity of news received through digital media channels so that dangers of fake news may be avoided [37]. They can play an important role in fake news diffusion control (FNDC) through the provision of information literacy courses to the community [38]. Şisman and Yurttas [39] claimed that media literacy is essential to combat FN disasters on DM. Kim et al. [40] proposed that confirmation of news sources is of paramount significance in the battle against FN. Rhodes [41] suggested disrupting the stream of compatible information as a means of reducing the effect and dissemination of FN on DM. Gimpel et al. [42] believed that fake news disasters could be controlled by encouraging people to call out fake news fearlessly on digital media. Schuetz et al. [43] regarded fact-checking platforms as a valuable source for fighting successfully against fake news on social media that has caused social disasters at national and international levels. Chauhan et al. [44] concluded that information disseminated on digital media has contributed a great deal to decision making; therefore, ethical sense-making is required to deal with the growing threat of fake news on DM. Dabbous [45] argued that proper control mechanisms are urgently needed on DM applications to check the authenticity of trending news stories.



Pundir et al. [46] carried out an empirical study on false news sharing on digital media, having used a planned behavior approach. The study intended to identify the impact of awareness about fake news on digital media, subjective norms, perceived behavior control, and users’ intentions to confirm the accuracy of the news before sharing it on digital media. The findings of the study illustrated that attitudes towards news authenticity and perceived behavior control were important factors related to the verification of the news before sharing it on digital media. Barakat et al. [47] conducted research on fake news identification on digital media. The objective of the study was to determine the factors which contributed to individuals’ identification of false news on digital media. Findings revealed that verification attitudes had a positive impact on fake news identification; nonetheless, blind trust in digital media forums reduced verification behavior. The study offered a behavioral model to reduce the risks of fake information on digital media. Olan et al. [48] inferred through empirical investigation that digital media impacted social values to a great extent and changed public opinion on critical national issues by dividing people about news items posted on digital media. Luo et al. [49], through an experimental study, found that deep learning methods proved valuable in easing the flood of fake news on digital media. Piazza [50] reported that digital media was contributing fake information extensively and misleading society. Therefore, solid measures needed to be initiated to save societies from the harm that fake news was causing.



Having analyzed the literature on this topic, we can identify the major themes that contribute practical measures to stop the fake news disaster on digital media. These include the fearless reporting of fake news, use of fact-checking platforms, checking the authenticity of trending information, developing awareness about fake news on digital media, digital literacy, deep learning and analyzing techniques, and the use of automatic machine-based tools to detect fake news. This also highlights the need to develop a framework to control the flood of fake news on digital media. Hence, the present study has been designed to contribute to this goal.



Through in-depth content analysis of peer-reviewed papers, it is apparent from the literature that a framework for fake news diffusion control (FNDC) systems on digital media (DM) has yet to be developed, In order to bridge this significant gap, the current study was instigated. Factors causing the spread of fake news on digital media (DM) and the disasters of fake social media items have not been explored in the past through systematic literature review methodology. Developing a framework will not only offer solutions but also provide theoretical contributions to guide future researchers for further exploration of this area. Furthermore, it will offer a framework for the top management of institutions, information professionals, policymakers, government representatives, public figures, and other stakeholders to devise mechanisms to stop the flood of fake news on digital media effectively and efficiently.



Figure 1 demonstrates the main themes of this study. It aims to display major constructs through a mind-map diagram.



Current research is of immense importance for library professionals, decisionmakers, government representatives, and all other concerned stakeholders to shape efficient methods for fake news detection through innovative approaches based on artificial intelligence systems for news authentication. The findings of the study will prove productive for experts in artificial intelligence and big data analytics in helping to devise technology-based applications to examine the accuracy of news searched for on social networking websites. A framework based on techniques for fake news identification and removal on DM will contribute valuable content to the body of existing literature and provide a benchmark for policymakers to construct techniques and methods for avoiding the creation and sharing of fake news on digital media.



This paper offers certain theoretical and practical contributions. Our research has theoretical insights for research scholars as it has developed an evidence-based framework to control fake news diffusion on digital media. Future researchers may test this framework through empirical investigations. They can also design virtual systems to control the flood of fake news on digital media by using artificial intelligence. Another important contribution is through the provision of practical implications for policymakers to develop solution-based outcomes. This study also contributes productive guidelines for leaders and managers to apply the latest tools for checking the authenticity of online news. Recommendations based on the results of our study may prove of great value to society and the business community, as a legal document may be developed consisting of core methods to control fake news diffusion on digital media platforms; therefore, the study offers worthwhile social contributions.




2. Research Objectives


In light of the above, our study aimed to:




	
Identify the factors causing fake news sharing on digital media;



	
Investigate the issues caused by the dissemination of fake news on social media;



	
Develop a framework to combat issues caused by fake news on DM.









3. Methodology


The research team carried out PRISMA (“Preferred Reporting Items for Systematic Reviews and Meta-Analyses” procedures [51]. “PRISMA is an evidence-based minimum set of items for reporting in systematic reviews and meta-analyses. PRISMA is used for reporting of review, evaluating randomized trials, but it can also be used as a basis for reporting systematic review” [52].



PRISMA consists of four major phases with many steps at each phase. The first phase is ‘planning’, based on two major entities which are known as focused research questions and search strategy. The second stage is ‘selection’, utilized for sorting and extrapolating retrieved data. The third stage is ‘extraction’ for evaluating content after applying rigorous criteria for the evaluation. The fourth phase is ‘data synthesis’, used to analyze the data through step-by-step approaches to produce a concluding set of procedures. These four stages are applied in the current study and are elaborated below:



A. Stage one: Planning



Focused research objectives



Focused research objectives of the study cover the specific scope which are: factors causing the sharing of fake news on digital media; dangers of fake social news on DM; and a framework based on techniques for fake news diffusion control (FNDC) on DM. These research objectives are in a specific order and may be addressed concurrently.



Search Strategy



The strategy applied in connection to search terms, means of literature, and the procedure of searching the content are explained in depth as follows:



a: Search terms



After applying predetermined criteria, search terms were constructed. The following search strings were developed:








	
Development of constructs, keywords, and variables from research papers and articles as the main basis of the study;



	
Construction of the general research objective of the research and select some words from that research objective that reveals the clear path of the study;



	
Usage of keywords that other researchers have used in their articles in impact-factor journals;



	
List of related terms;



	
Employment of Boolean operator “OR” to include substitute terms;



	
Apply Boolean operator “AND” for retrieving combined records of both terms used in search box;



	
Usage of the Boolean operator “NOT” for excluding keywords in search terms to find productive and focused results.








After having applied diverse searching techniques and methods, all relevant results were retrieved. Search terms used in different databases, tools, and scholarly search engines were as follows:



(“Fake news” OR “Factors of fake news sharing on social media” OR “Effects of fake news” OR “Dangers of fake news sharing on social media”)



AND



(“Fake news AND digital media platforms” OR “Role of different factors in fake news creation on digital media” OR “Impact of fake news disasters” OR “Causes of online fake news” OR “Fake news disaster management” OR “Role of social media in fake news disasters” OR “Challenges to combat fake news flood” OR “Fake news disasters AND the social media websites” OR “Fake news consequences upon individuals and societies” OR “Fake news” AND “digital literacy” OR “Framework to fight against fake news” OR “Sharing fake news on social media platforms” OR “Social networks” AND “Combatting fake news” OR “Social media literacy” AND “fake news detection” OR “Fake news” AND “context awareness” OR “Role of technology in fake news creation” OR “Role of libraries” AND “fake news detection” OR “Online news” AND “managing users’ misconduct” OR “Fake news ethical issues” AND “Role of librarians” OR “Social media as disaster communication media” OR “Challenges for combatting fake news” OR “Problems for information professionals to detect fake news on social media” OR “Modern information war” AND “Tools to battle against fake news warfare” OR “Fake news” AND “Challenges and opportunities” OR “Framework for war against social fake news” OR “Solutions to fight against fake info-demic” OR “Sharing of fake stories on social networking websites” OR “Effects of fake social information” OR “Modeling fake news detection system” OR “Threats of social media” OR “Media literacy and fake news identification” OR “Role of social norms in fighting against fake news” OR “Combating fake social news through fact checking” OR “Fake news detection” OR “Methods to find online fake news” OR “Roles of information professionals in the age of fake news” OR “Librarians against fake news war” OR “Fake news” OR “Digital Media”)



NOT



(“Fake news” NOT “Traditional media”, “Impact of online fake news” NOT “Conventional media”, “Fake news detection” NOT “Printing press”, “Fake news disaster” NOT “Old-fashioned communication media”, “Fake news finding tools” NOT “Electronic media”, “Fake news” NOT “Controlled media”).



b: Literature resources and existing research



Researchers used 15 databases in a structured way for making an in-depth focused search. These databases were Scopus, EBSCO Host, Web of Science, LISTA, Emerald, LISA, Summon, Elsevier, Google Scholar, Taylor & Francis, Pro-Quest, IEEE Xplore, Springer Link, Cambridge University Press, and Wiley Inter-Science. Peer-reviewed research papers meeting relevant keywords were retrieved through the selected databases. The authors used index terms to further run terms for finding the available published content. Restrictive phrasing was used by the researchers for finding required results in consonance with the formulated objectives of the study. Different filters were used to limit the search. To avoid bias in the search, separate searches were carried out by the researchers from three different working universities of two different countries. Impact factor research papers published in the leading journals of the world were included. Years range of the selection criterion of the articles was 2010 to 2022. The authors included only the latest impact factors research papers in the study.



B. Stage Two: Selection



(1) Search process



A comprehensive search is carried out in a systematic literature review (SLR) to find and locate all existing material on the focused research objectives. Figure 2 mirrors the steps in this process.



Step 1: Fifteen digital databases and tools were explored systematically to retrieve the results.



Step 2: The searched content was scrutinized to eliminate irrelevant results. For checking relevance, the titles of the research papers were checked carefully. Articles published before 2010 were not used in the research, so only recent robust studies were included. In total, 1684 results were retrieved. After the phase of elimination, 884 articles were excluded for not meeting the set criteria. A further 138 articles were removed after the exclusion of duplications. Through title and abstract screening, another 76 studies were excluded from the list. Five articles were not published in the English language so they were also withdrawn from the list. After evaluating full-text studies, a further 304 papers were excluded. Another 246 irrelevant studies covering no constructs of the study were also excluded. Researchers applied critical assessment criteria to integrate the evaluated articles with the objectives of the research for ensuring quality. Although substantial studies exist on fake news with regard to COVID-19, the research team did not include documents related to COVID-19 in order to maintain a focused and controlled set of study objectives. The investigators carried out the study in a general context, offering a broader outlook rather than projecting issues relating to COVID-19. A total of 31 impact factor articles were selected as constructs of these research papers were similar to the constructed objectives of the research.



Scrutiny and filtering



Initial retrieved results (1684 as depicted via Figure 2) from fifteen diverse databases and tools were passed through an analysis filter to ensure relevance. Various steps were applied to execute this procedure. Titles of the papers were analyzed critically for conducting a systematic literature review (SLR) of the chosen studies. Various aspects including the language of the articles, content, type, impact factor, and non-impact factor journals, and publishing year were considered critically for including the most updated recent studies in the current research paper. An in-depth SLR of the 31 impact factor articles published from 2010 to 2022 was conducted. Table 1 reflects inclusion and exclusion criteria.



C. Stage Three: Extraction



Keeping in view the formulated objectives, scorekeeping was assigned to the retrieved articles. Scoring was assigned to the answers which were integrated with the study objectives. The system of scoring was based on ‘yes’, ‘no’, and ‘partly’ options. Studies within set criteria were provided a score. Studies required to be included in the current research needed to obtain a good score. This system enabled authors to eliminate 1653 irrelevant results and to include 31 relevant research papers to respond to the focused research questions.



D. Stage Four: Execution



The last step was to ensure the validity of the searched content to ensure the quality of the work. The list was assessed against the criteria of eligibility which consisted of impact-factor articles from Web of Science and Scopus indexed journals. Research studies published before 2010 were excluded from the list. Explored studies were evaluated critically and carefully for the inclusion of the most recently published IF articles. Studies having no match with FN on DM were excluded. Books, conference proceedings, dissertations, magazines, newspaper articles, organizational newsletters, grey literature, magazine articles, book chapters, reports, standards, presentations, assignments, government documents, streaming videos, trade publication articles, and transcripts were not included in the current study. However, 31 IF research papers were included to execute the current study. Figure 2 reflects a graphical representation of the complete search process performed by the research team.




4. Results:


4.1. Overview of the Selected Studies


A total of 1684 results were retrieved through fifteen of the world’s leading digital databases and electronic tools: 129 through Scopus, 97 via EBSCO Host, 85 from Web of Science, 154 by LISTA, 83 through Emerald, 84 via LISA, 89 from Summon, 223 by Elsevier, 128 through Google Scholar, 26 via Taylor & Francis, 85 from Pro-Quest, 94 by IEE Xplore Digital Library, 74 through Springer Link, 27 via Cambridge University Press, and 306 from Wiley Inter-Science. These results were retrieved from January 2022 to May 2022. After critical identification, screening, eligibility, and inclusion criteria, 31 impact-factor research papers were included to carry out the current study. Figure 3 shows the breakdown of the results from each digital database and electronic tool.




4.2. Geographical Distribution of the Studies


It is pertinent to know the geographic distribution of the chosen articles in a systematic literature review as an inclusive picture becomes evident of the studies investigated around the world. Table 2 reflects the geographical distribution of the studies. It was found that selected papers came from thirteen different countries across the globe. It was noted that the majority of the studies on the topic (n = 16) originated from the United States of America, indicating that fake news has been a trending topic for researchers in the USA.




4.3. Research Methodologies Used in the Studies


Table 3 mirrors the research methodologies used in the selected studies. It was found that experimental and survey methods (both used six times) were the most widely used by the researchers in their studies, followed by interviews and a theme-based approach. Hence, it showed that in studies related to fake news on digital media, experimental methods and questionnaire approaches were widely used by the researchers to meet the set objectives of their studies.



Table 4 illustrates the datasets extracted through 31 research papers. An in-depth SLR of the 31 impact factor articles published from 2010 to 2022 was conducted.





5. Factors Causing Fake News Sharing on Digital Media


Various factors influenced fake news sharing on digital media platforms. These factors are classified into the rise of technologies, social connections, political reasons, no center of control, online business and marketing, and quick dissemination and retrieval of information. These factors are discussed below:



5.1. Rise of Technologies


Results showed that the rise of technologies, social networking websites, smart devices, high-tech tools, and gadgets created an obsession with fake news sharing on social media. Social media platforms including Facebook, YouTube, and Twitter [37], the rise of smartphones, and high-tech data analytics [53] stimulated users to share fake news on social media for influencing people across diverse segments. The decline of traditional media channels led to increased consumption of news through social media [54], web-based publishing platforms, the evolution of ICTs, rapid developments in information technologies, and innovations in mobile-based technologies [4,55,56,57], enabling users to actively interact with the content as well as its creators and add value to the accessed content [58]. User-friendly interfaces provided access to additional contextual information [55,58].




5.2. Social Connections


According to the results, online social relations were also an influential factor to disseminate FN on DM. Social connections, online social relations and friendships, virtual social worlds, content communities, and social interaction [10,44,58,59] provided information-sharing and socialization gratifications [60]. Online friendships led not only to collaborative projects, access to a broad audience, and freedom of expression, but also to sources of entertainment [10,42,44,60].




5.3. Political Reasons


Fake news was created on digital media due to certain political factors as some political leaders promoted specific agendas to gain public favor [16]. Fake news on DM was posted to shape political opinions [54]. Aggressive online news forums were developed [61] to plant seeds of mistrust, promote a specific point of view [62], and use propaganda against others [53]. User-generated content led to ambiguity [63], contributed to domestic terrorism, changed public opinion, increased hostility towards liberal political figures, caused loss of faith in the trustworthiness of social and political institutions, and increased intolerant attitudes [50].




5.4. No Center of Control


The 31 studies identified that often, no center of control in social media platforms existed through user-generated content [58]. There were legal and cultural differences among countries [61] and it resulted in reluctance on the part of technology companies to engage in censorship laws that might hinder the spread of fake news on social media [4]. The anonymity of users on social media platforms [56] enabled them to create news of any type [40]. Fallible human tendencies, fake account creation on DM, and the ease of setting up multiple accounts on social media were obvious factors of fake news sharing on social media [4,41,42].




5.5. Online Business and Marketing


Social media, as a primary gateway to the news source, inspired businesspeople, freelancers, advertisers, marketers, and entrepreneurs to bring innovation to their businesses through the use of social media [41,64]. Nevertheless, fake financial content on digital media created problems for online clients regarding product quality [62]. Online advertisements helped start campaigns on a massive scale and facilitated the attainment of financial success [55,58]. Social media was a useful factor in electronic marketing [55] as it provided instantaneous sharing for creating awareness to a broader spectrum of society [62]. Businesspeople had an overwhelming interest to use social media on account of features such as cost-effectiveness, maximum profit via electronic advertising, and online marketing [40,41,59,63,65,66].




5.6. Quick Dissemination and Retrieval of Information


Fake news on digital media had become a low-cost modern weapon [53,56]. DM spread false online content quickly, searched fake news stories, and produced and exchanged fake information [40,42,45]. It gathered and disseminated news easily, and shared fake news due to religious belief [62,63,66]. Due to the general popularity of DM related to the fast delivery of online information, fake news was shared during natural calamities [55,66].





6. Problems Caused by Fake News on Digital Media


The study identified the problems caused by fake news (FN) on digital media (DM). It was found that fake news caused an information flood, and generated swarms of content [10,54]. Fake news exploited privacy, provided a false sense of security, spread rumors, released naked pictures, poked fun at celebrities, disclosed confidential information; provided possibilities for harassment, raised issues of conflicts of interest, and damaged personal reputations because FN on DM was controlled and administered by third parties [58]. Fake news on digital media led to aggression, created mental disorders, promoted uncivil norms, increased excessive criticism of others, influenced emotions, and raised psychological issues [4,67]. FN on digital media perpetrated false doctrines, promoted hidden agendas; misled consumers about particular goods, promoted aggressive public attitudes, caused fake campaigns, manipulated decision-making approaches, provided fake ratings, and led to the turbulence of financial markets across the world [19,39,55,57].



Fake news on digital media disseminated unverified claims, promoted biased attitudes, caused fear and isolation to increase, resulted in ethnocentric ideation, claimed false ideas, created distance in family and friends, relationships, and social support and also caused depression [59,65]. It caused abusive, hateful, and offensive content, frustration in the public, horrible consequences, the decline of mental health, panic in society, and disturbance in the lives of others [43,55,61]. It was a threat to international relations, national and international peace, and caused cybercrimes [56]. It triggered conspiracies against others, impacted on users’ actions, gave birth to inestimable social harms, and misled consumers to buy certain products based on fake reviews [40,62,66].



Fake news has caused enormous distress and inconvenience to people’s social lives, exacerbated confusion in society, and stimulated individuals to absorb false information [41,68]. It has had a severe negative impact on society as it has enhanced negative feelings, raised moral issues, lacked adequate control mechanisms, manipulated the media, and given rise to fictitious job companies [42,44,47].




7. Framework to Combat the Problems Caused by Fake News Dissemination on Digital Media


A framework was constructed based on the results of the selected studies for fake news diffusion control and is portrayed in Figure 4. The framework was developed having drawn insights via thematic analysis of the derived literature for fake news detection on digital media and measures to combat it successfully. It consists of 73 synthesized themes grouped according to four major constructs—effective research and critical thinking skills, usage of artificial intelligence, information laws and ethics, and media and news literacy—to fight against fake news disasters on social media platforms. These themes are elaborated as follows:



7.1. Effective Research and Critical Thinking Skills


Social media users should possess effective research and critical thinking skills for fake news diffusion control. They should verify the integrity, reliability, accuracy, and authenticity of information that exists on social media platforms [58]. They should identify influential users as well as pinpoint the content they share on DM [54], and be aware of the necessary documentation behind posted news on social networking websites [38]. They should avoid the irrational sensationalist impulses related to fake news [61], and use social media applications carefully to authenticate news before sharing it on DM [10,62]. They need to focus on verification and ethical sensemaking strategies so that the fake news can be professionally checked, flagged, or even removed [42,44,45]. They should have certain personality traits for assessment of the source of news reputation, and follow social norms for fact-checking tools that restrict the sharing of questionable material [40,41,42,43,53,60,66]. Critical thinking skills urge information-literate people to locate news sources that can be used to evaluate the searched information through social media applications [65]. It is a fact based on empirical evidence that effective research and critical thinking skills can lead to fake news being identified and reported to digital media administrators.




7.2. Usage of Artificial Intelligence


Usage of artificial intelligence facilitated fake news diffusion control as automatic machine learning-based detection approaches proved useful in limiting the impact of fake news on social media forums [40,53,66]. Emerging technological tools [4] including big data analytics helped in the track record for testing reliability of the information [38,69,70]. Automatic content identifier machines created spam folder for fake news, and provided knowledge-based analysis automatically through the creation of subject bibliographies, indexing, and online tools [19,58,68]. Technology companies needed to work collaboratively with interested individuals and information professionals in this regard [4]. Early detection of fake news, quality big data, blocking of fake social media accounts causing fake news, automatic fake news detection tools, and content-based methods were productive methods to control fake news diffusion on digital media [69]. Results have clearly shown that the usage of an artificial intelligence-based information authentication system is a useful source to successfully fight against the fake news war on social media platforms.




7.3. Information Laws and Ethics


Social media creators should incorporate into their professional ethics aspects of social media policies to keep a strict check on fake news [58]. Acts of censorship need to be introduced to ensure a controlled system on social media [56]. User privacy policies should be administered, and guidelines for users and content moderators must be drawn up [58,61]. Governments should develop official social media channels and develop a strategy to use DM before natural disasters to prevent the sharing of false news [55]. Laws against the violation of such policies should be implemented to administer and manage antagonistic posts [61]. Health and other disaster management bodies should work together to stop the sharing of fake news on DM [55]. A strict policy should be enforced for fake news disseminators [50]. Therefore, implementation of information laws and professional ethics by concerned bodies prove helpful in stopping the spread of fake destructive news on social networking websites.




7.4. Media and News Literacy


Systematic media literacy education is required for fake news disaster management on social media and to raise public awareness of the harm that online fake news can cause [39,43]. Information users should be made aware of social media so that they can be empowered to detect and contest fake news [43,58]. Information literacy instruction, user education, web education, news literacy, awareness about fact-checking, training activities, news literacy modules, civic engagement, library instruction sessions, courses on fake news damage and detection strategies, digital literacy initiatives in institutions, digital expertise, social media literacy, adequate education, and information skills are needed to manage fake news on social media effectively and efficiently [19,37,38,45,58,59,65,71]. Library and information professionals must play an active role in online communities to reconfigure information courses in collaboration with other stakeholders [4,58,71]. The role of counselors and psychologists is also imperative and indispensable in reducing the negative effects of fake social news on digital media [59]. Literacy skills in new media can prove a useful tool in controlling fake news diffusion in digital media. The literature shows that there is a strong positive relationship between literacy in new media and control over fake news diffusion in digital media. Without imparting media and news literacy in digital media users, disinformation may not be stopped. Adequate information literacy skills are a useful and valid source to detect and stop the proliferation of fake online news. Hence, media and news literacy are effective weapons for controlling the spread of fake online news.





8. Discussion


Fake news on digital media platforms is causing problems globally. Digital media is a leading source of fake news creation that leads to mental aggression among men and women in society and causes destructive consequences. The negative aspects of DM cannot be ignored as they create restlessness, panic, and disaster in the lives of individuals, societies, communities, and countries through the generation of false online news. FN disasters on DM have a global impact. Demand for fake news management systems is rising rapidly. Measures adopted to combat fake news on digital media are of immense value in the present era of misinformation. In order to safeguard the precious future of current and future generations, fake news disaster management is of paramount significance as social survival is not possible at all without controlling the flood of fake digital information [39,67].



This instant study is the first of its kind and has systematically selected and critically reviewed 31 studies published in the English language from geographically dispersed locations of the world to provide insights into the area of fake news diffusion control.



Related to the first objective, the study identified six major factors which cause fake news sharing on social media platforms. These factors are the rise of technologies, social connections, political reasons, no center of control, online business and marketing, and quick dissemination and retrieval of information. These are further classified into several sub-groups.



Related to the second objective, the study revealed disasters caused by online fake news which destroy individuals, societies, and nations to a great extent. These disasters include a false sense of security, possibilities for harassment, issues of conflicts of interest, loss of personal reputation, aggression, mental disorders, uncivil norms, psychological issues, promotion of hidden agendas, aggressive public attitudes, fake campaigns, depression, mental health issues, and panic in society. Fake news causes enormous distress and inconvenience to people’s social lives, confusion in society, and leads individuals to absorb false information. It has a severe negative impact on society as it enhances negative feelings, raises moral issues, manipulates the media, and gives rise to fictitious job companies [42,44,45].



Based on the findings of the selected studies, the authors have constructed a framework for “fake news diffusion control” related to the third objective of the study. The framework consists of four constructs: effective research and critical thinking skills, usage of artificial intelligence, information laws and ethics, and media and news literacy. Effective research and critical thinking skills are the first step needed for the detection of fake news on social media. Information users with effective research and critical thinking expertise will find questions in their mind regarding the reliability and validity of online news, and will critically check sources of news and fact-checking websites. Various authors such as Wasike [58], Ahmed and Lugovic [54], Junestrom [61], Liu and Wu [66], Chatterjee [72], Chang [73], and Rhodes [41] support the theme of effective research and critical thinking, reinforcing the view that verification attitudes, personality traits, and creative skills facilitate the detection of fake news via social media platforms.



The second construct of the fake news control system model is the usage of artificial intelligence in which automatic machine-based tools are used to report fake social online news. Artificial intelligence assists in detecting fake news in every field of life. It proves useful in privacy and security-related matters. Google is also focusing on artificial intelligence to improve lives of people in society. Artificial intelligence tools are user-focused and human- centered. Raw data are examined efficiently through AI-powered applications. In the third construct, information laws and ethics are applied to take strict action against fake news disseminators on social media. The fourth construct of the framework is media and news literacy in which different courses are designed to spread civil literacy related to fake news disasters for efficient management. These strategies are concurrent with the findings of various studies conducted by Sisman and Yurttas [39], Fernandez [4], Sullivan [19], Copenhaver [71], Hunt et al. [59], Junestrom [61], Yuan et al. [68], Dabbous [45], and Piazza [50].



Fake news management is a continuous process and effective online fake news detection depends upon the combined efforts of humans and machines. An active role for disaster-management bodies and governments is highly significant for the implementation of fruitful measures for fake news diffusion control. As Jayasekara [55] has argued, disaster-management bodies and governments should work together to stop the sharing of fake news on DM and develop a strategy to use DM channels during natural disasters.



The rise of technologies, social connections, political reasons, no center of control, online business and marketing, and quick dissemination and retrieval of information are significant factors for the spread of fake news on social media applications. These factors need to be addressed using modern-driven technologies and tools so that the spread of false online news may be avoided. Our study also identified various problems that have arisen because of fake news on social media. Pertinent problems include exploitation of privacy, prevalence of rumors, leakage of vulgar content, hidden agendas, mental health issues, violence, aggression, excessive criticism, biased attitudes, cyber-crimes, and moral issues. Similar problems have been reported by Chen and Abedin [67], Fernandez [4], Ahmed and Lugovic [54], Lei [56], and Chauhan [44].



The results of this instant study are equally beneficial for all stakeholders including civilians, professionals, media personnel, and all users of digital media. The study has constructed a framework based on the findings with four propositions devising an efficient system for fake news diffusion control. The study has provided breadth by developing a framework to control fake news. When all stakeholders are actively involved in applying the given framework, the risks of fake news disasters may be minimized and social survival is possible. The framework is more applicable and productive when realizing the social disasters of fake news via digital platforms. Decision-making bodies can use the results of the study as a benchmark to frame impactful policies for controlling fake news diffusion. Our findings will help the creators of social media websites to generate such methods as are useful in minimizing the spread of fake news on DM.



This study has worthwhile strategic and managerial implications. Institutions and organizations may follow the provided guidelines to stop fake news diffusion on digital media. The findings of the study aptly indicate that the identification of fake news on digital media provides shared benefits to individuals and companies. The social harms of fake online news may be avoided through the practical implementation of the recommendations provided in this study. If legal policies are not applied to stop the spread of fake digital news, then its effects may damage the roots of society. This study reinforces practical steps to control the virus of fake news on social media through strategic practices. This paper provides a theoretical basis for the best practices, strategies, practical measures, and techniques for fake news diffusion control on digital media which are important for the proper development and advancement of society. The framework provided in the study is equally beneficial to all stakeholders.




9. Conclusions


This instant study carried out a systematic literature review through 31 selected studies to identify factors behind the sharing of fake news on digital media, disasters of fake online news, and strategies to handle the flood of fake news stories effectively and efficiently. Based upon the insights drawn from the synthesized studies, a framework for fake news management was developed which consists of four steps (Figure 4). This study is the first attempt to offer a comprehensive and critical review on the topic of fake news diffusion control. Previous studies have adopted empirical methods to investigate and explore the topic of fake news; however, the authors of the instant study have used a systematic review methodology as it provides a vast range of diverse disciplines in which area of fake news has been identified and varying themes are found for the provision of deep insights to identify impactful findings. This study is an important contribution to the theoretical development of the issue. The model developed in light of the findings of 31 selected studies will assist policymakers to devise policies to control fake news proliferation on digital media applications.




10. Recommendations


Based on the study findings, the following recommendations are offered to control the spread of fake news on digital media:




	
News posted on digital media should be verified as verification and accuracy checks via fact-checking websites are instrumental against harmful and horrible claims of fake news stories on digital media applications.



	
Rating sources is a viable approach to combat false news on DM and to avoid the overwhelming wave of FN that is bringing destruction to the lives of people across the world.



	
Social values and norms should be inculcated among web users as these are fast socio-technical solutions to fake news disasters on social networking websites.



	
Modern-driven techniques based upon linguistic cue approaches via machine and network approaches are required to tackle the FN flood that is created by content generators.



	
Web users require digital media literacy to win the war against fake news on social media that is causing disasters globally.



	
Information professionals should raise civic literacy among the public to detect fake stories.



	
Algorithmic solutions are of immense value in the fight against fake news disasters.



	
Library professionals should play their part in combating misinformation that is replete with uncontrollable dangers.









11. Limitations and Future Studies


Despite significant contributions, our study has some limitations that need to be reported. A key limitation of the instant study is the inclusion of research articles (n = 31) to conduct systematic review for constructing an evidence-based framework to control fake news diffusion on digital media. Other sources of literature have not been included in the study. Another pertinent limitation is the exclusion of research papers that have not been published in the English language. The instant study is conducted through systematic review methodology; nonetheless, a model to combat fake news on digital media needs to be conducted having used empirical approaches. Further studies should be conducted into the relationship between new media literacy and web-based fake news epidemic control.
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Figure 1. Main themes of the study. 
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Figure 2. Diagram of the search process. 






Figure 2. Diagram of the search process.



[image: Sustainability 14 15287 g002]







[image: Sustainability 14 15287 g003a][image: Sustainability 14 15287 g003b] 





Figure 3. The search process. 
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Figure 4. Model of fake news disaster management. 
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Table 1. Inclusion and exclusion criteria.
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	Inclusion Criteria
	Exclusion Criteria





	A
	Research papers published in the English language
	Studies published in other languages



	B
	Articles covering relevant constructs of the study
	Papers not covering variables of the study



	C
	Papers published from 2010 to 2022
	Outdated papers



	D
	Papers discussing focused research questions of the study
	Articles not covering study objectives



	E
	Articles published in Scopus, EBSCO Host, Web of Science, LISTA, Emerald, LISA, Summon, Elsevier, Google Scholar, Taylor & Francis, Pro-Quest, IEEE Xplore, Springer Link, Cambridge University Press, and Wiley Inter-Science
	Papers published in general search engines and common databases



	F
	Articles published in impact-factor journals
	Books, conference proceedings, dissertations, magazines, newspaper articles, organizational newsletters, grey literature, magazine articles, book chapters, reports, standards, etc.










 





Table 2. Geographical distribution of studies (n = 31).
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	Sr. No.
	Country
	No. of Studies Held





	1.
	India
	2



	2.
	USA
	16



	3.
	UK
	1



	4.
	Sweden
	1



	5.
	Kenya
	1



	6.
	Sri Lanka
	1



	7.
	Germany
	2



	8.
	China
	2



	9.
	France
	1



	10.
	Turkey
	1



	11.
	Lebanon
	1



	12.
	Brazil
	1



	13.
	Canada
	1










 





Table 3. Research methodologies used in the studies.
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	Method
	Number of Studies





	Survey (Questionnaire)
	6



	Interviews
	4



	Interviews and diary entry
	1



	Evaluative approach
	2



	Case study
	1



	Literature-based
	4



	Concept-based models
	2



	Theme-based approach
	4



	General review
	1



	Experimental
	6










 





Table 4. Data Extracted from 31 Research papers.
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	S.N.
	Author
	Year
	Country
	Journal
	Factors Causing Fake News Sharing on SM
	Disasters of Fake Social News on SM
	Techniques for Fake News Diffusion Control (FNDC) on DM





	1.
	Kaplan and Haenlein
	2010
	France
	Business Horizons
	
	
Collaborative projects



	
Content communities



	
Virtual social worlds





	
	
Information overload





	
	
Careful selection of social media applications



	
Ensure activity alignment








	2.
	Wasike
	2013
	Kenya
	Library High Tech News
	
	
Online social relations



	
Online advertisements



	
Financial success



	
User-generated content



	
Enables users to actively interact with the content as well as its creators



	
Users can add value to the content they are accessing



	
User-friendly interfaces



	
No center of control



	
Rampant inappropriate behavior on social media platforms





	
	
Identity, privacy, surveillance, befriending, and user exploitation



	
False sense of security



	
Some people use it to spread rumors, release naked pictures, or just poke fun at a celebrity



	
Disclosure of confidential or other non-public information; disparagement or harassment; conflicts of interest; espionage or fraud; privacy; and personal reputation damage



	
Social media outlets are controlled by third parties





	
	
Need to raise awareness of social media to information users



	
User privacy policy



	
Verify the integrity, reliability, accuracy, and authenticity of the information



	
User education



	
Librarians need to play an active role in online communities



	
Creation of subject



	
Bibliographies, indexing, and online information organization and provision



	
Social media creators should incorporate into their professional ethics aspects of social media policies








	3.
	Chen and Abedin
	2014
	USA
	Computers in Human Behavior
	
	
	
Fake news leads to aggression



	
Mental disorder



	
People become more uncivil on social media



	
Excessive criticism upon others



	
Psychological issues





	



	4.
	Sisman and Yurttas
	2015
	Turkey
	Procedia–Social and Behavioral Sciences
	
	
	
Prevail false doctrines



	
Promote hidden agenda





	
	
Systematic media literacy



	
Education



	
Raise awareness in the public








	5.
	Jayasekara et al.
	2016
	Germany
	Decision Support Systems
	
	
Electronic marketing



	
Access to additional contextual information





	
	
Mislead consumers about particular goods



	
Promote an aggressive public attitude



	
Fake campaigns



	
Manipulate decision-making approaches



	
Fake ratings



	
Fake Facebook likes



	
Fake social information affects the decision-making of backers on crowdfunding platforms over time





	



	6.
	Zhu et al.
	2016
	China
	Physica A
	
	
Development and mobile-based technologies





	
	
Fake financial information may seriously lead to turbulence in global financial markets



	
User privacy violation





	



	7.
	Fernandez
	2017
	USA
	Library High Tech News
	
	
Web-based publishing platforms



	
Fallible human tendencies



	
Technology companies are legitimately reluctant to engage in obvious censorship





	
	
Cause of Anxiety



	
Emotions and identities are influenced





	
	
Both librarians and other stakeholders should work to reconfigure information literacy instruction



	
Deep understanding of the technology



	
A partnership among interested individuals, libraries, and technology companies








	8.
	Batchelor
	2017
	USA
	Reference Services Review
	
	
	
	
Promote effective research and critical thinking skills



	
Non-partisan: An effective resource for checking facts does not have a partisan agenda or bias



	
Documentation: The resource must have sufficient references and original documents to support analysis



	
Track record: A history of reliability, recognition, awards, etc.



	
Information Literacy instruction








	9.
	Anderson
	2018
	USA
	Library High Tech News
	
	
Social media apps



	
YouTube





	
	
	
IL sessions



	
Web education



	
Media literacy



	
News literacy








	10.
	Ahmed and Lugovic
	2018
	UK
	Online Information Review
	
	
The decline of traditional media channels



	
Increased consumption of news through social media



	
shaping political opinions and indeed potentially influencing the public





	
	
Mental disorder



	
Generation of swarms of content
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