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Abstract: Vehicular Ad-hoc Network (VANET) is a modern concept of transportation that was for-
mulated by extending Mobile Ad-hoc Networks (MANETs). VANET presents diverse opportunities
to modernize transportation to enhance safety, security, and privacy. Direct communication raises
various limitations, most importantly, the overhead ratio. The most prominent solution proposed is
to divide these nodes into clusters. In this paper, we propose a clustering mechanism that provides se-
curity and maintains quality after the cluster formulation based on the pre-defined Quality-of-Service
(QoS) parameters. To address potential attacks in the VANET environment, the proposed mechanism
uses blockchain to encrypt the trust parameters’ computation. A particular trust degree of a vehicle
is evaluated by the base station, encrypted with the blockchain approach, and transmitted toward
roadside units (RSUs) for further utilization. The system’s performance is evaluated and compared
with the existing approaches. The results show a significant improvement in terms of security and
clustering quality.

Keywords: VANET; blockchain; Internet of Things; Quality-of-Service; trust management; security;
clustering; Intelligent Transport System; Integrity

1. Introduction

Vehicular Ad-hoc Network (VANET) is a concept that can enhance the transportation
system. The important aspect of VANET is Intelligent Transport System (ITS). ITS is an
advanced application of VANET that provides several ways to maintain traffic and facilitate
vehicles on roads [1]. The integration of ITS into VANET provides several precedences,
i.e., road safety [2], driver destination awareness [3], and notable advancement in control
mechanics with advanced communication technologies, sensing, and computation. The
architecture of VANET consists of a base station, roadside units (RSUs), and vehicles, as
shown in Figure 1 [4]. The base station is a centralized controlling station that controls and
coordinates all the activities of the VANET and acts as a backbone, whereas RSUs facilitate
vehicles in the dissemination of messages and help the base station to lighten the burden.
Furthermore, the same issue is faced by VANET nodes in smart cities, whereas the authors
of [5] discuss several communication challenges. The VANET environment also provides
communications facilities that consist of Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure
(V2I), and Infrastructure-to-Infrastructure (I2I) communications.

The communication among infrastructure and network participation nodes has several
drawbacks [6,7]. Most importantly, it creates communication overhead on the infrastructure.
When the VANET infrastructure receives an enormous amount of requests from vehicles,
the response time may increase, which results in a higher overhead ratio. To address the
challenges associated with overhead and limitations caused by it, researchers have pro-
posed a clustering mechanism [8] in which vehicles group together to form a cluster. The
cluster is led by the cluster head [9], and the cluster’s participating nodes are only allowed
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to communicate with the head. However, cluster heads are allowed to communicate with
the infrastructure to reduce the overhead and enlighten the burden with the help of other
cluster heads. There are several approaches that have been proposed to formulate a cluster
based on different parameters, as discussed in Section 2. The prologue of formulating a
cluster that maintains security, privacy, integrity, QoS, and the identification of malicious
and compromised nodes concurrently required notable attention. To date, no such mech-
anism has been proposed to address all the limitations concurrently. In this paper, we
have proposed a clustering mechanism that can maintain security [10], integrity [11] and
quality [12] concurrently as well as provide adequate resilience to address the clustering
challenges. To maintain security, the proposed mechanism uses blockchain [13] to encrypt
sensitive information related to vehicles, i.e., trust degree and QoS [14], in terms of pre-
defined parameters. The encrypted information is saved by the base station for propagation
and aggregation to eliminate the successful execution of numerous potential attacks in
the VANET environment. The trust parameters are used in the proposed mechanism for
the successful identification and elimination of malicious nodes [15], whereas the Quality-
of-Service (QoS) parameters are being utilized to maintain the quality after the cluster
formulation. The major contributions of the proposed mechanism can be summarized
as follows.

• An infrastructure-less approach is used to maintain security and privacy as well
as provide a trustworthy environment to the mobile VANET nodes to utilize the
maximum benefits of ITS applications for driver safety.

• The utilization of blockchain technology to maintain security and integrity along trust
management parameters to identify malicious and compromised nodes.

• A novel integration of QoS evaluation with trust computations to formulate and
managed clustering mechanisms with backup heads with enhanced responsibilities to
achieve scalability and efficiency.

• The computations of mean opinion score evaluated by the backup heads of clus-
ters to maintain the ratings of clusters heads that will help to increase the quality
within clusters.

Figure 1. The architecture of Vehicular Ad-hoc Network.

The structure of the rest of the article is as follows. Section 2 elaborates on the
existing clustering approaches. Section 3 explains the proposed clustering mechanism



Sustainability 2022, 14, 14889 3 of 24

and its architecture. Section 3.1 describes the utilization of blockchain, Trust, and QoS
parameters. Section 4 discusses the comparative simulation results. Finally, Section 5
concludes the paper.

2. Literature Review

Several approaches have been proposed to address the challenges and weaknesses
associated with V2V, V2I, and I2C communication by utilizing the concept of clustering [16].
It is one of the prominent ways to lighten the communication burden on each node to
enhance the performance and reduce the vulnerabilities caused by restricting the nodes’
communication. The implementation of a 5th Generation network may reduce the commu-
nication burden due to the higher transmission speed and several wireless communication
technologies [5]. This section discusses the existing approaches to formulate and manage
clusters along with their contribution and limitation that is also illustrated by Table 1.

To address the energy and optimal routing challenges for communication in VANETs,
the clustering model has been proposed [17]. The K-Medoid-based clustering approach
identifies the energy-efficient nodes for irresistible communication among nodes. The
proposed K-Medoid clustering algorithm consists of four steps; i.e., the initialization phase
chooses the K value whereas K is the initial medoid that represents the number of clusters.
The next phase consists of medoid selection, which is calculated by computing the distance
between two particular points whereas medoids in this stage are the object of a cluster
or a cluster within the data set. In the third phase, the cluster is formulated by utilizing
the closest medoid value from each object. After formulation, the cluster head selection
relies on speed, position, and acceleration, whereas a vehicle with the least distance among
formulated clusters is selected as a cluster head. The major contribution of the proposed
approach is the utilization of a medoid to formulate clusters, whereas cluster head selection
criteria do not consider the resource-rich node and managing capabilities that may reduce
the average cluster time, performance of cluster nodes along with increased end-of-end
packet delivery time [18].

In [19], the study analyzes the energy saving for parked nodes and utilizes them as
relay nodes to provide services for the efficient utilization of energy resources. The working
mechanism of the proposed approach is divided into two parts; i.e., clusters of mobile
nodes can utilize the parked nodes as relay nodes for communication and the utilization
of external factors to achieve the efficient utilization of energy resources. The proposed
mechanism also pre-defined the threshold value to control the energy utilization of parked
vehicles to avoid stored energy depletion. The proposed approach considered different
scenarios to elaborate the importance of parked vehicle utilization to cover the large area for
communication when nodes are not in the communication range. The major contribution
of the proposed approach is the utilization of parked vehicle resources for communication
to ensure packet delivery that reduces data loss. However, it is also important to elaborate
related to incentives given to the vehicle owner when they are allowed to utilize the vehicle
resources. It is also significant that the resource utilization of parked vehicles can increase
the chances of successful execution of Denial-of-Service (DOS) [20] or Distributed DOS
attacks [21].

A deep learning-based dynamic and stable cluster head mechanism (DL-SCHS) has
been proposed for VANET [22]. The study stated that it is significant to address the cluster
head selection challenges as it plays an important role in the robustness of a network
alongside scalability. The study also elaborated that it is significant to maintain the four
metrics in cluster head selection, i.e., benefit factor, community neighborhood, trust, and
eccentricity. The proposed approach uses the long short-term memory (LSTM) algorithm of
a deep recurrent learning network [23] to train nodes for the detection of signals and noisy
conditions. The proposed system model consists of a cluster head, cluster member, and
roadside unit. The cluster members can only communicate with the cluster head, and the
cluster head does have the capability for inter-cluster communication using the roadside
unit (RSU). The vehicle information stored consists of a vehicle ID, speed, and distance. The
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significant contribution of the proposed approach is the utilization of previous and current
sensing events as a sequence of input to train the LSTM model. However, it is significant to
include the evaluation of nodes’ capabilities and available resources before the nodes are
selected as cluster heads. The capabilities will provide the competence evaluation of nodes
to coordinate the cluster’s members.

Another intelligent approach that has been proposed focuses on cluster optimiza-
tion using a bio-inspired Whale Optimization Algorithm for VANET (WOACNET) [24].
The study stated that VANET is a significantly heterogeneous network due to the high
mobility that creates several potential challenges such as the network’s physical layout,
reliable and stable V2V communication, and transmission range. The proposed approach
utilizes the bio-inspired WOA algorithm and compares the proposed approach with other
state-of-the-art bio-inspired algorithms: Gray Wolf Optimization (GWO) [25] and Ant
Lion Optimization (ALO) [26]. The proposed approach starts working by selecting the
individuals for initialization and then calculating the population or solution space. The
third step is the selection mechanism which is followed by the evaluation function that
evaluates the fitness. The approach computes the fitness of individuals with maximum
iteration and updates the fitness value for each agent. At last, the approach computes the
best candidate solution that will serve as maximizing functions for coming solutions. For
cluster head selection, the proposed approach first calculates the distance of each vehicle
with others and the best search agent (search space) that will be selected as cluster head.
The approach calculates the fitness of each vehicle after a specific interval of time and
updates the cluster head that contains maximum fitness. The significant contribution of
the proposed mechanism is the utilization of WOA that helps in cluster optimization and
enhances the performance in comparison to ALO and GWO. However, the selection criteria
of cluster head neglected the evaluation of security regarding how the head manages the
execution of a Sybil attack among other potential attacks of VANET. The proposed approach
also formulated the mesh topology [27] that is difficult to manage and may increase the
communication burden within the clusters.

Table 1. Contributions and limitations of the existing approaches.

Ref. Contributions Limitations

[17]
The utilization of a medoid to formulate clusters and
address the energy and optimal routing
challenges.

The cluster head selection does not contain the
evaluation of capabilities of nodes to manage
clusters alongside security.

[19]

The utilization of parked vehicle resources to
transmit packets toward a destination with a
pre-defined threshold value to battery energy
resources utilization.

Increases the chances of DOS and DDOS attacks
on parked vehicle resources.

[22]
The utilization of LSTM along with previous and
current sensing events to train the VANET node
for prediction.

The available resources evaluation of nodes to
evaluate the competence of handling the cluster
member.

[24]
The utilization of WOA for intelligence cluster
creation with maximum fitness calculated
with several iterations.

The creation of mesh topology increases the cost
and communication burden. Calculation of fitness
with multiple fitness may also increase the
energy consumption.

[28]
A secure cluster formulation using trust
components to maintain secure, trustworthy
and privacy-aware environment.

Distinct calculation of the degree of trust during
formulation and selection may increase the
computation burden.

Another clustering approach has been proposed that focuses on maintaining security
as a priority during the formulation of clusters and during cluster head selection named
StabTrust [28]. The study stated that the VANET framework provides V2V, V2I, and I2I
communication that increases the burden and increases the percentage of success attack
execution, and clustering is introduced as an alternative to restricting the communication.
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The study also elaborated that many approaches have been proposed, but most of them
neglected the aspect of security during the cluster head selection, and after the creation of a
cluster, it is significant to identify the malicious and compromised nodes. The proposed
mechanism utilizes the trust components, i.e., knowledge, reputation, and experience to
evaluate the trustworthiness of VANET nodes that want to be a cluster member or head. The
approach proposed three algorithms for the evaluation of trust, i.e., trust calculation during
cluster formation, degree of trust evaluation for the selection of cluster and backup heads,
and evaluation of the indirect trust of a particular node when RSU does not have any direct
observation to calculate trust. The major contribution of the proposed mechanism is the
secure formulation of trust and selection of cluster heads by evaluating the trustworthiness
of nodes to maintain a secure and privacy-aware environment. However, calculating the
trust to formulate the cluster and again trust calculation for the cluster head selection may
increase the computation burden on RSU that may cause vulnerabilities and delays in
computations.

3. Proposed Clustering Mechanism

The communication overhead causing increased V2V, V2I, and I2I communication is
one of the significant challenges, and the most prominent solution to this problem is clus-
tering. The vehicles are grouped together to make clusters that reduce the communication
burden from infrastructure. I2I communication is also possible, but their communication
created less burden as compared to V2V or V2I. Reducing the communication overhead
caused by vehicles’ communication enhances the performance and response time of the
VANET environment. Several clustering approaches have been proposed as discussed in
Section 2, but most of them focus on the formulation of clusters or on security in particular.
There is a requirement that such an approach enables usable security along with capabilities
to maintain quality, privacy, and the elimination of malicious and compromised nodes in
parallel. The proposed approach (BlockTrust) addresses previously mentioned challenges
by merging the state-of-the-art blockchain approach to encrypt information to maintain
integrity. BlockTrust also integrated QoS to maintain quality in clusters by selecting the
higher resource node. Furthermore, the QoS evaluation merges with trust parameters
evaluation to fulfill the challenges of quality, security, and integrity in parallel. The pri-
mary purpose of using trust in the proposed approach is to identify the trustworthiness of
VANET nodes. The nodes can only join the clusters when they satisfy the minimum criteria
of a threshold value. Another significance of BlockTrust is that it is an infrastructure-less
approach and maintains the requirement of VANET by utilizing its own architecture, as
illustrated in Figure 1. The proposed approach utilizes a base station for blockchain-based
encryption and RSU for acting as a middle authority in addition to coordinating directly
with cluster heads. Another major responsibility of RSUs is to maintain the list of such
nodes that behave maliciously and also broadcast their identity to the surroundings RSUs
for maintaining trustworthiness.

The proposed architecture consists of several layers in which the first layer contains a
number of nodes that formulate clusters after entering into the VANET environment. The
first layer is directly connected with the second layer that provides the communication
capabilities, i.e., V2V, V2I, I2I, and roadside unit. The most significant layer is the third layer
in which blockchain, QoS, and the trust parameters evaluation process are integrated. In the
proposed architecture, the base station is the most significant entity, which communicates
with roadside units to maintain trustworthiness in the environment. RSUs initiate the
clustering process and assist as a front authority to nodes. The RSU requests the base station
to start the evaluation process by first computing the trust degree. After completion of the
trust evaluation process, the base station compares the trust degree with the threshold value
for decision making. The process for the selection of cluster heads begins by computing
QoS parameters and merging them with pre-evaluated trust degrees for final selection. The
computed trust degree is encrypted using blockchain to maintain the integrity and enhance
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the accuracy of detection. The discussed working process of the proposed architecture is
also illustrated by Figure 2.

Figure 2. The Proposed Blockchain and QoS-Based Trusted Clustering Mechanism.

3.1. Integration of Blockchain, QoS, and Trust

Blockchain is state-of-the-art technology to encrypt information by applying HASH, in
which modification becomes challenging. This technology creates an immutable ledger to
maintain the integrity that will provide the ability to validate data that have been modified.
In the proposed approach, blockchain is deployed to the base station that encrypts the
computations performed during the creation of clusters. Implementing blockchain in the
base station will decrease the computation overhead from RSUs. The encryption performed
by the base station consists of a trust degree and QoS evaluation of the particular node. The
encrypted data are stored using a unique identity of the node. These unique identities act as
a primary key to fetch the record whenever required. These findings can be further stored
in the base station database for propagation and aggregation. The encrypted data are then
shared with the neighboring base station to formulate a chain of information for validation.
Furthermore, the information chains are also shared with the neighboring base stations to
make the VANET trustworthy. In addition, the decentralized nature of blockchain provides
VANET with the capability to enhance the accuracy. This encrypted information will be
shared by the base station with RSUs when required during cluster formulation.

The trust parameters and QoS have been integrated into the proposed mechanism
to maintain security and quality. The trust parameters help the environment maintain
security and QoS provides the quality that is required to manage the performance of
a cluster. The trust parameters that are utilized in the proposed mechanism belong to
the reputation component of trust, i.e., cooperativeness, honesty, and reliability. The
trust computation is performed by the base station when nodes request RSU to join the
cluster. Nodes will only allow joining a cluster when the trust degree is higher than the
threshold value. The cooperativeness trust parameters enhance the cooperation, and the
evaluation of this parameter is computed by evaluating the degree of collaboration about a
particular node. Honesty is the key parameter, as it provides the capabilities to enhance
the level of credibility. The honesty parameter is also inter-related with cooperativeness,
which means if the nodes have a higher level of honesty, then it will also increase the
level of cooperativeness. The reliability trust parameter is an important parameter in
the formulation of clustering, as it delivers how efficiently the nodes can perform if it is
selected as a cluster head. The reliability in the proposed mechanism is calculated by the
number of operations divided by the number of failures that nodes face whenever they
become a cluster head. The QoS parameters have also been integrated into the proposed
mechanism to provide quality. The evaluation of QoS parameters will only be performed
by the proposed mechanism when a particular node becomes a candidate of a cluster head.
The QoS parameters consist of a packet delivery ratio to facilitate communication, execution
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time to evaluate the response rate, and mean opinion score (MOS) that is provided by
backup heads of the cluster. In the proposed approach, the QoS parameters are merged
into trust parameters during the cluster head selection, and the computed absolute value is
used for the decision making.

3.2. Cluster Formulation and Trust Evaluation

The cluster formulation begins when a node requests the nearby RSU to join the
cluster. If the cluster is available near a requested node, then RSU requests the base station
to evaluate its trust degree. After trust computations, the base station shared the decision
with RSU to assign that node to a cluster head for joining. If the node trust value is one
node above the threshold, then that node is not able to join the cluster. If a newly joined
node requests RSU to join a cluster, then a default trust degree is assigned to that node, and
a node can join the nearby cluster. To overcome the communication overhead, if a node
trust degree is below the threshold, then that node cannot generate any request for the
next fifteen minutes. When a node requests nearby RSU to join the clusters, then RSU will
evaluate the trust degree based on cooperativeness, honesty, and reliability. The process of
trust evaluation begins by assigning a unique identity to the nodes. The evaluation of any
parameters relies on the previous observations. The complete flow process of direct trust
degree evaluation is illustrated by Algorithm 1, whereas the description of the symbols is
represented by Table 2.

Algorithm 1 Direct Trust Degree Evaluation.

1: procedure INITIAL NODE CHECKING(nid)
2: Node ID checking
3: Check available observation using Node ID
4: If no observation available, then check if it newly joined
5: If node is newly joined, go to step 22
6: Go to Indirect Evaluation if node is old but observation is not available
7: procedure TRUST OBSERVATIONS GATHERING
8: Cooperativeness observations as Equation (1)
9: Honesty observations as Equation (3)

10: Reliability observations as Equation (5)
11: procedure DIRECT TRUST PARAMETER EVALUATION
12: Cooperativeness trust evaluation as Equation (2)
13: Honesty trust evaluation as Equation (4)
14: Reliability trust evaluation as Equation (6)
15: procedure DIRECT TRUST DEVELOPMENT
16: Direct trust development of parameter as Equation (7a)
17: Gathering of past trust as Equation (7b)
18: Aggregation of current and past trust as Equation (7c)
19: procedure DECISION MAKING
20: If trust degree ≤0.5 then no trust
21: If trust degree ≥0.6 then trustworthy
22: If newly join node, assign default trust
23: Exit
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Table 2. Mathematical Symbols.

Symbols Description

ct Cooperativeness trust observations

nid Node identity

h Honesty

re Reliability trust evaluation

ab Absolute trust of parameter

t Trust

dtr Trust development

ptr Previous trust degree

atr Absolute trust degree

rec Indirect trust evaluation

pdr Packet delivery ratio

cid Cluster identity

packetrec
nid

Packet received

packetsen
nid

Packet transmitted

et Execution time

I Instruction count

Rn Individual rating

ab Absolute aggregation

n Number of observations

Firstly, the base station fetches the previous observation of cooperativeness from the
database whereas the extracting process is illustrated by Equation (1).

ctcp
nid = obcp1

nid + obcp2
nid + . . . + obcpn

nid (1)

In Equation (1), ct represent the observations of cooperativeness trust, nid shows
the node identity whereas ob1...n

nid
, and cp shows the number of available observations in

the database and cooperativeness, respectively. After fetching the observations, the next
process is to apply the summation function on these to formulate the absolute value of
cooperativeness trust degree as illustrated by Equation (2).

ctab
nid

=
n−1

∑
0.0

[
ob1

nid
+ ob2

nid
+ . . . + obn

nid

]
(2)

In Equation (2), ctab
nid

is the cooperativeness trust degree of a particular node and ab
represents the absolute formulation of trust degree. The summation function is applied
to available observations to compute the degree. The next step of trust evaluation is to
evaluate the degree of honesty in which RSU again fetches the past observations using the
node novel identity.

htr
nid

= obht1
nid + obht2

nid + . . . + obhtn
nid

(3)
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In Equation (3), h represents honesty evaluation, hid represents the unique ID of a
node, whereas ob1...n

nid
shows the available observations related to the particular node. After

gathering the honesty observation of trust, the mechanism applies a summation function on
these observations to formulate the trust degree of honesty as illustrated by Equation (4).

htab
nid

=
n−1

∑
0.0

[
ob1

nid
+ ob2

nid
+ . . . + obn

nid

]
(4)

In Equation (4), ht represents the trust evaluation of the honesty parameter, nid shows
the unique ID of a node, and ab represents the absolute trust degree of honesty. The
completion of honesty trust leads the process to the evaluation of reliability evaluation of a
node by first collecting the previous observations as illustrated by Equation (5).

retr
nid

= obre1
nid + obre2

nid + . . . + obren
nid

(5)

In Equation (5), re represents reliability, tr shows the trust evaluation of reliability
whereas obre1...n

nid represents the available pre-stored direct observations of reliability that can
be used in the direct trust evaluation of a particular node. After gathering the observation,
the approach will now apply a summation function as illustrated by Equation (6).

reabtr
nid

=
n−1

∑
0.0

[
ob1

nid
+ ob2

nid
+ . . . + obn

nid

]
(6)

Equation (6) shows the summation of reliability parameters in which re, ab, and tr
represent reliability, absolute trust degree, and trust, respectively, whereas ob1...n

nid
shows

the observations on which the summation function is applied to formulate the value. The
evaluation of the reliability parameter completes the process of trust evaluation. The next
phase is to develop the computed values and formulate a single trust value for decision-
making. Equation (7) shows the computation of trust development in which the proposed
mechanism first formulates the single value from the pre-computed trust parameter and
then applies a summation function to compute the final trust value.

tdtr
nid

= ctab
nid

+ htab
nid

+ reabtr
nid

(7a)

tptr
nid =

n−1

∑
0.0

[
ptob1

nid + ptob2
nid + . . . + ptobn

nid

]
(7b)

tatr
nid

=
n−1

∑
0.0

[
tdtr
nid

+ tptr
nid

]
(7c)

In Equation (7a), t represents trust, dtr shows the development of trust, whereas
ctab

nid
, htab

nid
, and reabtr

nid show the cooperativeness, honesty, and reliability absolute trust
values, respectively.

As mentioned earlier, the proposed mechanism also has the capability of aggregation
in which the previous trust values are used by the approach to compute the aggregated
trust value. The gathering process of previously computed trust degrees of a particular
node is shown by Equation (7b) in which t is trust, ptr is previous trust degree, and ptob1

nid
represents a single previous trust degree related to a particular node. To complete this trust
aggregation process, the proposed mechanism applies the summation to the direct trust
computation illustrated by Equation (7a), and to the previous trust degree computation
illustrated by Equation (7b). Equation (7c) shows the aggregation process in which t is
trust, atr represents absolute trust whereas tdtr

nid and tptr
nid represent direct trust parameter
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computations and aggregated past trust value, respectively. This computed trust value is
now further used to compare with the threshold value for decision-making.

φtd =


if tatr

nid ≤ 0.5→ NoTrust
if tatr

nid ≥ 0.6→ Trustworthy
if nid = new→ De f aulttrust

(8)

Equation (8) illustrates the conditions of decision making in which if the final trust
degree of a particular node is ≤0.5, then the node is listed as not trustworthy, i.e., no/zero
trust. If the trust degree of nodes is≥, then these nodes are listed as trustworthy and become
a part of an existing cluster. However, if no clusters are available in their surroundings,
then nodes can also initiate the process of cluster formulation. The third scenario is the
default trust degree, which is only assigned to the newly joined nodes. When a node newly
joins the network, then no pre-existing observations are available related to such nodes in
which case the default degree of trust is assigned to these nodes.

As illustrated in the proposed architecture by Figure 2, the proposed approach also
integrates the blockchain [29] capabilities to provide integrity to the trust degree. RSUs act
as a front authority that communicates with the vehicle to maintain and coordinate with the
node, whereas the base station is the primary authority that performs trust evaluations and
transmits the decision to the RSU and neighbor BS. After the evaluation and formulation of
the final aggregated trust degree, the BS then encrypts the trust degree using SHA2-256 [30]
and RIPEMD 160 [31] with the same encryption method used by blockchain and transmits
that to the neighboring base station for future use. The encrypted trust value is only shared
among the base stations, whereas to reduce the computational burden, the trust value
transmitted toward RSUs is not encrypted.

3.3. Recommendation-Based Trust Evaluation

The recommendation-based trust evaluation is the indirect evaluation performed when
required past observations are not available. In this evaluation, the RSU acts as a central
authority to broadcast requests to the neighboring RSUs to share their observations. The
requested RSU has to wait for the response from the neighboring RSU after broadcasting the
request. After receiving the observations, the proposed approach will apply the summation
function to range them within the limit to compare it with the threshold value for decision
making. The complete process of indirect recommendation-based trust evaluation is
illustrated by Algorithm 2.

Algorithm 2 Recommendation-Based Trust Degree Evaluation.

1: procedure INITIAL OBSERVATIONS(nid)
2: Fetch Node ID
3: Broadcast request using Node ID
4: Wait to receive response
5: procedure FORMULATION TRUST
6: Trust observation computation as Equation (9)
7: Trust development as Equation (10)
8: procedure DECISION MAKING
9: If trust degree ≤0.7 then no trust

10: If trust degree ≥0.8 then trustworthy
11: Exit

Another major aspect of the proposed is that it integrates blockchain that a block
creates at base stations, as they always have the observations of every node. In the proposed
approach, an encrypted trust degree shared by the neighboring nodes is not considered as
a direct evaluation. The proposed mechanism treats it as indirect and only uses them in
recommendation-based trust evaluation. Using a shared trust degree as indirect trust will
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enhance the accuracy of malicious node identification. The observations gathered and the
summation function process performed during indirect trust evaluation is represented by
Equations (9) and (10).

recrid
nid = rectd1

nid + rectd2
nid + . . . + rectdn

nid
(9)

rectd
nid

=
n−1

∑
0.0

[
rectd1

nid + rectd2
nid + . . . + rectdn

nid

]
(10)

The recommendation-based threshold for decision making is different in comparison
to the direct evaluation as illustrated by Equation (11). If the trust degree is ≤ than 0.7, then
nodes are considered as malicious, whereas if the trust degree ≥0.8, then nodes are listed
as trustworthy.

φ =

{
if rectd

nid
≤ 0.7→ NoTrust

if rectd
nid
≥ 0.8→ Trustworthy

(11)

3.4. Cluster Head Selection

After cluster formulation, it is necessary to select the head of the cluster who can lead
and coordinate among the cluster members. The cluster head is responsible for commu-
nicating with all the members, along with VANET infrastructure and other cluster heads.
Another significant aspect of the proposed mechanism is that it restricts the communication
between different cluster members until permission is provided by the cluster head. To
reduce the challenges associated with overhead, the proposed approach also selects a
backup head. To date, the backup heads are used by existing approaches only when a
cluster head left the cluster. Under this situation, one backup head will become a cluster
head and continue performing the responsibilities. The proposed approach extends the
responsibilities of the backup head; they will also operate as a load balancer and assist the
cluster head as an assistant after their selection. If a cluster member needs any specific
information, then it will request the backup head who is free or has the least pending jobs.
The cluster members will only coordinate or broadcast information and monitor cluster
members for any abnormal or malicious activity.

To implement and achieve the above-mentioned points, the proposed mechanism
merges the trust degree with QoS to manage both security and quality during the selection
of clusters and backup heads. The trust degree evaluation is already explained in the
previous section, whereas the QoS is performed during the head’s selection. The QoS
parameters used by the proposed mechanism are packet delivery ratio, execution time, and
mean opinion score. The complete process of QoS evaluation is represented by Algorithm 3.
The computation of packet delivery ratio is illustrated by Equation (12) [32].

pdrcid
nid =

∑(packetrec
nid
)

∑(packetsen
nid

)
(12)

In Equation (12), pdr is the packet delivery ratio, and cid is cluster ID, whereas the ratio
is evaluated by the summation of packet received (packetrec

nid
) into summation of packet

send (packetsen
nid

) by a particular node. The next step is to evaluate the execution time that
shows the competence of a node to respond and execute the request received by cluster
members. To evaluate the competence of a particular node, the calculation of execution
time is illustrated by Equation (13) [33].

etnid = I × CPI × C (13)

In Equation (13), et represents the execution time of a particular node (nid), whereas I
is the instruction count, CPI is the cycle per instruction, and c represents the clock cycle.
The next process is to calculate the mean opinion score to evaluate the quality of experience
observed by the cluster backup head related to the cluster head. The computations of mean
opinion score are performed after the selection of cluster head, and RSUs coordinate as a
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central authority to manage this. In this evaluation, as illustrated by Equation (14), we use
the experience related to the node to compute the mean opinion score.

mosnid =
∑N

n=1 Rn

N
(14)

In Equation (14), the mean opinion score is computed as the arithmetic mean which
is evaluated upon the ratings provided by the backup head, whereas Rn represents the
individual ratings given to the cluster head. After the evaluation of the mean opinion
score, the proposed mechanism combines all the QoS parameters evaluation to formulate a
single decimal value that makes it possible to merge it with the trust degree. Equation (15)
represents the process of QoS parameter aggregation.

qosab
nid

= pdrcid
nid + etnid + mosnid (15)

In Equation (15), qos is quality of service, nid is node identity, and ab shows the absolute
aggregation of parameters, whereas pdrcid

nid , etnid , and mosnid represent the evaluation of
packet delivery ratio, execution time, and mean opinion score, respectively. After formula-
tion, the last process is to merge the QoS evaluation with the trust degree of a particular
node and apply the summation function to compute the final degree of trusted quality
that will be used for the decision making. The merging of trust and QoS is illustrated by
Equation (16).

ctqab
nid =

1.0

∑
0.0

[
tatr
nid

+ qosab
nid

]
(16)

In Equation (16), c represents the candidate, nid is the candidate ID, and tqab shows the
absolute calculation of trust and quality. The summation is applied to the pre-computed
trust degree tatr

nid and qosab
nid

to formulate the sole absolute degree that is utilized in Equation (17)
for decision making.

φ =


if ctqab

nid ≥ 0.8→ Head
if ctqab

nid ≥ 0.6→ Backup
if ctqab

nid ≤ 0.5→ exit

(17)

Equation (17) represents that if a node contains ctqab
nid higher or equal to 0.8 degree, then

it will be given a priority to become a cluster head. If there are multiple nodes at the same
trust degree, then the approach will randomly select one as a cluster head, whereas others
become the backup head according to the conditions provided by Equation (17). If there
is no node containing ctqab

nid ≤ than 0.8, then the approach will go one step backward and
consider the nodes having a higher degree greater than 0.6. If no node fulfills the criteria of
having degree ≥ than 0.6, then the proposed approach will repeat the computation process.
As mentioned, if more than one node contains a higher degree, i.e., higher than 0.8, then
one will become a cluster head, whereas the rest will be considered as backup heads. The
proposed approach selects at least three backup heads, and if this condition is fulfilled
in the first step, then nodes having ≥ 0.6 will be ignored. The number of backup heads
selected by the proposed is three, but if the number of nodes is less and does not fulfill the
backup criteria, then the requirement to select three backup heads will be changed as per
the situation.
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Algorithm 3 Cluster and Backup Head Selection Process.

1: procedure INITIAL OBSERVATIONS(nid)
2: Fetch Node ID with tatr

nid ≥ 0.6
3: Rank the nodes with respect to trust degrees
4: if no node with ≥ 0.6 then go to step 13
5: procedure QOS EVALUATION
6: Packet delivery ratio as Equation (12)
7: Execution time evaluation as Equation (13)
8: Mean opinion score calculation as Equation (14)
9: procedure QOS DEVELOPMENT(qosab

nid
)

10: Aggregation of QoS Computation as Equation (15)
11: procedure QOS AND TRUST AGGREGATION(hctqab

nid )
12: Merging of QoS and Trust Degree as Equation (16)
13: procedure DECISION MAKING
14: Selection process as illustrated by Equation (17)
15: Exit

3.5. Cluster Maintenance and Merging

The maintenance of clusters is a significant aspect as it is important to maintain
clusters to increase the average time. The major advantage of maintenance is that it reduces
computational costs and enhances the efficient utilization of resources. As elaborated in
the previous section, the backup head is selected by the proposed approach. In most of the
existing approaches, the purpose of these backup head selections is limited to utilization
as a cluster head. The backup has no responsibilities until the time when the cluster head
leaves or stops performing the required duties. In the proposed approach, the backup head
is utilized to enhance the performance of a cluster. Firstly, backup heads will continuously
assist the cluster head to reduce the overhead ratio. Secondly, backup heads will also
monitor the performance of the cluster head and provide the observations that are utilized
to calculate the mean opinion score. The proposed approach formulates the rank table after
merging the QoS and Trust. This rank table will help the cluster easily select their backup
head with performing computations. When the cluster head leaves the cluster, then one
of the backup heads will become the cluster head and one member of the cluster will be
promoted as a backup using that rank table.

The merging of clusters is a concept that is applied to the clusters that are near to
each other, i.e., within the range of each other. In the proposed mechanism, the clustering
merging is completed by combining the rank table. After combining the table, nodes with a
higher degree will become cluster heads and backup heads. The degree of both the cluster
heads may be identical, so in that case, the approach randomly selects one from them. In
the case of non-merging, the rank table will be separated as per the nodes and the same
process is repeated in which nodes with higher degrees will manage and coordinate the
cluster. The limits within one cluster is 10 cluster members, 3 backup heads, and 1 cluster
head. In the case of merging, if the cluster limit is exceeded, then nodes with lower degrees
will remain neutral until the time when the cluster becomes separated. Neutral means that
these nodes are not able to broadcast any information-gathering request; however, they are
able to receive the information shared by the backup and cluster head.

4. Experimental Simulation and Outcomes

An extensive simulation is performed to validate the performance of the proposed
mechanism with existing approaches. The comparison of the proposed mechanism is
conducted between WOACNET [24], StabTrust [28], and (DL-SCHS) [22]. The simulator
used in the experimental evaluation is Vehicles in Network Simulation (VEINS) [34], which
is an open-source vehicular network simulator that integrates and provides the capabilities
of both OMNET++ [35] and SUMO [36].
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The simulation setup of the simulation is illustrated in Table 3. The selected area of
simulation belongs to Islamabad Capital Territory, Pakistan, whereas the coordinates of
the selected area are x-axis = 72.9754, 73.0472, and y-axis = 33.6973, 33.6685, whereas the
map data are exported from an online platform OpenStreetMap [37]. The selected area is
a combination of highways and narrow roads, which is needed to validate the efficiency
of the proposed approach. The rest of the subsection elaborates on the different criteria of
simulation and result outcomes.

Table 3. Parameters and Simulation Setup.

Parameters Value

Simulation Time 450 (min)

Transmission Range 300 (m)

Routing Protocol CBRD

Maximum Vehicle Speed 33 m/s

Max. Acceleration 3.5 k/m2

Number of RSUs 11

RSUs Coverage 0.7 KM

MAC IEEE 802.11

Mobility Model Random-way point

Transmission Rate 8 Mbps

Size of Packet 50∼60 (Bytes)

Peak Transmission Range 300 (m)

Transport Layer Protocol TCP/newreno

Average Inter-Vehicle Distance 4.9 (m)

4.1. Average Cluster Head Lifetime

The average cluster head lifetime represents the average time that is taken by a selected
head to perform its responsibilities and stay as a cluster head. It is a significant aspect of
clustering as the increased duration of a head lifetime provides stability that reduces the
computational cost. The comparison of cluster head lifetime is performed under different
scenarios, which are (i) number of nodes n vs. transmission range r and (ii) speed limit v
vs. transmission range r. In the first scenario, the number of nodes increased under seven
situations, whereas the minimum number of nodes is 50 and the maximum number of
nodes is 250. For the transmission range in this scenario, the transmission range r increases
under each situation whereas the minimum range is 100 and the maximum is 300. Figure 3
shows the comparative simulation outcome of the proposed mechanism with existing
approaches.

The overall average cluster head of comparison approaches is 146.75 (sec) in the first
scenario where n = 50, and r = 100. In the second scenario, the average lifetime increased to
161.75 (sec), whereas when n = 100 and r = 200, the average lifetime of all the approaches
reduced to 159.5 (sec). In the next scenario, n becomes 150, r = 150, and the average time
reaches 179 (sec), whereas the maximum time reached 189.5 (sec) when n = 250 and r = 300.
To analyze the comparative performance of each approach individually, the WOACNET,
DL-SCHS, and StabTrust overall average times of all the scenarios are 171.41 (sec), 151 (sec),
and 166.43 (sec), respectively. In comparison to all the mentioned average times of existing
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approaches, the proposed approach has achieved an average cluster head lifetime, i.e.,
187.71 (sec), which shows the efficient performance among all approaches.

Figure 3. Comparison of Average Cluster Head Lifetime w.r.t. n and r.

The simulation analysis of cluster head lifetime is also evaluated by monitoring the
performance of the approaches under a different scenario, i.e., transmission range r vs.
speed limit of the vehicle v. This analysis will show the impact on the cluster head lifetime
with varying speed and transmission range. The minimum transmission range is 50 and the
maximum is 250, whereas the minimum speed limit of the vehicle is 30 and the maximum
speed limit is set to 90. Figure 4 shows the comparative simulation outcome of the proposed
approaches among existing ones. To evaluate, the overall average time of all the approaches
concerning transmission range and the speed limit is 160.75 (sec) in scenario-I, 166.0 (sec)
in scenario-II, 167.0 (sec) in scenario-III, 173.0 (sec) in scenario-IV, 174.5 (sec) in scenario-V,
177.75 (sec) in scenario-VI, and 181.25 (sec) in scenario-VII, respectively. To elaborate on
the average performance of each approach, WOACNET maintained an average cluster
lifetime of 171.41 (sec), DL-SCHS achieves a time of 151.0 (sec), whereas StabTrust reaches
an average time of 166.43 (sec). In comparison to these mentioned performances, the
proposed methodology has achieved an average cluster time of 187.71 (sec), which is higher
than the existing approaches.

Figure 4. Comparison of Average Cluster Head Lifetime w.r.t. r and v.

If we combined the performance of each approach illustrated by Figures 3 and 4, then
the average performances of these approaches are: WOANCNET has achieved an average
lifetime of 170.13 (sec), DL-SCHS maintains the average cluster head lifetime of 159.13 (sec),
whereas StabTrust achieved the average time of 166.86. In comparison to these approaches,
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the average performance of the proposed approach cluster head lifetime is 185.43 (sec)
which is 15.3 (sec) higher than the approach that achieved the second-highest lifetime.

4.2. Average Cluster Lifetime

Cluster head lifetime is the primary factor, whereas cluster lifetime is the second factor
to improve stability. The average cluster lifetime represents the usability or effectiveness
related to backup heads. As these heads are selected to increase the cluster lifetime, the
efficient utilization of these heads leads to an increase in the time duration of clusters. To
evaluate the performance of the proposed approaches, two different dependent simulation
scenarios are created between the varying nodes, transmission range, and the speed limit of
vehicles. The first simulation scenario is between the number of nodes n vs. transmission
range r with varying ranges between n = 20∼120 whereas r = 50∼300.

The average overall performance of all the approaches with varying nodes and trans-
mission is 432.0 (sec) in scenario-I when n = 10 and r = 50, 456.25 (sec) in scenario-II when
n = 40 and r = 100, 491.25 (sec) in scenario-III when n = 60 and r = 150, 532.25 (sec) in
scenario-IV when n = 80 and r = 120, and 570.0 (sec) when n = 100 and r = 250. Whereas
the overall average duration reaches a higher value of 570.27 (sec) when n = 120, and
r = 300 as illustrated by Figure 5. The average comparative performance of each approach
is: WOACNET maintained an average time of 412.0 (sec), and 536.57 (sec) is achieved
by DL-SCHS, whereas StabTrust provides the maximum average lifetime of 532.12 (sec).
To compare the mentioned average time, the proposed mechanism achieved an average
lifetime of 560.14 (sec), which is 148.14 (sec) higher than WOACNET, 23.57 (sec) higher as
compared to DL-SCHS, and 28.0 (sec) higher in comparison to StabTrust. The discussed
simulation outcome shows the effective utilization of backup heads to maintain stability by
providing an increased average cluster lifetime.

Figure 5. Comparison of Average Cluster Duration Lifetime w.r.t. n and r.

To better analyze the individual performances, it is significant to first analyze the
average overall performance of all the approaches under the second simulation setup. This
simulation is performed by varying the transmission range within 50∼250 and the speed
limit of nodes within 30∼90, and the simulation outcome is illustrated by Figure 6. In this
scenario, the overall average time achieved by approaches is 382.0 (sec) when r = 50 and
v = 30, whereas the average time is increased by 77.375 (sec) in scenario-II, i.e., 459.375 (sec)
when r = 100 and v = 40. Furthermore, 443.25 (sec) is achieved by the approaches in scenario-
III when r = 125 and v = 50, and this time duration is increased to 443.75 (sec) in scenario-IV
in which r = 150 and v = 60. In scenario-V, 509.75 (sec) duration is achieved when r = 200
and v = 70, whereas this time reduces down by 36.0 (sec) in scenario-VI, i.e., 473.75 when
n = 225 and r = 90. Moreover, an increase of 29.5 (sec) is shown in scenario-VII when r = 250
and v = 90. To individually analyze comparatively the performance of these approaches,
WOANCNET has achieved an average cluster lifetime of 431.72 (sec), DL-SCHS maintained



Sustainability 2022, 14, 14889 17 of 24

an average duration of 447.75, whereas StabTrust maintained 441.21 (sec). In comparison
to existing approaches, the proposed approach sustains an increased average lifetime of
71.69 (sec), i.e., 513.86 (sec). In particular, the proposed approach furnishes an increased
lifetime of 82.15 (sec) in comparison with WOACNET, whereas it achieves 66.29 (sec) and
72.65 (sec) in comparison to DL-SCHS and StabTrust, respectively.

Figure 6. Comparison of Average Cluster Duration Lifetime w.r.t. r and v.

To further validate the performance of the proposed approach, we have evaluated the
average performance illustrated by Figures 5 and 6, i.e., by merging n vs. r, and r vs. v.
The average outcome shows that the proposed approach has achieved 537.0 (sec) in overall
performance. In comparison, WOACNET achieved 421.86 (sec), 492.07 (sec) achieved
by DL-SCHS, and 482.68 (sec) achieved by StabTrust. In individual comparison to each
approach, the proposed mechanism furnishes an increased duration of 115.14 (sec) against
WOACNET, 44.93 (sec) more in comparison to DL-SCHS, and an increased duration of
50.32 (sec) in comparison to StabTrust. The performance evaluation outcome shows that the
proposed mechanism maintains more stability with an increased average cluster lifetime.

4.3. Aggregation Impact on Computations

The aggregation is a process in trust degree evaluation in which previous trust and
currently evaluated trust combine to formulate a degree of trust related to a particular node.
The aggregation can only be performed when the previous trust degree is available. The
significance of aggregating these trust values provides the stability to trust degree. The trust
degree of a particular node may vary with time, but with the aggregation, the evaluation
provides a stable outcome. As mentioned in Section 3.1, the proposed methodology utilizes
blockchain to encrypt the trust degree to maintain integrity. To evaluate the impact of
encryption, two distinct simulation setups have been implemented in which the first is for
the trust degree aggregation of trustworthy nodes and the second is for malicious nodes.

Figure 7 illustrates the simulation outcome of aggregation for the trustworthy node.
The graph shows the fluctuation when the trust degree is evaluated without the aggregation
process. On the other side, when the aggregation process is applied to the currently
evaluated trust, the outcome shows a stable output with reduced fluctuation in the trust
degree.
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Figure 7. Comparative Analysis of Aggregation Impact on Computations of Proposed Approach
Against Trustworthy Node.

The aggregation becomes more significant with the evaluation of malicious node trust
degree, as this process helps to improve the detection rate. Figure 8 shows the simulation
outcome of malicious node trust degree with and without the aggregation process.

Figure 8. Comparative Analysis of Aggregation Impact on Computations of Proposed Approach
Against Malicious Node.

4.4. Quality Evaluation of Cluster Head

As mentioned earlier, the proposed methodology utilizes backup heads to provide
their feedback, and the mean opinion score [38] is computed to improve the quality of
clusters. To further extend the responsibilities, the backup heads will also assist the cluster
head to improve the efficiency that directly impacts the efficiency of the head to perform its
responsibilities. To precisely evaluate the impact of the mentioned points, it is necessary
to evaluate the quality improved by reducing the responsibilities of the cluster head. To
evaluate quality, two scenarios are designed in which overhead [39] and throughput [40]
ratios have been evaluated to formulate the level of quality. The simulation setup of this
evaluation is implemented with a varying number of nodes as 30∼150, and the simulation
time is 450 (min).

Figure 9 illustrates the simulation outcome of the overhead ratio. The comparison
analysis among different approaches shows that the proposed approaches successfully
minimize the overhead ratio. The proposed mechanism continuously maintained the
low overhead ratio that shows the efficient performance of the cluster head. The overall
overhead of the existing approaches is: the WOACNET average overhead is 47.1, the DL-
SCHS average overhead is 45.4, whereas the StabTrust overhead ratio is 68.9. In comparison
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to these average ratios, the proposed approach overhead is 28.2, which is the least among all
approaches. The comparative analysis of the proposed approach with existing approaches
is illustrated by Figure 10. The results also validate the performance of the proposed
mechanism as it maintained a low overhead ratio.

Figure 9. Average Overhead Ratio Analysis of Proposed Approach and Backup Heads Assistance.

Figure 10. Average Overhead Ratio Analysis of Proposed Approach and Existing Approaches.

The second scenario of the quality analysis is the evaluation of throughput that is
evaluated by monitoring the information transmitted to the cluster member and the request–
response rate. Figure 11 shows the comparative simulation outcome of the throughput
ratio, and the results indicate that the proposed mechanism has successfully achieved
the higher throughput, whereas DL-SCHS approaches also perform significantly better in
comparison to the rest of the approaches. The overall throughput ratios of the existing
approaches follow: the WOACNET average throughput ratio is 541.7, the DL-SCHS average
throughput is 775.0, which is higher among the existing approaches, whereas the StabTrust
throughput ratio is 406.3. In comparison to these ratios, the proposed approach ratio is
796.1, which is the maximum among all approaches. For precise individual comparison, the
proposed approach provides 254.1% more throughput in comparison to WOACNET, 21%
more throughput in comparison to DL-SCHS, whereas it provides 389.8% more throughput
in comparison to StabTrust. To further validate the performance, Figure 12 illustrates
the average performance of all the existing approaches in comparison to the proposed
approach. The average throughput result shows that the existing approaches achieve a
ratio of 574.3, whereas the proposed approach’s overall average ratio is 796.1, which is
221.8% higher.
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Figure 11. Average Throughput Ratio Analysis of Proposed Approach and Backup Heads Assistance.

Figure 12. Average Throughput Ratio Analysis of Proposed Approach and Existing Approaches.

4.5. On–Off Attack [41]

It is the most common attack in which nodes may leave or rejoin the network to
whitewash the reputation and regain the default trust degree. The situation in which nodes
regain the default trust may reduce the performance of the overall VANET environment.
It also provides a vulnerable source to the malicious and compromised nodes to regain
default trust to affect the environment. To address this issue, the proposed mechanism
uses blockchain technology to formulate an immutable ledger and encrypt the trust de-
grees using a unique identity of nodes. This ledger helps the proposed mechanism fetch
the previous trust degree during the aggregation process to identify the nodes even if a
particular node rejoins the network. The performance validation of the proposed approach
is evaluated in two steps, i.e., using a varying number of nodes and evaluating it with the
existing approaches.

In the first evaluation, the simulation is performed with varying nodes in the range
of 40∼100, and the simulation time of each evaluation is 540 (min). Figure 13 shows the
performance outcome of the proposed approach. The assigning of a lower trust degree
shows that the proposed approach successfully identifies the nodes that attempt to white-
wash their past reputation in the network. The overall average assigning of trust degree
is 0.4, whereas when the number of nodes is 60 and 80, the proposed mechanism assigns
the lowest trust degree with an average of 0.3. The assigning of the lowest trust degree
represents the efficiency and accuracy of the proposed approach against on–off attack.
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Figure 13. Performance of Proposed Approach Against On–Off Attack with Varying Nodes.

The average performance of the proposed mechanism is computed from the first
simulation outcome, which is illustrated by Figure 13, and we have compared it with
the performances of existing approaches against on–off attacks. Figure 14 shows the
comparative simulation outcome of the proposed approach with existing approaches. As
elaborated earlier, the average trust degree assigned by the proposed is 0.4, and it is also
shown in Figure 14 that the average trust degree lies between 0.3 and 0.4. In comparison,
the existing approaches assign a higher trust degree; however, the majority of approaches
maintain effective performance but the average level of trust of these approaches is 0.4–0.6,
which is higher than the proposed mechanism.

Figure 14. Comparative Analysis of Proposed Approach and Existing Approaches against
On–Off Attacks.

4.6. Computational Energy Consumption

Energy consumption refers to the utilization of energy resources that are consumed by
a particular approach while computing the trust degree. The efficient utilization of these
resources is necessary as energy is an important factor for the successful implementation of
Green VANET. The six different simulation setups with a varying number of nodes have
been implemented to evaluate the computational energy consumption. Figure 15 illustrates
the comparative simulation outcome of each scenario.

In the first scenario, where the number of nodes is 50, the average energy consumed by
all the approaches is 138.75 (J), whereas the proposed approach consumes the least energy
and StabTrust consumes a higher amount of energy to perform trust computations. In the
second scenario, the number of nodes increases to 100, and overall, the energy resources
consumed by the approaches are 190.75 (J), whereas StabTrust utilizes the most energy,



Sustainability 2022, 14, 14889 22 of 24

and the least energy is consumed by DL-SCHS, which is 170 (J). In the third scenario,
the number of nodes is increased to 150, whereas with a slight difference, StabTrust and
WOACNET consumed 240 (J) and 230 (J), respectively. In the fourth scenario, the number of
nodes is 200, whereas the average energy consumption of approaches reaches 228.75 (J). The
maximum energy in this scenario is consumed by WOACNET, which is 270 (J) followed by
StabTrust with 260 (J) and DL-SCHS with 240 (J). The proposed approach only consumed
145 (J), which is the least energy consumption of this scenario. In the fifth scenario, the
number of nodes is 250, whereas the overall energy consumed by the approaches in this
stage of simulation is 250 (J). The WOACNET approach consumed the maximum amount
of energy, i.e., 310 (J), which is followed by StabTrust with 290 (J) and 260(J) by DL-SCHS.
The proposed mechanism shows its effectiveness against energy consumption and only
consumed 140 (J), which is 5 (J) less than the previous outcomes. In the last scenario, the
number of nodes becomes 300 with the average energy consumption of this simulation
setup being 283.75 (J). The resulting outcomes show that the proposed mechanism only
consumed 190 (J), which is the least among other existing approaches, whereas WOACNET
consumed 320 (J), which is followed by DL-SCHS and StabTrust with 310 (J) and 315 (J).

By evaluation of the average energy consumption in all the six simulation scenarios,
the proposed approach consumed an average energy of 155.5 (J) followed by 227.17 (J)
consumption by DL-SCHS and 240.0 (J) by WOACNET, whereas the most energy was
consumed by StabTrust, which is 254.17 (J). To validate the efficient utilization of en-
ergy resources, the proposed mechanism consumed 84.5% less energy in comparison to
WOACNET, 68.67% in comparison with DL-SCHS, and 98.67% less energy consumption in
comparison to StabTrust. The efficient utilization of energy resources makes the proposed
approach suitable for remote areas where a continuous supply of energy resources is not
possible.

Figure 15. Comparison of Energy Consumed by Approaches During Trust Computation.

5. Conclusions

Security is significant when it comes to the successful implementation of future tech-
nologies such as IoT, VANET, etc. VANET provides communication independence to
network nodes so that they can send messages to other network nodes. When the number
of smart nodes increases and transmits messages, then it generates bulk communication
overhead. The bulk communication may provide a chance for malicious nodes to affect
the integrity and the performance of VANET. In this paper, a blockchain-based trust man-
agement mechanism is proposed that uses trust parameters to identify malicious and
compromised nodes. The blockchain is integrated into the base station that encrypts the
trust degrees of nodes and created an immutable ledger to maintain integrity. The encryp-
tion not only helps maintain integrity but also provides the facility to detect nodes that
try to execute attacks such as on–off or whitewashing attacks. To address the challenges
associated with clustering, the proposed mechanism integrates the QoS parameter during
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the cluster head cluster. To maintain stability, the backup heads are selected, which also
assists the cluster head with improving efficiency. The proposed mechanism is a holistic
solution that addresses the security, privacy, and quality challenges in parallel. The pro-
posed mechanism is comparatively evaluated in all aspects, i.e., security attack, privacy
preservation, and quality. The simulation outcome has validated the performance of the
proposed mechanism and was shown to have notable improvements compared to the exist-
ing approaches. The proposed approach can be further extended to make VANET nodes
and RSUs intelligent enough to detect the behavior of nodes. The intelligent capabilities
bring prediction abilities that will increase the identification accuracy of malicious nodes
before the trust computations.
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