

  sustainability-14-14487




sustainability-14-14487







Sustainability 2022, 14(21), 14487; doi:10.3390/su142114487




Article



Country Life in the Digital Era: Comparison of Technology Use and Cybercrime Victimization between Residents of Rural and Urban Environments in Slovenia



Igor Bernik *[image: Orcid], Kaja Prislan and Anže Mihelič[image: Orcid]





Faculty of Criminal Justice and Security, University of Maribor, Kotnikova 8, 1000 Ljubljana, Slovenia









*



Correspondence: igor.bernik@um.si







Academic Editor: Zubair Baig



Received: 29 September 2022 / Accepted: 1 November 2022 / Published: 4 November 2022



Abstract

:

Cybercrime is one of the most significant security challenges of the 21st century. However, official statistics do not provide insights into its prevalence and nature. Representative cross-sectional field studies may help fill this gap, focusing on differences between urban and rural technology users. We (a) investigated the association between the purpose of computers and other electronic device usage and perceived vulnerability, (b) compared the differences in the purpose of computers or other electronic device use and perceived vulnerability, and (c) compared the perceived cyber victimization between residents of rural and urban areas. We conducted a field study that resulted in a representative sample of the Republic of Slovenia in Europe. We found several significant differences in the purpose of technology use and perceived cyber victimization. Furthermore, the results indicate that the purpose of technology use is somehow associated with perceived vulnerability in cyberspace; however, such associations are different in cyberspace than in the material world.
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1. Introduction


Over the past few decades, the growth of the Internet has led to the increasing engagement of people in cyberspace, which has significantly impacted many aspects of our society. Daily lives, fundamental rights, social interactions, and economies became critically dependent on information and communication technology (ICT) working seamlessly. Being continuously online became the new norm for many people, often without even being aware. That created a broader attack surface and exposed multiple areas of peoples’ lives for criminals to exploit [1]. Cybercrime has become one of the fastest-growing forms of criminality [2], representing a serious threat to cyberspace users, economics, and national security. However, it should be acknowledged that the traditional dynamic between the victim and the offender is different in cyberspace. In cyberspace, an offender and a multitude of targets are brought together, independent of space and time. That means the simultaneous presence of all three elements needed for a crime to occur (i.e., motivated offender, potential victim, absence of guardians) is a constant feature of cyberspace [3,4,5,6]. For such reasons, the risks for online victimization are deemed greater than in the physical world [7], while studies also indicate that people experience greater fear of crime in cyberspace than in the physical environment [8,9].



Cybercrime is thus one of the most significant security challenges of the 21st century, which is why cybersecurity and defense became a core of most national and international security strategies [10]. However, there are several issues related to the prevention of and response to cybercrime. Firstly, cybercrime has become exceptionally technologically advanced, and organized with perpetrators using increasingly sophisticated methods, which is why many incidents are hard to detect [1,11,12]. Secondly, perpetrators are hard to identify and prosecute due to their anonymity and the global nature of cyberspace [1,13]. Thirdly, cyber threats are constantly evolving, making it hard to follow development trends in terms of security technologies [14,15]. Lastly, there is a high diversity in the security of cyberspace users. Different online behaviors, levels of threat awareness, attitudes, and knowledge of protective measures against cybercrime are observed among users, leading to high variability in cybercrime victimization [16,17,18].



In line with these challenges, it is difficult to assess the actual prevalence of cybercrime and the state of cyber victimization. Due to the low percentage of reported and investigated cybercrime, official statistics are unrepresentative [19,20]. This has created a need for acquiring a more in-depth understanding of how widespread cybercrime actually is, and what are the differences in victimization experiences among different types of cyberspace users.



As a result, cybercrime victimization has become a widespread research topic among scholars in the field of cybersecurity. Victimization studies can help address the problems associated with the existing dark field in the field of cybercrime and the investigation of factors leading to victimization. To date, many cybercrime victimization studies have been conducted, with an aim to explore the prevalence of different types of cybercrimes and factors predicting victimization. Overall, it is estimated that the majority of users fall victim to some form of cybercrime [21,22,23], with malware and fraudulent activities being the most common [18,23,24]. In terms of predictors, self-protective behavior (related to users’ threat and risk perception, their perceptions and attitudes towards security technologies) [25,26], online activities [27,28,29], psychological traits [30,31,32], and socio-demographic characteristics [33,34] were established to have a significant influence on cybercrime victimization.



However, cybercrime victimization studies have their limitations. For example, a comparison of such studies indicates that findings regarding the prevalence of cybercrime are different, and that victimization can vary in relation to different threats and users. Due to different methods, studies are also difficult to compare, and national and representative samples are rarely provided [35]. Victimization studies mainly rely on self-reported experience from users, and tend to neglect the fact that some users find it difficult to detect certain threats or do not even know that they have been victimized [24,36,37]. Although perceived vulnerability could be used for the estimation of users’ bias in reporting, the connection between perceived vulnerability and perceived victimization has not been investigated yet. Moreover, victimization studies tend to focus on a specific user population or only on specific threats, leaving victimization related to different cyber threats across the general user population under-researched. Moreover, certain factors (e.g., perceived vulnerability, perceived severity) associated with cyber victimization are (over)extensively investigated, while others (e.g., purpose of computer or other electronic device use, residence area) remain under-researched.



For example, several studies so far found that cybercrime victimization varies across countries [21,38,39], and is associated with users’ online behavior [28,29,40]. Despite literature indicating that differences among users from different local settings exist in relation to the use of ICT, online behavior, computer skills, and cybersecurity awareness [17,23,39], only few studies so far investigated the influence of environmental settings on cybercrime victimization and victimization-related factors. Although a comparative and geographically oriented approach to the study of security and crime has become popular in criminology, the main focus of studies is primarily the urban environment. For this reason, security phenomena in rural areas are unexplored and somewhat neglected in criminological studies, and are still trivialized and marginalized [41]. Hence, similar knowledge gaps are observable for cybercrime studies as well.




2. Cybercrime Victimization


Cybercrime, which is referred to as criminal acts that are committed online by using electronic communications networks and information systems [42], has been steadily increasing in its prevalence and impact [43,44]. Current trends suggest that there is a considerable increase in the scope of incidents, the sophistication of threats, the number of victims, and damage related to cybercrime. Moreover, it is estimated that cybercrime has exceeded the prevalence of conventional crime forms, with individual cybercrime victimization being significantly problematic and widespread [38].



Despite general estimations showing that more than 1 million people worldwide fall victim to cybercrime, there is still a lack of reliable figures [1]. Due to the low level of reporting, official statistics portray an unreliable picture of cybercrime [20,37,45], which indicates an extensive dark field of crime. To address the issue of underreporting and unreliable official estimates, cybercrime victimization studies are being increasingly conducted. However, the findings of such studies point to a high variability of victimization across countries and in relation to different types of victims and cyber threats.



On one hand, the findings of several cybercrime victimization studies show that different types of harassment, abuse, and attacks related to the use of cyberspace and ICT have been experienced by the majority (up to 80 percent) of all cyberspace users [22,46,47]. On the other hand, some statistics portray a significantly different situation, reporting a much lower victimization rate among Internet users (less than 40 percent) [48]. Moreover, some cyber threats are deemed as much more prevalent than others. A European Union (EU)-wide study on cybersecurity, for example, showed that the most common cyber threats experienced by respondents are fraudulent e-mails or phone calls (36 percent) and infections with malicious software (28 percent) [39]. The types of cybercrime that were recognized as the most common in the victimization study performed by Drew [18] were phishing (51.8 percent), unauthorized card/bank account use (50.3 percent), and malware/ransomware (50.2 percent). The least perceived prevalence was reported for romance scams (11.5 percent) and computer hacking (10.9 percent). In their victimization study, Ref. [49] found that the most prevalent cyber threats experienced among individual users are computer viruses (57.8 percent) and e-mail harassment (23.5 percent). Such differences in reported findings were observed by Ref. [35] as well, who conducted a metanalysis of nine cyber victimization studies. The analysis showed that users most often reported being victims of hacking and malicious software (up to 6 percent and 15 percent, respectively) and less often of other types of fraud (less than 1 percent), while annual cybercrime prevalence rates ranged from 1 to 3 percent for online shopping frauds, online banking/payment frauds, and online bullying. Despite the observed differences, the findings of victimization studies generally indicate that malware (including ransomware) and fraudulent activities such as phishing and scams could be deemed as the most prevalent trends in individual victimization.



Differences in the victimization studies’ findings are related to various factors. However, it should be considered that due to the sophistication of many cyber threats, victimization with some cyber threats is difficult to detect. Hence, the findings of self-reported victimization are subject to certain errors. For example, EU and worldwide studies found that certain cyber threats were more prevalent when respondents were asked whether they know someone who has been a victim, compared to their actual experience with such threats [21,48]. Another such example is phishing-related victimization. Although users generally report a relatively high prevalence of victimization related to phishing (e.g., an Australian national survey revealed that 34 percent of users were exposed to phishing scams [50]), real-world studies portray an even more detrimental picture. Experiments investigating users’ susceptibility to phishing attacks show that the majority of participants (up to 97 percent) respond to fraudulent messages by disclosing personal information [36,51,52]. Hence, problems associated with establishing the actual victimization based on self-reported studies have led to the increase in studies investigating users’ perceptions of their susceptibility to victimization (i.e., perceived vulnerability). Compared to self-reported victimization, such studies provide an insight into users’ beliefs about the prevalence and dangers associated with cyber threats. For instance, when comparing self-reported victimization and perceived vulnerability, it could be observed that users’ concern of becoming a victim of a certain cybercrime is higher in comparison with their actual experience with such a crime [39].



In the exploration of cybercrime, many researchers have also focused on studying factors predicting victimization. The findings reveal that users’ demographic characteristics (such as age, gender, ethnic origin, social status, employment), online (deviant) behavior, and their past experience with victimization predict victimization in cyberspace [53,54,55,56]. Moreover, it was also found by several studies that victims’ characteristics differ according to the type of cyber threat [29,57,58,59]. In addition, users’ psychological and behavioral traits (e.g., low self-control) were also confirmed to have a significant impact [32]. Furthermore, online habits and the purpose of ICT use, as well as users’ attitudes about threats and security measures which affect their self-protective behavior, are important for explaining cybercrime victimization [18,25,28,60,61].



Based on the review of past research, we can conclude that cybercrime victimization differs both in terms of the type of threats and the type of users. There are many different factors associated with victimization experience, with behaviors and attitudes playing a significant role. Moreover, it is also important to note that differences are observed in relation to the environmental settings of users. This indicates the possible influence of users’ environment on cybercrime victimization. Although it was already established that victimization varies across macro environmental settings (i.e., country and culture), micro/local-level influence (i.e., rural and urban settings), which proved to be an important element in crime studies in general, remains under-researched in cybercrime literature.




3. Cybervictimization in Rural and Urban Areas


It is widely acknowledged that urban and rural environments are not exposed to crime in the same manner and extent. A review of statistical reports shows differences in crime rates, with urban environments being characterized by different patterns than rural. Study findings indicate that cities with a larger population generally have higher crime rates than suburban or rural cities [62]. A longitudinal analysis of the United States crime victimization survey showed that violent crimes (such as aggravated assaults, rapes and sexual assaults, robberies) are significantly higher in urban than in rural areas [63]. Moreover, it was also found that serious violent victimization has decreased significantly more in urban areas, while the decline in simpler crimes is similar for both areas. A similar higher occurrence of violent and serious crimes in urban areas is typical for the United Kingdom as well [64]. Other studies exploring crime statistics in relation to environmental settings also showed that the number of crimes in rural areas is significantly lower than in urban areas [65,66].



Despite generally lower crime rates, rural environments are characterized by a higher rate of certain types of crime (e.g., domestic violence) [62], which contradicts established beliefs about the impact of population density on crime. Therefore, rurality as such is not a “constant” predictor of crime rates [66]. It is also important to note that the fear of crime in rural areas is increasing and that problems due to social circumstances are more often unreported, which means that official statistics are not highly reliable [41].



Since the same patterns of crime do not apply in both rural and urban areas, more rural-focused research is needed [67]. It is important to facilitate research to provide for an in-depth understanding of such disparity and the potential influences of environmental settings on crime and victimization trends. In initial research, such differences were attributed almost exclusively to the population density and the supply of crime opportunities [68]. While differences in crime rates may be related to population size, they may also be caused by other local factors [62]. It is important to understand that urban and rural areas are different in several aspects, which in combination, lead to a complex dynamic of factors associated with crime and victimization.



Currently, more than 44 percent of the world population resides in rural environments [69]. However, with respect to crime and victimization, rural communities, especially compared to urban ones, are poorly documented. Past criminological studies scarcely focused on investigating crime in rural areas [66], and for this reason, a new branch of criminology called rural criminology has been increasingly developing in the past decades [67,70].



The lack of studies is also noticeable in the field of cybercrime and user victimization. Although such differences may not seem significant due to the global nature of cyberspace, certain studies in the field of cybersecurity and user awareness have already indicated potential differences between users from different environments (e.g., [71]), which could imply that differences between different types of local communities also exist.



For instance, studies show that cybercrime victimization rates among individual users are higher in countries with lower levels of development [38]. Symantec [72] reported that The Netherlands had the lowest cybercrime rate (14 percent of the population were affected), while Indonesia was subject to the highest cybercrime rate in the world. In relation to local environments, a Europe-wide study found that disparities are observable in Internet access and usage. Those living in large towns are more likely to use the Internet daily compared to respondents living in rural villages. Furthermore, discrepancies were seen for users’ awareness as well; the more urbanized a respondent’s environment, the more likely they are to be aware of official means to report and react to cybercrime [39]. Differences among respondents from different local environments were observed by a study investigating fear of identity-related cybercrimes [73].



The impact of users’ location on cybercrime victimization remains under-researched. Only a handful of studies have addressed this topic. The findings of a study conducted by Al-Ali [25] revealed that the place of users’ residence was associated with cybercrime victimization. In their study, Chang et al. [17] found that parents living in rural areas had lower levels of Internet skills and intervened less in their children’s use of the Internet compared to parents living in urban areas. Adolescents who live in rural areas have lower levels of Internet literacy but a higher frequency of Internet use, and they also engage in riskier online behaviors and are more often victimized. Overall, they found a clear difference between rural and urban parents and adolescents, with both rural parents and their children being less experienced and knowledgeable of the risks associated with use of the Internet. Similar findings were confirmed by a cyberbullying victimization study conducted by [23], which found that the highest prevalence of victimization exists among urban female respondents. Rural community residence was associated negatively with problem-solving and coping capabilities and with a lower likelihood of coping abilities.




4. Motivation


Despite different available sources of data on cybercrime, current statistics are still insufficient and fragmented. Official statistics do not provide insights into the actual widespread and nature of cybercrime [1]. Although several scientific studies focused on identifying factors predicting cybercrime victimization, certain factors remain less or completely unexplored. Firstly, there is a lack of studies investigating the role of the local environment, the purpose of ICT use, and the perceived users’ vulnerability with cybercrime victimization. The importance of the factors mentioned above could be deemed as follows. Despite cybercrime being regarded as a “borderless problem” [42], several circumstances indicate possibilities of their associations with users’ local environment. Studies investigating traditional victimization confirmed that differences between crime rates, victimization, and fear of crime are common among rural and urban environments [74]. Cybercrime-related studies also pointed to differences between users from different urbanized environments regarding their security behaviors, ICT usage, and computer/digital skills. Secondly, the purpose of ICT use and users’ online behavioral practices have already been established as significant victimization predictors [25]. However, to the best of our knowledge, the associations between local environment, online behavior, and victimization have not been explored. Thirdly, the role of perceived vulnerability in perceived victimization and differences in perceived vulnerability to cyber threats among users from different environmental settings has not been considered in past victimization studies. Fourthly, most victimization studies focus on studying specific types of cybercrime (e.g., cybergrooming, cyberbullying, cyber-harassment, cyberstalking, online frauds, social engineering, phishing). Although some research already established that the level of victimization varies according to the type of cyber threat [18,49], there is a lack of more comprehensive studies that would include an overview of victimization with different cybercrime types. Lastly, there are few well-performed randomized sampled studies on cybercrime among the general population [35].



To address the aforementioned issues and knowledge gaps in the existing literature, we (a) investigated the association between the purpose of computers and other electronic device usage and perceived vulnerability, (b) compared the differences in the purpose of computers or other electronic device use and perceived vulnerability, and (c) compared the perceived cyber victimization between residents of rural and urban areas. Therefore, this paper answers the following research questions.



	RQ1 

	
Is there an association between the purpose of computers and other electronic device usage and the perceived cybercrime vulnerability?




	RQ2 

	
Are there differences in computer and other electronic device usage and perceived cybercrime vulnerability and victimization between urban and rural residents?




	RQ3 

	
Are there differences between residents of urban and rural areas in perceived cybercrime victimization?








5. Materials and Methods


To answer the research questions, we conducted a national randomized sample field study. The data were collected with a survey. The following subsections describe the questionnaire development and the data collection procedure.



5.1. Questionnaire Development


The questionnaire was designed to measure three key constructs of cybercrime. The first construct was focused on the diversity of respondents’ purposes for using computer and other electronic devices (“Purpose of use”—PurUse), the second construct measured the perceived cybercrime vulnerability through various online activities (“Perceived vulnerability”—PerVul), and the third construct measured the perceived cybercrime victimization (“Perceived victimization”—PerVic). Indicators of the first two constructs were measured on a five-point Likert-type frequency scale from 1 (“Never”) to 5 (“Always”), and from 1 (“Very unlikely”) to 5 (“Very likely”), respectively. Indicators of the third construct were measured on a categorical scale (“Never”, “Once”, “Twice or more”). Respondents had the option not to provide an answer to any of the questions if they were not able or unwilling to respond.



Indicators of the construct Purpose of use were selected based on the most common usage patterns among the general population, while indicators of the construct Perceived vulnerability were selected based on the most frequent activities in cyberspace. Types of cybercrime in the construct Perceived victimization were defined based on the ease of recognition among users, while technically more sophisticated threats were avoided due to their concealed nature.



Control variables included time spent on the Internet for different purposes and demographic variables (e.g., age, gender, area of residency, level of education, employment status). In total, the questionnaire included 44 different variables (Purpose of use (12), Perceived vulnerability (11), and Perceived victimization (21)) and 10 control variables. The questionnaire was developed by one researcher in the Slovenian language and reviewed by several researchers from the program group Security and Safety in Local Communities (hereafter program group). A physical survey was prepared once consensus was reached among researchers regarding the clarity and validity of the questionnaire.




5.2. Data Collection


To collect data from a representative sample of the targeted population (citizens of the Republic of Slovenia), the questionnaire was distributed physically in all geographic areas in 24 municipalities in Slovenia by 43 researchers of the program group and students in the spring of 2017. Sampling was performed as follows. First, within each of the eight police directorates in Slovenia, we chose three municipalities (one large, one medium, and one small). Second, the respondents were randomly selected in a manner that ensured sample representativeness according to the size of the municipality in terms of gender and age of the population. The geographical distribution of the survey is presented in Figure 1.



A total of 1266 respondents completed the survey. The share of missing values per variable ranged from 2.5 to 20.4 percent, with 4.3 percent of missing values in a complete dataset. Due to an average of 38 percent of missing values in social sciences (Dodeen, 2018), we concluded that reaching into a dataset was not necessary. The demographic data of the respondents are presented in Table 1.



Because the respondents were asked to share sensitive information with the researchers (e.g., the amount of income in comparison to average income in Slovenia), safeguards were used to encourage honest responses. First, respondents were informed about the anonymity and voluntariness of their participation. Second, the respondents were assured that the results would be presented in an aggregated form. Finally, to ensure anonymity, respondents were explicitly asked not to sign the questionnaire or write any other identification data on the survey sheets.




5.3. Instrument Validation


This study aimed to explore the current state of the perceived cybercrime victimization, perceived cybercrime vulnerability, and the purpose for which computers and other electronic devices are used among residents of rural and urban areas. The mentioned constructs were modeled as formative. Therefore, we did not perform reliability analysis, as suggested by Coltman et al. (2008). To answer the research questions, we tested both constructs measured with a Likert-type scale (Purpose of use and Perceived vulnerability) if the data have an approximately normal distribution for skewness and kurtosis, following the procedure suggested by [75]. Absolute values for skewness and kurtosis (suggested measure for samples larger than n = 300) range between −0.32 and 1.41, and between −1.59 and 1.41, respectively. Thus, we assume the data are approximately normally distributed across all variables. Additionally, assumptions for an independent sample t-test and simple linear regression analysis (i.e., equality of variances, homoscedasticity, linearity, and normality of the residual errors) were carefully considered.





6. Results


To answer the first research question (RQ1), we performed a simple linear regression analysis and robust regression. Table 2 summarizes the results of descriptive statistics (means, standard deviations, and one sample t-test significance levels), while Table 3 summarizes the results of linear and robust regressions, where purpose of technology use is considered as a predictor and perceived vulnerability as a dependent variable.



The descriptive statistics results indicate that respondents are primarily using computers and other electronic devices for web browsing and e-mail exchange, and least for gaming. However, they feel that they are most vulnerable while accessing social networks, online shopping, and using online banking services.



Furthermore, the results of regression models show that the frequency of use can explain up to approximately 7 percent of the variance in perceived vulnerability due to the use of particular software. However, a notable statistically significant association (p < 0.005) was found only in four instances (e-mail exchange, downloading music and video content, web browsing, and accessing social networks).



To answer the second research question (RQ2), we performed an independent sample t-test. We considered residents living in villages or settlements with schools, post offices, shops as “residents of the rural area” and residents living in suburbs or towns as “residents of the urban area”. Table 4 summarizes the results of descriptive statistics separated by the residence area and comparison of means.



The results indicate that in most instances, there is a statistically significant difference in the purpose for which computers and other electronic devices are used between urban and rural residents, except in online banking. The same pattern cannot be seen in perceived cybercrime vulnerability. In most instances, respondents of both groups equally perceive which particular activities can expose them to cyber threats, except for online shopping, online banking, and accessing social networks, where residents of urban areas feel more vulnerable.



Since perceived cybercrime victimization was measured on a categorical scale (“Never”, “Once”, “Twice or more”), we answered the third research question (RQ3) with Pearson’s chi-square test of independence. The results given in percentages are summarized in Table 5.



The results show statistically significant differences in perceived cybercrime victimization between residents of rural and urban areas in four out of six forms of victimization. Therefore, residents of urban areas report slightly lower victimization by wireless network interference, spreading rumors and hate speech, and dissemination of indecent material. In other instances, there is no statistically significant difference between both groups of residents.




7. Discussion


Our results (RQ1) demonstrate the partial association between the purpose of technology (computers and other electronic devices) and the perceived vulnerability to cyber threats while using a particular technology. Even though users use technology for online shopping, data analysis, playing music, videos, and reading e-books and articles, its use does not statistically significantly predict their perceived vulnerability to cyber threats during these activities. On the other hand, their use of social networks, online banking, web browsing, downloading music, video content, emailing, and gaming can predict their perceived vulnerability during these activities. With only three exceptions (gaming, online shopping, and online banking), we detected the association between the purpose of technology use and perceived vulnerability in activities users perform more frequently. Furthermore, we found the strongest associations with the most frequent activities such as e-mail exchange, web browsing, and accessing social networks, even though only accessing social networks does not pose as much of a threat as, for example, downloading music and video content.



The abovementioned results indicate that technology users may feel more threatened by the technologies and services they use more frequently, despite the objective probability of realizing the threat may lie among the less frequently used ones. Such cybersecurity awareness (or lack thereof) may dilute users from being more likely to realize threats. Users are inevitably less proficient with technologies and services they use less frequently. They are more vulnerable to cyber threats with (ever-changing) technologies with which they are unfamiliar. The less a particular technology or service is used, the more emphasis on cybersecurity should be put on while using it. Just like an individual who is used to daily walking, rollerblades only once a month for a few minutes should emphasize rollerblading safety more than walking safety while in traffic.



Similar to the studies we mentioned in the theoretical part of the article, our results (RQ2) indicate several differences in technology use; however, we found few differences in perceived vulnerability to cyber threats. Computers and other technological devices are used differently (or at least with different frequency) in rural and urban communities. Except for online banking, users from rural environments tend to use technology less frequently, although differences regarding online shopping and social media use are relatively small between urban and rural communities. Users from urban domains use technology for downloading audio and video content, web browsing, playing audio and video content, and emailing significantly more frequently.



On the other hand, the same cannot be observed in their perceived vulnerability to cyber threats using the technology. The differences between residents of rural and urban environments in perceived vulnerability to cyber threats can only be detected when individuals access social networks, use online banking services, and shop online. In other words, in two-thirds of cases, there is no difference in perceived vulnerability between residents of rural and urban environments. In one-third of cases, residents of rural environments feel less vulnerable. Such findings do not entirely support previous studies on differences between perceived vulnerability and fear of crime [74]. Cyberspace may equally be considered as an (un)safe place by all its users, regardless of their place of residence, general fear of crime, or perceived vulnerability.



To answer the third research question (RQ3), we compared how frequently residents of different areas were victimized in cyberspace. The results indicate that in most cases, two-thirds of respondents have never been victimized in cyberspace or were unaware of their victimization (the minimum percentage was observed for malware infection at 58 percent). Online banking frauds, victimization from ransomware, and extortion in cyberspace were three incidents with the lowest frequency of occurrence. Online banking is traditionally well secured; hence, its users unsurprisingly do not feel particularly vulnerable while using it (see the answer to RQ2 above). Additionally, and for the same reason, they rarely detect any form of victimization from online banking fraud. Furthermore, ransomware is commonly directed toward entities with greater information assets, such as enterprises and other organizations. Unsurprisingly, individual users rarely report such victimization. The results of cyber extortion frequency are comparable to the frequency of ransomware since these two criminal activities may correlate.



However, we found several significant differences in victimization between residents of rural and urban areas. Even though cyberspace is typically considered “borderless”, where anyone can access any site, there appears to be more victims of spreading rumors online, hate speech, and disseminating indecent material among residents of urban areas. Social life and interpersonal connections are transferable from the material world to cyberspace. For example, rural youth are more likely to have siblings as friends on social media than urban and suburban youth, while suburban youth are more likely to have their parents as friends than urban youth; fewer residents of rural areas are using social media, and urban users have more connecting subjects (i.e., friends) on social media [76,77]. Exposure to more social media users can contribute to a higher degree of vulnerability to cyber threats and incidents such as spreading rumors, hate speech, and disseminating indecent material.



Our study complements the existing literature in several ways. Firstly, it offers insight by presenting the results collected in a field study with a nationally representative sample. Such samples with comparable sampling methods are particularly scarce in the cybersecurity literature. Secondly, since official statistics on cybercrime are unreliable, it represents an alternative source of cyber victimization statistics on a national level. Thirdly, it offers a possibility for the categorization of technology users. Categorizing technology users is essential (or at least encouraged) while designing and planning information and cybersecurity training [78]. Therefore, the results of this study are aimed at the decision makers to better understand (1) the relationship between technology use and perceived vulnerability during its use, (2) national cyber victimization, and (3) differences between perceptions among residents of urban and rural environments. By fusing these findings, professionals can plan and design the most effective multi-skill and digital literacy training for all demographic groups. Cybersecurity education and training should become a staple in more than just informal settings [49]. It should be embedded in formal education as early in the education process of an individual as possible to minimize the difference between the urban and rural demographic groups, which can potentially impact the perceived vulnerability to cyber incidents and fear of cybercrime. Even though the fear should be managed, lowering it to minimal levels can be counterproductive and cause less caution and, consequently, more victimization [79].




8. Limitations and Future Work


As with any other study, this study has several limitations the reader should consider when interpreting the results. Firstly, this study was conducted before the COVID-19 crisis, which brought broader technology use due to work-from-home policies. Secondly, the analyses are based on single items, which were necessary to keep the survey understandable and short for all demographic groups. Thirdly, the survey was conducted in Slovenia; hence, the results may not be generalized to any population. Fourthly, all results are based on self-reported data. Additionally, it is possible that some respondents provided their answers without knowing the technical details of victimization types, perceived vulnerability, and purpose of use, even though they had the option not to answer a question. Even though there is a possibility of lower reliability, such studies are currently the most common approach to large-sample victimization studies in the criminology literature. Lastly, even though we collected a relatively large sample in a field study that can be considered representative of the population, the sampling method cannot be regarded as actual simple random sampling.



There are several opportunities for future work in this field. First, future research should focus on exploring differences between urban and rural areas in more detail, especially in terms of their cybersecurity awareness and skills. Second, a longitudinal study spanning several years would contribute to a greater understanding of development and changes in users’ technology use and perceived vulnerability over time. Third, future studies should focus on exploring how individuals perceive different terms frequently used and researched in cybersecurity research (e.g., wireless network interference, ransomware, phishing). Fourth, future research on cyber victimization would greatly benefit from developing a methodological approach to exploring cyber victimization beyond self-reported studies. Even though self-reported studies have value in the literature, they are limited by their definition. Fifth, future cyber victimization studies should also include geographical mapping to highlight the geographical dimension of cyber victimization. Therefore, preventive measures can be individualized according to geographic location. Finally, comparative international (longitudinal) research based on the same questionnaire would contribute to a broader and deeper understanding of cyber victimization.
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Figure 1. Graphical representation of geographical questionnaire distribution (PD—police directorate). 
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Table 1. Demographic data of the survey respondents.






Table 1. Demographic data of the survey respondents.





	
Variable

	

	
Frequency

	
Share (%)






	
Gender

	
Female

	
668

	
52.8




	
Male

	
596

	
47.1




	
Not specified

	
2

	
0.2




	
Age

	
18–30

	
273

	
21.6




	
31–45

	
344

	
27.2




	
46–60

	
334

	
26.4




	
61–

	
313

	
24.7




	
Not specified

	
2

	
0.2




	
Education

	
Elementary school (not finished)

	
11

	
0.9




	
Elementary school (finished)

	
159

	
12.6




	
High school

	
587

	
46.7




	
2-year college

	
131

	
10.3




	
University degree

	
291

	
23




	
Specialization, master’s degree

	
61

	
4.8




	
Doctorate

	
16

	
1.3




	
Not specified

	
10

	
0.8




	
Status

	
Employed in the industry

	
349

	
27.6




	
Employed (not in the industry)

	
289

	
22.8




	
Self-employed

	
76

	
6




	
Farmer/Housewife

	
16

	
1.3




	
Retired

	
311

	
24.6




	
Student

	
157

	
12.4




	
Unemployed

	
53

	
4.2




	
Other

	
11

	
0.9




	
Not specified

	
4

	
0.3




	
Size of the residence area

	
Village or settlement with school, post office, shop

	
541

	
42.7




	
Suburb or town

	
712

	
56.3




	
Not specified

	
13

	
1
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Table 2. Results of descriptive statistics (***—p < 0.001, **—p < 0.005, *—p < 0.05 (one-sample t-test, reference value = 3).
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Activity

	
PurUse

	
PerVul




	
Mean

	
SD

	
Mean

	
SD






	
accessing social networks

	
2.89 ***

	
1.38

	
3.40 *

	
1.19




	
online banking

	
2.44 ***

	
1.48

	
3.16 ***

	
1.25




	
online shopping

	
2.15 ***

	
1.19

	
3.31 ***

	
1.19




	
web browsing

	
3.32 **

	
1.33

	
3.11 ***

	
1.18




	
downloading music and video content

	
2.32 ***

	
1.34

	
3.18 ***

	
1.26




	
e-mail exchange

	
3.16 ***

	
1.40

	
3.12 ***

	
1.15




	
data analysis

	
2.22 ***

	
1.27

	
2.71 ***

	
1.17




	
gaming

	
1.77 ***

	
1.07

	
2.76 ***

	
1.29




	
playing music and videos, reading e-books and articles

	
2.77 ***

	
1.34

	
2.61 ***

	
1.19
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Table 3. Results of simple linear regression and robust regression (***—p < 0.001, **—p < 0.005, *—p < 0.05).






Table 3. Results of simple linear regression and robust regression (***—p < 0.001, **—p < 0.005, *—p < 0.05).





	
Activity

	
Linear Regression

	
Robust Regression




	
Std. Error

	
t

	
R2

	
Beta

	
Std. Error

	
t






	
accessing social networks

	
0.025

	
5.94

	
0.029

	
0.169 ***

	
0.026

	
5.53




	
online banking

	
0.024

	
1.20

	
0.001

	
0.035

	
0.026

	
0.94




	
online shopping

	
0.029

	
1.82

	
0.003

	
0.053

	
0.031

	
1.10




	
web browsing

	
0.025

	
6.61

	
0.035

	
0.187 ***

	
0.027

	
6.67




	
downloading music and video content

	
0.027

	
3.47

	
0.010

	
0.100 **

	
0.029

	
3.21




	
e-mail exchange

	
0.023

	
9.03

	
0.066

	
0.257 ***

	
0.025

	
8.98




	
data analysis

	
0.027

	
2.14

	
0.004

	
0.062 *

	
0.028

	
2.24




	
gaming

	
0.035

	
0.85

	
0.001

	
0.025

	
0.038

	
0.86




	
playing music and video, reading e-books and articles

	
0.026

	
2.03

	
0.003

	
0.059 *

	
0.027

	
2.11
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Table 4. Results of the independent samples t-tests for the purpose of use and perceived cybercrime vulnerability (***—p < 0.001, **—p < 0.005, *—p < 0.05).
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Activity

	
Location

	
PurUse

	
PerVul




	
Mean

	
SD

	
t

	
Mean

	
SD

	
t






	
accessing social networks

	
rural

	
2.77

	
1.40

	
−2.673 **

	
3.30

	
1.21

	
−2.452 *




	
urban

	
2.98

	
1.37

	
3.47

	
1.17




	
online banking

	
rural

	
2.34

	
1.46

	
−1.867

	
3.05

	
1.25

	
−2.822 **




	
urban

	
2.51

	
1.50

	
3.25

	
1.25




	
online shopping

	
rural

	
2.08

	
1.15

	
−1.977 *

	
3.17

	
1.20

	
−3.667 ***




	
urban

	
2.21

	
1.21

	
3.42

	
1.17




	
web browsing

	
rural

	
3.13

	
1.35

	
−4.449 ***

	
3.07

	
1.20

	
−0.862




	
urban

	
3.47

	
1.31

	
3.13

	
1.17




	
downloading music and video content

	
rural

	
2.11

	
1.23

	
−4.732 ***

	
3.16

	
1.27

	
−0.280




	
urban

	
2.48

	
1.40

	
3.18

	
1.26




	
e-mail exchange

	
rural

	
2.95

	
1.39

	
−4.415 ***

	
3.11

	
1.19

	
−0.432




	
urban

	
3.31

	
1.39

	
3.14

	
1.12




	
data analysis

	
rural

	
2.06

	
1.19

	
−3.721 ***

	
2.68

	
1.15

	
−0.866




	
urban

	
2.34

	
1.33

	
2.74

	
1.19




	
gaming

	
rural

	
1.66

	
0.99

	
−3.272 **

	
2.78

	
1.30

	
0.232




	
urban

	
1.86

	
1.12

	
2.76

	
1.29




	
playing music and video, reading e-books and articles

	
rural

	
2.56

	
1.31

	
−4.796 ***

	
2.62

	
1.18

	
0.169




	
urban

	
2.93

	
1.34

	
2.61

	
1.20
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Table 5. Pearson’s chi-square test results (***—p < 0.001, **—p < 0.005, *—p < 0.05).






Table 5. Pearson’s chi-square test results (***—p < 0.001, **—p < 0.005, *—p < 0.05).





	
Victimization

	
Location

	
Never

	
Once

	
Twice or More

	
Not Specified

	
χ2






	
cyber harassment

	
rural

	
71.0

	
9.1

	
15.7

	
4.3

	
1.48




	
urban

	
68.4

	
10.8

	
16.9

	
3.9




	
extortion in cyberspace

	
rural

	
86.7

	
5.0

	
4.8

	
3.5

	
2.87




	
urban

	
89.3

	
3.2

	
4.2

	
3.2




	
malware infection

	
rural

	
61.9

	
17.0

	
17.9

	
3.1

	
3.79




	
urban

	
58.0

	
21.3

	
17.6

	
3.1




	
impersonation/phishing

	
rural

	
79.5

	
8.9

	
8.7

	
3.0

	
3.95




	
urban

	
75.4

	
12.1

	
9.7

	
2.8
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