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Abstract: Adopting a circular economy (CE) has rapidly emerged among policymakers and business
community stakeholders to promote material circularization and ensure sustainable development.
While the inclination for a paradigm shift away from the linear economy is evident, many challenges
have been quoted in the literature regarding its implementation. Lately, it has become common to
propose Information and Communication Technologies (ICT)-based approaches to address these
challenges. However, they do not question the practicality of the solutions in the context of CE. This
paper aims to find an appropriate digital solution for CE implementation, which is not possible without
a complete understanding of the existing challenges. A thorough literature review broadly classified
the challenges under five barrier categories: Technological, Financial, Infrastructural, Institutional, and
Societal, which was followed up with an investigation into the failure of ICT solutions to address CE
challenges. Among the various technologies, blockchain and smart contract technologies show some
promise as data-driven decision-making tools; however, they are not without their limitations when
applied in the context of CE. This perspective explores the role of blockchain smart contract technology-
scape in overcoming CE challenges and presents a circular economy blockchain (CEB) architecture
development. The findings suggest that CEB may enable CE business models that improve trust and
transparency in supply-chain networks, shared and performance economy platforms, stakeholder
participation, and governance and management of organizations. Ultimately, this study highlights
critical areas for research and development for the blockchainification of CE.

Keywords: circular economy; circular economy limitations; circular economy barriers; digital circular
economy; ICT in circular economy; blockchain architecture for circular economy; circular economy
blockchain; digital circular economy architecture

1. Introduction

The circular economy (CE) paradigm is key to the life extension of products, compo-
nents, and materials (PCMs). It has been viewed and understood differently by various
stakeholders across the value chain [1]. For instance, while some understand it as a concept
(i.e., theoretical), many others say that it is a framework (i.e., systematic and potentially
a quantitative one) aimed at promoting the circularity of the PCM [2,3]. However, Ellen
Macarthur defined the CE as “Looking beyond the current take-make-dispose extractive
industrial model, the circular economy is restorative and regenerative by design ... ” [4]
and designed a framework for implementation. Though it has varied interpretations, the
potential of this paradigm shift from a linear economy to CE is evident.

In early 2011, the European Commission developed a strategic roadmap for imple-
menting a low-carbon economy in the European Union (EU) [5]. This strategic roadmap
aims to minimize waste generation that characterizes the linear economy model (LEM)
and maintain the continuous flux of materials [6-8]. Meanwhile, the policy initiatives
by countries such as China, Japan, and Germany for CE implementation have increased
attention to this concept [9-13]. Moreover, recently, the EU has explored convenient options
with varying degrees of success in CE implementation, giving utmost importance to CE
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in meeting the sustainable development goals (SDGs) [11,12,14]. According to the Ellen
Macarthur Foundation and the EU, implementing CE in the EU can create EUR 1 trillion in
net economic benefits with 2 million new jobs by the end of 2030 [14-16]. Furthermore, it
anticipated a 48% carbon dioxide emissions reduction. Another study from the seven Euro-
pean countries, called the club of Rome, has explored the options of reducing greenhouse
gas emissions by up to 70% in each country by implementing CE [17]. It also concluded
that the CE implementation measures could increase their workforce by 4% [3,17].

Even though traction towards CE is gaining, and many businesses and policymakers
proclaim their support, its implementation seems to be in the early stages, and the reasons
are many. The primary challenge that CE faces for implementation is the involvement of
various stakeholders across the supply chain with different dynamics in their operations
and attitudes [1,18,19]. So far, the CE implementation approach depends on various ‘R’
frameworks (RO-Refuse, R1-Rethink, and R2-Reduce are the strategies for improving the
circularity for “smarter product use and manufacture”; R3-Reuse, R4-Repair, R5-Refurbish,
R6-Remanufacture, and R7-Repurpose are the strategies in improving the circularity for
“extended lifespan of the PCMs and their parts”; and R8-Recycle and R9-Recover are the
strategies in improving the circularity for “useful application of materials”). The prac-
titioners have used these ‘R’ frameworks in different applications based on a systems
perspective [1,20,21]. Many have noted that due to the barriers and challenges associated
with the CE concept, the stakeholders in the value chain could not achieve the real bene-
fits [20-23]. This is due to the complexities seen in the technology evolution, organizational
capabilities, regulations, working strategies, and market influence [24-26]. Since then,
researchers in the CE field have started discussing how to overcome these barriers and
challenges. Lately, some have said that digitalizing the CE implementation framework can
address these barriers and challenges [27,28]. As a result, CE digitization has emerged as an
active area of investigation using information and communication technologies (ICT) [29].
Although this move has facilitated the digital transition of CE stakeholders, it has failed to
question the practicality of the ICT-enabled digital solutions across the CE network and for
involved stakeholders when maintaining the continuous flux of resources [30]. Therefore,
based on the above-highlighted issue, we need a digital solution that is more promising
than conventional ICT.

Hence, this perspective aims to find an appropriate digital solution for CE implemen-
tation. The integration of ICT is challenging without a complete understanding of the
existing challenges. Thus, this perspective first explored the challenges CE is currently
facing; second, the role played by ICT and the reasons for its failure to enable CE transition,
followed by recent trends in ICT that support CE. Considering this research scope, a critical
review was conducted to find an appropriate digital solution for CE implementation.

The key contributions of this perspective include a critical review and a broad classifica-
tion of CE challenges under five barrier categories: Technological, Financial, Infrastructural,
Institutional, and Societal, followed by evidence on how ICT failed to focus on ensuring
traceability, transparency, durability, privacy, security, and process integrity across the CE net-
work and involved stakeholders. Other contributions include exploring the new ICT trends,
i.e., blockchain and smart contracts. Blockchain is the trending disruptive technology based
on distributed ledgers; it seems to be a potential solution [31]. With its features, blockchain
technology (BCT) may enable data-driven decisions for implementing CE. Furthermore,
using smart contract technology (SCT) coupled with BCT may enable the stakeholders
to work as per the pre-approved rules of engagement in a CE network in an automated
way. Therefore, in the quest to implement CE using these two new digital solutions, BCT
and SCT, this perspective came up with a new concept called circular economy blockchain
(CEB), where we thoroughly discussed the architecture development followed by CEB’s
potential benefits and challenges that need to be further researched.



Sustainability 2022, 14, 9492

30f18

2. Barriers and Challenges While Implementing Circular Economy

The literature on CE suggests that considerable information exists regarding the
barriers and challenges to CE implementation. The first class of challenges is related to
stakeholder collaboration. Cooperation of external partners and partner restrictions are critical
challenges due to the lack of proper control over the circular business model (CBM). For
instance, imagine the shift from a throw-away of electrical and electronic equipment, where
a clear understanding of each stakeholder or partner is necessary. Accordingly, incentives
can be granted to those who effectively attract electrical waste from consumers. In such
cases, cooperation between the partners may not exist [32].

The second class of challenges can be described as being related to market dynamics.
Fashion change and fashion vulnerability are challenges that depend on the aesthetic of the PCM,
place of remanufacturing, circular PCM design, and modularity [32]. The challenge of capital
tied up is raised as it would create risks when the financial transactions happen between the
stakeholders. For example, when the infrastructure for implementing CE is considered on a
rental basis, the financial inflows and outflows are shared between the investors. Another
situation is that the financial transaction between the customer and producer would result
in tied-up capital. However, the risk of capital tied up can be addressed by focusing on the
customer types and their specific interests, as suggested in [32,33].

Another class of challenges can be seen as being related to demand-side issues. It
is also suggested that customer type restriction is one of the challenges for CE where the
customers may not show much interest in the remanufactured PCM [34]. While in another
study, the challenge of product category restrictions is reported [35]. The remanufacturing
requires technological expertise in redesigning the PCM to match the current demands as
per the customer types and needs, which is another challenge for CE [36]. A challenge of
operational risk due to the use of second or lower-grade technical solutions is highlighted
in [37]. Many other studies in the literature highlighted the return flow challenges in CE,
describing the problem of return flows to the investment and challenges of predictability
and reliability of return flow while planning the CE solution [38—-41]. The return flow issue
challenge is assumed to have a solution when the stakeholder or customer relationships
become closer [35,39]. The challenge of “risk of cannibalization” was reported, where the
introduction of the CBM over the traditional LEM could decrease sales, as highlighted
in [42,43]. Few other studies stress the challenges such as “lack of awareness” and lack of
support from related policy, laws, and regulations as they could restrict the CE shift [37,44].

Various studies were built upon the above-discussed literature. In one study, six
significant challenges that a CE is facing are highlighted; they include complex international
supply chains, high up-front costs, failures in company cooperation, lack of consumer enthusiasm
and limited dissemination of innovation, and resource-intensive infrastructure lock-in [45]. Later, a
literature survey on CE challenges concerning policy options highlighted a few key factors
limiting CE progress. These factors include the economic signals that do not encourage efficient
resource use, lack of awareness and information, limited sustainable public incentives, insufficient
investment in technology, pollution mitigation or innovation, and minor consumer and business
acceptance [46]. On the other side, the managing director of Acceleratio conducted a litera-
ture survey specifically concerning the barriers and drivers towards CE implementation
in a multidimensional approach and highlighted the 22 barriers [47]. Focusing on the
case studies of small and medium enterprises (SMEs), the CE challenges are explored
in [48]. These include environmental culture, financial barriers, limited government support, lack
of adequate legislation, information deficits, administrative burdens, and relatively low technical
skills [48]. The CE challenges in the view of Spanish SMEs are more or less similar to the
above-discussed ones [26,49].

However, the most recent studies started exploring these challenges to better under-
stand the CE implementation process. In line with this, a study explored the CE challenges
in four categories: cultural, requlatory, market, and technological [16]. After four categories,
they further listed them in 15 sub-barriers based on the extensive literature review by
referring to the research articles and semi-structured interviews [16]. However, the one new



Sustainability 2022, 14, 9492 40f 18

challenge of CE, which is less stressed by many of the researchers, highlighted in [25,50-52],
is the inadequate information management systems (IMS).

Despite increasing efforts by various countries, sectors, and organizations (both in-
dustry and academic institutions) toward CE implementation, certain limitations must
be considered and explored further to find a solution. For that reason, we followed the
new trend of categorical classification to classify the explored challenges under five barrier
categories. A summary of the various challenges CE is facing is given in Table 1.

Table 1. Challenges in circular economy categorized into five barriers.

Barrier Category Challenges Reference
-Limited consideration in the present product design for the EOL phase [47]
-Limited recycled material availability [47,52,53]
-No proper evidence on the quality of recycled PCMs [47,53]
. -Lack of experience, especially the proven and demonstrated CE projects and lack of
Technological technical framework on product redesign as the linear technologies are deeply rooted (471
-Existing inefficiencies to develop new business strategies and sustainable footprint (e.g., eco-design,
circular design, design for reuse-repair-refurbish remanufacture- recycling, design for services [47]
instead of ownership)
-Lacking the manufacturing ability to deliver high-quality remanufactured PCMs [16]
-Operational risk due to the use of cheap or lower-grade technical solutions [37]
-Lack of tools and data models the define the efficiency of CE projects, thermodynamic limitations [54-58]
-High or significant upfront investment costs [16,45,47,54]
-Low virgin material prices and recycled materials tend to be even more costly than fresh materials [16,54]
-Limited funding for CE business models [16]
. . -Challenges in the predictability and reliability of return flow [40]
Financial -Environmental costs [47]
-A shareholder with short-term agendas dominates the company governance [47]
- Increased management and planning costs of CE projects [47]
-Capital tied up between the stakeholders [47]
-Limited applications of new business models [47]
-Lack of secure information exchange system (IES) [47]
-The capacity of reverse logistics limits-Exchange of materials [47]
-Inadequate information management system (IMS) [47]
Infrastructural -Lack of qualified professionals in environment management [47]
-Limited dissemination of innovation [45]
-Resource-intensive infrastructure lock-in [45]
-Very few large-scale demonstration projects [16,53]
-Lack of technical resources or facilities [36,47 48]
-Lack of global consensus [16]
-Obstructing laws and regulations [16]
-Lack of supportive policy frameworks [16]
-Lack of smart regulations [16]
L -Limited circular procurement [16]
Institutional -Effective integration of circularity principles into policy innovation is still lacking [47]
-Financial governance incentive support for the linear business models still exists [47]
-Recycling policies to obtain high-quality material flows are inefficient [47]
-Governance concerns related to duties, obligations, and ownership [47]
-Lack of support from the public institutions [25,45,50]
-Hesitant culture of the organization [16]
-Lack of awareness of benefits and readiness to work together throughout the value chain [16]
-A secure attachment to a linear system [16]
-Lack of visionary leadership for CE transition [7]
-The difference in attitudes and behavior of employees [8]
-Changing consumer preferences [16]
. -Lack of awareness among consumers [16]
Societal -Consumers prefer new products [10]
-The dynamic mindset of the consumers [16]
-Customer type restriction [13]
-Cooperation of external partners [32]
-Challenges in collaborating with other companies due to partner restrictions [32,54]
-Lack of willingness to contribute to sustainability [16]

-Lack of confidence and trust is hampering the exchange of information [47]
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3. Role of Information and Communication Technologies

Researchers have tried to identify possible solutions to many of the listed challenges
in Table 1. They mentioned that it is difficult to address each challenge. The critical issues
they would encounter are the lack of support infrastructure and the data availability [59,60].
Indeed, digital technologies such as ICT may enable CE progress [27,61]. In the first
European Circular Economic Summit, held in Barcelona, Ellen MacArthur introduced a
report on “Intelligence Assets”, highlighting the Internet of Things (IoT) role in CE. In
her talk, Ellen MacArthur said, “IoT will allow the CE to develop at a much faster pace
than it ever could without ICT and the IoT in telemetry” [28]. These IoT and ICT systems
enable the fusion of digital innovation with CE by allowing features such as sense, store,
communication, and decisions. Box 1 is provided with a brief case study showing the
ICT and IoT role in electric vehicle (EV) battery charging. As said by Ellen MacArthur,
the data-informed decision determines the cyclical process (e.g., repair, refurbish, and
so on). By nature, CE has many interconnected cycles, which can be seen only when
we visualize CE from a system perspective; these interconnected cycles are responsible
for generating massive data [29]. Another study reported that using ICT to digitalize
CE would help us collect data from every interconnected cycle [62]. The collected data
would help the stakeholder make decisions related to the PCM life cycle. The decisions
related to logistics and end-of-life (EoL) management of PCM can also be taken if the
data is available [29]. The white paper by IBM highlighted that the growth of the CE is in
the hands of disruptive digital innovations. According to IBM, the five key technologies,
namely mobile technology (ubiquitous mobile access rules), M2M connectivity (the rise of
the machines), cloud technology (dematerializing in the cloud), social media (sharing the
social revolution), and big data analytics (by the numbers applying data analytics) would
help in transforming the CE [63]. It is also suggested that the digitalization of CE may add
intelligence to the PCM, thereby allowing the records of PCM’s attributes such as location,
conditions, quality, and others over the complete life cycle in line with CE [63].

Box 1. Role of ICT and IoT in EV battery charging.

Consider the concept of battery charging in EVs. Here, the EV’s owners are provided with an option of renting or leasing the batteries
where the manufacturer or the service provider’s responsibility is to provide the fully charged battery. In this example, ICT and IoT
systems help us monitor the performance of batteries very clearly; when their performance falls below a threshold, the EV owners
are given an option to replace the battery on the specific condition of recovering the old battery. Once the old batteries are received,
they can be put under EoL management options to recover the valuable materials. In some cases, the EV charging concept can be
implemented in a community where everyone owns the EVs with a pick and drop facility for the battery. In such a business case, it is
quite challenging to assess the performance, e.g., who owns the responsibility for battery failures. To address this, ICT, combined with
data analytics, can be used to identify how the decrease in battery performance varied between the first and last users. Monitoring
and analytics will help the service providers make appropriate decisions regarding the user and service provider compliances. On
the other side, combining numerous ICT techniques, such as big data, predictive analytics, data analytics, IoT, cyber-physical systems,
data mining, artificial intelligence, and others, would lead to intelligent business models. These ICT techniques bring new ways to
monitor and control the CE cycles and allow optimizations, which would help improve the performance of CE practice.

The European Policy Centre (EPC), after 18 months of critical investigation on “how
digitalization can boost the circular economy?” stated that, with digitalization, the CE
could get benefit in terms of better use of resources, increase the efficiency of processes, stakeholder
partnership facilitation, behavior of stakeholder, and knowledge on materials [64]. Although
ICT and IoT facilitate the CE, few concerns regarding digitalization exist, namely lack of
resources, legal certainties, data security, and others [63,64]. On the other side, the scope of
ICT for sustainability beyond efficiency is suggested by focusing on the three primary
digital optimizations for sustainability in CE [64]. Recently, the information technology
giant ‘Deloitte Finland’ came up with a study connecting the CE and the current digital
innovations [65]. Their study shows that the digitalization of CE will help only in certain
aspects. For instance, connecting the data centers, stakeholders, or partners with devices
and customers in individual/separate parts of the value chain [65]. As stated in [64,65], the
CE will boost or create value for companies by selling the services rather than PCM. Even



Sustainability 2022, 14, 9492

6 of 18

though the hype of ICT techniques adds value to the CE, there exist numerous challenges;
for example, Pardo from the EU’s EPC raised concerns regarding how to enable the free flow
of data across borders, fostering trust in the data economy, and maximizing synergies between the
digital and circular economy agendas [66]. However, in the digitalization process, many still
follow the centralized databases where data-related challenges are given more importance.
However, with the current digital technologies, ensuring access to data, data ownership, data
sharing, ensuring trust and transparency between the competitors, ensuring privacy, and property
rights are more crucial. This would become much more challenging when the marketplace
is created where multiple actors will be involved in managing both the flow of information
and the physical flows of PCM. However, the challenges can be addressed by shifting to
decentralized systems, for example, blockchain technology. Here, blockchain adoption in
the CE could improve data-driven decisions by overcoming the challenges related to trust,
traceability, privacy, and transparency.

4. Blockchain in General and Scope for Circular Economy Blockchain Implementation

Blockchain, the underlying technology of bitcoin initially designed for the financial
sector, has revolutionized distributed ledger technology (DLT). Regardless of its origin,
blockchain has become a buzzword and started gaining attention from other sectors [67].
The popularisation and continuous attempts to explore the BCT implications in various
sectors are due to “decentralized architecture, fault tolerance, and cryptographic security
benefits such as pseudonymous identities, data integrity, and authentication,” which are
essential in CE’s digital transition [31,68]. As a result, BCT has identified its technical
space in various sectors beyond its original application of cryptocurrency transactions.
Across the globe, many have declared that they have been engaged in BCT for various
applications [69].

4.1. Blockchain Features and Implementation Steps

Blockchain is a new form of data storage formed out of distributed software archi-
tectures and computational infrastructures. It enables decentralization and a distributed
nature for the data [70]. With its distributed nature, blockchain keeps track of transactions
between the parties in the CE network and protects them from tampering. It also allows
peer-to-peer (P2P) interactions from any device (for instance, smartphone operation in an
energy-efficient manner compared to conventional desktop systems) and helps improve
their trust by providing a verification facility [71,72]. In BCT-based applications, transac-
tions signed between two or more peers or stakeholders will typically happen, and these
transactions denote the type of agreements defined between the peers. Mostly, the agree-
ments are signed using SCT [73]. Depending on the agreements, the transactions might
involve a physical flow of PCMs or digital assets and sometimes the task execution alone.

In any situation, at least one of the participants or the peer in the CE network must
sign this transaction to circulate within the defined network of participants in CE. In a
blockchain network or functionality structure, we have a variety of terminologies, out
of which a node (small or complex) is essential. Any entity or participant connected to
the blockchain in a defined CE network is considered a node. Generally, it is referred
to as a small node. A few nodes are needed to verify the rules whenever a transaction
happens between such entities, as per the SCT-based agreements. Such nodes are referred
to as complex nodes. The function of these complex nodes is to group the transactions
into blocks [74]. These complex nodes manage the endorsement and decisions regarding
the transaction validity and its inclusion in the blockchain. Overall, the blockchain keeps
the list of completed transactions in the form of a ledger typically synchronized across
the network of nodes while ensuring security. On the other side, blockchain also ensures
the ledger update, which is generally based on the participant or peer approval. These
approvals by the complex nodes are only implemented through the reliable consensus
algorithm or protocols depending on the blockchain platform types (see list mentioned
under Step 2 of Figure 1) [75].



Sustainability 2022, 14, 9492

7 of 18

Blockchain Implementation Steps (Step-1to 5)
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Figure 1. Implementation of blockchain in five steps considering its system based on user interest.

To understand BCT and its implementation, one can consider the blockchain system
governance shown in Figure 1. We have shown the implementation process grouped into
five steps. It is a set of interconnected mechanisms formed by integrating the software and
hardware infrastructures with numerous cryptographic features. Details of each step are
given below.

Step 1 is based on the BCT functionality and SCT-based agreements; the user can opt
for one of the blockchain categories (as shown in the first step of Figure 1). As per the
current literature [72,76,77], blockchain is categorized as public, private, or federated. This
classification is based on the network’s management and the permissions defined by the
users in most cases. In general, the public blockchains are permissionless, where anyone
can join as a node and can involve in performing the blockchain operations. Some of the
well-known public blockchain implementations are Bitcoin, Ethereum (in Ethereum, both
public and private are possible), Litecoin, and other digital currencies [78,79]. In a public
blockchain, the overhead management cost and activities will be reduced for the user,
mainly due to the self-maintained public node infrastructure. Other sets of blockchains
are private and federated, which belong to the permission category. In the permission
category of blockchains, only the specific nodes defined, or the nodes part of the consortium,
can be involved in blockchain operations. Some well-known permissioned blockchain
implementations are Hyperledger, Multichain, Cardano, and others. The applications
of private and federated blockchain include “database management, auditing, banking,
industrial sectors, and other service-oriented sectors” [70,75].

Step 2 allows the blockchain platform selection depending on the network category
type, as mentioned in Step 1. Under those categories, many blockchain platforms exist.
Some well know platforms are Bitcoin, Ethereum, Multichain, HydraChain, Open Chain,
Chain, IOTA, Hyperledger, IBM Bluemix, and others. However, their selection should be
appropriate and based on the functionality and other requirements that are bought by each
involving node in the network [77].

Step 3 is the blockchain data characteristics. In blockchains, each transaction between
the participants is stored with cryptographic features. For storage, numerous options exist,
including the ledgers, cloud, cache, peer-to-peer (P2P) nodes, servers, and others. All such
data storage options can broadly be classified under local and network storage. Depending
upon the availability, users can opt for one from the wider availability. However, the most
suggested one for blockchain applications is network storage. Cloud storage is an ideal
network storage option mainly used for commercial applications where flexibility and easy
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access to data retrieval is needed. When a transaction is initiated between the nodes, as
per the agreements, such a process represents the state change in the blockchain. A group
of such initiated transactions which are not yet approved represents the block. The data
handling capacity of a block entirely depends upon the type of blockchain platform; for
example, the Bitcoin blockchain has a block size of 1 MB, which can accommodate a large
number of transactions [77]. A typical block has the block header indicating the transaction
time, a previous block’s hash, blockchain version number, and the random nonce. These
blocks are distributed over the network based on the defined agreements, which happens
when the minor nodes validate the transaction. The process of transaction/block validation
and its addition to the blockchain network is called mining. The mining process varies
depending upon the blockchain platforms. For instance, in the case of the Bitcoin blockchain,
this process is conducted by solving the complex cryptographic hash puzzle, which is
generally referred to as the digital signature for the block. Here, the nodes in the network
compete and solve the hash puzzle, and then the block will be added to the blockchain
network. When a new block is added to the blockchain, the transaction is considered
approved or completed. This approval process again varies depending on the blockchain
platforms, as they are governed by different consensus protocols [80].

Step 4 is the block validation using consensus protocols. This step decides whether
the blockchain is functioning according to the agreements or not, as it is responsible for
maintaining the process of transactions and their approval. As shown in Figure 1, there are
different consensus protocols, which mainly depend on the blockchain types and platforms.
However, the most famous consensus protocol is Proof-of-Work (PoW), used in the Bitcoin
blockchain. In PoW-based consensus protocol, the nodes in the network compete to solve
the cryptographic hash puzzle and submit the proof to the rest of the nodes in the network
and the block for validation. Attaining a solution to the cryptographic hash is difficult
as it is a complex digital signature most sensitive to minor changes. Hence, it requires
substantial computational power where the wealthiest person can be dominant in terms of
computational power. The PoW is responsible for splitting the blocks about the available
computational power needed for solving the hash (power for hash rate) [81]. Another
famous consensus protocol is the Proof-of-Stake (PoS); in this, the minor nodes that help
approve the transaction are selected based on splitting the available stake of blocks. The
PoS consensus ensures fairness in the network of nodes rather than just being dominant
based on computational power [82]. Apart from these two, there are other consensus
protocols among them; a few are Byzantine Fault Tolerance (BFT)-based. In BFI-based
consensus protocols, block validation is completed when an elected validator gets a two-
thirds majority of votes. Then, the block is added to the blockchain. Here, the validator is
elected using the round-robin approach [77,83]. In other consensuses such as Tendermint
and ripple, the electing node-validator is conducted based on the elections and where
two-thirds majority votes are needed. In practice, the blockchain stores the state change of
something based on the consensus protocol of respective blockchain platforms, representing
the final confirmation of transactions. In many blockchains, the time taken for transaction
confirmation varies depending upon the type and category. In a Bitcoin-based blockchain
and other public types, the transaction approval would take up to 60 min. In contrast, in
the case of some private and consortium blockchains, such as Hyperledger, Tendermint,
Algorand, and others of similar types, the transaction gets approved instantly [77,80].

Step 5 is the network structure functionality where the blockchain system of interest
extends to cover the interactions with the physical world as per the defined agreements.
For example, the smart contracts, where the system uses the nodes (either small or complex
nodes) to execute a specific task based on their set agreements. Even in the P2P network, a
similar strategy of smart contracts is adopted. When the blockchain is extended to human
interactions, the state change of transactions would become much more complex, which
essentially has to be stored and updated dynamically. These transactions in the network
can only be updated using distributed computing.
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Therefore, the blockchain system of interest shown in the five steps deals with select-
ing blockchain types, platforms, consensus, and how these come together to make up a
blockchain system for specific applications.

4.2. Circular Economy Blockchain: Scope, Architecture, and Implementation Steps

Based on the brief study in Section 4.1, it can be understood that the scope for
blockchain is very high in applications that need data-related security and privacy support.
Currently, CE suffers numerous challenges, and many are related to data. Blockchainification
of CE may ease certain implementation-related challenges as it ensures “access to data’,
‘data ownership’, ‘data sharing’, ‘traceability, trust, and transparency between the competi-
tors’, ‘privacy’, and ‘property rights’. Considering this, we proposed a seven-step system
architecture for implementing CE, calling it a circular economy blockchain (CEB), as shown
in Figure 2.

Circular economy blockchain architecture

Blockchain architecture for circular economy implementation

Blockchain based circular flow model

— | Circular economy services and transactions

Manufacturer {{
~

l E.g. Business models, financial or materials or products

| Stakeholders in circular economy |

l E.g. Manufacturer, supply-chain, re-cyclers, consumers

| Circular flow model |

lDefining material flow model, E.g. Solar photovoltaic waste

Circular economy decisions

1 | Circular data models and access rights

l E.g. Defining the data flow rights between stakeholders

B | Blockchain platform for circular economy

l E.g. Ethereum, Bitcoin, Multichain, Hyperledger etc.

Blockchain consensus process for circular
flow and data models

1 E.g. POW, PoS, dPoS, PoA, BFT, dBFT etc.

Blockchain decisions

Digital records of circular economy services
and transactions

Re-cycle

Re-manufacturer -

Blockchain

o Salei arlld
marketing
(((o)))

+f Consumers
3

- " Digital records .
Ao L B Reuse/
h Repalin"
7 7 Resale
) @

()

i End-of-Life

" Dataflow g ) Supply-chainand logistics NN Materialflow (o) Cyber physicalsystems

Figure 2. Circular economy blockchain architecture for implementing circular economy.

This architecture identifies the key functionalities involved in practicing CE. It then
helps in categorizing the decisions based on the CE stakeholder roles. While implementing
CEB, the proposed architecture is expected to be influenced by two types of decisions: CE
decisions and blockchain system of interest decisions. Among the seven steps, the first four
are framed based on the CE decisions, where the critical functions of CE practice and roles
played by the involved stakeholder are given more importance. The next three steps are
based on the blockchain system design decision for CE implementation. These three steps
are essential in defining software architecture with cryptographic features.

The CEB architecture implementation steps are thoroughly explained below:

Step 1is identifying the CE services and the type of transactions between stakeholders
in the CE network. The transactions include the records of every activity of PCMs respective
of the life cycle stage in a circular network. Such transactions are executed as needed by
stakeholders’ operation, and they form the agreements resulting in decisions for SCT
implementation in CE. In most cases, the stakeholders” operations are defined as per the
CBMs, for example, product as service, product life extension, and others.

Step 2 is the identification of the stakeholders concerning the CE implementation
process. For any CE practice, the general stakeholders include raw material suppliers,



Sustainability 2022, 14, 9492

10 0of 18

manufacturers, sales and marketing, consumers, EoL management team, supply chain,
and logistics. However, depending on the CBMs, the stakeholders mentioned above might
change. Therefore, this step allows us to identify the stakeholders specific to CE practice.

Step 3 is defining the circular flow model (CFM) depending upon the CE application.
For example, the CFM for solar photovoltaics application in the context of CE follows the
below-mentioned life cycle stages [84].

Mining — Industrial silicon smelting — Silicon production — Ingot casting and
wafer slicing — Photovoltaic cell processing — Module assembling — Marketing and
use phase — EoL for material recovery — Market for recovered materials — Reuse in the
manufacturing of the same product or other.

Step 4 is defining the circular data models and access rights. This step in the CEB
architecture allows the data flow between the stakeholders, and the access rights were
defined according to the transactions between them so that it allows privacy.

Step 5 is about the decision related to blockchain platform selection, which usually
happens after considering CE decisions (as shown in Steps 1 to 4). Here, we will have various
blockchain platforms, for example, public, private, consortium, or federated. Alternatively,
options based on the blockchain evolution category are also possible. However, for a CE
network with a defined stakeholder, private and consortium or federated would be better.

Step 6 is essential in the blockchain decisions, where it involves the selection of
appropriate consensus mechanisms from the available list, PoW, PoS, BFT, and others,
to name a few. However, this consensus mechanism depends again on the blockchain
platform chosen in Step 5.

Step 7 generally deals with maintaining the digital records of CE transactions and
services. By nature, blockchain allows cryptographic features to store the transaction and
service data in the cloud. However, users will also have privileges of selecting the storage
option at the node itself as per their requirements but only after a thorough discussion with
the stakeholders. Sometimes, the option of on-chain and off-chain storage is also possible.

5. Benefits and Challenges of Circular Economy Blockchain
5.1. Benefits and Promises of Circular Economy Blockchain

Blockchains are, theoretically, disruptive and strongly believed to aid the CE imple-
mentation. CEB’s ability of information sharing facilitates the relationship between the
stakeholders involved in CE. Furthermore, the CEB enables information sharing more
reliably, allowing traceability, transparency, authenticity, and trusted agreements. These CEB
features help the CE prevent the fraud and falsification of compliance-related information
and reduce both direct/indirect risks [85]. Finally, this addresses the CE challenge by
improving the cooperation of external partners and reducing the partner restrictions. Blockchain
can even support disruptions in the CE supply chain [86].

CEB records the information of PCM, mainly their origin, supply chain-related, in-
volved stakeholders at every stage of CE and the PCM life cycle. The recorded information
is made visible to all the CEB stakeholders with individual access rights. Conversely, the
information in CEB will be highly secure as it is time-stamped with cryptographic features.
This enables P2P with more visibility, verifiability, and authenticity, where each stakeholder
in CE can track the status of imports and exports of PCM [78,87,88]. Many contracts or
agreements exist among the CE stakeholders, which can be compensated with blockchain-
based smart contracts. In general, the smart contract refers to the digitally signed contracts
related to PCM or any other between the stakeholders (agreements might include financial
transactions, monitoring, information exchange, payment transfers, payment tracing, and
others) [89].

With its analytics features and predictive capabilities, blockchain can show the PCM
circulation related to fashion changes and fashion vulnerability information. It keeps
recording the information related to PCMs aesthetic, manufacturing place, design quality;,
modularity, etc. Furthermore, the challenge of capital tied up and other supply chain issues
always affect firms and limit market services. In this situation, most firms are interlocked.
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This is further extended into the CE network (for example, the suppliers, the government,
employees, consumers, EoL management team, and others). Privacy is the concern here;
many try to tamper with the data, but with CEB, this privacy issue may be resolved, and
the same can be seen from a study focused on privacy-preserving of healthcare predictive
modeling as shown in [90].

With its traceability feature, CEB can allow the firms to share and track the PCM flow
in the CE network and hence can address the challenge of capital tied up. On the other
side, the tied-up capital would create risks when the financial transactions happen between
the stakeholders, for which a smart contract would be the solution. On the other hand,
blockchain also enables us to build a strong relationship between CE participants and
bring them closure on digital agreements. Mostly in CEB, the closed-looped PCM activities
between stakeholders are essential [86].

Blockchain as a technology has the potential to contribute and show few benefits
in creating more wealth by allowing the CE stakeholder to be a part shared economy
platform. The only possibility of making that is to allow the stakeholders to monetize
their transactions on a safe and secure platform [91]. On the other side, the blockchain-
based value system that supports social sharing and enables the transition of the industrial
economy to the information economy is also discussed in [92].

Blockchain also has the potential to contribute to the digital manufacturing of PCM.
As per industry 4.0, many manufacturing industries are currently looking to automate
their maintenance and control operations even with the facility of query verifications
blockchain [93]. Blockchain technology, along with edge computing features, seems to have
great potential. This blockchain-based distributed ledger architecture ensures the product
design that is suitable for CE [94].

Blockchain can also contribute to the PCM sustainability assessment in the manufactur-
ing stage. This is possible with the creation of a decentralized manufacturing network. In a
study, ‘FabRec’ is proposed, where the decentralized network of machines and computing
nodes are created with the capabilities of allowing transparency, verification facility, and
others. These applications in PCM manufacturing will allow us to assess the PCM life cycle
assessments to quantify sustainability [95].

In CE practice, due to compliance issues, many firms try to tamper with the data
related to PCMs that are not sustainable (for example, the PCM deletion) [96]. Such issues
can be easily traced if the manufacturing sectors are adapted to the blockchain service [86].

Even though the blockchain seems to be a very advanced technology, it could offer
its promises and solutions to only a few CE challenges. Overall, it is understood that
blockchain provides a unique and adequate information management system that can
provide many solutions to CE digital transition and ensures access to data, data ownership,
and data sharing, ensuring trust and transparency between the competitors, ensuring privacy and
property rights.

5.2. Challenges with Circular Economy Blockchain

This perspective brings essential insight for CE practitioners in transiting from classic
ICT-based to blockchain-based CE. Even though blockchain offers many benefits, some
limits and challenges that need serious attention exist. This section explores the possible
limitations of the circular economy blockchain, questioning its practicality and scalability.
While identifying the limitations, the focus was made mainly on policy aspects, industry,
and environmental regulators. On the other side, the technical aspects of blockchain inte-
gration with CE are also investigated to explore the challenges. Overall, its implementation
will not be easy due to the issues shown in Figure 3.
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Figure 3. Blockchainification of CE: Challenges with circular economy blockchain.

5.2.1. Scalability, Data Storage Capacity, and Management Challenges

In the circular economy blockchain, the involved stakeholders in the network would be
large in number. The transaction handling capacity of the blockchain is mostly varied depend-
ing on the chosen blockchain platform and the involved number of CE stakeholders. As the
number increases, there are chances of slowing down the rate of transactions happening [97].
Considering the two popular public blockchain platforms: Bitcoin and Ethereum, where the
transaction time is very slow, and in public blockchains, the transaction approval charges
may go high as the involved stakeholders are high. Whereas in the private or federated
blockchains, it is not the case; however, the question of scalability is still debatable [97]. An-
other critical concern is the data storage capacity and management; generally, the blockchain
has very minimal capacity for storing transactions [87]. However, most circular economy
applications are integrated with sensor systems (for example, RFID and IoT devices in the
supply chain and other industrial processes) where the continuous track of information is
possible. It is stated that these sensor devices can generate more than gigabytes of data on
average for a real-world application [87,98]. Blockchain in current situations may not be
able to handle this storage capacity and continuous transaction approval unless a minimum
number of stakeholders exist on the CE network with a private blockchain platform. Some
have suggested using on-chain and off-chain data storage options, but still, the question of
storage capacity is debatable and needs further research [99].

5.2.2. Data Privacy, Anonymity, and Security

Data privacy and protection are concerning for most stakeholders while using
blockchain [100]. However, the blockchain’s main feature is data privacy and identity
management. Many stakeholders in the network worry due to the anonymity that is not
guaranteed in the public blockchain platforms [98]. The concerns related to data privacy,
anonymity, and security could be addressed, to some extent, in a private blockchain, and it
is also suggested to handle data loads [101]. However, when it comes to the CE network,
where the involvement of other devices may not ensure privacy and security, we never know
whether the data before feeding onto the blockchain ledgers have been tampered with or
not [102-104]. Data integrity techniques, public verification, and restricted access control are
suggested to ensure privacy and security [105]. It is also quite easy to hack the IoT devices
that are connected to the CEB network, especially the supply chain-related ones [102].

5.2.3. Consensus, Smart Contracts, and Platforms

In the context of circular economy applications where it involves numerous sensing
devices, it is quite unsuitable for some of the consensus mechanisms and some practical
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issues with the execution of smart contracts [98]. At present, there are many consensus
mechanisms or protocols for blockchain. Among them, most of them seem to be immature,
and some have not been tested in all aspects related to performance (say, for example, energy
consumption, transaction approval rate, and security level). The majority of the existing
consensus is on proof-of-work (PoW), which is the most energy-intensive. However, it is
always advised for CE applications to opt for a private blockchain where the computational
power would be less [87,98,100]. In the context of CEB, smart contracts have few challenges
while modeling the logic of IoT or other sensing devices [98]. For example, the product
performance assessment over its lifetime involves real-time data from multiple sources and
accessing this data would overload the execution of smart contracts. On the other hand,
implementing smart contracts mostly using the Oracle platform and leveraging smart
contract capabilities with big data and cloud computing platforms would be difficult [98].

There are currently many blockchain platforms, and it is quite challenging to investigate
their performance specific to the CE applications. Only a few platforms have smart contracts
and token development features. In the context of CEB, data analytics, payment options, and
integration with IoT devices are essential, and these features are not possible in all blockchain
platforms. Furthermore, in CEB, stakeholders need additional functionalities related to
command line control for interaction, which may not be possible in all the platforms. In the
current market, many claim to have blockchain applicability, but there might be a difference
in actual execution, which is the major challenge in choosing the right technology [98].

5.2.4. Cultural and Organizational Challenges

In the context of CEB, the cultural and organizational challenges hinder blockchain
adoption. For example, suppose an organization wishes to transform into a blockchain-
based CE. In that case, they need to embed this practice into its vision and mission [106].
Moreover, they should be ready to accept the alternation possible with blockchain adoption.
However, organizations may not be ready to do so. When they are converting to a new
system, organizational changes in terms of culture and individual hesitations may be seen
as most common. Limited technical expertise in the new system and well-established
knowledge and the market for the current system may not allow them to change to a new
system [107]. Fear of market down and financial instability due to transition seems to be
a challenge in adopting CEB. Regarding the cultural aspect, the CEB represents an entire
digital shift and demands a considerable change in the way of handling work. This shift
mostly changes the work culture and values and demands behavioral changes from both
employees and customers.

In the context of CEB, some business model’s execution involves the collaboration
of two or more stakeholders, where the issues such as work culture, relationships, and
information sharing issues as per the organization’s policies and rules might limit CEB
progress [108]. Lack of understanding of these cultural and organizational rules is a definite
challenge, eventually affecting the entire CEB network. There is a lack of awareness
related to this technology and how it works. This mainly hampers the investors and top
management who plan to invest in developing CEBs.

5.2.5. Policy and Regulatory Challenges

Both of the discussed concepts, CE and Blockchain, are individually facing challenges
related to policy and regulations. In the context of CEB, similar challenges that limit
the practical implementation exist. Government laws and regulation are still unclear
on the use of blockchain for various applications where concerns related to market and
organization arises. Considering Bitcoin blockchain alone, it has faced many transaction-
related issues due to adverse policies implemented by several regulatory and government
groups [100,109]. Due to the lack of policies, the willingness to direct and support the CEB
implementation will be limited [110]. Thus, governments need to ensure that the policies
and regulations they frame promote technological growth more sustainably.
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5.2.6. Financial Challenges

Blockchain technology combines software and hardware infrastructure where imple-
mentation is not relatively straightforward and involves financial decisions [100]. Con-
sidering the CEB situation, this would be further difficult due to the network size and
information storage capabilities. At present, there is considerable uncertainty in the market
about blockchain technology service offerings. The reasons might be the hype in technology,
business competition, or the exploitation of the situation. On the other side, there is a
fee collected for transaction processing in the blockchain network, and it depends upon
the speed and effectiveness of the blockchain platform. Generally, the most effective and
high-speed transactions would cost more transaction processing fees.

5.2.7. Lack of Skilled Workforce

As the blockchain is still in its early stages, concerns related to the skilled workforce
and the financing of such training facilities may exist. In the context of CEB, both the
concepts (CE and Blockchain) are in the initial stages of development. The knowledge
of implementing CE networks more efficiently is itself questionable. Conversely, using
blockchain technology in CE needs additional knowledge and technical expertise [87].
Although there is a growing interest in CE adoption and blockchain technology, only a
limited number of skilled forces exist [100].

6. Conclusions

This perspective aimed to shed light on the current state and the future research needs
for the successful adoption of blockchain and smart contract technologies to enable a digital
circular economy. The literature initially called for the integration of ICT to solve the chal-
lenges of CE implementation. However, the failure of conventional ICT-based solutions has
seen an emergence of literature that is now calling for the exploration of blockchain for CE.
In this perspective, we thoroughly investigated the blockchain and smart contract technology
and how they offer solutions to CE challenges both with and without ICT. Blockchains have
credibility, ensuring the information exchange in a transparent, secure manner, and the
traceability feature can significantly benefit the CE implementation and its digital transition.
Based on this, we developed the CEB architecture that allows for stakeholders’ interactions
and data-driven decision-making across the CE network. Blockchain-enabled data-driven
tools may enable CE business models that improve trust and transparency in supply-chain
networks, shared and performance economy platforms, stakeholder participation, and gov-
ernance and management of organizations. However, considerable challenges exist when
it comes to the implementation of blockchain for CBMS, as noted in the complexities of
blockchainification of non-digital assets. Although researchers and blockchain venture develop-
ers will continue to proclaim that digital technologies will address CE-associated challenges,
this perspective may serve as a cautionary note. It presents numerous research challenges
for those who think the current hype of blockchain implication in CE may automatically
translate into CE implementation accomplishments. To set a path for further research and
potential exploratory studies on this topic, we provided some challenges and future research
propositions. We feel that this review would help build the literature around the digital
circular economy and the proposed circular economy blockchain.
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