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Abstract: The smart grid has become a cyber-physical system and the more cyber it becomes, the 
more prone it is to cyber-attacks. One of the most important cyber-attacks in smart grids is false data 
injection (FDI) into its measurement infrastructure. This attack could manipulate the control center 
in a way to execute wrong control actions on various generating units, causing system instabilities 
that could ultimately lead to power system blackouts. In this study, a novel false data detection and 
prevention paradigm was proposed for the measurement infrastructure in smart grids. Two tech-
niques were devised to manage cyber-attacks, namely, the fixed dummy value model and the vari-
able dummy value model. Limitations of the fixed dummy value model were identified and ad-
dressed in the variable dummy value model. Both methods were tested on an IEEE 14 bus system 
and it was shown through the results that an FDI attack that easily bypassed the bad data filter of 
the state estimator was successfully identified by the fixed dummy model. Second, attacks that were 
overlooked by the fixed dummy model were identified by the variable dummy method. In this way, 
the power system was protected from FDI attacks. 

Keywords: smart grid; cyber-physical system; false data injection attacks; false data detection;  
cyber security 
 

1. Introduction 
“Smart grid” is taken as an umbrella term for different technologies. Those technol-

ogies are considered alternatives to the traditional methods used to operate the power 
system. Some of these technologies are advanced metering infrastructure (AMI), demand 
response, outage management, wide-area measurement system (WAMS), active fault 
level monitoring, etc. In a smart grid, the power resources can be used efficiently [1,2]. A 
smart grid has a high dependence on the advanced communication infrastructure, as 
there is an exchange of a huge amount of data for the proper operation of such a complex 
network [3–5]. In fact, the smart grid is taken as a network consisting of computers, as 
well as power infrastructure. All of these are used for monitoring and managing energy 
usage [6,7]. An automated and distributed energy network is created by the smart grid 
[8]. Self-monitoring is carried out in the case of a smart grid, which makes the smart grid 
distinct from a traditional grid [9]. Distributed power resources (DPR) can be accommo-
dated in a smart grid [10,11]. 

In a power system, if there exists a mismatch between the generation and utilization 
of power, there will be a deviation of electrical quantities from their actual values. The 
two-way communication is carried out in a smart grid to have a safe and reliable power 
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flow. That communication should be secure. Sometimes attackers hack these communica-
tion links to change the values of power flow in the power network. The hackers attack 
the power system to obtain different goals. Multiple purposes can be achieved by these 
attacks. Attacks can be used to obtain financial benefits; create technical problems, such 
as blackouts of power; and a combination of the two [12–18]. 

Considering the target of attacks, they can be further divided into three types. The 
first category involves attacks that target availability. In these attacks, the aim of the at-
tackers is to corrupt, block, or delay the communication in the power system. The second 
type is attacks that target integrity. In these types of attacks, the attackers try to illegally 
disrupt data exchange in the smart grid. The final category is attacks that target confiden-
tiality. In these attacks, the attackers try to obtain unauthorized information from the 
smart network [19]. 

1.1. Power System State Estimation 
The power system state estimation (PSSE) technique is used for the detection of bad 

data received in the control room. All the received measurements are placed in a vector, 
which is denoted by z. The measurement vector contains the real forward powers, reactive 
forward powers, real backward powers, reactive backward powers, real powers injected 
into all the buses, reactive powers injected into all buses, voltage magnitudes, and voltage 
angles [20–23]. The measurement vector z and the state variable x have the following re-
lationship: 

𝐳𝐳 = 𝐡𝐡(𝐱𝐱) + 𝐞𝐞 (1) 

h(x) represents the non-linear function that gives the dependencies between meas-
ured values and the state variables, and it can be found using the power system topology. 
e represents random noise of Gaussian form with a zero mean and some known covari-
ance. 

In the case of AC state estimation (SE), the weighted least-squares method is adopted 
for solving the state variables with an objective function [24,25]: 

min𝐹𝐹(𝐱𝐱) = (𝐳𝐳 − 𝐡𝐡(𝐱𝐱))T𝐖𝐖(𝐳𝐳 − 𝐡𝐡(𝐱𝐱)) (2) 

where W is the weighting matrix, as given in [26]. This is an unconstrained optimization 
problem whose first-order optimality condition is given by: 

∂𝐹𝐹(𝐱𝐱)
∂𝐱𝐱

�
𝐱𝐱=𝐱𝐱�

= −2𝐇𝐇T(𝐱𝐱�)𝐖𝐖�𝐳𝐳 − 𝐡𝐡(𝐱𝐱�)� = 0 (3) 

Here, H represents the Jacobian matrix and 𝐱𝐱� is taken as the vector of the estimated 
states. An iterative process can be used for solving this non-linear equation [27]. 

The non-linear function can be approximated by a linear function by using some DC 
assumptions. Those assumptions are given as follows: 
1. The voltage magnitudes of all the buses are very close to each other and they are 

assumed to be “1 pu”. 
2. The active power transmission through the transmission lines is taken as lossless, i.e., 

there are no losses in the transmission lines. 
3. The value of reactive power injected into all the buses, as well as flowing through the 

transmission lines, is taken as zero. 
4. There is a small difference in the voltage angles of two buses such that “Sin(δϕ) ≈ δϕ” 

After applying the DC assumptions, we can rewrite the above equations in this form: 

𝐳𝐳 = 𝐇𝐇𝐇𝐇 + 𝐞𝐞 (4) 

H is known as the Jacobian matrix of the power system topology. If the measurement 
vector has m values and the number of states is n, then the Jacobian matrix H will have an 
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order of “m × n”. In (4), x contains the bus voltage angles. z contains the values of active 
powers flowing through the transmission lines and injected into all the buses. 

The Jacobian matrix H is constant during each iteration of the linearization process. 
In the DC power flow model (4), the Jacobian matrix H is constant throughout. Equation 
(4) will be valid for each iteration of the linearization model (3). Therefore, the same nota-
tion is adopted for both the linearized model (3) and the DC power flow model (4). 

The weighted least square (WLS) approach is used for estimating the states. In the 
WLS algorithm, the estimated state 𝐱𝐱� can be written as follows [19,22]: 

𝐱𝐱� = (𝐇𝐇T𝐑𝐑−1𝐇𝐇)−1𝐇𝐇T𝐑𝐑−1𝐳𝐳 (5) 

R represents the covariance matrix of e. The estimated states, as well as the measure-
ment vector z, are used for the calculation of the measurement residue. 

𝐫𝐫 = 𝐳𝐳 − 𝐇𝐇𝐱𝐱� (6) 

Then, the normalized L2-norm is calculated for r. 

𝐿𝐿(𝐫𝐫) = 𝐫𝐫T𝐑𝐑−1𝐫𝐫 (7) 

A comparison of L(r) is done with the threshold τ for finding the presence of bad 
data. The X2—test is used for the determination of the threshold τ. 

𝐫𝐫T𝐑𝐑−1𝐫𝐫 ≤ 𝛕𝛕 (8) 

Bad data do not exist if the condition in (8) is satisfied. Similarly, when the condition 
is not satisfied, bad data exist in the system.  

1.2. Stealth False Data Injection (FDI) Attack 
A stealth attack is a special type of attack that bypasses the PSSE technique test. The 

residual test is not able to detect a stealth attack. This attack is also known as an unobserv-
able attack or undetectable attack. In a stealth attack, the Jacobian matrix H is fully known 
to the attacker. H is used for the construction of an undetectable attack. Stealth false data 
injection (FDI) is given as follows [17,19,22,28–30]: 

𝐳𝐳𝐚𝐚 = 𝐳𝐳 + 𝐚𝐚 (9) 

where a represents the vector of false data that is added to the measurement vector z. The 
attacker hacks the data from the communication line and injects the attack vector a into it, 
where a = Hc 

The attack is done on the communication line by the attacker and all measurements 
of power are hacked. The Jacobian matrix H is determined with the help of those meas-
urements of power. The whole power system topology can be understood with the help 
of H. The dependence of one power value on the other powers can be found using H. This 
leads the attacker to make an undetectable attack. In fact, it tells the attacker which specific 
values of power the attacker will have to change with one particular change in power. To 
understand the whole power network, the formation of the Jacobian matrix H is the most 
important component. The vector c is multiplied by matrix H and the resultant is added 
to the actual measurements when undertaking a stealth attack. 

The stealth attack is executed against the PSSE in the power network and that is the 
attack of injecting false data into the system measurements. The state estimation technique 
is bypassed by the stealth attack [31]. In case of an attack, the estimated state becomes: 



Sustainability 2022, 14, 6407 4 of 27 
 

𝐱𝐱�𝐚𝐚 = (𝐇𝐇T𝐑𝐑−1𝐇𝐇)−1𝐇𝐇T𝐑𝐑−1𝐳𝐳𝐚𝐚 (10) 

𝐱𝐱�𝐚𝐚 = 𝐱𝐱� + 𝐜𝐜 (11) 

The estimated state is changed in the case of a stealth attack. Now, the estimated state 
is equal to the original estimated state plus the addition of a constant vector c. It is as-
sumed that c~N(0,𝜎𝜎𝑐𝑐2), where the false state variance is represented by 𝜎𝜎𝑐𝑐2. 

𝐳𝐳𝐚𝐚 = 𝐇𝐇𝐇𝐇 + 𝐞𝐞 + 𝐚𝐚 = 𝐇𝐇𝐇𝐇 + 𝐞𝐞 + 𝐇𝐇𝐇𝐇 (12) 

𝐳𝐳𝐚𝐚 = 𝐇𝐇𝐱𝐱𝐚𝐚 + 𝐞𝐞 (13) 

Therefore, the attack changes the state of the power system. The technique used in 
the system for bad data detection is bypassed by the stealth false data injection attack in 
this way: 

𝐫𝐫𝐚𝐚 = 𝐳𝐳𝐚𝐚 − 𝐇𝐇𝐱𝐱�𝐚𝐚 = 𝐫𝐫 (14) 

The attacked residual is represented by 𝐫𝐫𝐚𝐚. In the attack, the attacked residue is the 
same as that of the normal residue. Therefore, the technique of bad data detection using 
residue is bypassed by this attack and the defender is not able to detect the stealth attack. 

1.3. Contributions 
The key contributions of this study are the following: 

1. It was shown that the bad data filter of the state estimation was only useful for de-
tecting bad measurement data and could not efficiently detect a stealth FDI, making 
the system vulnerable to all such attacks. 

2. A fixed dummy value model was proposed and it was shown that the false data at-
tacks that went undetected by the bad data filter could be successfully detected. 

3. Since the dummy value in the fixed dummy value model is kept fixed, the intruder 
may obtain a clue about it and may change the measurement, keeping the same 
dummy value, therefore causing this model to be vulnerable to FDI attacks. To ad-
dress the vulnerability of the fixed dummy value model, another technique for the 
variable dummy value model was also proposed, which was shown to successfully 
counter such attacks. 
In this work, a quasi-steady state system was assumed to carry out the AC state esti-

mation model. Therefore, the dynamic model of the system is not discussed. For the AC 
state estimator, the Jacobian matrix H is obtained after the linearization of the measure-
ment model at every iteration. Thus, Equation (5) is solved at each iteration until a stop-
ping threshold is reached. 

The organization of the rest of the paper is as follows. Section 2 contains a brief liter-
ature review of the different methods and frameworks used for the detection of attacks. 
Section 3 consists of the proposed model of the fixed dummy value model. Section 4 dis-
cusses the simulations and results of DC state estimation, AC state estimation, and fixed 
dummy value model. The limitations of the fixed dummy value model are also given in 
that section. Section 5 covers the variable dummy value model. The simulations and re-
sults of the variable dummy value model are present in Section 6. Moreover, Section 7 is 
devoted to the discussion of results and future work. Section 8 contains the conclusion. 

2. Literature Review 
A large variety of methods and algorithms have been used for detecting stealth at-

tacks. Machine learning methods achieved significant success in this area. In [32], super-
vised learning based on recurrent neural networks (RNNs) was used for detecting FDI 
attacks. In [16], three supervised machine learning classifiers, namely, SVM, k-nearest 
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neighbor (kNN), and the extended nearest neighbor (ENN), were used. Different machine 
learning algorithms are proposed in [28] for measurement classification. Measurements 
are classified as attacked or secure. Sparse logistic regression, SVM, and k-nearest neigh-
bor methods were used in that study. Another technique was proposed in [33] for the 
detection of FDI attacks, which used the Gaussian mixture model. The contribution in [34] 
was based on unsupervised learning. Four machine learning methods, namely, a one-class 
SVM, local outlier factor, isolation forest, and robust covariance estimation, were em-
ployed for FDI attack detection. In [35], a machine-learning-based scheme was used that 
employed ensemble learning. In ensemble learning, there is a use of multiple classifiers, 
and the decisions obtained by the individual classifiers are further classified. The pro-
posed scheme used two ensembles. Supervised classifiers were used in the first ensemble 
and the unsupervised classifiers were employed in the second ensemble. Supervised 
learning was proposed in [36], which used a two-layer hierarchical framework. The first 
layer distinguished the mode of operation, such as a normal state or cyberattack. The sec-
ond layer classified the type of cyberattack. An approach based on machine learning was 
adopted in [37] for cyber-attacks, which used an extremely randomized trees algorithm. 
In [38], three machine learning techniques, namely, a support vector machine (SVM), k-
nearest neighbor, and artificial neural network, were implemented for detecting FDI at-
tacks. Each technique was used with three different feature selection techniques.  

An extreme learning machine framework was used in [39] for detecting FDI attacks. 
In [40], auto-encoders were used for detecting FDI attacks. The hidden correlation struc-
tures were learned in the data by using auto-encoders. The correlation was learned in two 
dimensions, namely, the time and the spatial dimensions. Denoising auto-encoders were 
also used to clean the corrupted data. The approaches based on the auto-encoder neural 
network [41] and attention-based auto-encoders [42] were also used for the detection of 
attacks. 

The contribution of [15] distinguished the normal function of the power system from 
the function in which there was a stealth attack. The stealth attacks were detected by using 
two machine-learning-based techniques. In the first technique, supervised learning was 
used for a set of labeled data. That data was used for the training of a support vector 
machine (SVM). The second technique did not use any training data and the deviation of 
the measurements was detected. An anomaly detection algorithm was applied to detect 
stealth attacks. 

Deep learning models were also used for the purpose of detecting FDI attacks. The 
deep neural network (DNN) model was used [43] for the classification of cyber-attacks in 
a smart grid. Another deep learning-based method was proposed in [44] to detect FDI 
attacks. The proposed approach consisted of a convolutional neural network (CNN) and 
a long short-term memory (LSTM) network for the detection of attacks. The data integrity 
attacks in AC power systems can be detected by using a deep Q-network detection 
(DQND) scheme proposed in [45]. It is a deep reinforcement learning approach. A neural 
network model was used in [46] for detecting false data. In this case, the residual elements 
obtained from state estimation were the inputs given to the perceptron model. An algo-
rithm based on deep learning was proposed in [47] to detect FDI attacks. The dimension-
ality reduction, as well as feature extraction from measurement datasets, was done by 
using auto-encoders. Then auto-encoders were integrated into an advanced generative 
adversarial network (GAN) framework, which was used for detecting the FDI attacks. 

The methods based on machine learning had great success in the detection of FDI 
attacks. However, at the same time, they have certain limitations and drawbacks. The 
methods based on supervised learning need a labeled dataset. They are built on some 
conventional attack assumptions. Similarly, deep learning techniques also have some lim-
itations. In these methods, there is a need for extensive training. More memory space is 
also required for deep learning methods. 

The main aim of the detection frameworks is to protect the whole communication 
system against attacks. One of the key features of microgrids is a secure communication 
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network. For the development of a communication network, its design has vital im-
portance. For the deployment of a heterogeneous automation and monitoring system, a 
multi-layered architecture was proposed in [48]. For the organization of hardware, as well 
as software equipment in an integrated manner, six functional layers were structured in 
the proposed architecture. In [49], a clear description of a smart grid and the type of com-
munication methods were given. The communication methods were explained based on 
their advantages and the lacking feature. The contribution of [50] was based on the hybrid 
communication simulation model. In hybrid network architectures, both wireless and 
dedicated wired media are used. A suite of hybrid communication simulation models was 
developed for the validation of critical system design criteria. 

A mathematical model of the power system was presented in [51] and a robust secu-
rity framework was proposed. A Kalman filter was used to estimate variables in the 
model. In [52], an online data-driven algorithm was presented for detecting FDI attacks 
toward synchrophasor measurements. The proposed algorithm applied density-based 
LOF (local outlier factor) analysis for detecting anomalies in the data. Another method 
was proposed in [53] in which the modeling of the system was done as a discrete-time 
linear dynamic system. There was the use of the Kalman filter for performing the state 
estimation (SE). A generalized cumulative sum algorithm achieved the quickest detection 
of the attacks. In [18,19], the economic impact due to stealth FDI attacks on the market 
operations in real-time was considered. The construction of a profitable attacking plan for 
the attacker was also shown. In [20], it was explained that the attacker can construct the 
stealth FDI attack without knowing the structure of the system. The attacker can find the 
system structure and make an attack. 

In [54], a distributed state estimation method based on the alternating direction 
method of multipliers (ADMM) was presented for detecting cyber-attacks. In this case, 
the partitioning of regional subsystems was done using the K-means method. An online 
detection algorithm was proposed in [55] for detecting cyber-attacks. The online estima-
tion of the unknown and time-varying attack parameters was provided by the algorithm. 
The FDI attacks were detected by proposing an active data modification scheme in [56]. 
In that scheme, there was an amendment of measurements and control data before they 
are transmitted through communication networks. In [57], an FDI attack detection method 
was proposed that was based on the equivalent model of a load frequency control (LFC) 
system and a Kalman filter algorithm. 

The work of [21] formulated the problem of false data detection as a low-rank matrix 
recovery. Convex optimization was used for solving the problem. The adopted method-
ology normalized the combination of the l1 norm and nuclear norm. This mixed norm 
optimization problem was solved using the augmented Lagrange method of multipliers 
in order to obtain a good convergence rate. In [22], the false data detection problem was 
considered a matrix separation problem. FDI attacks are sparse in nature. To separate the 
states of the power system from the anomalies, a mechanism was developed. The problem 
was solved using two methods, namely, low-rank matrix factorization and nuclear norm 
minimization. 

3. Proposed Model 
The methods used in the literature for the detection of attacks are successful up to a 

certain limit. If the attacker knows the whole network of the smart grid and makes an 
attack, it becomes difficult to detect those attacks. Therefore, we proposed a new power 
system model for an AC power flow network that is safe against stealth FDI attacks and 
the control room is able to detect these attacks in an efficient manner. The introduced 
model was based on the concept of dummy value. The smart grid meters will transmit 
both values, i.e., the actual value and the dummy value. No additional transmission lines 
and no extra buses will be used. There is no need for any extra meters in the proposed 
model. The vulnerabilities of the communication networks in supervisory control and 
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data acquisition (SCADA) systems in the smart grid, such as unsophisticated bugs or com-
munication failures, were not considered in this work. The application of the measured 
value and the dummy value in this article did not consider the error caused by the meas-
urement equipment itself or any other reason. In this work, the error due to parametric 
variation of the meter or any other unknown reason was not taken into consideration. 
However, it may be incorporated into our future work. Moreover, this work focused on 
false data injection attacks in which the intruder hacks the measurement vector and injects 
the attack vector into the measurement vector before it is received by the control room. 
Therefore, this study only considered targeted attacks. 

The measurement vector for the AC power flow network contains the active and re-
active powers injected into all the buses, active and reactive powers flowing through 
transmission lines in the forward direction, and active and reactive powers flowing in the 
backward direction. If a system has b number of buses and t number of transmission lines, 
then the measurement vector for the AC power flow network is given by 

𝐳𝐳𝐲𝐲 = �𝐩𝐩𝐯𝐯(𝐲𝐲)    𝐪𝐪𝐯𝐯(𝐲𝐲)    𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)    𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲)    𝐩𝐩𝐰𝐰𝐰𝐰(𝐲𝐲)    𝐪𝐪𝐰𝐰𝐰𝐰(𝐲𝐲)�
T

 (15) 

where 𝐳𝐳𝒚𝒚 is the measurement vector at the yth instant and y = 1, 2, 3,…, mt. Here, mt rep-
resents the total number of instances. 𝐩𝐩𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯(𝐲𝐲) are the vectors containing the ac-
tive and reactive powers injected to all the buses at the yth instant. Both vectors will have 
a dimension of 1 × b. Similarly, 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲) denote vectors having the active and 
reactive powers flowing through all the transmission in the forward direction at the yth 
instant. Both vectors have dimensions of 1 × t. Moreover, 𝐩𝐩𝐰𝐰𝐰𝐰(𝐲𝐲) and 𝐪𝐪𝐰𝐰𝐰𝐰(𝐲𝐲) represent the 
vectors of the active and reactive powers flowing through all the transmission lines in the 
backward direction at the yth instant. The complete measurement vector will have a di-
mension of m × 1. The state vector x contains the voltage magnitudes and voltage angles 
of all the buses. However, the Jacobian matrix will have a dimension of m × n, where m is 
the total number of values in the measurement vector and n is the total number of values 
in the state vector. The measurement vectors at all the instances can be placed together to 
obtain the measurement matrix as follows: 

𝐙𝐙 = [𝐳𝐳𝟏𝟏     𝐳𝐳𝟐𝟐     𝐳𝐳𝟑𝟑 … … … … … … 𝐳𝐳𝐦𝐦𝐦𝐦]T (16) 

The dimensions of the measurement matrix are mt × m. The measurement vector after 
implementing the proposed system will become like this: 

 𝐳𝐳𝐝𝐝𝐝𝐝 =

⎣
⎢
⎢
⎢
⎡ 𝑝𝑝𝑣𝑣(𝑦𝑦)(1);𝑝𝑝𝑣𝑣(𝑦𝑦)

′ (1); … … ; 𝑞𝑞𝑣𝑣(𝑦𝑦)(𝑏𝑏); 𝑞𝑞𝑣𝑣(𝑦𝑦)
′ (𝑏𝑏);

𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)(1);𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (1); … … ; 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑡𝑡); 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)

′ (𝑡𝑡); 

 𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)(1);𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (1); … … ; 𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑡𝑡); 𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)

′ (𝑡𝑡) ⎦
⎥
⎥
⎥
⎤
  

The measurement vector containing the actual and dummy values is represented by 
zdy. Here, 𝐩𝐩𝐯𝐯(𝐲𝐲)(1) represents the first entry of the vector 𝐩𝐩𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯(𝐲𝐲)(𝐛𝐛) is the bth en-
try of the vector 𝐪𝐪𝐯𝐯(𝐲𝐲)

′ . The dummy values of the power are present on the even indexes 
of the new measurement vector. The vectors of the dummy values containing the active 
and reactive powers injected to all the buses at the yth instant are 𝐩𝐩𝐯𝐯(𝐲𝐲)

′  and 𝐪𝐪𝐯𝐯(𝐲𝐲)
′ . Simi-

larly, other vectors containing dummy values of the active and reactive powers for trans-
mission lines at the yth instant are denoted by 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)

′ , 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲)
′ , 𝐩𝐩𝐰𝐰𝐰𝐰(𝐲𝐲)

′ , and 𝐪𝐪𝐰𝐰𝐰𝐰(𝐲𝐲)
′ . zdy will 

have dimensions of 2m × 1. The measurement matrix after including the dummy values 
will be 

𝐙𝐙𝐝𝐝 = [𝐳𝐳𝐝𝐝𝐝𝐝     𝐳𝐳𝐝𝐝𝐝𝐝     𝐳𝐳𝐝𝐝𝐝𝐝 … … … … … … 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝]T (17) 
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This measurement vector will have dimensions of mt × 2m. The Jacobian matrix of 
the proposed system at the yth instant is represented by Hdy and its dimensions are 2m × 
n. There are different methods to find the Jacobian matrix. To make a stealth attack, it is 
necessary for the attacker to determine the Jacobian matrix. The attacker hacks both the 
dummy and actual values and creates a Jacobian matrix to attack the system. 

Realistic data of the AC power flow network was used for implementing and evalu-
ating the proposed model. For this purpose, the load curves of a transmission organization 
known as PJM, which serves 13 states of the United States and the District of Columbia, 
were taken as a reference to generate the data of the power flow network. These load 
curves were based on realistic data. Therefore, our generated data were very close to the 
realistic data of an AC power flow network. The data were generated for four different 
seasons, namely, summer, fall, winter, and spring, based on the standard realistic load 
curves given for each season. 

The overall proposed model was divided into two scenarios. In the first scenario, a 
fixed dummy value was sent to the control room. However, in the second case, a variable 
dummy value was sent and it changed with the change of the actual value of power. 

Fixed Dummy Value Model 
In this case, a fixed dummy value, along with each of the actual values, was sent to 

the control room. The dummy value of the power was not dependent on the load. It did 
not vary with the variation in load or variation in the actual value of power. In the fixed 
dummy value model, to select the dummy value of a particular power, the average value 
was calculated from all the actual measured values that occurred for that value at all the 
instances. That average value was selected as the dummy value of power. In this case, the 
dummy values were determined by taking the mean of the last year’s worth of historical 
measurement data, i.e., real-time measured values are stored from the past year and uti-
lized for the calculation of fixed dummy values based on Equations (18)–(21). Later, these 
values were inserted into the memory of the meters and were simply appended or added 
to all the newly acquired measurements accordingly. It should be noted that the dummy 
value will no longer change with the newly acquired measurements. The calculation of 
the fixed dummy value was done by using these formulas: 

𝑝𝑝𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙) =

∑ 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙)𝑚𝑚𝑚𝑚
𝑠𝑠=1

𝑚𝑚𝑚𝑚
                

𝑙𝑙 = 1,2,3, … … , 𝑏𝑏   𝑎𝑎𝑎𝑎𝑎𝑎   𝑙𝑙𝑙𝑙 = 1,2,3, … … , 𝑏𝑏 

(18) 

𝑞𝑞𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙) =

∑ 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙)𝑚𝑚𝑚𝑚
𝑠𝑠=1

𝑚𝑚𝑚𝑚
                

𝑙𝑙 = 1,2,3, … … , 𝑏𝑏   𝑎𝑎𝑎𝑎𝑎𝑎   𝑙𝑙𝑙𝑙 = 𝑏𝑏 + 1, 𝑏𝑏 + 2, … … ,2𝑏𝑏 
(19) 

𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙) =

∑ 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙𝑙𝑙)𝑚𝑚𝑚𝑚
𝑠𝑠=1

𝑚𝑚𝑚𝑚
          

𝑙𝑙 = 1,2,3, … … , 𝑡𝑡   𝑎𝑎𝑎𝑎𝑎𝑎   𝑙𝑙𝑙𝑙𝑙𝑙 = 2𝑏𝑏 + 1,2𝑏𝑏 + 2, … … ,2𝑏𝑏 + 𝑡𝑡 
(20) 

𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙) =

∑ 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙𝑙𝑙)𝑚𝑚𝑚𝑚
𝑠𝑠=1

𝑚𝑚𝑚𝑚
          

𝑙𝑙 = 1,2,3, … , 𝑡𝑡   𝑎𝑎𝑎𝑎𝑎𝑎   𝑙𝑙𝑙𝑙𝑙𝑙 = 2𝑏𝑏 + 𝑡𝑡 + 1,2𝑏𝑏 + 𝑡𝑡 + 2, … … ,2𝑏𝑏 + 2𝑡𝑡 
(21) 

In (18), 𝑝𝑝𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙) represents the lth entry of the dummy values vector 𝐩𝐩𝐯𝐯(𝐲𝐲)

′ . 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙) 
denotes the lpth entry of the sth historical measurement vector. 𝑚𝑚𝑚𝑚 is the total number of 
instances for which the historical measurement vectors are obtained. To calculate the first 
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entry of the dummy measurement vector 𝐩𝐩𝐯𝐯(𝐲𝐲)
′ , the sum of the first entries of all the his-

torical measurement vectors is calculated and then divided by the total number of in-
stances for which those historical measurement vectors are obtained. Similarly, the second 
entry of the dummy values vector 𝐩𝐩𝐯𝐯(𝐲𝐲)

′  can be calculated by finding the mean of the sec-
ond entries of 𝑚𝑚𝑚𝑚 historical measurement vectors. The same procedure is adopted for 
finding all the entries of 𝐩𝐩𝐯𝐯(𝐲𝐲)

′  and the dummy values of all the active powers injected into 
the buses are calculated in this way. In (19), 𝑞𝑞𝑣𝑣(𝑦𝑦)

′ (𝑙𝑙) denotes the lth entry of the dummy 
values vector 𝐪𝐪𝐯𝐯(𝐲𝐲)

′ , and 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙) represents the lqth entry of the sth historical measurement 
vector. 𝑚𝑚𝑚𝑚 gives the total number of historical measurement vectors. The lth entry of the 
dummy values vector 𝐪𝐪𝐯𝐯(𝐲𝐲)

′  is found by calculating the mean of the lqth entry of 𝑚𝑚𝑚𝑚 his-
torical measurement vectors. By using this procedure, the dummy values of all the reac-
tive powers injected into the buses can be calculated. In (20) and (21), 𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)

′ (𝑙𝑙) and 
𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑙𝑙)  represent the lth entry of each of the dummy measurement vectors 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)

′  
and 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲)

′ , respectively. 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙𝑙𝑙) and 𝑧𝑧𝑠𝑠(𝑙𝑙𝑙𝑙𝑙𝑙) denote the lpvth and lqvth entries of the sth 
historical measurement vector, respectively. The lth entry of each of the dummy measure-
ment vectors 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)

′  and 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲)
′  is calculated by finding the mean of the lpvth and lqvth 

entries of 𝑚𝑚𝑚𝑚 historical measurement vectors, respectively. Therefore, the dummy values 
of the active and reactive powers flowing through all the transmission lines can be calcu-
lated by using Equations (20) and (21), respectively. 

By applying Equations (18)–(21), the dummy values are calculated at a single instant 
by using 𝑚𝑚𝑚𝑚 historical measurement vectors and then those calculated dummy values 
are kept the same for all the instances, i.e., the dummy values do not change for the other 
instances. In fact, in the fixed dummy value model, the dummy values depend only on 
the historical measurement values and they do not depend on the real-time measurement 
values. 

𝐩𝐩𝐰𝐰𝐰𝐰(𝐲𝐲)
′  and 𝐪𝐪𝐰𝐰𝐰𝐰(𝐲𝐲)

′  can also be calculated using this method and all the dummy val-
ues are selected in this way. These dummy values are placed in 𝐳𝐳𝐝𝐝𝐝𝐝, which is embedded 
in the meters. These values are also placed in another vector d present in the control room. 
When the system is hacked by the attacker, 2m power values will be obtained by the at-
tacker in 𝐳𝐳𝐝𝐝𝐝𝐝 instead of m values. In the next step, the Jacobian matrix will be constructed 
by the attacker and a stealthy attack will be done in this way: 

𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝 = 𝐳𝐳𝐝𝐝𝐝𝐝 + 𝐇𝐇𝐝𝐝𝐝𝐝 ∗ 𝐜𝐜 (22) 

Here, 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝 denotes the measurement vector received in the control room at the yth 
instant. For the detection of an attack, a comparison is made between the dummy values 
obtained from 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝 and those dummy values set by the control room. The following equa-
tion is used in the control room to detect the attack: 

𝑟𝑟(𝑢𝑢) = 𝑑𝑑(𝑢𝑢) − 𝑧𝑧𝑑𝑑𝑑𝑑𝑑𝑑(𝑣𝑣) (23) 

where u = 1, 2, 3…, m and 

v = 2,4, 6…, 2m  

Here d(u) denotes the uth entry of the dummy values vector d, which is selected and 
set by the defender. Meanwhile, 𝑧𝑧𝑑𝑑𝑑𝑑𝑑𝑑(𝑣𝑣) denotes the vth entry of the received measure-
ment vector. In the case of a secure system: 

|𝑟𝑟(𝑢𝑢)| = 0 (24) 

where u = 1,2, 3,…, m. 
During the case of no attack, 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝 = 𝐳𝐳𝐝𝐝𝐝𝐝. 
To launch an attack, the attacker changes the actual and dummy values according to 

the construction of the stealth attack. As the dummy values are fixed, they should not 
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change for a secure system. Therefore, for an attack, the value of |𝑟𝑟(𝑢𝑢)| will come out to 
be greater than zero and the attack will be detected in this way. 

The conventional technique for bad data detection (BDD), such as DC state estima-
tion (SE), fails to detect a stealth FDI attack. Moreover, AC SE is also bypassed by this 
attack. However, our model with a fixed dummy value was capable enough to detect the 
FDI attacks in the AC power flow network and all the attacks could be detected by the 
control room. 

4. Simulations and Results of the Fixed Dummy Value Model 
We implemented the proposed model for the AC power flow network on an IEEE 

14-bus system, which had 14 buses and 20 transmission lines. Therefore, at every instant, 
the measurement vector had 54 values of active power and 54 values of reactive power 
i.e., 108 measurement values in total. The system had 28 state variables. In this case, the 
voltage magnitudes and voltage angles were taken as the states of the system. 

4.1. Data Generation 
The seasonal data was generated for the IEEE 14-bus test system. The standard real-

istic load curve of every season was followed by the generated data. For this purpose, the 
measurements of the power flow network were varied with the variation of the load that 
was connected to buses. The measurements were taken after a time interval of one hour. 
Therefore, there was a time of one hour between the two measurement vectors. For a com-
plete day, the values were recorded in the control room 24 times. We generated the data 
for one year, i.e., 365 days. Therefore, for the whole system, we obtained values for 8760 
different instances. MATPOWER 7.0 was used for the simulation of the system model. 
The load was varied from 61% to 118.5% of its average value in the reference load curves. 
Therefore, we also varied the load between these two values. For one day, a specific pat-
tern was followed for every different season by the load that was connected to the buses. 
We generated the data for one day of every season by using the pattern of that specific 
season. We selected all the load values in a particular range for a whole day to follow that 
specific pattern. After varying the total load of the power system, four load curves for one 
day of every season are shown in Figure 1. The values of the loads are shown at 24 differ-
ent instances in one complete day. These load curves follow the standard realistic load 
curves and realistic data was generated according to these curves. 
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Figure 1. Seasonal load curves of four different seasons based on which data was generated. 

4.2. DC State Estimation 
By using the generated data, the DC state estimation, which was made by applying 

the DC assumptions, was implemented for the detection of simple and stealth attacks. For 
the simulations, the attacks were done according to a certain method, and that method 
was adopted in the whole manuscript wherever the attacks were made. For a complete 
day, 25% of the measurement vectors were considered as attacks, i.e., the attacks were 
made in the measurement vectors at six different instances. The choice of instances was 
made randomly to make it generalized. In 50% of the measurement vectors chosen for 
attacks, simple attacks were done. However, stealth attacks were made in the remaining 
50% of the measurement vectors that were randomly chosen to be attacked. To create the 
simple attacks, the attack vector was constructed in such a way that at a particular instant, 
any value of power was randomly chosen between 0.5% of the maximum value and 0.5% 
of the minimum value of power at that instant. In the case of stealth attacks, the Jacobian 
matrix was first constructed and then the Jacobian matrix was multiplied with a vector c 
to make the attack vector. The values of vector c were selected randomly between −1 and 
1 such that it had zero mean and a variance of 2. The attack vector was added to the meas-
urement vector to make the attack. The results of the DC state estimation are shown in 
Figures 2 and 3. Three types of measurements are shown in Figure 2, namely, safe meas-
urements, simple attack measurements, and the measurements for a stealth attack. A safe 
zone based on the threshold is also shown in the figure. The measurements outside the 
safe zone are considered as attacked. The results show that the safe measurement points 
were present in the safe zone and points of simple attacks were outside the zone. How-
ever, measurements affected by stealth attacks are also found in the safe zone, i.e., they 
are declared as safe by the DC state estimation. They should have to appear outside the 
safe zone. Therefore, DC SE is not capable of detecting stealth FDI attacks. Similarly, Fig-
ure 3 also shows the results of DC state estimation in the form of a bar graph. The residue 
was calculated for every measurement and the difference of that residue from the thresh-
old is plotted along the vertical axis. For a safe measurement, the value of the difference 
should be positive, as the residue of that measurement should be less than the threshold. 
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In the graph, the safe measurements are labeled with 1, measurements of simple attacks 
are labeled with 0, and stealth-attacked measurements are labeled with −1. The results 
show that the safe measurements and stealth-attacked measurements had positive values 
of difference. However, the value of the difference was negative for simple attacks. This 
means that the simple-attacked measurements were termed as attacked by the DC state 
estimation but measurements having stealth attacks were considered safe. Therefore, sim-
ple attacks were detected by the DC state estimation, but stealth attacks bypassed detec-
tion. 

 
Figure 2. Categorization of safe measurements, simple attacks, and stealth attacks based on the 
threshold in a DC SE. 

 
Figure 3. The results of a DC SE for simple and stealth attacks in the form of a bar graph. 
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4.3. AC State Estimation 
For the AC power flow network, an AC SE is used for the detection of attacks. We 

also used AC SE for the detection of simple and stealth attacks, and the results are given 
in Figures 4 and 5. The conventions used in a DC state estimation for displaying the results 
are also used in these figures. In Figure 4, a safe zone, simple-attacked measurements, and 
stealth-attacked measurements are plotted. Safe measurements and stealth attacks are 
present in the safe zone, and simple-attacked measurements are outside the zone. It shows 
that stealth attacks were not detected by the AC state estimation. Similarly, in Figure 5, 
these results are shown in the form of a bar graph. The value of the difference in the resi-
due from the threshold was positive for safe measurements and stealth-attacked measure-
ments. However, the difference was negative for simple-attacked measurements. This in-
dicated that the AC SE could detect a simple attack but it could not detect the stealth at-
tack. Therefore, it is displayed in the results that simple attacks were detected by the DC 
state estimation, as well as the AC state estimation techniques, but stealth attacks by-
passed these techniques. 

 
Figure 4. Categorization of safe measurements, simple attacks, and stealth attacks based on the 
threshold in an AC SE. 
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Figure 5. The results of an AC SE for simple and stealth attacks in the form of a bar graph. 

4.4. Fixed Dummy Value Model (Results) 
The proposed model of a fixed dummy value was implemented for the AC power 

flow network of the IEEE 14-bus system. The meters sent the actual value and the fixed 
dummy value to the control room in the form of a measurement vector. Table 1 shows the 
actual values and the fixed dummy values at the first instant for the first five buses and 
first five transmission lines. In the control room, the difference, i.e., the residue of two 
dummy values, was calculated. One dummy value was obtained from the measurement 
vector and the other was already present in the control room. As the dummy value was 
fixed in this case, it should not change at any instance. Therefore, for a secure system, the 
value of the residue should be zero. 

Table 1. Active and reactive powers injected into the first 5 buses and the active and reactive powers 
flowing through the first 5 transmission lines in the forward and backward directions. 

Active Powers Injected into the Buses 
Bus No. Actual Value (MW) Dummy Value (MW) 

1 232.11 196.3 
2 18.41 21.06 
3 −93.94 −82.22 
4 −47.88 −41.72 
5 −7.58 −6.63 

Reactive Powers Injected into the Buses 
Bus No. Actual Value (MVAR) Dummy Value (MVAR) 

1 −16.49 −10.3 
2 30.79 21.73 
3 5.98 −0.27 
4 3.9 3.9 
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5 −1.6 −1.6 
Active Powers Flowing through the Transmission Lines in Forward Direction 

From To Actual Value (MW) Dummy Value (MW) 
1 2 156.65 131.57 
1 5 75.46 64.73 
2 3 73.11 63.66 
2 4 56.14 49.21 
2 5 41.53 36.6 

Reactive Powers Flowing through the Transmission Lines in Forward Direction 

From To Actual Value (MVAR) 
Dummy Value 

(MVAR) 
1 2 −20.35 −14.04 
1 5 3.86 3.74 
2 3 3.57 4.71 
2 4 −1.54 −1.62 
2 5 1.17 0.81 

Active Powers Flowing through the Transmission Lines in Backward Direction 
From To Actual Value (MW) Dummy Value (MW) 

1 2 −152.37 −128.41 
1 5 −72.7 −62.63 
2 3 −70.79 −61.85 
2 4 −54.46 −47.89 
2 5 −40.62 −35.88 

Reactive Powers Flowing through the Transmission Lines in Backward Direction 

From To Actual Value (MVAR) 
Dummy Value 

(MVAR) 
1 2 27.58 17.83 
1 5 2.21 −0.38 
2 3 1.55 −1.68 
2 4 3.01 2 
2 5 −2.1 −2.31 

The results are shown in Figure 6. The bar graph shows the results for safe measure-
ments, simple-attacked measurements, and stealth-attacked measurements. Safe meas-
urements are labeled as 1, simple-attacked measurements as 0, and stealth-attacked meas-
urements as −1. The residue was calculated for each measurement and plotted along the 
vertical axis. For safe measurements, the value of the residue was zero, as shown in the 
bar graph. In the case of simple-attacked measurements and stealth-attacked measure-
ments, the residue was not zero, as the dummy value was changed. Therefore, our pro-
posed model could detect all kinds of attacks, such as simple attacks and stealth attacks. 
Stealth FDI attacks remained undetected by the DC and AC state estimation, but they 
could be detected by using our proposed approach. 
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Figure 6. Detection results of the fixed dummy value model for simple and stealth attacks based on 
dummies. 

4.5. Limitations of Fixed Dummy Value Model 
The proposed fixed dummy value model could detect the stealth FDI attacks but, at 

the same time, there was a limitation of the model. As the dummy value does not change, 
by looking at the measurements continuously for some time, the attacker will come to 
know which one is the dummy value and the attacker will not change that value while 
doing an attack. In this way, the attack may be done such that it is unable to be detected. 
Figure 7 shows the results where the fixed dummy value model was bypassed by the 
stealth attack. It can be seen from the graph that the value of the residue in the case of 
attacks came out to be zero, as the attacker did not change the dummy values while 
launching the attack. Therefore, this limitation of the fixed dummy value was evaluated 
using the results. 
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Figure 7. Limitations of the fixed dummy value model for simple and stealth attacks. 

5. Variable Dummy Value Model 
In the proposed model with a fixed dummy value, the attacker may attack the system 

by remaining undetected because the dummy value is fixed for all instances. Therefore, 
the dummy value should vary to protect the system against attacks. For this purpose, the 
model with a variable dummy value was introduced. In this scenario, the dummy value 
will change at every instant, and it will depend on the actual value, as well as some other 
values of the power in the system. Therefore, the dummy value of the power changes with 
the change in either of those values on which it depends. In the variable dummy value 
model, a linear function is implemented for the calculation of the dummy value and that 
function uses the actual measured value of that meter and the measured value of some 
other meter that has a relationship with that actual value. The function is only known to 
the control room. In the fixed dummy value model, the calculated dummy values are em-
bedded into the meters. Similarly, in the variable dummy value model, the function used 
for the calculation of dummy values is embedded into the meters. This work assumed that 
the intruder does not have access to the meters, i.e., the intruder only has access to the 
measurements sent to the control room. The following functions are used in the case of 
the variable dummy value model for the calculation of dummy values for buses: 

𝑝𝑝𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣       

𝑖𝑖 = 1,2,3, … … , 𝑏𝑏 
(25) 

𝑞𝑞𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣     

𝑖𝑖 = 1,2,3, … … , 𝑏𝑏 
(26) 

where 𝑝𝑝𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) and 𝑞𝑞𝑣𝑣(𝑦𝑦)

′ (𝑖𝑖) represent the ith entries of the dummy values vectors 𝐩𝐩𝐯𝐯(𝐲𝐲)
′  

and 𝐪𝐪𝐯𝐯(𝐲𝐲)
′ , respectively. 𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑖𝑖) and 𝑞𝑞𝑣𝑣(𝑦𝑦)(𝑖𝑖) denote the ith entries of 𝐩𝐩𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯(𝐲𝐲), re-

spectively. Similarly, 𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) and 𝑞𝑞𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) represent the active power and reactive power 
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flowing through the first transmission line connected to the ith bus at the yth instant, re-
spectively. 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣 , 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣 , 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣 , 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣 , 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣 , and 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣  are the constants that have to be 
learned to calculate the dummy values. Similarly, the calculation of the dummy values of 
the active and reactive powers flowing through the transmission lines can be done by 
using the following functions: 

𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑝𝑝𝑝𝑝𝑝𝑝𝑤𝑤(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣      

𝑖𝑖 = 1,2,3, … … , 𝑡𝑡 
(27) 

𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑤𝑤(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣    

𝑖𝑖 = 1,2,3, … … , 𝑡𝑡 
(28) 

𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑝𝑝𝑤𝑤(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽3𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤      

𝑖𝑖 = 1,2,3, … … , 𝑡𝑡 
(29) 

𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (𝑖𝑖) = 𝛽𝛽1𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑞𝑞𝑤𝑤(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽2𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑞𝑞𝑣𝑣(𝑦𝑦)(𝑖𝑖) + 𝛽𝛽3𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤       

𝑖𝑖 = 1,2,3, … … , 𝑡𝑡 
(30) 

𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑖𝑖) and 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)

′ (𝑖𝑖) denote the ith entries of vectors 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)
′  and 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲)

′ , respec-
tively, which contain the dummy values of powers flowing through the transmission lines 
in the forward direction at yth instant. 𝑝𝑝𝑤𝑤(𝑦𝑦)(𝑖𝑖) and 𝑞𝑞𝑤𝑤(𝑦𝑦)(𝑖𝑖) represent the active power 
and reactive power injected into ith bus at yth instant, respectively. 𝑝𝑝𝑤𝑤(𝑦𝑦)(𝑖𝑖) and 𝑞𝑞𝑤𝑤(𝑦𝑦)(𝑖𝑖) 
belong to 𝐩𝐩𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯(𝐲𝐲), respectively. Similarly, 𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)

′ (𝑖𝑖) and 𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (𝑖𝑖) show the ith 

entries of vectors 𝐩𝐩𝐰𝐰𝐰𝐰(𝐲𝐲)
′  and 𝐪𝐪𝐰𝐰𝐰𝐰(𝐲𝐲)

′ , respectively, which have the dummy values of the 
active power and reactive power flowing through transmission lines in the backward di-
rection. Constants are also used in the equations proposed for the calculation of dummy 
values. 

The Equations (25)–(30) are used for finding the dummy values at the yth instant. In 
the variable dummy value model, the dummy values depend on the real-time measure-
ment values. As the real-time measurement values are used for the calculation of the 
dummy values, the dummy values change at every instant in this case. 

There is a key point to consider while selecting the dummy value, which is that the 
dummy value of a meter should be close to its actual value. There should not be too much 
difference between the actual and dummy value such that the attacker can find the 
dummy value and construct an undetectable attack. Therefore, when these linear func-
tions are implemented for the calculation of the dummy value, we may obtain a dummy 
value that is far away from its actual value. The reason for this is that these dummy values 
depend on two different values of the power and there might be a high variance in the 
values of a certain meter depending upon the load connected to a bus. If the variance of 
either of the two actual values is high for a whole day, the dummy value will not be close 
to the actual value. 

This problem may be minimized due to the selection of appropriate values of the 
constants. The selection of constants is done in such a way that all dummy values of a 
specific power for the whole day must remain close to the actual value of that power. For 
this purpose, a machine-learning technique, namely, multivariate linear regression 
(MLR), was used for finding the best values of the constants. The procedure of MLR to 
find the constants of the equation used to calculate the dummy values of the active power 
injected to all the buses is explained here. In this case, the hypothesis is written as 
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g𝛃𝛃𝐤𝐤(𝐩𝐩𝐤𝐤) = 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣(𝑘𝑘) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣 + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣  (31) 

Here, g𝛃𝛃𝐤𝐤(𝐩𝐩𝐤𝐤) is a function of 𝐩𝐩𝐤𝐤 that is parameterized using 𝛃𝛃𝐤𝐤. 𝐩𝐩𝐤𝐤 represents the 
kth input vector, where k = 1, 2, 3, …, b and 𝐩𝐩𝐤𝐤 = [1 𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣 𝑝𝑝𝑣𝑣(𝑘𝑘)]T. 𝛃𝛃𝐤𝐤 denotes the kth pa-
rameter vector and 𝛃𝛃𝐤𝐤 = [𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣]T. 𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣, 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣, and 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣 are the constants 
to be learned for each dummy value of the active power injected into the buses. Therefore, 
for each dummy value, a different vector of constants is used. Depending upon the hy-
pothesis, the cost function for the multivariate linear regression can be written as 

J(𝛃𝛃𝐤𝐤) =
1

2𝑚𝑚𝑚𝑚
����𝛽𝛽𝑘𝑘𝑘𝑘𝑝𝑝𝑘𝑘𝑘𝑘(𝑦𝑦)

3

𝑓𝑓=1

� − 𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑘𝑘)�

2
𝑚𝑚𝑚𝑚

𝑦𝑦=1

 (32) 

Here, mt represents the total number of instances, i.e., the total number of training 
examples in this case. 𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑘𝑘) represents the output of the yth training example of the 
active power injected to the kth bus. We must minimize the cost function so that we obtain 
the best values of the parameters. For this purpose, the gradient descent algorithm was 
applied, which is based on the update rule. The gradient descent can be written as 

𝛽𝛽𝑘𝑘𝑘𝑘 ∶= 𝛽𝛽𝑘𝑘𝑘𝑘 − 𝛼𝛼
1
𝑚𝑚𝑚𝑚

��g𝛃𝛃𝐤𝐤�𝐩𝐩𝐤𝐤(𝐲𝐲)� − 𝑝𝑝𝑣𝑣(𝑦𝑦)(𝑘𝑘)�𝑝𝑝𝑘𝑘𝑘𝑘(𝑦𝑦)

𝑚𝑚𝑚𝑚

𝑦𝑦=1

 (33) 

𝛽𝛽𝑘𝑘𝑘𝑘 represents the fth entry of the kth parameter vector. 𝑝𝑝𝑘𝑘𝑘𝑘(𝑦𝑦) denotes the fth entry 
of the kth input vector at the yth instant. The β’s are calculated again and again, and those 
parameters are used to calculate the cost. The above process is repeated until convergence 
occurs. When the cost converges, this produces the best values of the parameters. 

By adopting the same procedure, the constants for the remaining equations are also 
found and those constants are put in their respective functions to calculate the dummy 
values of the active and reactive power. Then, these functions are embedded into the me-
ters for the calculation of the dummy values. The meters measure the actual values of 
power and then use those functions to calculate the dummy values of power to send them 
to the control room. These functions are only known to the control room. 

In the control room, to detect the FDI attacks, these functions are used to recalculate 
the dummy value by using the actual values obtained from the measurement vector. Then, 
the recalculated dummy value is compared with the dummy value obtained from the 
measurement vector for attack detection. The following equations are used in the control 
room to compare the calculated dummy values and received dummy values of active and 
reactive powers injected into all the buses: 

𝑟𝑟𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) = 𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑗𝑗) − (𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣) 

𝑗𝑗 = 1,2,3, … … , 𝑏𝑏 
(34) 

𝑟𝑟𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) = 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑗𝑗) − �𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣� 

𝑗𝑗 = 1,2,3, … … , 𝑏𝑏 
(35) 

The measurement vector received in the control room at the yth instant is 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝. Here, 
𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑗𝑗) and 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)

′ (𝑗𝑗) represent the jth entries of the received vectors 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)
′  and 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲)

′ , 
respectively, which contain the dummy values of the active power and reactive power 
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received in the control room at the yth instant. 𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) and 𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) denote the jth en-
tries of the received vectors 𝐩𝐩𝐯𝐯𝐯𝐯(𝐲𝐲) and 𝐪𝐪𝐯𝐯𝐯𝐯(𝐲𝐲), respectively, which contain the actual val-
ues of the active power and reactive power received in the control room at the yth instant. 
𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)  and 𝑞𝑞𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)  are taken from the received measurement vector. 𝑟𝑟𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗)  and 
𝑟𝑟𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) represent the jth entries of the residue vectors 𝐫𝐫𝐯𝐯𝐯𝐯(𝐲𝐲) and 𝐫𝐫𝐯𝐯𝐯𝐯(𝐲𝐲), respectively, 
which contain the residues for the active and reactive powers injected into the buses at the 
yth instant. Similarly, the equations for calculating the residues for the forward and back-
ward powers flowing through the transmission lines are given by: 

𝑟𝑟𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) = 𝑝𝑝𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑗𝑗) − �𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣� 

𝑗𝑗 = 1,2,3, … … , 𝑡𝑡 

(36) 

𝑟𝑟𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) = 𝑞𝑞𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)
′ (𝑗𝑗) − �𝛽𝛽1𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽3𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣� 

𝑗𝑗 = 1,2,3, … … , 𝑡𝑡 
(37) 

𝑟𝑟𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) = 𝑝𝑝𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (𝑗𝑗) − �𝛽𝛽1𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑝𝑝𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑝𝑝𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽3𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤� 

𝑗𝑗 = 1,2,3, … … , 𝑡𝑡 
(38) 

𝑟𝑟𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) = 𝑞𝑞𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)
′ (𝑗𝑗) − �𝛽𝛽1𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑞𝑞𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽2𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑞𝑞𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) + 𝛽𝛽3𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤� 

𝑗𝑗 = 1,2,3, … … , 𝑡𝑡 
(39) 

In these equations, the dummy and actual values are obtained from the received 
measurement vector in the control room. 𝑟𝑟𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) , 𝑟𝑟𝑣𝑣𝑣𝑣𝑣𝑣(𝑦𝑦)(𝑗𝑗) , 𝑟𝑟𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗),  and 
𝑟𝑟𝑤𝑤𝑤𝑤𝑤𝑤(𝑦𝑦)(𝑗𝑗) represent the jth entries of the residue vectors 𝐫𝐫𝐯𝐯𝐯𝐯𝐯𝐯(𝐲𝐲) , 𝐫𝐫𝐯𝐯𝐯𝐯𝐯𝐯(𝐲𝐲) , 𝐫𝐫𝐰𝐰𝐯𝐯𝐩𝐩(𝐲𝐲) , and 
𝐫𝐫𝐰𝐰𝐰𝐰𝐰𝐰(𝐲𝐲), respectively, which contain the residues for the active and reactive powers flowing 
through the transmission lines in the forward and backward directions at the yth instant. 
The overall residue at the yth instant is calculated using 

                 𝑟𝑟 = �𝐫𝐫𝐯𝐯𝐯𝐯(𝐲𝐲)� + �𝐫𝐫𝐯𝐯𝐯𝐯(𝐲𝐲)� + �𝐫𝐫𝐯𝐯𝐯𝐯𝐯𝐯(𝐲𝐲)� + �𝐫𝐫𝐯𝐯𝐯𝐯𝐯𝐯(𝐲𝐲)� + �𝐫𝐫𝐰𝐰𝐰𝐰𝐰𝐰(𝐲𝐲)� + �𝐫𝐫𝐰𝐰𝐰𝐰𝐰𝐰(𝐲𝐲)� (40) 

For a secure system: 

𝑟𝑟 = 0  

If the total residue has some value other than zero, the system is considered attacked. 
The attacker hacks the measurement vector 𝐳𝐳𝐝𝐝𝐝𝐝 and sends the vector 𝐳𝐳𝐝𝐝𝐝𝐝𝐝𝐝 to the control 
room after making the attack. As the attacker does not know which are the dummy values, 
the attacker will attack dummy values too. The attacker also does not know about the 
relationship used to calculate the dummy value. As a result, the attack is easily detected 
in the control room, as the value of r will not be equal to zero. 

This proposed model of the variable dummy value can tackle the limitations of the 
fixed dummy value model and the stealth FDI attacks can be detected in an efficient way. 

6. Results of the Variable Dummy Value Model 
The proposed model with the fixed dummy value can be bypassed, as the dummy 

value is constant for all the instances. The dummy value should change with the change 
in the actual value. In the variable dummy value model, the limitation of the fixed value 
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dummy model is overcome by changing the dummy value at every instant. The variable 
dummy value model was implemented for the AC power flow model of the IEEE 14-bus 
system. A dummy value was selected in such a way that it should remain close to the 
actual value of that power and this feature depends upon the values of constants used in 
the linear function. For the selection of the constants, the MLR model is built for the cal-
culation of all dummy values. Before using the MLR model, we must select the dummy 
values as outputs to find the relationship between the input and output. To select the 
dummy value of power at any instant for MLR, any value is picked from its actual values 
that occurred for the whole one year prior to that instant. The multivariate linear regres-
sion model was run for all the linear equations, and we obtained the best values of the 
constants for a particular equation that gave the minimum cost for that equation. Table 2 
shows the values of constants at the first instant for the first five buses and the first five 
transmission lines. 

Table 2. Constants used for the calculation of dummy values of active and reactive powers injected 
into the first 5 buses and the active and reactive powers flowing through the first five transmission 
lines in the forward and backward directions. 

Calculation of Dummy Values of Active Powers Injected into the Buses 
Bus No. 𝜷𝜷𝟏𝟏 𝜷𝜷𝟐𝟐 𝜷𝜷𝟑𝟑 

1 0 40.81 196.30 
2 0 3.1 21.06 
3 0 13.45 −82.22 
4 0 6.83 −41.72 
5 0 1.09 −6.63 

Calculation of Dummy Values of Reactive Powers Injected into the Buses 
Bus No. 𝛽𝛽1 𝛽𝛽2 𝛽𝛽3 

1 0 6.73 −10.30 
2 0 10.78 21.73 
3 0 7.29 −0.27 
4 0 1.13 5.13 
5 0 8.25 −9.88 

Calculation of Dummy Values of Active Powers Flowing through the Transmission 
Lines in Forward Direction 

From To 𝛽𝛽1 𝛽𝛽2 𝛽𝛽3 
1 2 0.91 29.57 131.57 
1 5 −1.22 10.93 64.73 
2 3 −9.36 −1.44 63.66 
2 4 −5.18 −2.62 49.21 
2 5 −3.07 −2.48 36.6 

Calculation of Dummy Values of Reactive Powers Flowing through the Transmission 
Lines in Forward Direction 

From To 𝛽𝛽1 𝛽𝛽2 𝛽𝛽3 
1 2 5.97 −1.03 −14.04 
1 5 4.91 5.21 3.74 
2 3 1.08 0.13 4.71 
2 4 −0.13 −0.03 −1.62 
2 5 −0.22 −0.27 0.81 

Calculation of Dummy Values of Active Powers Flowing through the Transmission 
Lines in Backward Direction 

From To 𝛽𝛽1 𝛽𝛽2 𝛽𝛽3 
1 2 2.8 −24.45 −128.41 
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1 5 2.8 −8.55 −62.63 
2 3 8.85 1.35 −61.85 
2 4 4.9 2.48 −47.89 
2 5 2.95 2.38 −35.88 

Calculation of Dummy Values of Reactive Powers Flowing Through the Transmission 
Lines in Backward Direction 

From To 𝛽𝛽1 𝛽𝛽2 𝛽𝛽3 
1 2 5.35 16.66 17.83 
1 5 1.65 4.65 −0.38 
2 3 −3.25 −0.53 −1.68 
2 4 −0.74 −0.39 2 
2 5 −0.16 −0.04 −2.31 

Figure 8 shows the learning of the MLR model when finding the parameters of the 
linear equation used to find the dummy values of P1. The constants of the equation of the 
line that best fit the training data were found. Constants for all the linear equations were 
found in this way and those equations were embedded in the meters to calculate the 
dummy values. Table 3 shows the actual values and the dummy values for the variable 
dummy value model at a single instant for the first five buses and first five transmission 
lines. 

 
Figure 8. Training of the multivariate linear regression model to find the constants of the equation 
used to calculate the dummy values of P1. 
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Table 3. Active and reactive powers injected into the first 5 buses and the active and reactive powers 
flowing through the first 5 transmission lines in the forward and backward directions for the varia-
ble dummy value model. 

Active Powers Injected to the Buses 
Bus No. Actual Value (MW) Dummy Value (MW) 

1 232.11 232.02 
2 18.41 14.74 
3 −93.94 −154.82 
4 −47.88 −87.64 
5 −7.58 −9.95 

Reactive Powers Injected into the Buses 
Bus No. Actual Value (MVAR) Dummy Value (MVAR) 

1 −16.49 −45.96 
2 30.79 −26.41 
3 5.98 −32.63 
4 3.9 0.58 
5 −1.6 −44.16 

Active Powers Flowing through the Transmission Lines in Forward Direction 
From To Actual Value (MW) Dummy Value (MW) 

1 2 156.65 131.57 
1 5 75.46 64.73 
2 3 73.11 63.66 
2 4 56.14 49.21 
2 5 41.53 36.6 

Reactive Powers Flowing through the Transmission Lines in Forward Direction 

From To Actual Value (MVAR) 
Dummy Value 

(MVAR) 
1 2 −20.35 −14.04 
1 5 3.86 3.74 
2 3 3.57 4.71 
2 4 −1.54 −1.62 
2 5 1.17 0.81 

Active Powers Flowing through the Transmission Lines in Backward Direction 
From To Actual Value (MW) Dummy Value (MW) 

1 2 −152.37 −128.41 
1 5 −72.7 −62.63 
2 3 −70.79 −61.85 
2 4 −54.46 −47.89 
2 5 −40.62 −35.88 

Reactive Powers Flowing through the Transmission Lines in Backward Direction 

From To Actual Value (MVAR) Dummy Value 
(MVAR) 

1 2 27.58 17.83 
1 5 2.21 −0.38 
2 3 1.55 −1.68 
2 4 3.01 2 
2 5 −2.1 −2.31 

In the control room, the dummy values were again calculated by using the obtained 
actual values from the measurement vector and those recalculated dummy values were 
subtracted from the obtained dummy values to find the residue. The residue should be 
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zero for a secured system. The results of the proposed model of the variable dummy value 
are shown in Figure 9, where the model was evaluated using simple and stealth attacks. 
Safe measurements are also shown in the figure. The residue is plotted along the vertical 
axis. For safe measurements, the value of the residue was zero, as shown in the bar graph. 
However, for simple attacks and stealth attacks, the residue had some value greater than 
zero. Therefore, simple and stealth attacks were detected by our proposed variable 
dummy value model. As a result, the limitations of the fixed dummy value approach were 
handled by this variable dummy value model, and stealth FDI attacks were easily detected 
in the control room. 

 
Figure 9. Results of the variable dummy value model for simple and stealth attacks. 

7. Discussion 
Stealth false data injection attacks create huge damage to a power system. Such kinds 

of attacks should be detected for a smooth and reliable power flow in a smart grid. The 
proposed model was applied for the detection of such attacks. The model was based on a 
dummy measurement. The meters in the smart grid send the actual measurement and the 
dummy measurement. There are two techniques in the proposed model, namely, the fixed 
dummy value model and the variable dummy value model. 

Both techniques were validated through the experimental results. The first technique 
of the fixed dummy value model could detect FDI attacks. However, at the same time, this 
technique has some limitations. When the attacker does not attack the dummy value of 
measurement, i.e., only the actual measurement is attacked, the control room is not able 
to detect that attack. The second technique of the proposed model, such as the variable 
dummy value model overcomes the limitation and the FDI attacks that were left unno-
ticed by the fixed dummy value model were detected by the variable dummy value 
model, as validated by the results. 

The proposed model does not require the installation of any extra buses or transmis-
sion lines. There is no need to install any extra meters. Therefore, the model can be effec-
tively applied to a smart grid and is economically efficient. From the viewpoint of long-
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term operation, the proposed model can be applied to make a smart grid more protected 
and secured. In the future, an extension of this work can be done to practically implement 
the model for a smart grid, which will protect the smart grid from FDI attacks. Some other 
methods can be adopted to set the dummy values of the power in the future. The proba-
bility of launching the attack can be minimized in this way. 

8. Conclusions 
Two-way communication is one of the most important features of a smart grid. These 

communication links may be hacked by attackers to launch attacks. A lot of damage, as 
well as loss, can be caused by cyber-attacks on a power system. Financial benefits can be 
obtained by the attacker through these attacks. An attacker can also create technical prob-
lems. Power information can be corrupted or blocked. The values of power can be in-
creased or decreased, which will cause power blackouts or power outages. The accurate 
and continuous power flow can be ensured by detecting and minimizing cyber-attacks. 
The methods of DC state estimation, as well as AC state estimation, are unable to detect 
stealth FDI attacks. 

For this purpose, in this study, a model based on dummy measurement values was 
proposed and implemented for the detection of stealth FDI attacks. The overall proposed 
model consisted of a fixed dummy value model and a variable dummy value model. The 
fixed dummy value model showed promising results against FDI attacks but with some 
limitations. The variable dummy value model handled those limitations and the stealth 
FDI attacks were efficiently detected in the control room using our proposed model. Sim-
ulations were performed for the model and the results indicated that all the stealth FDI 
attacks were detected in the control room. We made the power system a secure one. 
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