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Abstract: This study presents an analytic model to support the general public in evaluating digital
currency exchange platforms. Advances in technologies have offered profitable opportunities, but
the general public has difficulty accessing appropriate information on digital currency exchange
platforms to facilitate their investments and trading. This study aims to provide a decision support
system using analytic models that will guide the public in deciding the appropriate digital currency
exchange platform for trading and investment. The overarching objective is to support the public
in embracing the new era of a dependable, trustworthy, and sustainable digital society. Particularly,
this study offers an analytics model that compares numerous well-known digital currency exchange
platforms based on the opinions of 34 human expert members on six main criteria to identify the most
suitable platform. In this study, the analytic hierarchy process approach, which is a multiple-criteria
decision-making method, and Expert Choice software were used for decision support. Using pairwise
comparisons of exchanges with respect to the criteria in the software, the weight of each exchange
was determined, and these weights became the basis for prioritizing the exchange platform. This
study provides valuable insight into how an analytics-driven expert system can support the public in
selecting their digital currency exchange platform. This work is an integral part of an effort to help
disruptive digital technology become widely accepted by the general public.

Keywords: blockchain; cryptocurrency; evaluation; quantitative method; platforms

1. Introduction

Digital innovations are paving new ways to live in Industry 4.0. Rapid advances
in technology have allowed great innovations, such as ubiquitous computing and other
smart services [1]. Cryptocurrency, which allows the decentralized control of financial
transactions, is one of the most exciting new inventions. Innovation in cryptocurrency
has allowed financial transactions with reduced dependability on centralized financial
organizations [1,2]. Despite their great innovations and prosperous future opportunities,
cryptocurrencies are still restricted by their lack of wide acceptance and use. The main
difficulty is the technical complexity for the general community to understand its working
mechanism and trust its operations.

Digital currencies use complex codes and encryption protocols to transfer all the
information that supports secure transactions. These protocols have been developed
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based on the complex principles of mathematics and computer engineering to improve
security [1,3]. These protocols can also mask the identity of digital currency users and
prevent probing by other organizations; therefore, the rules of engagement in the finance
industry have been disrupted.

Such innovations have a fundamental impact on society, and it takes time for the
public to understand and trust new instruments. Many investors are interested in invest-
ing in cryptocurrencies; thereby, a gap was identified in the literature relating to a lack
of sustainable, trustworthy, and dependable sources of information that support naive
customers [2,4]. The general public can use digital exchanges to trade cryptocurrencies,
but they are often lost as to which exchanges will provide the best usability or security.
Therefore, much of the previous research in the sustainability context has been carried
out in isolation from each other and, thus, is weak in terms of explanation and theoretical
development [5]. This research is particularly useful in a field such as digital currency
exchange, in which the theoretical and conceptual frameworks for this study problem
are under-researched and, therefore, possibly inadequate. The main objective is to sup-
port the public in embracing the new era of a dependable, trustworthy, and sustainable
digital society.

We therefore seek to explore an analytic model to support the general public in evalu-
ating digital currency exchange platforms. We conduct an exploratory study to introduce
an analytic methodology for identifying the appropriate digital currency ex-change us-
ing industry-benchmarked indices. The question guiding this research is: Which criteria
choices exist for selecting the most appropriate digital currency exchange? Expert Choice
software was used to conduct pairwise comparisons of the criteria and exchanges. This
study invited 34 expert members in digital currency exchange, and their opinions were
analyzed to allocate weights to the selected performance indices for digital currency ex-
change platforms. The refined model is a recommender system for digital currency traders
to select an appropriate exchange platform. The experimental outcome demonstrates that
a recommender system learns from expert members’ opinions, allowing expert members’
knowledge to be represented in the model for a broader community to access.

This model helps make sense of occurrences, ensures the important issues are not
overlooked, provides a set of digital currency trading platforms to be investigated, and
guides the researcher’s interpretation and focus in the field. The experimental analysis
compared six major digital currency exchange platforms using six performance indices
based on the opinions of 34 expert members. As time passes, and the performance indices
change, the model may recommend an alternative platform. This represents a knowledge
management system that can support future digital currency traders in selecting digital
currency exchange platforms. The scientific contribution of this article is significant in
setting up an evaluation framework for recommending an appropriate digital currency
exchange system given industry-benchmarking variables/indices.

The remainder of this paper is structured as follows: The next section presents the
research background of research on digital currency, cryptocurrency, and blockchain. The
research method and details of our approach to data collection and analysis are then
presented. Next, we present the research findings, and the paper concludes with discussion
of future research directions.

2. Literature Review
2.1. Digital Currency

Digital currency has disrupted the financial industry since 2008 with its ability to offer
peer-to-peer, faster, cheaper, more secure, more convenient, and efficient payment systems
that can outpace traditional banking systems. Today, digital currencies are recognized as
alternative methods of currency exchange and are used in many financial transactions, with
people using digital currencies for profitable investment [6,7].

Digital currencies such as Bitcoin, Ethereum, and Ripple are emerging as new forms
of money and currencies in general. Both digital and traditional currencies can be used to
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mediate exchanges, preserve asset value, and act as account control units [8,9]. Bitcoin was
the first digital currency introduced in 2009. On 22 May 2010, two pizzas were purchased
for 10,000 bitcoins for the first time. At that time, each Bitcoin was worth USD 0.0025.
That day is known as “Bitcoin Pizza”, in which a real person paid 10,000 bitcoins to buy
two pizzas worth approximately $25 [10]. In the second week of May 2021, the same
10,000 Bitcoins were worth more than 500 million dollars. The rise of digital currency has
expanded into the business of digital wallets and currency exchange platforms and has
introduced platforms that enable investors to trade digital currency [11].

Unlike Fiat currencies, digital currencies have no centralized reference. All transactions
are validated by a network of volunteering nodes (miners) and are subsequently registered
in the blockchain distribution office after a collective agreement [12]. The ultimate goal of
digital currency is to become an alternative payment system that complements or competes
with conventional payment systems. Regardless of whether such a goal is achievable, some
digital currency performances have prompted competent authorities of some EU countries
to grant licenses to digital currency exchange institutions.

Digital currency is an advanced innovation in the field of FinTech and is a universal
connection point for many different services and technologies. This evolution has led to
a series of public events worldwide [13]. The fundamental cryptocurrency markets are
similar to stock markets. However, analysis shows that the digital currency market is more
fragile than the stock market, and it is now considered a high-risk financial market [13,14].

2.2. Digital Currency Exchanges

Digital currency exchanges are often targeted and compromised by cyber-attacks,
leading to significant losses for depositors and closure of affected exchanges. These threats
pose major risks to the lives of public blockchain ecosystems [15].

Digital currency exchanges allow users to buy and sell digital currency. Exchanges
play a vital role in the digital currency ecosystem by providing a marketplace for trading,
liquidity, and price discovery [16,17]. Many exchanges only offer digital currency trading
services, while others support Fiats for digital currency transactions [18,19].

Similar to the stock market, people invest in digital currency exchanges to take ad-
vantage of digital currency price changes (if favorable). There are three types of digital
currency exchange platforms: centralized exchanges (CEX) managed by a company or
organization, decentralized exchanges (DEX) that provide an automated process for peer-
to-peer transactions, or a combination of both CEX and DEX [4,20]. Hundreds of digital
currency exchange platforms are emerging to facilitate the trading of digital assets as an
essential ecosystem in trading platforms. In addition, the market attracts attackers. Many
scam attacks on digital currency exchange platforms have resulted in significant financial
losses [21].

Digital currency markets have remained attractive. Exchanges are primarily used
for commercial profit. However, these trades face certain treatment from traders during
their fluctuations and liquidity [14]. Digital currency trading on current digital exchange
platforms is a trust-based process in which the parties involved in the exchange must have
complete trust in the service provider. It has been proven several times that this trust can
lead to fraud, theft of funds, or, for some reason, service providers simply disappear; other
times, there may be hacks on platforms that voided digital assets [22,23].

2.3. Cryptocurrency

Cryptocurrencies have a history of poor security, and it is claimed that more than one-
third of the exchanges were in jeopardy [24,25]. After being compromised, attackers can
copy the exchange wallet (a set of private encryption keys) and steal all of its coins [26,27].
Unlike the regular banking system, all theft transactions through the Bitcoin network are
irreversible [28]. Bitcoin market capitalization surpassed all other digital currencies in the
market. However, its high monetary value makes it an attractive target for cyber-criminals.
Hacking campaigns typically target the weakest points in the digital currency ecosystem.
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The weakest point in the Bitcoin ecosystem is the exchange operation system. As every
exchange law violation potentially reduces the market value of Bitcoin by billions of dollars,
this is a threat not only to exchanges, but also to the majority of Bitcoin owners [12].
Therefore, the effects of transaction volume and exchange size on the level of security
breaches have also been examined.

The general public has no way of accessing sensitive information about the past
security history of a digital exchange or its operational mechanism. A computer system
that learns from the opinions of other professionals in the discipline (of digital currency
trading) can help the public make informed decisions. This research focuses on providing
such information through analytic modeling of human experts” opinions. This analytical
model is discussed in the following section. A summary of the literature review in related
fields is provided in Table 1.

Table 1. A Summary of Studies Conducted to Improve the Field of Digital Currencies and Exchanges.

Authors Descriptions

Providing a new location-scale distribution family to understand

i 27 T . ..
Alzaatreh and Sulieman [27] the distributional characteristics of digital currency return rates

Reviewing existing payment protocols and introducing new
Xia, et al. [21] payment protocols to enhance the exchange of basic
payment information

Xia, et al. [21] Identifying and describing scams in digital currency exchanges

Using convolutional neural network to classify digital

Alonso-Monsalve, et al. [28] exchange rates

Checking the security status of digital currency exchanges and

uga, et al. [29 7 I .
Suga, e (291 determining general management and security instructions

Discovering the problems of IDEX and Bithumb exchanges and

Jang and Lee [30] setting instructions for improving capabilities

Determining the basic features of using mathematical modeling

. [22 1
Torres, etal. [22] systems to predict digital currency rates

Identifying pattern of an attack used to exploit Bitcoin currency
Shah, et al. [12] platforms using an industrial standard to report information on
cyber security breaches

Investigating how to achieve the highest security and multi-layer

Takahashi and Lakhani [31] security analysis for digital currency exchange service providers

Providing analytical insights to help understand digital currency

Aras [32] as a financial asset
Czaplinski and Examining the efficiency of digital currency markets and
Nazmutdinova [11] examining Kraken, Bitfinex and Bitstamp exchanges

Providing a decentralized transaction solution based on smart
Shih, et al. [33] contracts on the Ethereum network to support users’ trust in
digital currency providers

Examining the problems of digital currency platforms, problems

Shah, etal. [12] of custody of customer assets and not abusing them

Conducting vulnerability analysis of potential digital currency
Kim and Lee [34] exchanges and users’ walletsInvestigating market risk
management methods despite the existence of Blockchain

Investigating the inflexibility of price changes for 20 digital

Sohaib, et al. [35] currency exchanges from 2013 to 2017

Providing an economic model to attract short-term motivations
Johnson, et al. [36] for digital currency exchanges with respect to security
investments and transaction costs
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Table 1. Cont.

Authors Descriptions

Providing a secure theft mechanism to detect theft from

McCorry, et al. [37] exchanges and block withdrawals

Providing a method of price forecasting and studying the hidden

Park, et al. [35] behaviors of investors

Identifying the drivers of competition in digital

Jay, etal. [39] currency transactions

Determining the exchange rate of Bitcoin against the US dollar

Liand Wang [40] with the help of a combination of time series

One of the advantages of digital currency is its decentralized operation. All activities
and values in this market are controlled and evaluated by independent complex program-
ming, and banks or government officials have no authority or control over them. This aspect
of digital currency has evaded government intervention and market manipulation [3,4].

Digital currencies can also be traded as real currencies [5]. Traders can use digital
currency exchange facilities to convert digital currencies into tangible and physical money,
such as dollars, pounds, or euros [10,32]. The major risk at this stage is that hackers can
block or tamper with money flow during conversions [41].

In the past, many people invested in stock markets to earn profits. The emergence of
cryptocurrencies has allowed many investors to invest in digital currencies for profit [15,42].

2.4. Digital Currencies and Blockchain

Digital currencies based on blockchain technologies have difficulties dealing with
alternative currencies [16,30]. Digital exchanges have emerged to make buying, selling, and
trading digital currencies convenient. The exchange used an online platform that allowed
the exchange of digital currencies from one to another based on their current market values.
Similar to trading in traditional financial commodities, profit from digital currencies has
become more convenient [43,44].

The essential nature of exchange is its ability to trade various digital currencies ef-
fectively and conveniently. The exchanges need to offer buying, selling, loss limit, and
other typical trading services; therefore, buying and selling the user’s digital currency can
be convenient and automatic. With the continued expansion of digital currencies, some
large exchanges attempted to provide more facilities, including security for users, margin
trading capabilities, over-the-counter (OTC) trading, and futures trading.

Margin transactions are transactions in which the user can borrow money up to
a certain multifold of her/his current capital, trade with more capital, and return the
exchange money once the transaction is complete—either profit or loss. In the case of loss,
the exchange may take his/her assets to compensate for the loss [14,42].

However, the OTC market does not have a central physical location. In this market,
transactions are made directly between traders without exchange supervision [42]. OTC
offices are popular for people who want to sell large quantities of coins without resorting
to exchanges. Currently, many digital currency exchanges offer OTC services.

In digital currency futures trading, the user buys an asset at its future price and
deposits his/her money at a time of their choosing. Futures trading allows traders to
predict the future asset prices. At the conclusion of a futures trade, both parties involved
in the transaction will buy and sell goods and assets at an agreed price [11,13]. The total
income of the exchanges is provided by the fees they receive for the services provided.
Before registering on the cryptocurrency trade platform of any exchange, the user should
research the security confidence of that exchange, previous security breach history (if any),
costs and pricing, types of coins available in the exchange, and other factors.
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3. Research Methods

The (AHP), developed by Wind and Saaty in 1980 [45], is a set of multiple-criteria
decision-making models that analyze post-classification outcomes. The AHP is a structured
technique for organizing, analyzing, and making complex decisions based on mathematics
and psychology because a decision-maker makes his or her judgments based on knowledge
and experience. The AHP has a tree-like hierarchy in which the scales are compared in
pairs at the level of this tree, and this action considers the essential aspects of a complex
problem. As a result, the AHP’s approach is consistent with the decision maker’s behavior.
This theory is known as the leading theory in multiple-criteria decision-making [45].

The AHP uses several levels of objectives, criteria, sub-criteria, and options. These
were then compared using a set of pairwise comparisons. These comparisons are used to
calculate the weight of the importance of the decision criteria and the relative performance
criteria of the options from each decision criteria perspective [46,47].

To decide and prioritize, we must break down the decision into four steps:

Defining the problem and determining the knowledge structure of the problem.
Creating a hierarchical structure of the problem from top to bottom by setting decision
goals, intermediate levels, and options.

e  Creating a set of pairwise comparison matrices. Each criterion at each level is immedi-
ately defined as a comparison factor for its lower level.

e  The priorities obtained from the comparisons were used to measure the priorities at
the lower level of the matrix. This is done for each element; then, the weighted values
are added, and the overall prioritization for each element is obtained at the lower
level—this process of weighting and adding continues until the least priority options
are determined [46].

This study selected a Delphi panel consisting of 34 people familiar with digital currency
exchange platforms and experts with academic credentials in this field. The AHP also
utilized Expert Choice software.

Expert Choice software can perform pairwise comparisons and prioritize options more
easily. This study employed Expert Choice software to analyze and prioritize the options.

This paper provides an overview of well-known exchanges followed by the selection
of performance indices. The subsequent sections address the experimental results and
provide further discussion.

3.1. An Overview of the Most Well-Known Exchanges

Several exchanges and trading platforms are available in the digital currency market.
Therefore, it is difficult to select one option. The number of digital currency exchange plat-
forms is growing daily, and, according to Deloitte [48], there are more than 34,000 current
exchanges with active markets. Of all these exchanges, only a few are well known to the
public. They continue to build their reputations and credibility through new updates. This
study selected 60 digital currency exchange platforms. Six exchange platforms were further
identified based on the criteria of security, user interface, support services, trading volume,
and the number of tradable digital currencies [16,48]. The selection also considered the
opinions of the expert panel.

This study compares and analyzes the six selected major exchange platforms to make
appropriate recommendations.

3.2. Prioritization of Digital Currency Exchange Platforms

Choosing a good and safe exchange is the most important step in using digital curren-
cies. The main goal of this study is to select the best exchange based on a number of known
and accepted criteria.

In this case, the selection of the best exchange was analyzed using a multiple-criteria
method. This study examined and compared six selected exchange platforms: Coinbase,
Binance, Kraken, Bittrex, Cex.io, and Bitstamp.
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To select an appropriate exchange for digital trading, some factors and criteria can
influence the selection based on expectations and needs. The factors in this research include
security, user interface, support services, trading volume, number of tradable digital
currencies, and trading fees based on a literature review [16,48], as shown in Figure 1.

Eest Digital Currency
Exchanges
Dhumber of i
Trading fees Uzer irter fice tradable Trading vohume i — i Securify
serptogeaghy -
Biztamp Cexzio Buittrex Kraken EBinance Conbaze

Figure 1. The hierarchical structure of the best exchanges [11-27].

Table 2 lists the literature supporting the selection criteria. The Delphi method was
used to learn from the opinions of experts. The Delphi method is a useful research instru-
ment that collects experts” opinions on a specific issue when there is incomplete information
or when there are differing opinions. The Delphi method can reach a specific outcome
through successive stages of the questionnaire with the anonymity of the experts main-
tained at every stage [49,50].

Table 2. Results of Delphi research and study on the selection of criteria for prioritizing digital
currency exchanges.

Criteria Research
Security Rahouti, et al. [9]; Pj, et al. [51]; Roca, et al. [52]
Being user-friendly Cary [53]; Krishnan, et al. [54]; Wang and Gao [10]
Support services Cary [53]; Krishnan, et al. [54]; Wang and Gao [10]
Trading volume Vidal, et al. [55]
Digital currencies Vidal, et al. [55]
Trading fee Vidal, et al. [55]

In this study, a Delphi panel asked 34 people who were familiar with digital currency
exchange platforms or expert academic members. The Delphi survey was conducted
through email to experts for convenience during the COVID lockdowns.

Cary [53]; Krishnan, et al. [54]; Wang and Gao [10]

3.3. Calculation Based on the Proposed Model

After deriving the factors and options, the problem is divided into criteria and options.
Our hierarchical model was formed using six criteria and options. The hierarchical structure
below shows the goals, options, and criteria for the problem.
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Expert Choice software was used to determine the weight of each criterion. We first
evaluated each criterion; the more important the criteria are, the more weight they should
be assigned. We then evaluated each criterion for each option to calculate the weight of
the option (see Table 3). Similarly, the specified weight of each criterion is presented in the
table below. Comparisons were stable if the inconsistency rate (CR) was less than 0.1.

Table 3. Criteria’s weights.

Criterion Weight
Security 0.465
User-friendliness 0.046
Support services 0.167
Trading volume 0.139
Number of tradable digital currencies 0.069
Trading fee 0.114

In the next step, information related to each of the criteria for the selected six exchanges
was collected, and the evaluation of the criteria was based on their performance history and
other information. A decision-making matrix was developed based on the Saaty scale [47]
to address this issue. Finally, Table 4 below presents the total score for each exchange, using
different criteria.

Table 4. Total score of exchanges.

Exchanges
Criteria
Bitstamp Cex.io Bittrex Kraken Binance = Coinbase

Security 0.082 0.082 0.270 0.148 0.148 0.270
_ User- 0.080 0.366 0.136 0.052 0.136 0.231

friendliness
Support services 0.415 0.183 0.031 0.77 0.110 0.183
Trading volume 0.075 0.028 0.045 0.099 0.605 0.149
Digital 0.027 0.054 0.349 0.073 0.437 0.061

currencies

Trading fee 0.164 0.164 0.164 0.139 0.335 0.033
Overall score 0.133 0.111 0.207 0.126 0.215 0.209

According to Table 2, the best exchange was the Binance Exchange with the highest
score of 0.215. The Coinbase Exchange was in second place with a score of 0.209, and
Bittrex was in third place with a score of 0.207. Figure 2 shows the sensitivity of exchange
performance and the relative importance given to each of the criteria by the decision
maker. They can interactively change the length of these bars to understand how the
priorities of the software products change. As the length of a bar increases, the weight of
the corresponding criterion is increased.
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Figure 2. Performance sensitivities of the exchanges.

4. Discussion

The most important concerns when buying and selling digital currencies are safety
and security, and the most critical factor for choosing the right exchange is the security of
the exchange. However, other criteria can also affect exchange platform selection. Based
on an overview of the literature and expert opinion, security, user-friendliness, support
services, volume of exchange trades, number and variety of digital currencies, and trading
fees are effective keys in selecting the exchange platform. This study analyzed six major
exchange platforms based on these six criteria. As you can see in Figure 2 of the Exchange
Performance Analysis, Bitrex Exchange and Coinbase Exchange have higher security scores
of 0.270. Third, regarding security, Binance Exchange received a score of 0.148. In terms of
user-friendliness, Cex.io Exchange had the highest score of 0.366. Second, Coinbase had a
score of 0.231.

According to the evaluation, Bitstamp Exchange offers the best support services, and
the score of this exchange in terms of support services is 0.415. According to the trading
volume criterion, Binance Exchange had the highest score of 0.605. Binance Exchange was
the overall best exchange with a score of 0.215 (see Table 1). With the advancement of
technology and the movement of the world towards blockchain, users’ interest in buying
and selling digital currencies is increasing day by day [56,57]. Following the increase in
the selling and buying of digital currencies, users are looking for suitable exchanges with
important security factors [58]. In this study, the criteria for security, user-friendliness,
support services, trading volume, digital currency, and trading fees were defined according
to the research study and experts’ opinions in the field of blockchain and digital currencies.
Then, six major exchange platforms were reviewed and ranked using the AHP method in
Expert Choice software. Some of these indicators are not available to the general public,
making this expert system invaluable to the wider public when making informed decisions.

5. Conclusions

This study aimed to develop and deliver an analytic-based system to recommend
appropriate digital exchange platform(s) based on expert recommendations. The experts’
recommendations were analyzed through a structured analytic hierarchy process. The
proposed recommender system should inform and aid the general naive public to under-
stand and select digital exchanges, so that interruption to digital society is minimized. This
research should support human users (who are often left behind in technological advances)
to benefit from innovations and disruptions. The overarching contribution of this study is
to provide a sustainable solution based on analytics to inform and guide human users for
more sustainable future digital communities.
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However, in this study, the merits of the six most well-known digital exchange plat-
forms were analyzed based on expert opinions. Human expert opinions were collated and
analyzed to build a decision support model that helped identify the most suitable digital ex-
change platforms using AHP. Such a model can assist the general public in accessing expert
opinions through a decision support system. The proposed system can dynamically change
its weight values based on external circumstantial changes or changes in expert opinions
over time. Such a system is a useful resource for supporting the general public to delve
into new emerging technologies in the new era of intelligent systems and digital services.

There are some limitations attributed to this study that should be noted. These
limitations stemmed from the research paradigm, approach, and methodology, which
is part of the nature of research. First, this quantitative study is based on field data;
thus, the generalizability of the research findings to other fields and other contexts is
limited. According to Dennis and Valacich [59] applying qualitative and case study methods
implies that the research focuses on a non-randomly selected situations and has power in
the generalizability of the findings. Nonetheless, this research does not seek to provide
generalizable findings from a sample to a population, but rather, it seeks to generalize a
particular set of results to a broader theory.

Finally, taking a step further, future research can include more dynamic indicators,
such as exchange web network traffic, the daily number of views, wallet type analysis,
opinions of a large community of users of each exchange, and user reviews. Therefore,
future researchers may opt to interview managers and individuals in several organizations
to evaluation of digital currency exchange platforms.
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