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Abstract

:

The advancement of information communication technology in healthcare institutions has increased information security breaches. Scholars and industry practitioners have reported that most security breaches are due to negligence towards organizational information security policy compliance (ISPC) by healthcare employees such as nurses. There is, however, a lack of understanding of the factors that ensure ISPC among nurses, especially in developing countries such as Malaysia. This paper develops and examines a research framework that draws upon the factors of organizational climate of information security (OCIS) and social bond theory to enhance ISPC among nurses. A questionnaire was adopted in which responses were obtained from 241 nurses employed in 30 hospitals in Malaysia. The findings from the study demonstrated that the ISPC among nurses is enhanced through OCIS factors. The influence on ISPC was even more significant when examined by the mediating effect of the social bond. It implies that influential OCIS factors reinforce social bonds among nurses and eventually increase the ISPC. For information security practitioners, the study findings emphasize the prevalence of socio-active information security culture in healthcare organizations to enhance ISP compliance among nurses.
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1. Introduction


Information systems have become one of the most critical enablers of healthcare establishments in the information economy era due to their role in data management and smooth healthcare operations [1]. Unfortunately, information systems (IS) have become a target of choice for adversaries because their disruption can cause substantial financial and reputational losses [2,3]. information security (Infosec) is a sub-branch of IS responsible for assuring confidentiality, integrity, and information systems availability [4,5]. Many technical and non-technical factors can cause infosec breaches. Studies have witnessed that infosec breaches result from non-technical factors such as employee negligence [6,7]. Therefore, the employee’s behavior should be controlled and restricted to ensure infosec compliance [8]. An essential instrument for ensuring infosec is an organization’s information security policy (ISP). An effective ISP is created in-line with international security standards and best practices [9]. ISP states an organization’s commitment to meet infosec standards by outlining employees’ expected and non-expected behavior. It also determines the penalties for violation of ISP [10]. However, ISP alone is not enough for ensuring the security of any organization. An organization must implement an effective information security policy compliance (ISPC) framework [11,12].



The issue of ISPC has been addressed by an organization and in studies through technical and non-technical solutions. Among the studies using advocating solutions, ref. [13] developed a fake online repository generation engine for cyber deception to solve behavioral infosec problems. Furthermore, ref. [14] presented a multimedia social network model for improving behavioral infosec among employees. Alongside, organizations are also required to develop non-technical solutions to enhance ISPC [15]. According to a report published by IBM, 95% of security breaches occur due to non-technical factors such as human negligence [16]. Parallel to this, literature has also argued that social bonding among employees is a determinant of ISPC [17,18]. A study by [19] concluded that employees are less vulnerable to negligence if they have better social bonding with work, colleagues, and family. Likewise, ref. [18] investigated employees’ behavior towards ISPC from the lens of socialization and cognition. His research proved commitment to ISP, attachment with organization, involvement in specific activities like infosec, and belief that protective behavior towards infosec is essential in safeguarding organizational infosec. In another study, ref. [20] investigated employees’ deviant infosec behaviors. The study results stated that individuals with adequate social bonding within the organizations have fewer chances to violate the ISP.



Researchers have shown a growing interest in creating an ISPC framework for organizations like those in the health sector [21]. Most of the studies were conducted in developed countries [11,22,23,24]. Simultaneously, only a few of those studies were conducted in the context of developing countries like Malaysia. Second, most of the designed frameworks for healthcare organizations lack a behavioral assessment of employees towards ISPC [25]. Furthermore, ref. [26] presented a qualitative study of healthcare employees’ perception of information governance policies.



Similarly, ref. [26] indicated that behavioral infosec controls in healthcare organizations should be investigated. Likewise, ref. [22] studied the infosec awareness and communications problem in the healthcare sector. They have provided several frameworks regarding infosec violations in healthcare institutions and showed that lack of compliance with the ISP is a severe issue. However, all the studies were examined in developed countries; therefore, their findings cannot be generalized to a developing country like Malaysia. Organizations’ infosec in developing countries is confronted with a much different climate, such as top management’s belief and control compared to developed countries [27,28,29]. As per the evaluation by [30] on the Malaysian healthcare sector regarding security culture and awareness, their results suggested a dire need to investigate the determinants of ISPC among Malaysian healthcare organizations. Accordingly, ref. [31,32] presented frameworks regarding ISPC in Malaysian healthcare organizations, but they have only tested the factors such as health belief model, working experience effects, and infosec awareness effects on ISPC. Furthermore, ref. [31,32] suggested that ISPC in healthcare organizations can be improved by factors of organization climate especially, top management support and socialization among healthcare employees.



Organizations’ management plays a vital role in strengthening climate-related to ISPC [28,33]. The organizational climate (OC) is defined in literature as a multi-dimensional construct that consists of multiple properties [11,28] and can affect the attitude of employees [34]. An effective organizational climate substantially affects employees’ motivation to enhance an organization’s policy compliance [35,36]. Existing literature explored that multiple OC factors such as top management beliefs and controls can significantly affect ISP compliance [11,28]. This study aims to advance the efforts of [31,32,37]. According to their research, there is a need to examine top management beliefs about IS security issues and administrative control over the IS security issues to enhance healthcare employees’ ISPC. This study only includes two OC factors: top management beliefs about IS security issues and organizations’ control of IS security issues. We have denoted these factors with the name of organizational climate information security (OCIS) factors. These factors have also been embarked on in literature in the context of infosec [28,38]. However, an empirical examination within the infosec context of a healthcare organization is still a research avenue yet to be explored, especially in a developing country like Malaysia. Furthermore, previous studies have not incorporated the effect, employees’ social bond can improve the ISPC, which according to [19,28,39] is one essential determinant of ISPC. To the best of our knowledge, few studies have investigated the effect employees’ social bond plays in explaining the change in ISPC, especially for healthcare organizations in developing countries like Malaysia.



We have selected Malaysia as a suitable research case for this study. Malaysian healthcare organizations lack a systematic theoretical and practical investigation of noncompliance’s adverse effects with ISPs [32,40]. Malaysian healthcare organizations have more advanced tools and techniques than most developing countries, but their behavioral infosec controls still need improvement [41]. The health information systems (HIS) have multiple components such as Financial Information System (FIS), Clinical Information System (CIS), Nursing Information System (NIS), Laboratory Information Systems (LIS), Picture Archiving Communication System (PACS), and Pharmacy Information System (PIS). Among these health information systems, it is challenging to ensure ISPC for users of NIS and CIS [42,43]. NIS and CIS’s use needs effective handling of private and sensitive information for patients that nurses primarily manage in healthcare organizations [44,45]. It is therefore essential that ISPC is ensured, especially among health care nurses. On the opposite, nurses are more hesitant to comply with ISPC [46,47].



In view of the scope, the current study aims to improve ISPC among nurses through OCIS factors and with the role of social bonding as a mediator. Centered on this context, this study discusses and answers the following research questions:




	RQ1: 

	
Do the OCIS factors (i.e., top management beliefs about IS security issues and organization’s control of IS security issues) enhance social bonding among the nurses in healthcare organizations of developing countries?




	RQ2: 

	
Does the adoption of social bond factors predict nurses’ behavioral intentions towards ISPC in developing countries?









The background of the research has been presented in Section 2. Formulation of the research framework and hypotheses are described in Section 3, while the research methodology is described in Section 4. A detailed results evaluation has been illustrated in Section 5—discussion and conclusions presented in Section 6 and Section 7.




2. Background and Related Literature


Health information systems (HIS) has been introduced in Malaysia in the late 90s. Since then, different government and private hospitals have been utilizing HIS for various purposes [32]. HIS is a multipurpose system that holds records of patients, hospital management, and staff. HIS can be used as a web application or accessed from the internet for data updates and storage. Besides, ease of system accessibility can be vulnerable [31]. The data of HIS is susceptible, and it requires more security and protection. Appropriate security is needed for the personal health information of patients. Regardless of the nature of the information in healthcare environments, users do not take infosec seriously. Some employees have legitimate access to HIS, and negligence can harm the confidentiality of patients’ personals records [11,27].



Due to inadequate compliance with ISPs and employee knowledge, severe violations of data privacy have been reported. According to National surveys, many infosec breaches in the healthcare sector have occurred due to human factors such as lack of knowledge and ignoring infosec policies [48]. To achieve successful system information protection [30], health institutions need more commitment to monitoring these human-associated security breaches. It is noted that health organizations have experienced severe security breaches not only because of technical errors but also because of inefficient security culture, security knowledge, and security management among the organization’s employees [49]. According to a study published in the United Kingdom (UK) [50], technology-based errors account for five percent of a security breach than 95 percent, which was related to inefficient security knowledge employees. Some researchers find that deviant employee security conduct is the biggest threat to healthcare organizations [4,31]. Simultaneously, limited data is available regarding the reason for such behavior in one such study [40]. They have stated that all individuals need to recognize the value of ensuring the protection of organizations. To enhance awareness, there is a dire need to create robust security awareness programs, explaining to the employees how to protect sensitive information’s confidentiality and integrity (i.e., patients’ health records) [51].



Table 1 presenting existing HIS behavioral infosec research findings and limitations. Most of the studies conducted in developed countries, such as [11], presented a study on 252 medical staff, including nurses from United States (US). They proved that majority of security incidents occur because of employees’ negligence. Similarly, ref. [22] conducted a US study with only 64 employees, including nurses, and stated that infosec awareness has no relation to the interval’s demographic profile. Furthermore, ref. [23] conducted a qualitative study in Swedish healthcare organizations and indicated that user intent rationalizations should not be measured through predefined behavior assumptions.



Similarly, ref. [24] presented a mixed-method study in UK healthcare organizations. The study suggested that weak infosec practices by employees of healthcare organizations cause most security breaches. A recent study by [27] presented a framework based on eight behavioral theories constructs. They have taken nine influential variables and tested them with a survey of 433 employees. Their study concluded that among multiple infosec behavior factors, self-efficacy and religion or self-morality are the best predictors of employees’ ISPC. Similarly, ref. [26] examined HIS employees’ infosec behaviors and conducted a qualitative study. The analysis of the study indicated that top management support could enhance infosec behaviors of Healthcare employees.



Meanwhile, studies conducted in developing countries also have some useful findings and limitations. Reference [41] conducted quantitative research with 454 employees (i.e., nurses and paramedical staff) from Malaysian public hospitals and indicated that top management support could enhance healthcare employees’ self-efficacy and trust. The data was collected from the public hospitals; therefore, this study’s findings cannot be generalized to the whole sector. Similarly, ref. [52] examined self-efficacy and user competence towards the effectiveness of end-user HIS security. The study’s scope was very general and not specific towards ISPC in healthcare organizations. Similarly, ref. [31] have experimented with ISPC among Malaysian healthcare employees, including nurses, and stated that the technology acceptance model and the TPB could help assess employees’ security behavior. The study’s limitations were the data was only collected from one hospital, and only 42 employees participated.



The current study aims to advance [31,32,37,41] by addressing their limitations. As exhibited in Table 1, the studies conducted in developing countries have multiple limitations. Most of the studies are not measuring ISPC exactly but measuring other aspects of HIS infosec. Moreover, studies conducted in developing countries mostly experimented on the employees of public healthcare organizations. Thus, their findings cannot be generalized for ISPC in private healthcare organizations as both organization forms have variant organizational climate factors that develop their ISPC.



In contrast, we have developed a comprehensive research framework with the help of existing literature findings and limitations. However, fewer studies have highlighted ISP-related factors that cause the NIS and CIS security breaches in developing countries. However, few researchers have discussed the role of OCIS factors, social bonding, and ISPC, which leads to IS security breaches.




3. Research Framework and Hypothesis


Previous research showed that an individual’s attitude depends on community, friends, and family has perceived internal and external feelings. The employee’s attitude has a strong influence on complying with the ISP [18]. Several research models have been presented to illustrate the essential factors of ISPC [53,54,55,56,57]. Multiple research frameworks have predicted employees’ attitudes towards ISPC, but implementing these complex frameworks in an unpredicted environment, such as the healthcare sector, is nearly unattainable and non-feasible. A simple and effective research framework is required for accessing healthcare employees, especially for nurses. When a large enterprise is selected for ISPC, the first step is to comprehend OC (specifically top management concerns with IS security), enforcing the need for ISPC [28,38]. Multiple studies have indicated that effective OC can enhance an organization’s security culture [11,33,38].



3.1. Organizational Climate (OC)


OC is a multi-dimensional component that includes collecting properties that directly or indirectly affect employees’ attitudes [34]. The OC has substantially affected employees’ motivation to achieve the highest outcomes [35]. The OC’s dynamic nature includes multiple variables that have significant effects on employees’ attitudes. As described earlier, this study focuses on two OC factors: top management beliefs on IS security issues and the organization’s control of IS security issues. Each factor has its proven validity in ISPC and has been used numerous times in the literature. For example, ref. [28,58] used top management beliefs on IS security issues and the organization’s control of IS security issues to investigate employees’ ISPC.



The fundamental explanation for considering these two OC constructs is that several studies have shown a lack of support from top management for IS security issues [30,31,32]. In the current study, we tried to determine how much top management support and organizational influence over IS-related issues would boost compliance with ISPs in health organizations. Furthermore, it has been shown in the previous literature that top management beliefs and organizational control over IS-related issues have a significant effect on individual’s attitudes [11,38]. Hence,



Hypothesis 1a (H1a).

Top management beliefs about IS security issues have positive effects on nurses’ attitude towards ISPC.





Hypothesis 2a (H2a).

Organizations control of IS security issues has positive effects on nurses’ attitude towards ISPC.





One study investigated attachment and OCIS factors relationship and stated that OCIS and attachment (i.e., social cohesion, communications, and so on) has a positive association [59]. Similarly, multiple researchers have confirmed OCIS’s supportive roles and individual attachment and satisfaction [60]. Thus,



Hypothesis 1b (H1b).

Top management beliefs about IS security issues positively affect the nurses’ attachment towards organizational ISPs.





Hypothesis 2b (H2b).

Organization’s control of IS security issues positively affects the nurses’ attachment towards organizational ISPs.





Literature showed that if an organization has good OC, employees tend to accept their organization’s rules and regulations. Moreover, good OC enhances individual bonds and linkages with other organization employees to facilitate organizational goals [59,61,62,63]. The study by [59] established that OCIS factors help maintain a sustainable relationship between employees and organizations. Thus,



Hypothesis 1c (H1c).

Top management beliefs about IS security issues positively affect the nurses’ commitment towards organizational ISPs.





Hypothesis 2c (H2c).

Organization’s control of IS security issues positively affects the nurses’ commitment towards organizational ISPs.





Reference [61] proved that supportive OC factors significantly predict an individual’s involvement with their organization’s objectives. Likewise, ref. [62] have surveyed 1413 employees of 42 countries and found a significant relationship between individual involvement and OC. It is expected that a helpful climate reinforces individuals’ involvement in their organization’s objectives. Thus,



Hypothesis 1d (H1d).

Top management beliefs about IS security issues positively affect the nurses’ involvement towards organizational ISPs.





Hypothesis 2d (H2d).

Organization’s control of IS security issues positively affects the nurses’ involvement towards organizational ISPs.





The relationship between personal norms and social behaviors has long been recognized in literature [64]. Previous research has shown that OCIS factors and personal norms are positively associated [28]. Similarly, ref. [65,66] examined organizational norms’ influence on IS security issues and stated that IS security issues significantly affect individual’s personal norms. Hence,



Hypothesis 1e (H1e).

Top management beliefs about IS security issues positively affect nurses’ personal norms towards organizational ISPs.





Hypothesis 2e (H2e).

Organization’s control of IS security issues positively affects nurses’ personal norms towards organizational ISPs.






3.2. Social Bond Theory (SBT)


Travis Hirschi initially proposed the social bond theory in 1969 [67] that later arose as social control theory. The social bond theory is an exciting way to reaching out to the social problems of individuals. The social bond theory by [67] encapsulates an employees’ attachment to families, commitment to social norms and institutions (i.e., school and employment), involvement in activities, and the belief that these things are important” [68]. The social bond theory is derived from the General Theory of Crime; according to social bond, crime happens when a person’s social bond is weak. This theory describes the social values and social relations between individuals, their social values and their perception of something, their attachment to peers, their participation in their work, their dedication to their goals, and their belief in society’s shared values [19,69]. The social bond theory has four main components—attachment, commitment, involvement, and personal norms [67]. There are plenty of research studies that have tested social bond theory in the context of ISP’s compliance and have deduced that an employee’s compliance with policies is a function of his/her attachment towards the organization [18,19,28].



Reference [67] noted that it might deter antisocial behavior when a person forms an attachment to others. It has been shown that these attachments appear to make them collectively more agreeable to maintaining principles essential to their organizations when co-workers build close bonds with peers [70,71]. IS security researchers found that employees who socialize with peers concerning IS security concerns appeared to be more compliant with IS security regulations [10,18,33,72].



Hypothesis 3 (H3).

Attachment with organizational security issues will positively influence attitude towards the ISPC.





The commitment to a social group or association encourages a sense of social accountability and honors, according to [67]. Employees’ commitment to an organization plays an essential role in promoting or discouraging IS security behaviors [18]. Thus, if their commitment to the organization is strong, an employee is less likely to participate in counterproductive IS behaviors that can undermine their organization’s IS resources [19,58].



Hypothesis 4 (H4).

Commitment to organizational security issues will positively influence attitude towards the ISPC.





Reference [67] believed that psychological development was incompatible with isolation. It is expected that an employee’s involvement in the issues of their company, including IS security issues, would gain some gratification from such an exercise. In general, organizations’ long-term performance bodes well for such involvement, commitment, and personal relationships with colleagues [33]. Studies by [18,73] using the same measuring items comparable to this study showed that the involvement of employees in the IS security problems of their organizations positively influenced attitude to comply with the organizational policies [19,28]. Hence,



Hypothesis 5 (H5).

Involvement with organizational security issues will positively influence attitude towards the ISPC.





Various IS researchers have proposed that the employees’ interpretation of organizational issues is essential to personal norms and individual values. It also includes compliance with appropriate computer conduct and security guidelines [72,73,74]. Therefore, supporting the relationship between compliance with IS security personal norms and ISPC [19,28]. Their findings showed that employees with favorable IS security personal norms were more likely to comply with their organizations’ IS rules [15,19,28,39,75]. Thus,



Hypothesis 6 (H6).

Employees’ personal norms positively influence attitude towards the ISPC.






3.3. Attitude


Attitude is defined as the individual’s positive or negative feelings toward engaging in a specified behavior [18]. This research study captures attitude towards ISPC. Hence,



Hypothesis 7 (H7).

Nurses’ attitudes towards organizational policies will positively influence intention towards the ISPC.





Based on our research hypotheses, Figure 1 below exhibits the research framework of this study. Whereas, Figure 2 demonstrates the multi-mediation model of this study.





4. Research Methodology


This study follows the quantitative research design. The descriptive analysis is integrated with five-point Likert scales ranging from strongly disagree to strongly agreed. The quantitative research method [67] was chosen based on the adopted constructs’ confirmation and generalization. Quantitative research design determines the theory using statistical analysis. Besides, Table 2 provides a comparison of various study designs. The ”Quantitative” column of Table 2 highlights the main features of quantitative research in line with this study’s scope.



4.1. Pilot Test


To validate and improve our research instrument (i.e., questionnaire), we performed a pilot study to evaluate scale items’ reliability and validity. The developed questionnaire was distributed to four public and private hospitals in Malaysia to collect quantitative analysis data. Emails were sent to nurses, and a total of 61 responses were gathered. From the 61 responses, the number of female respondents was higher than that of male respondents. Both private and public hospital nurses reacted appropriately. Furthermore, daily computer usage was documented, which indicates that nurses from different backgrounds and divisions participated. The everyday computer use was recorded from 4 h to 12 h. Most of the respondents know that their organizations have information protection procedures and policies, but most of them do not have the deep knowledge about their organizational ISPs.




4.2. Sampling Procedure


This study aims to collect data of CIS and NIS users (i.e., doctors and nurses). However, the doctors’ data collection was challenging because of doctors’ busy schedules and COVD-19 routine; therefore, we decided to collect nurses’ data. Second, nurses’ use of CIS and NIS is more than any other hospital staff (i.e., doctors and surgeons) [43,47]. According to a report published by Arch Collaborative, nurses have a longer HIS usage training period than doctors. Furthermore, the report identified that nurses are more frequent HIS users than physicians and other hospital staff [76]. Therefore, the nurses working in public and private hospitals in Malaysia were the sample population for this study.



Information relating to nursing workers was extracted from the Report 2000–2020 of Malaysia’s Health Ministry [77]. As per the report, 106,289 nurses are working in public and private hospitals. It was impossible to get a full list of all the nurses. Therefore, we extracted the sample population from the [78] predefined table to generalize the findings.



We collected data from the four Malaysian states: Kuala Lumpur, Selangor, Johor, and Perak. It was near too impossible to approach all the nurses working in all the hospitals. Therefore, hospitals were chosen with the simple random sampling (SRS) method. With SRS, we selected a total of 30 hospitals out of 120 and approached them for data collection. We concentrate on those departments that often deal with humans and computers.



It was impossible to approach all nurses in 30 hospitals because of the resources and time limitations. Therefore, the second round of simple random sampling (SRS) was carried out with each hospital’s HR department’s aid. Finally, randomly selected nurses from each hospital department contribute to this study. We collected the data using self-administered questionnaires by sending google forms to HR departments’ email addresses.



To validate the results, we use Partial Least Square-based Structural Equation Modelling (PLS-SEM) technique. For data analysis, the data range between 200–400 is adequate [79]. We submitted questionnaires to 300 nurses and collected a total of 250 responses. Two hundred forty-one correct responses were taken for further review after the process of data screening. For primary statistical analysis, SPSS-23 was employed. Whereas Smart PLS 3 was used for performing the SEM techniques.




4.3. Measurement Items


The survey was conducted using a simple random sampling technique of Malaysian public and private hospitals. In this perspective, a questionnaire was adapted and measure on a five-point Likert scale ranging from “1 = strongly disagree” to “5 = strongly agree”.



Organizational climate has two sub-constructs; top management beliefs about IS security issues and organization’s control of IS security issues. Top management beliefs about IS security issues were measured using four items adapted from [28]. The organization’s control of IS security issues was measured by three items adapted from [28]. The attachment was measured with four items adapted from [19], a commitment was measured with four items adapted from [19,80]. Whereas involvement was measured by four items adapted from [80], and personal norms were measured with four items adapted from [15,80]. The attitude was measured by four items and adopted from [15]. Finally, the ISPC was measured with four items adapted from [15,18].





5. Data Analysis and Results


In this research, the data were gathered from survey instruments. We first performed a descriptive analysis test followed by demographic analysis. After these, the researcher executed the construct, convergent, and discriminant validity tests. Finally, we tested the hypotheses.



5.1. Descriptive Analysis


Table 3 demonstrates the descriptive values of the constructs. The mean values of all constructs are positive. All the participants of this research study responded positively to OC’s top management beliefs about IS security issues (i.e., Top Management Beliefs-TMB) and the organization’s control of IS security issues (OCS). The social bond, manifested by Attachment (ATC), Commitment (COM), Involvement (INV) and Personal Norms (PN). At the same time, ISPC demonstrates the intention to security policy compliance. Lastly, ATT represents the attitude to comply with ISP. Typically, the symmetry of data is defined by skewness. The values of all the 0 are negatively skewed.



Table 4 demonstrates the demographic statistics utilized in this study. Data analysis indicated that most of the respondents are between 25 to 35 of age, with 38%. Most nurses process an undergraduate degree with 63% and preferably from the public organizations (66%). Results also indicated that nurses with one to five years of experience are more participative than other age groups. Furthermore, they are aware of the security policy (76%) and information technology competence at a high rate (52%).




5.2. Assessment of Measurement Model


We assess the measurement model through Smart PLS. Furthermore, the assessment of measurement model was evaluated through convergent validity and discriminant validity



5.2.1. Convergent Validity


The measurement model was evaluated in terms of reliability, the validity of the constructs, and factor loadings. Table 5 represents all the convergent validity values. The threshold values for factor loadings are 0.5-factor; the loading value must not be less than 0.5. according to [81], one or two values less than 0.708 are acceptable. For reliability and validity, we have used Cronbach’s alpha coefficient, which shows the consistency between the items; according to [82], Cronbach’s alpha value should not be less than 0.70. in this contrast, composite reliability is determined based on factor loadings, and it should be greater than 0.70 [83]. Meanwhile, the average variance extracted (AVE) value for each construct should not be less than 0.05, reflecting the construct’s appropriateness.



The values of rho_A and Chronbach’s alpha were above 0.7 for each construct stipulated that items are reliable for measurement. Furthermore, all constructs’ AVE and CR values are more significant than 0.5, which indicated sufficient convergent validity [84].




5.2.2. Discriminant Validity


Discriminant validity shows the statistical and theoretical variations of each pair of constructs involved in the study [83]. An accurate evaluation is critical as each construct should capture a phenomenon uniquely from the empirical aspects [84]. There are two frequently used methods to test discriminant validity, namely the Fornell-Larcker criterion and heterotrait-monotrait ratio of correlation (HTMT). HTMT is more reliable, unlike the other criterion [83]. The HTMT value is considered to be acceptable at <0.85 [83]. The HTMT value of all constructs is less than 0.85, as seen in Table 6.



The structural model evaluation was carried out in two non-exclusive ways: model fit and approximate model fit. The model fit test relies on geodesic discrepancy (dG) and unweighted least square discrepancy (dULS). At the same time, the standardized root means unbiased residuals (SRMR) and Normed Fit Index (NFI) is used in the estimated model fit test (NFI). As shown in Table 7, the value of SRMR below 0.08 [85] and the value of NFI above 0.9 is considered acceptable [86]. However, for strictly confirmatory studies, goodness-of-fit is theoretically useful.



Moreover, the absolute implementation of any measure of fit is still not fully developed [84]. The exact fit measurements d_ULS value did not meet the threshold for our model. As described by [87], there is little knowledge available on accurate fit measures. Their real usefulness, behavior, and relevance are not sufficiently represented in PLS literature thus far. Further, they have stated that PLS-SEM is primarily built on nonparametric evaluation criteria; therefore, exact fit measures used in covariance-based SEM are not universally transferable to PLS-SEM.





5.3. Assessment of Structural Model


5.3.1. Structured Model without Mediators


Th relationship between exogenous (TMB and OCS) and endogenous variables (ATT & ISPC) were evaluated. The association between TMB and ATT is positive and significant (Path C: H1a: b = 0.645, t-value = 9.308, p < 0.05). Moreover, the relationship between OCS and ATT was also positive and significant (Path C: H2a: b = 0.332, t-value = 4.589, p < 0.05). The relationship between ATT and ISPC was positive and significant (H1a: b = 0.798, t-value = 16.217, p < 0.05). The direct effect TMB -> ATT and OCS -> ATT were significant. Therefore, the direct effects were significant when the mediating variables were excluded from the PLS path model [81,88].




5.3.2. Structured Model with Mediators


The indirect or mediating effects of TMB & OCS constructs on ATT via social bond theory (ATC, COM, INV and PN) were examined through PLS-SEM technique recommended by [79,88,89]. The relationships among the concerned constructs were evaluated by bootstrapping (5000 resamples) [81] to generate the direct effect, confidence intervals, t-values and effect size (f2) as shown in Table 7. By adding the mediating constructs, the direct association TMB → ATT (Path C‘) and OCS → ATT (Path C‘) were positive but not significant. According to Hair et al. (2014), the indirect effect a x b must be significant to established mediation effect. Table 7 showed that the association between top management beliefs about IS issues has a positive and significant predictor of commitment (COM) (H1c: b = 0.579, t-value = 6.311, p < 0.05), TMB towards involvement (INV) (H1d: b = 0.655, t-value = 8.242, p < 0.05) and TMB to personal norms (PN) (H1e: b = 0.558, t-value = 7.140, p < 0.05). Moreover, organization’s control on IS security issues (OCS) has positively and significant association with COM (H2c: b = 0.571, t-value = 8.072, p < 0.05), OCS towards personal norms (PN) (H2e: b = 0.292, t-value = 5.376, p < 0.05). Finally, COM positively and significantly affect ATT (H4: b = 0.255, t-value = 1.744, p < 0.05), INV significantly and positively affect ATT (H5: b = 0.227, t-value = 1.508, p < 0.05), PN positively and significantly affect ATT (H5: b = 0.227, t-value = 1.508, p < 0.05) and ATT positively and significantly affect ISPC (H7: b = 0.498, t-value = 5.115, p < 0.05). Hence, the hypotheses H1C, H1d, H1e, H2C, H2e, H4, H5, H6 and H7 were supported.



Additionally, we also report the f2 effect size to check when a specified exogenous variable from the model is omitted. The omitted variable has a substantive effect on the endogenous variable [81]. The threshold value of f2 is 0.02 (small), 0.15 (medium) and 0.35(large) effect of exogenous latent constructs [90]. Table 8 showed that all the supported constructs have a large effect on exogenous latent variables.





5.4. Predictive Relevance


According to [81] stated that the values of Q2 affirmed the accuracy and predictive relevance of the model. The values of Q2 were calculated by using the blindfolding method in PLS-SEM. This technique effectively and accurately exhibits the data points of indicators in reflective models. In the structural model, Q2 > 0 indicated that certain endogenous constructs indicate the path model predictive relevance of particular exogenous variables [88]. The threshold values of Q2 is 0.02, 0.15 and 0.35 were referred to as weak, medium and robust effect respectively [81]. The Q2 values of all endogenous variables were above 0.35 except ATC. It demonstrates an acceptable level of predicative relevancy of the model (Table 9).



Additionally, Table 8 showed the coefficient of determination (R2), representing how an exogenous construct explains the endogenous construct’s relationship. The values of R2 is 0.25 (weak), 0.50 (moderate) and 0.75 (strong) [81]. In the path model, the values of R2 were relatively moderate and substantial expect ATC (R2 = 0.258) (Table 9).




5.5. Multiple Mediating Effect Tests


To test the mediating role of attachment (ATC), commitment (COM), involvement (INV), and personal norms (PN) towards attitude (ATT), we applied the relatively new analytical method recommended by recent research studies [81,88,89]. Table 9 depicted the outcomes of direct, indirect, and total effects of the exogenous construct (TMB) on the endogenous construct (ATT) through their mediators (ATC, COM, INV, and PN). Moreover, the outcomes of multiple mediation paths along-with computation of their strengths and magnitude effects are also displayed in Figure 3 and Figure 4 for a better illustration. The bootstrapping technique using bias-corrected and percentiles were applied to test the specific indirect effects.



In Table 10, the direct effect of TMB on ATT was positive but not significant (H1a: C‘1). Additionally, the outcomes revealed that the exogenous construct’s indirect effects were also not significantly supported as 0 value was counted in 90% CI. The significance of structural coefficients was also checked by bias-corrected CI [89]. From Table 9, the path-a (a2, a3, and a4) was multiplied with path-b (b2, b3, and b4) to calculate the total indirect effect. The path-a of COM, INV, and PN were significant, but ATC’s path-a was not significant. Therefore, the H1b was rejected, and H1c, H1d, and H1e were accepted. Furthermore, ref. [81] recommended that mediation’s magnitude or strength is important in the complex structure path model. It can be measured by incorporating the variance accounted for (VAF) method. The value of VAF < 0.2 (no mediation); 0.2 ≤ VAF ≤ 0.8 is consider partial mediation and the value of VAF < 0.8 indicate full mediation (Hair et al., 2017). Table 9 and Figure 3 illustrates the magnitude of mediation in term of COM (a2b2), INV (a3b3) and PN (a4b4) mediate the relationship between TMB and ATT. As depicted in Table 10 and Figure 3, the VAF values under 0.2 ≤ VAF ≤ 0.8 indicate partial mediation [81], so the mediation hypotheses H1c, H1d, and H1e were supported.



From Table 11, the direct effect of OCS on ATT was positive but not significant (H2a: C‘1). Additionally, the outcomes revealed that the exogenous construct’s indirect effects were also not significantly supported as 0 value was counted in 90% CI. The significance of structural coefficients was also checked by bias-corrected CI [89]. Table 11, the path-a (i.e., a2 and a4) was multiplied with path-b (b2 and b4) to calculate the total indirect effect. The path-a of COM and PN were significant, but ATC and INV’s path-a were not significant. Therefore, H2b and H2d were rejected, and H1c and H1e were accepted. Furthermore, ref. [81] recommended that mediation’s magnitude or strength is important in the complex structure path model. It can be measured by incorporating the variance accounted for (VAF) method. The value of VAF < 0.2 (no mediation); 0.2 ≤ VAF ≤ 0.8 is consider partial mediation and the value of VAF < 0.8 indicate full mediation (Hair et al., 2017). Table 11 and Figure 4 illustrate the magnitude of mediation in terms of COM (a2b2) and PN (a4b4) mediate the relationship between OCS and ATT. As depicted from Table 11 and Figure 4, the VAF values under 0.2 ≤ VAF ≤ 0.8 indicate partial mediation [81], so the mediation hypotheses H1c and H1e were supported.




5.6. Common Method Bias


We evaluated the threat of standard methods bias by taking steps to assure the respondents that their responses would be kept anonymous [91]. The standard method bias was evaluated via “the occurrence of VIF.” The threshold value of VIF greater or equal to 3.3 is indicated the data was collected from a single source; therefore, we investigate the threat of standard method bias by following the suggestions from [91,92]. We executed the collinearity test in SmartPLS. Table 12 depicted the full collinearity test and found that all the values are less than 3.3. These outcomes depicted that single source biasedness is not a severe problem in our data.





6. Discussion


Information security policy noncompliance in the health sector is a severe and neglected problem in today’s world [1]. This study contributes theoretically and practically to enhance understanding of ISPC in the health sector. OCIS factors such as TMB and OCS provided vital sources of security governance in the health sector. Consequently, this study contributes to the theory with OCIS and social bond factors, which have never been tested and analyzed in the healthcare sector. Furthermore, the current study implied that the provided framework is an excellent fit to enhance ISPC, especially among nurses.



The RQ1 of our study aimed to determine the OCIS factors that can, directly and indirectly, affect employees’ attitude towards ISPC. The RQ1 also sought to determine social bond factors’ mediation role in the relationship between OCIS factors and ISPC. Our findings revealed that OCIS factors significantly affect the social bonding among nurses in an organization. Specifically, the OCIS factor, TMB, has a positive effect on nurses’ commitment, involvement, and personal norms towards organizational infosec issues. The findings are in-line with [28], who advocated that infosec problems emerge mostly because of a lack of interest by top management in organizational IS issues, eventually giving rise to lousy information security culture in an organization [93]. As proved in this study, better TMB can influence employees’ social bonds, and better social bonding between employees creates good infosec culture [12,93,94]. The multi-mediation analysis showed that TMB has a positive effect on the nurses’ attitude. However, the impact was more significant when analyzed through social bond factors such as commitment, involvement, and personal norms. The analysis proved that TMB could increase an individual’s commitment, involvement, and personal norms regarding IS-related issues. These findings are in line with [28]. Therefore, top management from the healthcare organizations can increase employees’ social behaviors towards IS issues, which positively affects employees’ attitude towards ISPC [37].



The results also demonstrated a significant relationship between the other OCIS factor, that is, “organizational control over IS security issues (OCS)”, and social bond factors. Among the social bond factors, nurses’ commitment and personal norms were found as significant. These findings are consistent with [28], who argues that the more influential the OCIS factors are, the more likely the organization’s employees bond together to promote organizational ISPC. These findings are consistent with IS and management literature suggesting social bonding enhances organizational performance [18,61,62].



Results also revealed that OCIS factors (i.e., TMB and OCS) have no significant effect on nurses’ attachment which is a different and unexpected finding from previously published research in the same context [11,28]. The best reasons for the failure of these hypotheses have been found from the IS security literature that may be implacable in the current analysis. For instance, ref. [95] explained; employees may perceive rules and regulations imposed by top management as external and consider that ISP is not their problem [96]. As employees do not have any control over the policies set by top management; therefore, they indulge themselves in a detached behavior called psychological detachment [97]. Moreover, ref. [97] explained that some employees do not like top management involvement in their daily work routine; therefore, they induce detached behavior from the organizational information rules and regulations.



The mediation analysis reveals that OCS showed no significance in enhancing nurses’ involvement in organizational IS security issues. The reason for the failure of this hypothesis has been described in [11]. They have discussed that healthcare administrative control over the IS security issues should be based on the motivations and acceptable training methods. In contrast, if the organizations are not using exact motivation methods to control the IS issues, they may not be involved in IS-related activities as required.



The second research question (RQ2) assessed social bond factors on nurses’ attitude towards ISPC. The findings exhibited that social bond factors can positively affect the nurses’ attitude towards ISPC. There is plenty of literature suggesting that good social bonding between employees improves ISPC [12,18,19]. Our findings implied that commitment has tremendous significance towards the attitude. An employee with a better commitment to organizational security issues likely to have a less deviant attitude towards ISPC [12,19]. In contrast, involvement showed a significant positive relationship with the attitude of nurses. These results are in line with the findings of the study conducted by [19]. Likewise, multiple studies proved that better organizational rules and regulations shape an employee’s positive attitude [12,98].



Personal norm is the last and most useful construct in the framework that influences employees’ intention towards the organizational ISP. The data analysis revealed that personal norms positively affect the intention of nurses to comply with organizational ISPs. This finding is correlated with that of [65] in terms of employees’ ISPC. These findings also mirror the observations reported in similar studies [12,28,98], showing that individuals’ enhanced personal norms towards ISPs promote adherence to IS security rules and regulations.



Further analysis revealed that attachment showed no significant relationship with the attitude of nurses in this context. This result was unexpected because multiple studies have proved otherwise [18,28]. The best reason we have found from the existing literature was explained by [19] by stating that employees may have a positive attitude towards the organizational policies but have different perceptions or views from fellow employees. According to [99], self-interest and perceived benefits are the major causes of such behavior.



This study has examined the mediating effect of social bond factors and attitude toward ISPC in the relationship between TMB and OCS. Our study contributes a noteworthy contribution to the existing body of literature because few studies have examined OCIS factors from the health sector’s organizational climate.




7. Conclusions


This section comprises theoretical contributions, the implication to practice, study limitations, future research, and closing remarks from the authors.



7.1. Theoretical Contributions


This paper offers multiple theoretical contributions to the IS security management literature. To the best of the researcher’s knowledge, this study is among the first studies to incorporate OCIS factors’ effect through the mediation of social bonds for healthcare information security. This integrative research model offers a new perspective for recognizing healthcare employees’ (i.e., nurses’) behavioral intentions. We concluded that this conceptualization complements other widely publicized research focused on punishment-based theories (for example, protection motivation theory, deterrence theory). We believe that this study has provided another insight into why employees do not want to comply because of perceived sanctions or deterrence [10,75].



This study’s multi-mediation model provides a way for integrating the OCIS and social bond theory to assess ISPC. Furthermore, this study supports SBT’s assumptions about the understanding of group pressures and social/personal expectations that can help deter deviant activities from complying with IS security policy compliance. This study offered more empirical evidence for the importance of social bonding, normative values, and workgroup norms to comply with ISPs in work settings. The two constructs from OC (i.e., TMN and OCS) were measured along with the social bond factor to enhance employees’ attitudes towards ISPC. The study endorsed that top management concerns about organizational security problems would improve employee social bonding, thereby fostering ISPC in an organization. Besides, it has been demonstrated that employees often view top management as external involvement and indulge deviant actions towards organizational ISPs [95].




7.2. Practical Contribution


This study presented HIS security practitioners with various practical implications. First, the study indicates that top management control and IS security concerns positively affect employees, such as nurses’ commitment and personal norms, contributing to ISPC in organizations. The findings of RQ1 indicated that the niggling doubts of top management with the ISP enforcement of individuals could result in the psychological detachment of nurses with the IS issues. In this regard, managers should not display any additional concerns about employees’ (i.e., nurses’) everyday work routine; however, reasonable control in this sense may be useful.



Second, OCIS factors are essential for improving social bonding (as indicated by results of RQ2). In this regard, this research suggests that management must take input from all top-level to bottom-level employees when developing ISPs so that all organizational actors can own their ISPs. Results further revealed that OCIS factors could increase employees’ commitment and personal norms, which later foster a thriving infosec culture, especially in healthcare organizations. The top management can consider encouraging a culture where employees’ commitment can be associated with such motivations (i.e., intrinsic and extrinsic). It may be in monthly or quarterly incentives for those who stick to such directions.



Third, social bonding proved to be an essential component to enhance ISPC among healthcare employees such as nurses. Therefore, top management should focus on promoting social bonds among individuals to improve compliance. For instance, top management can seek assistance from prominent individuals who can influence employees’ views and attitudes towards ISPC. Also, employees with a greater understanding of IS practices and attitudes need to be positioned as role models. Those role models’ values can be adopted by other employees [28,58].



The results of this study can help security managers and security practitioners in health organizations. This study’s analysis suggests that managers should concentrate on learning more about information management and ISP-related behavioral problems. Several studies have shown that top management’s views and concerns will strengthen information security culture [18,28]. Moreover, this study’s results revealed that top management beliefs and organizational control over IS security issues could enhance social bonding among employees, especially nurses who later cultivate good information security behaviors in healthcare organizations.




7.3. Limitations and Future Research


Like all empirical studies, this study also has some limitations. First, the full collinearity test has provided enough support, but it is still possible that participants provided socially desirable answers to some of the survey questions. Second, the data was collected from both types of participants who had formal ISPs implemented in their organizations and from others without formal ISPs; it may have detrimental effects on the results to include both groups of respondents. In addition to this, the questionnaire used provided the respondents with complete information about this study. In the comparison of responses from both groups, no statistically significant difference was observed.



Future research in this field could overcome some of the limitations discussed in this study. First, this is an empirical study; a longitudinal study may improve the results in the future. Second, this framework should be tested with multi-cultural employees to confirm this research’s findings in the future.



Third, the data analysis for this study is based on data collected from nurses at the hospital. Initially, it was aimed at gathering data from doctors. However, detailed safety protocols in each hospital and doctors’ hectic working times during the COVID-19 pandemic have refrained us from collecting doctors’ data. Therefore, our analytical unit is restricted to data from hospital nurses who were available and willing to provide data. Therefore, future studies are encouraged to expand the current research landscape’s effects by including data obtained from health staff, such as doctors, surgeons, information technicians, and other administrative personnel.




7.4. Closing Remarks


Healthcare organizations are considered as one of the most vulnerable organizations in the context of infosec. Healthcare organizations must focus on insider threats and put more effort into implementing behavioral security controls to mitigate insiders’ deviant behaviors. The negligence by employees towards the organization’s ISP is a function of many factors such as unawareness, lack of knowledge, stress, and conflicts. This study has attempted to solve the behavioral infosec problem in healthcare organizations by incorporating OCIS and social bond factors. Although more research is required to increase knowledge about behavioral infosec in the healthcare sector, a persuasive yet effective framework is validated to adapt essential constructs to foster ISPC.
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Figure 1. Research Framework. 
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Figure 2. Multi-Mediation Model. 
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Figure 3. Magnitudes of mediation paths TMB → ATT. 
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Figure 4. Magnitudes of mediation paths OCS → ATT. 
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Table 1. Comparison with existing literature (limitations of existing studies).






Table 1. Comparison with existing literature (limitations of existing studies).












	Authors
	Sample Size
	Country
	Findings
	Limitations





	[11]
	252 medical staff
	US
	The root of significant security breaches in healthcare organizations is employee negligence.
	1. Study conducted in a developed country.



	[27]
	433 employees from KSA
	
	Self-efficacy and religion or self-morality are the best predictors of employees’ ISPC.
	1. Study only conducted in a single city.

2. Data were collected only from public hospitals.



	[41]
	454 healthcare employees (i.e., nurses, paramedical staff)
	Malaysia
	Management support has an indirect effect on employee’s compliance behaviors.
	1. Data collected only from public hospitals.

2. only two behavioral variables were examined.



	[52]
	263 HIS users
	Iran
	Self-efficacy and security competency are influential factors for enhancing infosec effectiveness.
	1. Measuring overall HIS security effectiveness

2. Research is not specific for ISPC.



	[37]
	454 healthcare employees
	Malaysia
	Effective leadership from top management can enhance infosec awareness among healthcare employees.
	1. Data collected only from public hospitals.

2. The study’s focus was solely on infosec awareness.



	[22]
	64 responses participated
	US
	There is no difference in perceptions about ISPs among multiple groups of healthcare employees.
	1. Study conducted in a developed country.

2. Sample size is too small.



	[23]
	24 semi-structured interviews conducted from medical staff
	Sweden
	User intent rationalizations should not be measured through predefined behavior assumptions.
	1. Study conducted in a developed country.

2. Small dataset.



	[24]
	2108 incidents reported from 117 organizations
	UK
	Healthcare organizations employee’s poor infosec practices cause most security breaches.
	1. Study conducted in a developed country.

2. Mostly discussed technical problems and solutions.



	[31]
	42 responses collected from hospital staff
	Malaysia
	Technology acceptance model and theory of planned behavior can be useful for healthcare employees
	1. Study conducted in only one hospital.

2. Sample size is too small.



	[26]
	8 IT managers from healthcare organization participated
	UK
	Top management should treat employees; equally, reward and recognition can encourage infosec behavior of an employee
	1. Study conducted in a developed country.

2. Sample size is small.
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Table 2. Research Design Comparison.
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	Variable
	Quantitative
	Qualitative
	Mixed-Method





	Sample size
	Large
	Small
	Mix: small and large



	Data type
	Numerical data
	Textual raw data
	Both type of data



	Relationship with participants
	No direct relationship.
	Close-one-to-one relationship
	Both type of relationship



	Generalizability
	Highly generalizable
	Generalizability is not an objective
	Generalizability is more robust than the other two methods



	Results interpretation
	Concise interpretation of results due to use of statistics
	Many Interpretations
	Interpretation is complicated because of the use of both methods



	Overall aim
	Generalization and confirmation
	Explanation and understanding of social phenomena
	Both explanation and generalization










[image: Table] 





Table 3. Descriptive Analysis Results.






Table 3. Descriptive Analysis Results.





	Constructs
	Mean
	Standard Deviation
	Excess Kurtosis
	Skewness





	TMB
	3.724
	0.920
	−0.624
	−0.54



	OCS
	3.595
	0.905
	−0.702
	−0.302



	ATC
	4.213
	0.818
	3.777
	−1.709



	COM
	4.045
	0.891
	1.545
	−1.249



	INV
	4.038
	0.883
	1.577
	−1.189



	PN
	3.652
	0.903
	−0.247
	−0.372



	ATT
	3.835
	0.972
	0.353
	−0.977



	ISPC
	3.769
	0.976
	−0.179
	−0.594
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Table 4. Demography of Dataset.
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Demographic Variable

	
Categories

	
Frequency (n = 241)

	
Percentage (%)






	
Age (range in years)

	
25–35

	
98

	
38




	
35–45

	
73

	
30




	
45–55

	
45

	
18




	
55–65

	
25

	
10




	
Education

	
Undergraduate

	
152

	
63




	
Graduate

	
89

	
36




	
Sector

	
Public

	
160

	
66




	
Private

	
81

	
34




	
Experience

	
1–5

	
131

	
54




	
6–15

	
70

	
29




	
16–25

	
25

	
10




	
26–35

	
15

	
06




	
Information Technology Competence

	
Low

	
115

	
47




	
High

	
126

	
52




	
Daily usage of computers (hours)

	
4–7

	
87

	
36




	
8–11

	
139

	
57




	
More than 11

	
15

	
06




	
Existence of ISPs

	
Yes

	
209

	
86




	
No

	
20

	
08




	
I Don’t know

	
12

	
04




	
Awareness of ISPs

	
Not aware

	
13

	
05




	
Somewhat aware

	
45

	
19




	
Very much aware

	
183

	
76
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Table 5. Convergent validity.






Table 5. Convergent validity.





	
Constructs

	
Items

	
Loadings

	
Reliability




	
Cronbach’s Alpha

	
rho_A






	
Organizational Climate




	
Top management beliefs about IS security issues




	
Top management insists that everybody should comply with the IS security policy of the organization.

	
TMB1

	
0.788

	
0.873

	
0.874




	
Management is worried about employee participation in IS security issues

	
TMB2

	
0.781




	
The management of my organization deals with information security issues effectively.

	
TMB3

	
0.881




	
Top management believes that the IS security policy of the company offers valuable business advantages to the firm.

	
TMB4

	
0.769




	
Organization’s control of IS security issues




	
My organization organizes information security discussions

	
OCS1

	
0.771

	
0.892

	
0.894




	
My organization effectively plans and monitors the processes and procedures for information security.

	
OCS2

	
0.781




	
My company sufficiently coordinates its policies and procedures on information security.

	
OCS3

	
0.881




	
Social Bond Theory




	
Attachment




	
The concerns of my organization about information security incidents are important to me

	
ATC1

	
0.774

	
0.861

	
0.863




	
I would like to communicate with my colleagues on the importance of organizational information security policies

	
ATC2

	
0.778




	
The opinions and views of my peers on organizational, informational policies are important to me.

	
ATC3

	
0.662




	
I always pursue information security policies to ensure that my organization has a safe atmosphere

	
ATC4

	
0.881




	
I usually have conversations about my organization’s information security policies with close co-workers

	
ATC5

	
0.802




	
Commitment




	
I strongly believe that information security policies will play a crucial role in my organizations’ success

	
COM1

	
0.774

	
0.848

	
0.852




	
I am committed to promoting information security policy practices in my organization.

	
COM2

	
0.785




	
I will do my utmost to put my time and resources into the success of information security policies.

	
COM3

	
0.702




	
I will put my all energies and resources to make my organization successful

	
COM4

	
0.751




	
I always keep myself updated based on new organizational information security policies.

	
COM5

	
0.700




	
Involvement




	
I appreciate the ability to take part in informal meetings important to my organization’s information security.

	
INV1

	
0.744

	
0.863

	
0.864




	
To address information security policy issues, I work with several colleagues to develop personal relationships.

	
INV2

	
0.788




	
I actively participate in events related to the growth of my organization.

	
INV3

	
0.703




	
I feel that it is fair to cooperate with the information security team

	
INV4

	
0.714




	
Personal Norms




	
It’s critical if I don’t follow the ISSP of my organization

	
PN1

	
0.706

	
0.770

	
0.771




	
Not following all the rules and regulations outlined in the organization’s ISP is unacceptable...

	
PN2

	
0.701




	
To me, it is not a trivial offense to obey the organization’s ISSP

	
PN3

	
0.699




	
It is inappropriate for me to violate my company’s ISP.

	
PN4

	
0.788




	
Attitude

	

	

	

	




	
Following the organization’s ISP is a good idea

	
ATT1

	
0.778

	

	




	
Following the organization’s ISP is a necessity

	
ATT2

	
0.851

	
0.841

	
0.842




	
Following the organization’s ISP is beneficial

	
ATT3

	
0.855

	

	




	
Following the organization’s ISP is pleasant

	
ATT4

	
0.741

	

	




	
Intention towards Security Policy Compliance




	
It is my intention to continue to comply with the organization’s ISP

	
ISPC1

	
0.778

	
0.831

	
0.832




	
I am confident that I will stick to the ISP of my company.

	
ISPC2

	
0.889




	
I am likely to follow the organization’s ISP in the future

	
ISPC3

	
0.881




	
I would follow the organization’s security policy wheneverPossible

	
ISPC4

	
0.885
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Table 6. Discriminant validity.






Table 6. Discriminant validity.


















	Latent Construct
	CR
	AVE
	(1)
	(2)
	(3)
	(4)
	(5)
	(6)
	(7)
	(8)





	TMB (1)
	0.913
	0.692
	
	
	
	
	
	
	
	



	OCS (2)
	0.912
	0.730
	0.601
	
	
	
	
	
	
	



	ATC (3)
	0.917
	0.672
	0.547
	0.606
	
	
	
	
	
	



	COM (4)
	0.915
	0.676
	0.529
	0.534
	0.673
	
	
	
	
	



	INV (5)
	0.802
	0.714
	0.531
	0.601
	0.518
	0.511
	
	
	
	



	PN (6)
	0.832
	0.591
	0.630
	0.511
	0.509
	0.636
	0.566
	
	
	



	ATT (7)
	0.912
	0.701
	0.632
	0.611
	0.555
	0.512
	0.531
	0.521
	
	



	ISPC (8)
	0.887
	0.707
	0.607
	0.542
	0.533
	0.598
	0.518
	0.594
	0.511
	







Black color: globally known format to report Discriminant Validity (HTMT).
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Table 7. Model Fit Measures.






Table 7. Model Fit Measures.





	Model Fit Measures
	Acceptable Fit Indices
	Obtained Indices





	SRMR
	<0.08
	0.069



	NFI
	>0.9
	0.903



	d_ULS
	<0.95
	0.972



	d_G
	<0.95
	0.940
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Table 8. Structured model and effect size.
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	Relation
	Direct Effect
	t-Value
	f2





	H1a
	TMB → ATT
	0.559 NSig
	3.204
	0.14



	H1b
	TMB → ATC
	0.398 NSig
	4.568
	0.03



	H1c
	TMB → COM
	0.579 Sig
	6.311
	0.40



	H1d
	TMB → INV
	0.655 Sig
	8.242
	0.70



	H1e
	TMB → PN
	0.558 Sig
	7.140
	0.60



	H2a
	OCS → ATT
	0.21 NSig
	0.396
	0.02



	H2b
	OCS → ATC
	0.538 NSig
	6.486
	0.02



	H2c
	OCS → COM
	0.517 Sig
	8.072
	0.60



	H2d
	OCS → INV
	0.252 NSig
	1.689
	0.05



	H2e
	OCS → PN
	0.292 Sig
	5.376
	0.34



	H3
	ATC → ATT
	0.137 NSig
	1.414
	0.03



	H4
	COM → ATT
	0.255 Sig
	1.744
	0.05



	H5
	INV → ATT
	0.227 Sig
	1.508
	0.02



	H6
	PN → ATT
	0.368 Sig
	3.858
	0.24



	H7
	ATT → ISPC
	0.498 Sig
	5.115
	0.55
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Table 9. Predictive relevance and coefficient of determination (R2).
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	Endogenous Variables
	Q2
	R2
	Exogenous Variables





	ATC
	0.206
	0.258
	TMB, OCS



	COM
	0.637
	0.678
	TMB, OCS



	INV
	0.660
	0.724
	TMB, OCS



	PN
	0.584
	0.581
	TMB, OCS



	ATT
	0.736
	0.608
	TMB, OCS, ATC, COM, INV, PN



	ISPC
	0.502
	0.635
	ATT
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Table 10. Summary of mediation effect of TMC on ATT through social bond theory constructs.
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Direct Effect

	
Coefficient

	
Bootstrap 90% CI




	
Percentile

	
BC




	
Lower (5%)

	
Upper (95%)

	
Lower (5%)

	
Upper (95%)






	
C‘

	
0.559 NSig

	
−0.111

	
0.376

	
−0.264

	
0.529




	
a2

	
0.579 Sig

	
0.319

	
0.545

	
0.315

	
0.541




	
a3

	
0.655 Sig

	
0.429

	
0.64

	
0.422

	
0.633




	
a4

	
0.558 Sig

	
0.429

	
0.687

	
0.425

	
0.683




	
b2

	
0.255 Sig

	
0.025

	
0.305

	
0.021

	
0.301




	
b3

	
0.227 Sig

	
0.016

	
0.259

	
0.014

	
0.261




	
b4

	
0.368 Sig

	
0.189

	
0.497

	
0.209

	
0.517




	
Indirect Effect

	
Point estimate

	
Percentile

	
BC

	
VAF




	
Lower (5%)

	
Upper (95%)

	
Lower (5%)

	
Upper (95%)




	
a2 × b2

	
0.148 Sig

	
0.010

	
0.147

	
0.005

	
0.143

	
21%




	
a3 × b3

	
0.149 Sig

	
0.008

	
0.148

	
0.009

	
0.147

	
21%




	
a4 × b4

	
0.205 Sig

	
0.094

	
0.304

	
0.102

	
0.313

	
27%




	
Total Indirect effect

	
0.434

	
0.111

	
0.600

	
0.116

	
0.602

	
69%
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Table 11. Summary of mediation effect of OCS on ATT through social bond theory constructs.
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Direct Effect

	
Coefficient

	
Bootstrap 90% CI




	
Percentile

	
BC




	
Lower (5%)

	
Upper (95%)

	
Lower (5%)

	
Upper (95%)






	
C‘

	
0.21 NSig

	
−0.098

	
0.083

	
−0.108

	
0.073




	
a2

	
0.517 Sig

	
0.408

	
0.618

	
0.411

	
0.621




	
a4

	
0.292 Sig

	
0.268

	
0.510

	
0.271

	
0.513




	
b2

	
0.255 Sig

	
0.025

	
0.305

	
0.021

	
0.301




	
b4

	
0.368 Sig

	
0.189

	
0.497

	
0.209

	
0.517




	
Indirect Effect

	
Point estimate

	
Percentile

	
BC

	
VAF




	
Lower (5%)

	
Upper (95%)

	
Lower (5%)

	
Upper (95%)




	
a2 × b2

	
0.132 Sig

	
0.013

	
0.154

	
0.013

	
0.153

	
39%




	
a4 × b4

	
0.107 Sig

	
0.071

	
0.203

	
0.082

	
0.214

	
34%




	
Total Indirect effect

	
0.239

	
0.084

	
0.357

	
0.095

	
0.367

	
72%
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Table 12. Full Collinearity Test Results.






Table 12. Full Collinearity Test Results.





	TMB
	OCS
	ATC
	COM
	INV
	PN
	ATT
	ISPC





	0.197
	0.235
	0.188
	0.223
	0.187
	0.228
	0.203
	0.119
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