
sustainability

Article

Digital Competence in Higher Education: Students’ Perception
and Personal Factors

Yu Zhao 1,* , María Cruz Sánchez Gómez 2 , Ana María Pinto Llorente 2 and Liping Zhao 3

����������
�������

Citation: Zhao, Y.; Sánchez Gómez,

M.C.; Pinto Llorente, A.M.; Zhao, L.

Digital Competence in Higher

Education: Students’ Perception and

Personal Factors. Sustainability 2021,

13, 12184. https://doi.org/10.3390/

su132112184

Academic Editor: Barbara Motyl

Received: 5 October 2021

Accepted: 2 November 2021

Published: 4 November 2021

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2021 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

1 Institute of Educational Sciences, University of Salamanca, 37008 Salamanca, Spain
2 Department of Didactic, Organization and Research Methods, University of Salamanca,

37008 Salamanca, Spain; mcsago@usal.es (M.C.S.G.); ampintoll@usal.es (A.M.P.L.)
3 Faculty of Humanities, Gansu Agricultural University, Lanzhou 730070, China; zhaolp@gsau.edu.cn
* Correspondence: zhaoy426@yahoo.com

Abstract: University students are expected to have the appropriate digital competence to face the
demands of the changing educational model and to meet the challenges of the future work. This
paper describes university students’ perceptions of digital competence and analyzes the impact of
personal factors on digital competence in a sample of 5164 students from all majors in the first and
fourth year of their studies at Gansu Agricultural University (China). A quantitative methodology
was followed, employing a non-experimental method and the survey technique to collect data. The
results obtained show that students’ perceptions of digital competencies in terms of information and
data literacy, communication and collaboration, and safety were positive. Furthermore, there were
significant differences in students’ self-perceptions of digital competence related to gender, grade
level, area of residence, and prior relevant training in the DigComp framework-based instrument. The
development of key competency areas for digital competence, such as the creation of digital content,
should be promoted, along with helping students to gain knowledge when dealing with everyday
technological issues. The need for training related to the use of ICT and digital competencies was
also highlighted, as well as supporting the promotion of female students in selected areas of digital
competence and assisting lower grade students and students from rural areas in digital competence
development.

Keywords: digital competence; students; higher education; ICT

1. Introduction

Over the past decade society has witnessed many social, economic and cultural
changes. Technological developments have allowed information and communication
technologies (ICT) to permeate all areas of human activity. The increasingly accelerated
digitalisation process has led to an increased focus on and demand for digital related
competencies. The new demanding skills for the development of future talents in society
have led to new strategies.

Issues of digital competence have become more crucial after the novel coronavirus
(COVID-19) outbreak was declared as a global pandemic by the World Health Organization
(WHO) on 11 March 2020, since that time, school closures in response to COVID-19 have
disrupted conventional schooling and educational activities have been transformed into an
online model [1]. Indeed, the spreading of the epidemic has forced an acceleration in the
integration of technology into the education field, meanwhile, new digital skills, knowledge
and attitudes have determined the current shape of crisis e-learning. Events are exposed
the weaknesses of education systems around the world today and have highlighted the
impact of the digital divide on education. For the past year, the importance of digital
competence at different educational levels has been clearly observed worldwide [2–4].

States and institutions have been responding to ensure the quality of education and
to accelerate progress towards Sustainable Development Goals (SDGs), which have been
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presented by the United Nations and are aimed at achieving a better and more sustainable
future for all. In order to support the sustainable and effective adaptation of education
and training systems, the European Union released a digital education action plan (2021–
2027) that focuses primarily on promoting the development of a high-performing digital
education ecosystem and on improving digital skills and capabilities for digital transforma-
tion [5]. In alignment with the European Commission in fostering digitization in education,
the 2025 Digital Spain has been presented. This includes guaranteeing adequate digital
connectivity, bridging the digital divide in education and strengthening competencies in
cybersecurity [6]. Moreover, the 48th China Statistical Report on Internet Development
indicates that there are 325 million online education users in China and emphasizes the
regulation of online education management [7]. Also the Cyberspace Administration of
China published a Digital China Development Report, that takes the construction of Digital
China as the overall strategy for the development of national informatization in the new
era, through reducing the digital divide, developing the digital citizenship and enhancing
the development of digital competence [8].

In addition to the new pedagogical challenges faced by teachers, the digital compe-
tence of students plays an important role in the new learning paradigm. As they are the
main subjects of education, students should be prepared to use digital competence in their
academic life and in their careers [9]. Digital competence is not only the basis for the use of
digital technologies, but can also link to various required literacy for students. Students
with higher digital competence can have better academic engagement and study enthu-
siasm, which are major concerns among world-wide universities and higher education
institutions [10–12]. The development of digital competence needs to be perceived as part
of lifelong learning [13].

1.1. Digital Competence

Digital competence has been frequently investigated and discussed by academic
scholars and in policy documents, and it is also growing focus in higher education. Now
that the teaching and learning environment has indeed changed, the use of ICT has
penetrated into the study process and is closely linked to the academic performance
of teachers and students alike [14].

There are several interpretations of the concept of digital competence, which is a broad
concept [15]. Digital competence is defined as a set of required knowledge, skills and
attitudes when using digital technologies to effectively optimize our everyday life [16].
It has been included in the recommendations on key competences for lifelong learning
proposed by the European Commission as one of the eight key life skills, and it is defined
as “the confident, critical and responsible use of, and engagement with, digital technologies
for learning, at work, and for participation in society ” [17] (p. 10). Digital competence is
also understood as a cognitive, attitudinal and technological skill that helps to alleviate
many of the problems and challenges in today’s knowledge society and it has a dynamic
and transversal character [18]. Digital competence involves not only digital skills, but also
the social and emotional aspects of using and understanding digital devices and related
technologies. Referring to the OECD project, “A competency is more than just knowledge
and skills. It involves the ability to meet complex demands, by drawing on and mobilizing
psychosocial resources (including skills and attitudes) in a particular context” [19] (p. 4).
Digital competence is conceived as a multifaceted moving target, covering different areas
and incorporating multiple fields. Moreover, Calvani generalized that digital competence
is made up of both specific and non-quantifiable skills. In this context, the coexistence of
dimensions at the technical, cognitive and ethical levels, and the integration of relevant
skills within these dimensions, are highlighted [20,21].

In the context of education, digital competence is considered as the ability, along
with a strong theoretical foundation, investigation and experimentation to apply the
knowledge, attitudes and skills necessary to plan, implement, evaluate and continually
review ICT-supported teaching and learning processes [22].The pedagogical community



Sustainability 2021, 13, 12184 3 of 17

has realized the importance of digital competence for teaching and learning and considered
it to be helpful in solving many problems in the teaching and learning process [23]. For
educational organizations, the Joint Research Centre (JRC) published a Framework for
Digitally Competent Educational Organizations (DigcompOrg), which helps to facilitate
the process of systematically integrating digital learning in educational organizations from
a pedagogical, technological and organizational perspective [24]. For teachers, digital
competence is using ICT with a good pedagogical-didactic ICT understanding and being
aware of how this might impact the learning strategies and educational formation of
pupils [25]. A digital Competence Framework for Educators (DigcompEdu) was published
in 2017, indicating the six competency areas that trainers need to develop [26]. The ministry
of Education of China also released a project to enhance school teachers’ ICT related
abilities.

Digital competence is defined in a variety of ways and there is currently no single
concept that is accepted and agreed upon by the general public. However, it is clear from
the above-mentioned understandings and perceptions of experts and scholars that digital
competence should be seen as an important survival skill and knowledge asset in the
digital age, referring to the ability to learn, work, relax, play and use ICT confidently and
creatively.

Today’s students are growing up in a background of modern technology, and are
recognized as digital natives [27]. Students with the ability to create and manage content
and information, the control of communication tools, and the resolution of technological
problems can make themselves more capable and competitive in order to meet the demands
of today [28,29]. Moreover, influenced by the COVID-19 pandemic, innovation has driven
teaching and learning, profoundly affecting learning models and teaching philosophies.
Students, as the main participants in education, need to be equipped with digital compe-
tence to face the new challenges [30]. However, most students do not have the required
digital competence level [31]. Technology is still not well blended into either classroom
or online learning. Although some studies have shown that students perform positively
in some areas of digital competence, there is still a long way to go before they are fully
competent [32–34]. The fact that the students do not have sufficient digital competence is
confirmed by all the difficulties and challenges that arose during the lock-downs.

It is also worth noting that the importance of digital competence and the incorporation of
ICT tools into the educational process has been recognized by organizations, institutions and
scholars. Several plans and blue papers aimed at accelerating the digitization and informatiza-
tion process, with the purpose of strengthening digital competence, have been released [35,36].
There are studies focusing on investigating teachers’ digital competence [4,37,38]. Other stud-
ies have investigated the factors influencing the development of digital competence, or
the teaching methods involved in digital competence [39–42]. However, few studies have
investigated the digital competence of Chinese university students, despite the fact that
there are over 30 million undergraduate students in general higher education institutions
in China [43].

1.2. Digcomp

In recent years, digital competence has been assessed and certified by different di-
mensions in the context of education from various perspectives [44]. A European Digital
Competence Framework (Digcomp) is widely used to support strategic planning and
policy-making, to develop education and training initiatives and to assess participants’ dig-
ital competence [45]. Digital competence is defined as the use of ICT confidently, critically
and creatively to achieve the goals related to work, employability, learning, leisure, social
inclusion, and participation in society [46].

The European Commission first proposed Digcomp in 2013 as a road map on how to
use and revise digital competence, and it identifies the key elements of digital competence,
which address the knowledge, skills and attitudes required for digital competence. In 2016,
Digcomp version 2.0 was launched in response to the new requirements brought about
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by the rapid development of digitization in all areas of society since the digital evolution
has made itself re-written, which the competence areas, the competence descriptors and
their titles have been updated. The report DigComp 2.0 presents 21 competencies with an
updated list of five competency areas: (1) information and data literacy; (2) communication
and collaboration; (3) digital content creation; (4) safety; and (5) problem solving. Digcomp
2.1 added eight proficiency levels and new examples of use. Moreover, from January 2021,
the Digcomp 2.2 version is already being drafted and will be released in 2022. It focuses
on the list of examples of knowledge, skills and attitudes applicable to each one of the 21
DigComp competences [13,45]. A comparison of DigComp 1.0, DigComp 2.0 and DigComp
2.1 is presented in Table 1.

Table 1. The comparison of Digcomp 1.0; Digcomp 2.0 and Digcomp 2.1.

Digcomp 1.0 Digcomp 2.0 Digcomp 2.1

Information

1.1. Browsing, searching and
filtering information
1.2. Evaluating Information
1.3. Storing and retrieving
information

Information and data
literacy

1.1. Browsing, searching
and filtering data,
information and digital
content
1.2. Evaluating data,
information and digital
content
1.3. Managing data,
information and digital
content

Based on the dimensions
from Digcomp 2.0, eight

proficiency levels for each
of the 21 competences

and examples of use of the
eight proficiency levels
applied to learning and
employment scenario in
the 21 competences have
been added and updated.

Communication

2.1. Interacting through
technologies
2.2. Sharing information and
content
2.3. Engaging in online
citizenship
2.4. Collaborating through
digital channels
2.5. Netiquette
2.6. Managing digital identity

Communication and
collaboration

2.1. Interacting through
digital technologies
2.2. Sharing through
digital technologies
2.3. Engaging in
citizenship through digital
technologies
2.4. Collaborating through
digital technologies
2.5. Netiquette
2.6. Managing digital
identity

Content creation

3.1. Developing content
3.2. Integrating and
re-elaborating
3.3. Copyright and Licences
3.4. Programming

Digital content creation

3.1. Developing digital
content
3.2. Integrating and
re-elaborating digital
content
3.3. Copyright and
licences
3.4. Programming

Safety

4.1. Protecting devices
4.2. Protecting personal data
4.3. Protecting health
4.4. Protecting the
environment

Safety

4.1. Protecting devices
4.2. Protecting personal
data and privacy
4.3. Protecting health and
well-being
4.4. Protecting the
environment

Problem Solving

5.1. Solving technical
problems
5.2. Identifying needs and
technological responses
5.3. Innovating and creatively
using technology
5.4. Identifying digital
competence gaps

Problem Solving

5.1. Solving technical
problems
5.2. Identifying needs and
technological responses
5.3. Creatively using
digital technologies
5.4. Identifying digital
competence gaps

The five areas of digital competencies and the 21 subdivided competencies identified
in the DigComp conceptual reference model provide a strong common understanding of
the digital competencies demanded by today’s society [47].
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Within each of the digital competency areas, a range of skills are included that are
often associated with it. Of these specific competencies, professional knowledge, skills,
attitudes, technical and operational competencies including operating processes are the
main components [48]. Furthermore, there is a large amount of overlap and cross-reference
between areas and competencies. It is also important to emphasize that the DigComp
framework is not prescriptive, but rather descriptive, and that this descriptive nature can
help to adapt to the specific needs of the target group.

On the basis of the preceding literature review, it is argued that the digital competence
of students is crucial to society. Moreover, understanding their digital competence can pro-
vide information, recommendations and support for the future development of education
in a digital environment. Digital competence has been recognized as a key competence in
different European frameworks and has a solid theoretical foundation. China is now in a
critical process of digitization, but compared to the well-established digital competence
frameworks in European countries, a framework for assessing Asian students’ digital
competence in line with Eastern education systems has not yet been released. Digital
competence is one of the challenges facing both the EU and China, so the development
of communication, frameworks, platforms, methods and validation schemes could be
instructive for both sides as well as for education [49]. In this paper we bring the European
digital competence framework into the context of the Eastern education system and use the
Digcomp-based instrument to explore the digital competence of Chinese students. Also,
as university students are not only under pressure to study, but also to enter society, face
the challenges of the workplace and exercise their digital citizenship rights, it is vital to
understand their digital competences.

Therefore, in this paper, we concentrate on students’ digital competence in higher
education, with the goals of describing university students’ perception of their digital
competence and exploring whether there are significant differences based on established
variables such as gender, grade, residential areas and previous formal training in ICT use
and digital competence.

Based on this, the research questions are:

1. What are university students’ perception of their digital competence?
2. Whether there are significant differences based on established variables (gender, grade

level, residential areas and previous formal training in the use of ICT and digital
competence)?

2. Materials and Methods

To carry out this study, a quantitative methodology with survey-based was employed.
We used a non- experimental design for this study that there is no treatment of any variables
for modification or application, but only selection, observation and collection of information
needed to solve the research questions. In order to reach the study’s objectives, we also
performed a descriptive, inferential data analysis [50].

2.1. Sample

The population that constituted the study sample was composed of students from
all faculties who were freshmen and fourth-year students at Gansu Agricultural Univer-
sity in China in the 2019/2020 academic year. We used random sampling techniques.
The random, representative sample consisted of 5164 subjects (estimation error E = 1.36,
α = (100 − 95)/100 = 0.05).

In total, there were 3136 (60.7%) first year students and 2028 (39.3%) students in their
fourth year. The average age was 20.15 and ranged from 15 to 30 years old. And in the
sample, 56.9% (n = 2940) of the students were women and 43.1% (2240) were men. Most of
them lived in rural areas (70.5%, n = 3634).

50.5% of the subjects had received formal training in the use of ICT and digital
competence. The majority of them had participated in online class (75.3%). In order to
improve students’ digital competence, 59.1% of the subjects chose to attend school courses.
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2.2. Instrument

The instrument used for this study was a questionnaire adapted from a diagnostic
questionnaire for university students presented by Martínez Vidal y Cervera [51] and the
Ikanos self-assessment tool from the Ikanos project.

In 2012, The Basque Government (Spain) launched the Ikanos project to meet both
common and specific digital competence needs. It has been developed and expanded
several times promoting the Information and Knowledge Society and motivating the
acquisition of digital competence [45,52]. Inspired by Digcomp, Ikanos was designed to
satisfy the digital competence requirements of different segments and aspects of society.
The Ikanos self-assessment tool can help to provide a personal digital profile, indicating
the level of digital competence according to the five competency areas of the DigComp
model.

We wrote a draft that included all items deemed necessary to meet the study objectives.
The validation of the instrument was reviewed by a panel of experts who analyzed the
content validity and an exploratory factor analysis was applied to complete the construct
validity. The questionnaire was initially written in Spanish and translated into Chinese,
considering the participants’ mother tongue. The characteristics and external validity
of the questionnaire were examined in discussion with experts in the fields of research
methods, education and linguistics. The questionnaire was then revised in line with the
recommendations of the experts. The reliability of the instrument was measured. The
Cronbach’s Alpha coefficient reached a value of 0.978, representing a very high level of
reliability [53].

The questionnaire has 70 items and it is divided into six sections (Table 2).

Table 2. Sections of the questionnaire.

Identification Age; gender; grade; residential zone; major and reason for choosing a major.

Availability of ICT resources Device connection to the Internet; campus networking and owned equipment
and device

Potential for digital competence development Frequency of connecting to the Internet; connection with the Internet and the
purpose of using the ICT tools.

ICT and digital related training
Previous training on the use of ICT and digital competence reception;

approaches to improving digital competence; online classes participation and
level of computer usage.

Self-perception in digital competence Information and data literacy; communication and collaboration; digital
content creation; safety and problem solving.

Attitude Attitude towards ICTs.

The items are made up of closed-ended, multiple choice and 4-interval Likert-type
ordinal scale questions, with the intention to avoid deviations. Participants should respond
to all questions according to their real situation.

2.3. Data Collection and Analysis Procedures

Data collection was carried out in the academic year 2019–2020 in the subject in
China. The questionnaire was completed digitally through the Qualtrics platform and
was distributed to the first and fourth year students by sharing the OR code created by
Qualtrics. And the questionnaire was anonymous. Before answering the questionnaire,
supervising teachers explained the purpose of the study and asked for the cooperation of
the students.

The data obtained were analyzed with the Statistical Package for the Social Sciences
(v.26). A confidence level of 95% was used in all analyses. Descriptive statistical analysis
was carried out on all responses, with the mean and standard deviation calculated. In
order to have a better understanding of the personal variables that determine the digital
competence of university students, several inferential statistical analyses were performed.



Sustainability 2021, 13, 12184 7 of 17

Analyses were carried out, to determine whether there were significant differences in
their perception of digital competence due to gender, grade, residential area and previous
training. According to the Kolmogorov-Smirnov test, there was no normality in the distri-
butions (p-value is 0.000). And the non-parametric Mann-Whitney U test was employed
for the dual variable.

3. Results

As there is a large amount of data available throughout the entire study, this paper will
only focus on the fifth part of the data: students’ self-perceptions of digital competence.

3.1. Descriptive Analysis

University students’ perception of their digital competence (39 items) will be presented
according to the following competency areas: information and data literacy (6 items);
communication and collaboration (13 items); digital content creation (6 items); safety
(7 items) and problem solving (7 items). As mentioned above, to avoid bias, participants
responded on a Likert-type scale of 1 to 4.

Table 3 shows basic descriptive statistical results of students’ self-perceptions of digital
competence in terms of information and data literacy.

Table 3. University students’ self-perception of digital competence in information and data literacy.

Information and Data Literacy Very Poor Poor Good Very Good Mean SD

I use ICT tools to search, locate, select, organize,
evaluate, process, store, transform, disseminate, cite

and communicate information.
6.9 20.5 62.6 10.1 2.76 0.722

I use specialized search engines and meta-search
engines with various mechanisms (Identify keywords,
synonyms and related terms, search in more than one

language...).

3.8 14.5 63.9 17.8 2.96 0.687

I understand different sources of information and can
build search strategies correctly based on them. 6.2 27.3 55.7 10.7 2.71 0.738

I analyse and comment critically on information, data
sources and digital content, verify the validity and

timeliness of the information located.
7.0 29.3 54.3 9.4 2.66 0.743

I apply different methods and tools to manage and
store information, data and digital content for easy

retrieval.
6.5 28.0 55.5 10.1 2.69 0.738

I have my own strategy to organize and retrieve
information and data. 7.4 27.2 54.8 10.5 2.68 0.758

The majority of students perceived themselves good in browsing, searching and
filtering data, information and digital content. And there were 54.3% students who believed
that they were good in the evaluation of information, data and digital content. When
students were asked about managing data, 55.5% claimed they were good. In regard to
information organization and retrieval of data, 54.8% thought that had reached a good
level (Table 3).

The results obtained refer to communication and collaboration (Table 4) and indicate
that the university students are good at using digital devices and applications to commu-
nicate with others (M = 3.00, SD = 0.661). 59.7% of the students chose good when asked
about digital participation. While 56.3% perceived themselves good in terms of collab-
orating with others through the Internet and in forming their PLN. As for the students’
citizenship engagement through digital technologies, the majority of them (61.2%) thought
they were good. In relation to the collaboration through digital technologies, more than
half of the students indicated themselves as good in using digital technologies and media
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for teamwork (61.7%), to process their activities and projects (56.4%) and participating in
online learning activities through collaborative environments (56.9%). Most of the students
were well aware of behavioral norms and knowledge when using digital technology and
interacting in a digital environment (M = 3.05, SD = 0.687; M = 3.06, SD = 0.660; M = 3.03,
SD = 0.656). Similar results were observed in terms of students managing their digital
identity: 60.5% knew well how to create and manage their profile on social media, 58.8%
could manage several identities in different contexts and 63.1% indicated their good ability
in controlling and protecting digital reputation.

Table 4. University students’ self-perception of digital competence in communication and collaboration.

Communication and Collaboration Very Poor Poor Good Very Good Mean SD

I communicate and interact through a variety of digital
devices and applications (SMS, email, cloud, QQ,

WeChat, video conferencing).
3.2 12.2 66.0 18.6 3.00 0.661

I participate in social networks, collaborative platforms
and online communities where I share knowledge,

multimedia content and information.
5.0 22.5 59.7 12.8 2.80 0.718

I collaborate through the Internet with other people in
my educational or professional field that form my

personal learning network (PLN).
6.6 26.7 56.3 10.4 2.71 0.740

I engage with society through online participation
(social, political, cultural, administrative action) and am

aware of the potential of technology for citizen
participation.

4.8 22.8 61.2 11.2 2.79 0.698

I use digital technologies and media for teamwork. 4.6 22.4 61.7 11.3 2.80 0.692

I use technology and collaboration tools to plan, execute
and share monitoring of activities and projects. 6.0 27.4 56.4 10.2 2.71 0.728

I participate in learning activities such as MOOCs
through collaborative environments. 6.2 26.4 56.9 10.5 2.72 0.734

I am familiar with the rules of conduct online or in the
virtual world, such as being friendly, respecting people’s

privacy and being careful with my language.
3.0 12.1 61.6 23.3 3.05 0.687

I stay up to date with ethics regarding internet use. 2.7 10.7 64.4 22.1 3.06 0.660

I take care to remind my family and friends of the basic
rules of behaviour on the Internet. 2.6 12.3 64.5 20.6 3.03 0.656

I know how to create and manage a public, personal and
professional profile on social media. 4.5 19.6 60.5 15.4 2.87 0.716

I am able to manage several digital identities depending
on the objective or context. 5.2 22.2 58.8 13.8 2.81 0.730

I pay attention to what I post online and I know how to
protect my digital reputation and/or that of others. 2.6 10.2 63.1 24.0 3.09 0.661

Table 5 shows the data referring to digital content creation. It is observed that only
49.1% students perceived themselves as good in using different tools and software to
create multimedia content in various formats, 36.6% indicating themselves as poor. When
using different media and methods to present their idea creatively, 50.6% chose good
and 35.6% thought that they were poor at it. Regarding the creation of new creative and
relevant content by editing, modifying, improving and combining existing resources, 51.5%
evaluated themselves as good. The results were similar in terms of understanding the
basics of intellectual property, the law, and the licensing of information and digital content,
with half of the students rating themselves as good (52.8%). However, in the programming
section, less than half of the students thought they had a good level (45.2%) and only 43.7%
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indicated that they could make well modifications to computer programs, applications,
configurations and equipment as needed.

Table 5. University students’ self-perception of digital competence in digital content creation.

Digital Content Creation Very Poor Poor Good Very Good Mean SD

I use a variety of tools and software to create multimedia
content in a variety of formats. 7.7 36.6 49.1 6.7 2.55 0.732

I am able to use different media and methods to present
ideas in a creative way. 6.8 35.6 50.6 7.0 2.58 0.721

I am able to edit, modify, improve and combine existing
resources to create new and relevant content and

knowledge.
7.0 34.6 51.5 6.9 2.58 0.722

I understand the basic knowledge and laws of
intellectual property and the licensing of information

and digital content when working with ICTs.
6.5 32.6 52.8 8.2 2.63 0.726

I know the basics of digital processes, understand the
principles of programming and what is behind a

programme.
9.4 38.5 45.2 6.9 2.50 0.759

I make modifications to computer programs,
applications, configurations and equipment as needed 11.7 37.9 43.7 6.7 2.45 0.784

The results of students’ perception in terms of safety are showed in Table 6. The
students mostly agreed that they were good in understanding the risks associated with
the use of online tools and devices (63.3%), and they reported they could protect their
devices and content well (61.1%). With regard to protecting their own the personal data
and privacy, the majority of the students pointed out their good level on it (M = 2.90,
SD = 0.672). Regarding the health and well-being protection, most students considered
themselves good in terms of being aware of the associated risks and threats (64.5%),
protecting their health and well being when using the Internet and related technologies
(64.8%) and being knowledgeable about the influence of the use of technology on the
environment (65.5%). And 64.4% stated they could apply measures to save energy, recycle
devices and contribute to environment protection.

Table 6. University students’ self-perception of digital competence in safety.

Safety Very Poor Poor Good Very Good Mean SD

I understand the risks associated with the use of online
tools and devices 4.7 19.8 63.3 12.2 2.83 0.691

I protect my equipment and multimedia content 4.3 22.5 61.1 12.1 2.81 0.695

I keep data security and protect my personal privacy. 3.5 17.2 64.5 14.7 2.90 0.672

I understand the health risks associated with the use of
related technologies. 3.1 16.1 64.5 16.4 2.94 0.666

I prevent and avoid physical and mental health threats
when using the Internet and multimedia devices, such as

poor sitting posture and cyberbullying.
3.3 15.0 64.8 16.9 2.95 0.669

I know the positive and negative aspects associated with
the use of technology on the environment. 3.1 15.3 65.5 16.1 2.95 0.659

I apply basic measures to save energy, recycle devices
and protect the environment. 3.5 17.0 64.4 15.0 2.91 0.674

Data referring to the students’ perception of digital competence in problem solving
(Table 7) shows that less than half of the students were well versed in operating digital
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equipment and identifying possible technical problems (48.7%), and 35.1% thought that
they were bad at it. But when the real daily technical problem occurred, 52.3% selected
good, indicating that they could solve these problems well. In terms of identifying needs
and technical responses, there were 58.6% of the students rated themselves as good. When
students were asked about keeping up to date with new technological developments,
trends and using digital technology to innovate, only 48.5% considered themselves as
good, while 35.9% indicated that they were poor at it. Then in creatively using digital
technologies, 56.2% of the students confirmed that they were at a good level. Similarly,
52.1% chose good with regard to participation in events and workshops on digital creation
and collaborative multimedia and digital projects. In regards to identifying gaps in digital
competence, 59.2% reported that they were aware of the need to improve and update their
own digital competence and to help others develop theirs.

Table 7. University students’ self-perception of digital competence in problem solving.

Problem Solving Very Poor Poor Good Very Good Mean SD

I am familiar with the operation of digital devices and
am able to identify possible technical problems. 8.1 35.1 48.7 8.2 2.57 0.755

I solve daily technical problems. 6.6 33.0 52.3 8.1 2.62 0.728

I evaluate and select appropriately a tool, device service
to perform my tasks and meet my needs. 5.3 27.5 58.6 8.7 2.71 0.698

I keep myself updated on new developments and
emerging technology trends, and innovate using digital

technology.
7.7 35.9 48.5 7.9 2.57 0.747

I use various methods such as text, images and audio to
make my expression more creative and innovative. 5.3 29.6 56.2 8.8 2.69 0.706

I actively attend events and workshops on digital
creation, and participate in collaborative multimedia and

digital projects.
7.4 32.9 52.1 7.7 2.60 0.736

I understand the needs to improve and update one’s
own competence and to help others in developing their

digital competence.
4.8 24.7 59.2 11.3 2.77 0.706

3.2. Inferential Analysis

To conduct the inferential analysis, the Mann-Whitney test was applied. This section
will present the factors that influence university students’ perceptions of digital competence
(gender, grade, residential area, previous formal training).

3.2.1. Gender

The Mann-Whitney U test was used to determine whether there were differences
between male and female students in terms of the various dimensions of digital competence.
Statistically significant differences were found in terms of gender in the areas of information
and data literacy, digital content creation and problem solving (MW p-value = 0.000).
The comparison of students’ perceptions of digital competence between genders can be
seen in Figure 1. Men (Median = 3.00) perceived that their digital competence level
in information and data literacy section was significantly higher than that of women
(Median = 2.83; MW p-value = 0.000). Women (Median = 2.50) rated themselves lower in
digital content creation than men (Median = 2.67; MW p-value = 0.000). Similar results
were found in problem solving, in which men (Median = 3.00) stated themselves better
than women (Median = 2.71). However, there was no significant difference between
genders and the p value was on the borderline of significance (MW p-value = 0.053) in the
communication and collaboration section. With regard to the safety section, the results
showed no statistically significant difference between the scores of the male and female
groups (MW p-value = 0.709).
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3.2.2. Grade

Figure 2 illustrates the perceptions of different grades of university students about
their digital competence. It is observed that the fourth year students (Median = 3.00)
perceived themselves as more capable than the first year students (Median = 2.83; MW
p-value = 0.000). The result of the Mann-Whitney test showed that there was a significant
difference between first-year and fourth-year students’ self-perceptions of their digital
competence in the section of information and data literacy (MW p-value =0.000). In
the digital content creation, the fourth year students (Median = 2.67) stated a higher
competence level than the first year students (Median = 2.5; MW p-value =0.000). A
similar result was seen in the problem solving section (MW p-value = 0.000). However, no
statistical differences in digital competence safety dimension were found between students
in different grades, since the p value was 0.221.
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3.2.3. Residential Area

After applying the Mann-Whitney test, the results showed that there were significant
differences in five areas of self-perceptions of digital competence between students coming
from different residential areas (MW p-value = 0.000). Students with an urban residence
stated themselves better than students with a rural residence in the section of information
and data literacy, communication and collaboration, digital content creation, as well as
safety and problem solving ( Figure 3).
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3.2.4. Previous Formal Training on the Use of ICT and Digital Competence

According to the results obtained, with or without prior relevant formal training,
students showed significant differences in all five areas of digital competence (MW p-
value = 0.000). Regarding the area of information and data literacy, students with previous
training (Median = 3.00) had a higher perception than those who had not received training
(Median = 2.83). In the areas of communication and collaboration, digital content creation,
and safety and problem solving, we found similar results (Figure 4).
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4. Discussion

A shift in the educational paradigm due to the accelerating digitalization process and
the impact of the COVID-19 epidemic, as well as the goals of sustainable development,
make it even more certain that digital competence is a core part of students’ ability to
achieve an adequate professional and academic performance, to meet society’s require-
ments and to face future challenges [34,54].

Various studies have investigated the acquisition of digital competence, teachers’
digital competence perception, and examined the relationship between different dimen-
sions [4,55,56]. This paper explores students’ perceptions of their level of digital competence
in the context of higher education, based on a case study of students at Gansu Agricultural
University in Northwest China. Generally speaking, most students perceived their level of
digital competence as positive. It was also observed that students demonstrated digital
competence in several areas such as information and data literacy, communication and
collaboration. We agree with [57] and [58], whose findings on university students’ digital
competence have led to identify that students’ perception of digital competence decreased
when the complexity of tasks increased. Therefore, many students need to improve their
level of competence when creating digital content and programming, as well as parts of
their problem-solving skills when facing technical problems and the understanding of
technological trends. The results obtained were similar to the research done by [59,60].
Furthermore, students showed their positive perceptions in the safety section of digital
competence, which showed contrary results to those obtained by [61]. Overall, the level of
digital competence of university students still has potential for further development.

In the current scientific research, gender is one of the most widespread variables [62].
There are several studies that have examined the impact of gender on digital competence,
indicating significant differences [63–65]. At the same time, there are some research studies
that have obtained a contrary result that no significant differences were found regarding
gender [66–70]. In this study we have verified that university men students rating them-
selves higher than university women students in several sections of digital competencies
such as information and data literacy, digital content creation and problem solving. We
therefore agree with [58,71,72] whose work indicated that men have showed a better digital
competence than women. However, there are also studies showing the opposite findings
against the gender stereotypes associated with digital competence [73].

As opposed to many authors who have explored age gaps in digital competence issues,
only a few studies point to gaps in digital competence between different grades [74]. So,
due to the small age range of the university students who were the subject of this paper, we
examined the differences in perceptions of digital competence between first year and fourth
year students. It has been demonstrated that students in the higher grades have showed
better self-perception in all areas of digital competence, based on the Digcomp framework.
As the results are similar to those reported in terms of age differences, it remains to be
further investigated whether the reason for this variation is due to their age or their school
training strategy.

Regarding the variable of residential area, firstly, there is still a digital divide between
rural and urban areas, resulting from demographic variables such as the age and education
level of the population and the connection to the international internet [75,76]. The results
in this study are consistent with [77], showing that digital competence is perceived to be
on average better in university students living in urban areas.

In relation to the students’ previous formal training on the use of ICT and digital
competence, it has been indicated that half of the university students have already received
prior formal relevant training. Training in digital competence and the use of ICT does
not fully cover upper secondary education prior to entering university, and the design of
relevant university curricula has not spread to all majors. In agreement with [3], there is a
relationship between training and students’ subsequent development of digital competence.
The impact of previous formal training has been confirmed by the results that students
with previous formal training show a higher level of self-perception in terms of digital
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competence. Similar results were obtained and mentioned by [78,79] as well. Many studies
have investigated the area of educators’ digital competence training that presented the
training needs [80–82]. However, for students, there is a relationship between training and
their subsequent development of digital competence [3].

5. Conclusions

This paper explores the perceived digital competence of a sample of university stu-
dents at a university in north western China. Positive aspects of information and data
literacy, communication and collaboration, security and problem solving were noted, while
digital content creation was also shown to be the dimension of least awareness among the
students. In addition to this, the impact of personal variables on perceptions of digital
competence were examined, pointing to gender gaps, grade differences, urban-rural area
differences, and the impact of prior formal training on digital competence.

The emergence of the epidemic has led to a faster and deeper penetration of mul-
timedia technology into the education sector, making it important to understand where
students’ digital competence levels are at. In this paper, the results obtained not only show
the students’ current perceived level of digital competence, but also provide a perception of
the digital competence of students in different education systems for later comparison with
students in other countries or in other educational contexts. It also contributes reference
data for teachers and educational institutions in developing relevant training and education
strategies.

This study is not without its limitations. First, the sample was from students at the
same university. Future research is recommended to expand sample diversity. Moreover,
the study was based on a self-perception questionnaire rather than an objective assessment
of digital competence. That is, the self-statements were subjective and therefore may
not reflect the true current level of students’ digital competence. It is suggested that
future studies applying correlation and regression analyses to allow further exploration
of the effects of the variables on digital competence and how the components of digital
competence are interrelated.
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