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Abstract: In recent times, Blockchain has emerged as a transformational technology with the ability to
disrupt and evolve multiple domains. As a decentralized, immutable distributed ledger, Blockchain
technology is one of the most recent entrants to the comprehensive ideology of Smart Cities. The rise
of urbanization and increased citizen participation have led to various technology integrations in
our present-day cities. For cities to become smart, we need standard frameworks and procedures
for integrating technology, citizens and governments. In this paper, we explore the potential of
Blockchain technology as an enabler for e-governance in smart cities. We examine the daily challenges
of citizens and compare them with the benefits being offered by Blockchain integration. On the basis
of a comprehensive literature review, we identified four key areas of e-governance wherein Blockchain
can provide monumental advantages. In the context of Blockchain integration for e-governance, the
paper presents a survey of prominent published works discussing various urban applications.

Keywords: Blockchain; IoT; e-governance; smart cities; urban planning

1. Introduction

Blockchain is decentralized, secure, auditable and enables smart execution of transac-
tions. It is a distributed ledger where data are shared over a peer-to-peer network securely
and consistently. Blockchain technology is presently one of the most quickly developing
technologies and is reasonable for most applications. Blockchain is a circulated framework;
there are no specific delegates between the users. In this way, manufacturers can manage
their clients in a straightforward manner. Trust is an innate segment of these business
connections as it is necessary to be confided in the stakeholders and market. To accomplish
the transactions using Blockchain, the executive’s objectives are cost, quality, speed, relia-
bility, risk decrease, supportability and adaptability disintermediation or bypassing agents
guarantees are done, yet it is not very clear that Blockchain will have these impacts on all
types of industry and that it will perform all tasks well [1].

Blockchain technology means both positive and negative effects on the business
world. With the assistance of Blockchain, business activities in smart cities have changed a
large amount. Developing Advancements have additionally influenced smart city execu-
tives. The advent of Blockchain technology offers greater spatial and temporary flexibility.
New technologies bring jobs, production and marketing closer together, and encourage
major change through rethinking, redesigning and rebuilding cities and their functions.
Blockchain technology is influencing almost all the areas of the market, such as in the
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globalized creation and the circulation of agri-business formation Blockchain reestablished
center around the security, quality and the approval of a few significant rules in agricul-
tural (horticulture) and food supply chains. The developing worries about sanitation and
defilement chances have re-established the concentration on upgraded recognizability over
the flexible food supply chain [2]. Ongoing innovations and advancements with Blockchain
can give an important and useful arrangement ensuring detectability of farming produce
and removes the requirement for a confided-in incorporated position. Today, Blockchain
technology is used in various cities of the world and it is growing day by day and, today, all
the smart cities are being made with the help of this technology. The reason for the growth
of this technology is that it helps in reducing our effort and saves a lot of time. In the
current scenario, sometimes Blockchain anchor is alluded to as a troublesome technology
and it has potential to change the present business measures, which we are as of now
utilizing, or it can interfere with advancement cycles and change plans of action drastically.
The following are some of the prominent contributions of our work:

A systematic review of Blockchain technology with respect to Smart Cities;
Exemplifying prominent works discussing the application of Blockchain technology
in e-governance for Smart Cities;

Detailed bibliometric analysis across five real-world application areas of e-governance
A structured overview and description of publication patterns for the use of compli-
menting technologies such as Al, Cloud and IoT for the creation of Smart Cities

The rest of the paper is organized as follows. Section 2 talks about smart cities and their
relevance and architectures. In Section 3, we discuss types of Blockchain implementations
along with some of the popular consensus algorithms. The emergence of smart cities
has given rise to various aspects of e-governance in terms of citizen participation and
government initiatives, which are illustrated in Section 4. Section 5 presents the benefits
of Blockchain integration with smart cities and explores ways in which it plays a pivotal
role in the creation and sustenance of smart cities. Notable works concerning application
areas of Blockchain in e-governance are discussed in Section 6. In Section 7, we describe
our research methodology and present a detailed bibliometric analysis based upon existing
academic literature. Finally, Section 8 summarizes our findings and concludes the work.

2. Smart Cities

The concept of smart cities discusses ways in which new age urban development
can be initiated to ensure efficiency of operations and enhanced citizen participation. It
is an umbrella term comprising of a combination of multiple technologies of the likes of
Blockchain, IoT, Al and Cloud computing. The rise of smart cities was seen as a necessity
to counter challenges appearing from rapidly growing populations. In generalized terms,
smart cities involve integration of information technologies and applications of new age
innovations with various aspects of an urban infrastructure. A smart city comprises the fol-
lowing four pillars at an infrastructure level: Social Infrastructure, Physical Infrastructure,
Institutional Infrastructure and Economic Infrastructure [3]. The degree of smartness for a
city depends upon various factors such as its ability to accommodate social, economic and
environmental needs along with enhancing the Quality of Life for its citizens. Smart cities
are a new paradigm for facilitating the citizen with high-quality facilities with improving
management and use of resources. A smart city is a way of providing the best services
and improving the day-to-day life of citizens [4]. Smart cities improve their healthcare,
transport, education, consumption of energy, waste management, e-governance, agricul-
ture, supply chain management, etc., for the benefit of people. The concept of the smart
city is still evolving, and many security concerns come with them. Therefore, Blockchain,
with properties such as decentralized, secure, auditable, reliability, etc., has the potential
to develop smart cities. One of the key aspects of creating a smart city involves the devel-
opment of infrastructure. Smart homes and smart buildings constitute a majority of the
infrastructure in smart cities. The creation of smart homes and buildings involves signifi-
cant use of networked sensors and IoT technologies [5]. Researchers across the world have
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emphasized the use of IoT, Wireless Sensor Networks and Cloud integration for enabling
the creation of smart cities. Blockchain is the newest entrant to the list of technologies that
can facilitate the creation of energy efficient smart cities. The fusion of Blockchain and IoT
(BIoT) is one of the leading research areas of our time and finds applicability from creating
smart hospitals to designing smart transportation systems [6]. Table 1 talks about various
application areas that focus on the use of IoT in creating smart cities. Even though the
concept of smart cities seems enticing to many, its development has numerous challenges,
the establishment of robust network infrastructure, privacy protection and social inclusive-
ness, to name a few. Blockchain technology, with its characteristics, provides state of the
art solutions to major concerns of smart cities [7]. Blockchain helps in making cities fully
digitalized, where each and every thing will be digitally controlled and, because of this
feature, it reduces human effort and saves a lot of time. Blockchain, in combination with
IoT, helps in enhancing transparency, establishing trust, improving convivence of infras-
tructure and efficiency of operations in a smart city. One study [8] sheds light on different
areas such as healthcare, transport, education, consumption of energy, waste management,
agriculture, etc., of smart cities where Blockchain can be applied. Similar to Blockchain and
IoT, Artificial Intelligence (Al) is an upcoming technology, gaining widespread attraction
from researchers with respect to application development for various verticals in a smart
city. Table 2 is a reflection of the same, discussing different areas of Al implementation.
Through the extensive research of Blockchain technology in smart cities, some research
directions are also identified which are discussed later. Figure 1 showcases the impact areas
of Blockchain technology in smart cities.

Healthcare

Transportation ‘

Agriculture ‘

Blockehain impact Employment ‘
areas in Smart Cities

Economy ‘

Education ‘

Energy and waste Management ‘

Housing ‘

Public Privacy and safety ‘

Figure 1. Blockchain impact areas in smart cities.

The reason for using Blockchain technology in smart cities is that is it very much useful in
various kinds of operations, for example, it helps in making transactions easier as well as much
simpler [9]. Some advantages of using Blockchain technology in smart cities are:

It provides security for our data;

It can help in waste collection and can provide real-time information;

It may also be useful in trading electricity;

It also helps in mobility and can provide real-time data to the governments;
It makes communication easier;

It helps in improving city connectivity.
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Table 1. IoT application areas in Smart Cities.

Theme Publications
IToT [10-15]
Smart Homes [16-20]
Waste Management [21-27]
Smart Parking [28-31]
Smart Lighting [32-34]
Table 2. Al application areas in Smart Cities.
Theme Publications
Traffic Management [35-40]
Environment Monitoring [41-44]
Energy Efficiency [45-50]
Banking & Finance [51-55]
Agriculture [56-63]

3. Introduction to Blockchain

Blockchain technology is gaining popularity every day and, with recent advancements,
it will gain popularity. The integral part of Blockchain architecture is transactions, Blocks
and consensus. Consensus is the way of using Blockchain in which Blockchain transactions
are verified. There are different consensus methods attached to different Blockchains.
Everyone in the network follows the rules of consensus algorithms such as, for bitcoin,
Proof of Work (POW) is used and for Ethereum, Proof of Stake (PoS) is used. Similarly;,
different other types of consensus algorithms will be discussed in this section.

3.1. Types of Blockchians

The Public Blockchain is a publicly accessible Blockchain that can be termed as a
public Blockchain. The main advantage of this Blockchain is its uncontrollability, which
means that nobody will have complete control over the network. This type of Blockchain
helps in the immutability of records [64]. Examples of a public Blockchain are Bitcoin and
Ethereum. These are open-source Blockchains and have a focus on accessibility. Bitcoin
is an example of this Blockchain that can be used in a real-life scenario. This type of
Blockchain allows everyone equal access and also allows them to be anonymous while
making transactions over the network. One of the advantages of a public Blockchain
is security. The more dynamic and decentralized a public Blockchain is, the safer it
becomes. In addition, there are a greater number of individuals that work on the system;
therefore, it becomes more difficult for the threat to be successful. It is almost inconceivable
for hackers to rally and jeopardize the network. One more advantage is that public
Blockchain is transparent. All information identified with exchanges is available to the
public. The straightforwardness of public Blockchain expands potential use cases. Perhaps
the most serious issue with public Blockchain is speed. One of the Public Blockchains,
Bitcoin is amazingly lethargic. Scalability and energy consumption are the concern in a
public Blockchain.

As the name suggests, private Blockchain requires the participant to be invited before
they can be part of Blockchains. Here, all the transactions are visible only for a person
who is part of the Blockchain. These Blockchains are centralized, as a small group controls
the Blockchain. These are used in a private organization to store sensitive data. A private
Blockchain is also called a permissioned Blockchain. Examples of such Blockchain are
Hyperledger and Ripple. Business-to-business scenarios and corporations, internally, use
Private Blockchain. Private Blockchains are lighter and throughput is higher because of the
lesser number of transactions done than for public Blockchain. In private Blockchain, only
approved peers are allowed to take part in the system, and therefore the level of access
is limited. Private Blockchains are more defenseless to the dangers of hacks and breaks
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because of the way that a couple of players control the system. These couple of approved
players can manipulate the system as well.

The consortium Blockchain can be of two types: some nodes private; other nodes
public. This type of Blockchain comes out to be an ideal Blockchain between private and
public. In consortium, the Blockchain network is managed and maintained by more than
one organization, it is sort of semi-decentralized type of Blockchain. It has high efficiency
compared to a public Blockchain. It relishes the advantages of both private and public
Blockchain. It becomes a hybrid Blockchain if an organization wants to deploy the best
of both public and private Blockchains [65]. Since there is no single power overseeing
the control, it keeps up with the decentralized nature of the Blockchain. A consortium
Blockchain is also called federated Blockchain where no single organization governs it
and, instead, a group or an organization governs the Blockchain. A consortium Blockchain
is most appropriate for associations where there is a requirement for the two kinds of
Blockchains, i.e., public and private. A consortium Blockchain is private, but more than
one party governs the decision power and, therefore, it is less centralized than a private
Blockchain. A consortium Blockchain is faster as compared to a public Blockchain, as access
is specific to few users not to all. Consortium Blockchain has low transaction costs and is
scalable. It is safer and energy-efficient as well. Examples of such a type of Blockchain are
IBM Food Trust and Energy Web Foundation.

3.2. Consesus Algorithms

Consensus algorithms are one of the most important parts of Blockchain technology,
as they make sure transactions are safe and secure. Therefore, now, in this research article,
we will be discussing a few famous consensus algorithms.

Proof-of-Work is a consensus algorithm and is a decentralized Blockchain network.
Its concept was introduced for securing digital money. Proof-of-Work came into existence
with Bitcoin and makes use of SHA-256 hashing algorithms. Proof-of-Work also forms
the basis of cryptocurrency. Previously, it was used in the mining of cryptocurrencies and
was used for mining new tokens and also for validation of transactions. In Proof-of-Work,
miners validate transactions and the hash code of new blocks has to be identified and
then it is needed to be added to a network, whosoever finds the node will be given the
others. Proof-of-Work algorithm of Blockchain demands higher requirements of hardware
and also uses extreme computational power. Bitcoin uses the Proof-of-Work algorithm to
generate new tokens and to validate transactions. Similar to Bitcoin, Ethereum also uses a
Proof-of-Work consensus algorithm which makes sure that all the information recorded
is safe from all kinds of monetary attacks. All the information of nodes is recorded in
the Ethereum Blockchain. As the technology evolves, Proof-of-Work algorithms will be
obsolete and Proof-of-stake (PoS) will be favored.

Proof-of-Stake uses the concept of rewarding the nodes that have more coins, and
this algorithm is a second-generation Blockchain network. Proof-of-Stake requires lesser
power consumption as compared to Proof-of-Work. This algorithm is the substitute for
the Proof-of-Work algorithm and is safer. The proof-of-Stake algorithm is environmentally
sustainable and is scalable to the needs of the user. Proof-of-Stake substitutes staking for
power consumption during computation. In addition, it limits the peers mining power
with the percentage of ownership. Ethereum now uses the Proof-of-Stake algorithm that
works on the concept that the more tokens you have the more is the power of mining.
This algorithm uses fewer resources but the chances of 51 % attack are more and, also, the
chances of keeping tokens and not using them. The largest cryptocurrency, i.e., Bitcoin,
is still Proof-of-Work but debates and research are underway to move it to the Proof-of-
Stake model.

Delegated Proof-of-Stake is an evolved and advanced type of Proof-of-Stake where
nodes selection is of a different type. It allows coin holders to take part in the consensus
method. Coin holders can choose to select the node or reject it. A delegated Proof-of-Stake
algorithm is more suited for the network that is established and is trusted. The process
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of delegation and voting is the democratic type in Delegated Proof-of-Stake. Delegated
Proof-of-Stake is a fairer method of picking who confirms the following block, permitting a
more different group of individuals to partake in the process since it depends on procured
status as a legitimate staker and not generally just wealthy. Also, because there are a
predetermined number of validators, Delegated Proof-of-Stake permits the network to
arrive at an agreement all the more rapidly.

The Practical Byzantine Fault Tolerance algorithm is a high performance and is ad-
vanced with high latency and amazing overhead runtime. Essentially, every one of the
nodes in the Practical Byzantine Fault Tolerance model is requested in a succession with
one node being the leader node and the others mentioned as the backup nodes. Nodes
inside the network speak with one another and the objective is for every one of the genuine
nodes to obtain a settlement on the condition of the network through popularity. Nodes
speak with one another vigorously, and do not just need to demonstrate that messages
came from a particular companion node; yet, in addition, it is required to check that the
message was not altered during transmission. Hyperledger Fabric is an open-source plat-
form for Blockchain activities and innovations. Hyperledger uses the permission form of
the Practical Byzantine Fault Tolerance algorithm. Other well-renowned organizations that
use the Practical Byzantine Fault Tolerance algorithm are Ripple and Stellar.

4. Rise of e-Governance & Smart Cities

E-governance in smart cities is a type of governance that aims to make effective use
of information and communication technology (ICT) to improve services provided by
the government to people and will increase participation in decision-making and policy
formulation. This will improve governance and advance the digital transformation of
government. The smart city concept of e-Gov 2.0 in India promotes a holistic approach
to local urban development. Globally, smart cities are emerging like mushrooms after
rain, and it is difficult to provide the best convenience facilities for locals in urban areas.
In the Indian context, the role of self-government is very important and logical. Although
E-governance supports a people-oriented service-oriented concept, the local development
of smart cities is also people-oriented [66].

E-governance (Electronic governance) has the aim of enhancing government ability.
E-governance is used to provide services to citizens, interact with business enterprises and
is used to do communicate with speed, efficiently and in a transparent manner. The basic
purpose of e-governance is to simplify processes. E-governance has many benefits. Some
of them are that it will make corruption less common because all transactions are done on
the internet so the data are recorded. Because of e-governance, the communication gap is
reduced. E-governance has reduced overall cost. E-governance aims to improve the quality
of governance. E-governance ensures the participation of people in governing processes.
With the help of e-governance, we are doing local, state and nation’s elections smoothly
by machines. It is saving our time, money and preventing the stealing of votes. A smart
city is a technology-modern urban area that is using different types of electronic media
and sensors to collect specific data. Smart cities make more efficient use of infrastructure
through Artificial Intelligence. Smart cities make less use of time for citizens. Smart cities
are safer cities. Technologies such as license plate recognition and gunshot detectors can
make a criminal-free city. Smart cities will help to reduce the environmental footprint.
Smart cities make the transport system better.

The rise in population has caused a great amount of burden on the civic amenities
and the administrative infrastructure making e-governance an important part of managing
the administration of almost all of the countries over the world. Talking about India, the
initiatives that have been taken for e-governance have to meet two requirements—the first
being automating the government departments and the second being making the online
services easily understandable and accessible to civilians. The growth of e-governance over
the past few years has shown the active participation of citizens in the strategic schemes of
the government. E-governance has also resulted in showing the “efficiency, accountability
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and the transparency” of these schemes. According to the UNITED NATIONS, the objective
and the reason behind e-governance is to provide and make the citizens aware of the
government departments and their information by means of the internet and the world-
wide-web. Another example of e-governance can be shown in the times of the COVID-19
pandemic, where the maximum amount of governance and administration was done in an
online mode. Even the vaccination was done the means of an app and online portal where
people came to know about the number of vacant slots available so that they could book a
slot for their vaccination. After the booking was completed, they were notified regarding
the time and place where their vaccination was going to be conducted [67].

Smart cities are also a part of e-governance. The concept of a smart city originated
in the US and was implemented in the 1990s. Since then, it has been evolving along with
humans at every stage. Smart cities have spread out wide and have been included in policy-
making to provide the solutions to “urban dimensions” which include the governments,
infrastructure, environments, citizens and economy. In today’s world, with the increase in
the manufacture of vehicles, there has been an increase in the traffic in the country. The
number of cars on the roads have been more than the number of people sitting on them. The
never decreasing traffic has caused people to be late for their work and other destinations,
and manufactured goods take more time than estimated to reach shop owners. Mobility
is a concept of smart cities, which counters the current problem of traffic. The mobility
concept is also known as smart mobility, and is different from the transport of people and
goods in general. Mobility can be considered an integral part of smart cities and can be
described as a set of measures coordinated to improve the efficiency and the environmental
sustainability of cities. The most important feature of mobility is interconnectivity. This
feature of interconnectivity, when combined with the shared data, requires passengers to
access and transmit their own data to get an idea of the situation on the roads. By the
means of smart applications that are available, the passengers are able to know about traffic
conditions, whether there have been any accidents on the roads, avoiding bottlenecks and
the amount of time they will take to reach their destination, as well choosing a particular
route and then providing the alternative to the route and the number of free parking spaces
that are available. These applications also show the available restaurants, grocery stores,
petrol pumps and charging stations that the passengers may have on their routes. The
popular examples of these applications include navigation, e-tickets, parking tickets, e-tolls,
information boards, autonomous vehicles and shared mobility services—such as shared
cycles, cars, scooters, etc.

The increasing progress and demand of technology has changed various domains
of the social life of a person—how he/she works, interacts with the people and his/her
consumption and production of data. Technical innovations are the core of the smart
city, making them able to build an efficient and urban environment. Gradually, the urban
systems are including the ideas of smart cities and working for technological advancement.
One such urban system being energy. The smart energy city comes from the energy-related
components of a city. The smart energy city makes use of the opportunities in the technical
field and available technology and economy to improve the life of the people. It also tends
to confront the challenges faced in climate change, energy resources and infrastructure.

Blockchain can bring significant improvements in the traditional business models
in terms of transparency, security and traceability. E-governance is a part of Information
and Communication Technologies (ICT). It works to enhance communications, increase
efficiency and transparency and keep the proper record of everything. E-governance would
also help the government to collect the right data of all people, as they would have all the
necessary info such as ID number and many more. Moreover, this would help in reducing
crime, for example fraud. The government could also analyze data and know many
things such as how many people are underprivileged in their country and how many rich
people are not paying proper taxes, among many more applications. It helps to establish a
connection between governments, government and businesses, government and citizens
and agencies of two governments. With the benefits, there comes some disadvantages too,
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such as the old citizens of the country could not be able to utilize the resources properly as
they might have difficulty in learning anything new. Secondly, it would also result in an
information leak if somehow the server where the information is stored were hacked, and
it would reveal secret information about our country to other countries. It would also cost
a lot for the government to establish good servers with good security.

5. Benefits of Blockchain Implementation in Smart Cities

The integration of business models with Blockchain improves transparency, security,
trust, cost minimization, accountability and efficiency. Blockchain-enabled contracts bring
rising levels of efficiency to smart cities [62]. To impact changes in other specialized
fields, Blockchain technology can be combined with technologies such as Smart cities, Big
Data, IoT and Artificial Intelligence. Benefits of implementing Blockchain in smart cities
are securing the supply chain, creating transparency, boosting track and trace systems,
automating the purchase process and more streamlined operations.

Agriculture is the backbone of most developing countries and the means for most
of their revenue, as crops are supplied to other countries to meet their demands and
sometimes these sent crops prove contaminated, deliver late, etc., which directly affects
the trade. Therefore, [24] suggests the use of Ethereum Blockchain and smart contracts for
better traceability of the whole soybean process from the production of seed to the product
delivery; the whole process is centralized in nature and eliminates the middlemen. For
future work, they argue that it is necessary work on flaws related to scalability, governance,
identity registration and privacy, as well as that the payment mode should be restructured
where parties will be paid using cryptocurrency on successful physical delivery of products
by the smart contracts in an automated and centralized manner.

However, the implementation of Blockchain technology may look simple, but it is
difficult to implement, as it is not yet fully developed. There is a need for highly skilled
professionals and the collaborative participation of people to build a common system. It
is challenging to answer how Blockchain brings more value to smart cities management
and organizations as Blockchain is not a Distributed Computing System. Scalability is
also an issue in the Blockchain. Some Blockchain solutions consume too much energy and
Blockchain transactions are sometimes inefficient. Also, it is not completely secure to use.

A Blockchain-based smart city has many limitations, it yields high integrity but has
unstable information reliability without some form of independent or impartial system
that can manage or check the integrity of data going into the Blockchain [68]. A Blockchain-
based smart city can offer transparency and trust to its citizens, and this trust and trans-
parency are as valuable as the reliability of the raw data fed into the system and the way
it is further treated [69]. Further, [70] tells us about the benefits of the implementation of
IoT and Blockchain together. We all know how important IoT is nowadays, however, IoT
has some problems related to privacy and security which can be overcome by integrating
Blockchain technology. This results in improved efficiency in smart cities networks, and
thus gives us a transparent view of a system. Many people are not aware of the Blockchain,
so it is often implemented on a large scale [7]. This article will help in knowing about
Blockchain and its implementation in smart cities.

Blockchain can connect technologies that can be helpful for people in many ways. The
more we use this technology the more benefit we can derive from it. Blockchain has the
ability and potential to make things easier to use and access. This is has led to creating
many small and big networks as well. Therefore, there are many such applications of
Blockchain that can be implemented in cities:

e Easy and smart payments: Blockchain provides security when performing payments
and requests are sent to the respective virtual machines while performing the pay-
ments. In addition, it continually updates the information regarding the payments
and maintains a proper history;
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e Identity Services: nowadays, many organizations use this technology for identification
purposes. They use unique login services and authenticate personal identity using the
same, which helps prevent identity theft and fraud;

e  Transportation Management: provides a single link of payment for various forms of
public transport, which includes ridesharing services. A person using a taxi and bus
can pay through a single-mode using Blockchain technology;

e Government Services: it helps in maintaining a proper record of documents and
identity information of the citizens. This technology will enable the delivery of
focused and personalized government services.

6. Application Areas of Blockchain in e-Governance

The concept of e-governance comprises ways in which governments can govern and
serve their citizens in the best possible manner through the use of new-age technologies.
It promotes enhanced citizen participation and has gained widespread attention in the
last decade. In this digital age, we have numerous technologies that can act as an enabler
for e-governance. The newest entrant to the club is Blockchain technology, proving a
decentralized peer-to-peer platform for trust and transparency. In recent years, multi-
ple government agencies have adopted the use of Blockchain technology for rendering
citizen-centric services. The distributed ledger technology allows individuals to conduct
transactions in a secure and automated manner. In this section, we address the question of
how Blockchain technology can mitigate the challenges of modern cities and facilitate the
development of urban ecosystems. We carry out a comprehensive literature review and
identify five key application areas of e-governance wherein Blockchain has emerged as
an enabler technology. The section illustrates prominent works for (1) Energy Trading, (2)
Smart Healthcare, (3) e-voting, (4) Supply Chain and (5) Real Estate. Table 3 summarizes
some of the prominent works for the above application areas.

Table 3. Blockchain Application Areas for e-Gov & Smart Cities.

Theme Publications
Energy Trading [31,71-77]
Smart Healthcare [78-85]
Blockchain & e-governance e-voting [86-90]
Supply Chain [91-98]
Real Estate [99-105]

6.1. Energy Trading

In recent years, Blockchain has emerged as a leading technology for creating peer-
to-peer energy trading platforms. Such trading systems prove beneficial for consumers
and producers as they can directly trade energy without the need for an intermedia-
tory. The immutable ledger technology has been termed by researchers as a “disruptive
technology” in the field of energy trading. In the recent past, numerous start-ups have
emerged presenting Blockchain-enabled solutions for energy management in a smart city
environment. The solutions ensure trading fairness, ensure accurate billing cycles, miti-
gate intermediary costs, preserve user data privacy and facilitate automatic trades. The
authors propose a decentralized platform for peer-to-peer energy trading and ensure a
trade-off between economic efficiency and information privacy [71]. The work discusses a
two-layered platform for the Ant-Colony Optimization method for auctioning and smart
contracts for enabling faster trade settlements. The proposed decentralized platform is
termed “DeMarket” and aims for prosumers to auction and trade electricity securely and
efficiently. The platform uses digital tokens, called “EuroTokens,” to ensure monetary
settlements for trading purposes. According to the existing literature, Blockchain and
IoT are favourable technologies that can be combined to create decentralized energy trad-
ing platforms. The authors highlight pertinent issues dealing with centralized trading
platforms for distributed energy stations (DESs). A Blockchain-based electricity trading
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(B-ET) ecosystem is proposed that ensures payment security and privacy protection for
energy trading transactions [72]. The proposed ecosystem comprises two subsystems
namely Internet-of-Energy (IoE) subsystem and the Blockchain subsystem. The prior is
used for connecting various distributed energy stations across the city whereas the latter
ensures secure and reliable electricity trading by the use of smart contracts. The authors
propose a new consensus mechanism named credit-based PoW, which is a modified ver-
sion of the widely implemented Proof-of-Work (PoW) consensus algorithm. The newly
proposed consensus algorithm is believed to have mitigated the challenges of high latency
and randomness.

Smart transportation is one of the central areas to the concept of smart cities. On
similar lines to ensuring intelligent management of energy systems, the authors propose a
decentralized peer-to-peer (P2P) smart city energy model for interconnecting households
and enabling energy trading among themselves [73]. The work aims to optimize the energy
management of a city by collating neighbouring households and allowing energy surplus
of them to trade their electricity using smart contracts. All interconnected households
are collectively termed as a microgrid, which is connected to the Blockchain network for
trading electricity with potential consumers. The proposed models make use of wireless
sensor networks for monitoring the generation, transmission and consumption of electricity
on a real-time basis. The native cryptocurrency of Ethereum, i.e., Ether (ETH), is used for
ensuring monetary settlements. The Particle Swarm Optimization (PSO) algorithm coupled
with a genetic algorithm is used for the efficient selection of source and destination nodes
for electricity transmission. A relatable initiative for decentralized P2P energy trading is
proposed by the authors for mitigating the imbalance of energy generation among various
users in a community [74]. The Blockchain-enabled trading platform is a decentralized
application (dApp) that uses Ethereum’s smart contract for ensuring transactions. The rise
of electric vehicles (EVs) and Connected Electric Vehicles (CEVs) propose enhanced safety,
improved city governance and reduced dependency on oil and emission of greenhouse
gases. It is believed that the concept of CEV can give rise to new business models for
energy trading and decentralize the process of electricity distribution. The authors propose
a decentralized electricity trading framework for CEVs that combines the implementation
of Blockchain, machine learning and game theory [75]. The work discusses an adaptive
bidding algorithm named “HLProfitX” for ensuring improved profitability during the
sale and purchase of electricity. A new cryptocurrency Happy Light Coin (HLCoin) is
introduced for ensuring monetary settlements.

6.2. Smart Healthcare

The authors present a decentralized Blockchain-enabled platform “GuardHealth”
for patient data sharing [78]. The platform deals with sensitive information regarding
a patient, thus ensuring confidentiality and data privacy. The proposed system uses a
consortium Blockchain network for storing and sharing patient data through legitimate
authentication. On similar lines of patient data sharing, the authors present a combination
of secure file transfer methods and Blockchain technology [79]. The model ensures secure
patient data sharing across various clinical facilities of its visit. Blockchain and IoT are
extremely complementing technologies and are being extensively used across various
domains. In context to the same, the authors propose an architecture for combining
the use of Blockchain technology and the Internet of Medical Things (IoMT). The work
analyses the current challenges of IoMT and suggests ways of mitigating them using smart
contracts and distributed ledger [80]. Blockchain is a huge success when it comes to its
applicability for creating identity management systems. The authors propose a Blockchain-
enabled identity management system for patients and healthcare professionals [81]. Each
patient and healthcare professional are allotted a unique health ID for ensuring their secure
identification and authentication across different eHealth domains. Every health ID is
attested by a healthcare regulator and subsequently stored on the Blockchain network.
Another example of storing patient-centric records using Blockchain is presented by the
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authors wherein they propose a telemedical laboratory service for performing clinical trials
on patients through IoT medical devices [82].

6.3. e-Voting

In recent times, e-voting has emerged as one of the most prominent application
areas of Blockchain technology in e-governance. The characteristics of being decentralized,
transparent, secure and anonymous makes Blockchain one of the most suitable technologies
for conducting free and fair elections in modern democracies [86]. Blockchain has the
potential to ensure the integrity of the entire electoral process. It is believed that Blockchain-
enabled e-voting systems can mitigate the challenges of conventional voting systems [87].
Such challenges may comprise accurate voter identification, protection of voter privacy,
the secure casting of votes and efficient vote counting. Countries such as India, Estonia
and South Korea are working towards creating models for e-voting using Blockchain
technology [88].

6.4. Supply Chain

Blockchain has seen significant success in the financial sector and, subsequently,
researchers have started to explore its applicability across supply chain management [91].
A supply chain is a system comprising of various entities intended to deliver a particular
product or service manufacturer to a customer. Conventional supply chains are centralized
in nature, thus present numerous challenges of corruption, mishandling, product tampering
and adulteration. Blockchain has emerged as a disruptive technology with the potential
to change the working mechanisms of modern-day supply chains [92]. The distributed
ledger technology presents transparency and real-time tracking of product flow across
various checkpoints [93]. The authors explore various ways of integrating Blockchain into
supply chain management systems [94]. The integration of blockchain with supply chain
management can bring about considerable benefits in terms of cost-efficiency, reliability,
traceability and reduced paperwork [95]. Moreover, the food industry is believed to be one
of the biggest benefits of the applicability of Blockchain technology in supply chains [96].
Blockchain coupled with IoT proves to be a perfect combination for food supply chains
and ensuring trust and identification of counterfeit products [97].

6.5. Real Estate

The real estate sector has great socio-economic value to the nation. One of the emerg-
ing application areas of Blockchain technology in e-governance is real estate and asset
registration [99]. Blockchain facilities fast and secure transactions through smart con-
tracts between two parties in a verifiable manner. Researchers and developers are gaining
interest in creating architectures and frameworks for Blockchain-enabled land registry
systems [100]. The systems are secure, transparent and support functionates of transfer of
ownership and mortgage registration. Integration with Blockchain technology with the
real estate sector ensures trust and reliability in keeping land records and supports national
wealth creation [101]. Blockchain has the potential to improve the slow and inefficient
real estate sector and eliminate unnecessary manual processes [102]. Concerns relating
to loss or duplication of documents can be easily mitigated [103]. Due to the absence of
intermediaries, Blockchain technology can reduce the cost of asset registries by a significant
value [104]. Moreover, illegal or shadow real estate transactions can be identified and
stopped by the use of Blockchain technology [105].

7. Literature Survey
7.1. Methodology

The paper follows a multi-step research methodology for analyzing publishing pat-
terns in the field of Blockchain technology e-governance and smart cities. The survey was
conducted based on the Scopus database [106]. Articles published between 2017 and 2021
were considered for the survey. During the process of publication search, we ensured that
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the papers selected were written in the English language. The primary step involved search-
ing publications based on keywords such as “Blockchain AND Smart Cities” & “Blockchain
AND e-Governance”. We ensured that the keywords were mentioned in either the paper’s
abstract or title. The results of the first step led to the identification of five prominent
application areas wherein Blockchain finds its maximum applicability in e-governance.
The subsequent step involved searching publications based on the identified application
areas. The final step of the publication search involved identifying complementing tech-
nologies for Blockchain. Through this effort, we were able to list three key technologies
that complement and support Blockchain in modernizing present-day cities. The analysis
part of the survey focused on three dimensions which led to enhanced insights concerning
the research being conducted in Blockchain technology and Smart Cities. The following
are the sets of keywords that were searched during our survey:

Smart city or smart cities (5C);
Blockchain + SC;

Blockchain + e-governance;
Blockchain + SC + Smart Healthcare;
Blockchain + SC + e-voting;
Blockchain + SC + Energy Trading;
Blockchain + SC + Supply Chain;
Blockchain + SC + Real Estate;
Blockchain + SC + (IoT or Internet of Things);
Blockchain + SC + Al

Blockchain + SC + Cloud Computing.
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7.2. e-Gov vs. Smart Cities

The following Figures 2 and 3 discusses the publication patterns for Smart Cities and
e-Governance with respect to application of Blockchain technology.
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Figure 2. Publication Count Blockchain AND Smart Cities.
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Figure 3. Publication Count Blockchain AND e-governance.

7.3. Blockchain Application Areas

The following Figure 4 discusses year wise publication count with respect to prominent
areas of Blockchain applicability in e-Governance in smart cities. Figure 5 talks about
publication patterns in terms of nature of publications. Figures 6-9 illustrate region wise
publication classifications for areas of Energy Trading, Smart Healthcare, Supply Chain
and Real Estate in smart cities.
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Figure 4. Publication Count comparison among application areas.
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7.4. Allied Technologies for Blockchain

Figures 10-12 present bibliometric analysis for works discussing the use of compli-
menting technologies for Blockchain such as Cloud Computing, Al and IoT for enabling
e-Governance in smart cities.
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8. Discussion & Conclusions

Blockchain is one of the fastest emerging technologies which has started to see applica-
bility beyond the financial sector. Its characteristics such as immutability, data traceability,
security and decentralized nature have been the major driving factors for ensuring its
success. In this article, we examine Blockchain as an enabler for smart cities. This work of
ours aims to identify the extent of research that has been conducted in the last few years
concerning Blockchain applicability for smart city governance. A detailed literature review
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is conducted to identify key application areas wherein Blockchain can prove beneficial
and is likely to impact the governance of a smart city. The work assists academicians in
understanding the findings of previous research and benefits from the following insights
in crafting their research journey.

Author Insights:

e New age disruptive technologies such as Blockchain, IoT, Al and Cloud can be com-
bined together to render solutions for sustainable smart cities;

e  Policymakers need to educate themselves with respect to Blockchain and understand
the means and methods of its applicability across various areas of e-governance;

e  Existing research suggests that countries have started working towards Blockchain
integration in the form of pilot studies and, in years to come it will become a living
reality;

e  Emergence of Blockchain will eliminate the role of any third party intermediatory thus
ensuring transparency, trust and growth in the economy;

e  Blockchain integration with smart cities will give rise to new business models in
domains of supply chain and energy trading. Individual citizens and government
agencies will largely benefit economically from such new initiates;

e  Citizen participation will see a significant rise in the decision-making process, thanks
to the involvement of technologies such as Blockchain, IoT and Al Higher levels of
automation can be expected in decision making and problem solving;

e  Opverall, Blockchain will introduce a new sense of trust, transparency and security
between citizens and governments.

Talking of future research directions, researchers can aim towards creating Blockchain
applications supporting scalable transactions along with ensuring optimum levels of
energy consumption. Applications of DeFi (Decentralized finance) for smart cities is
another domain area for researchers to explore. Supply chain applications for perishable
food items such as fruits and vegetables are an upcoming application area where new
models can be proposed.
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