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Abstract

:

The increasing European consumer awareness of cybersecurity and sustainability issues in e-commerce is raising key methodological concerns. In a field like this, still unexplored by scholars, it is crucial to identify reliable data as well as to choose the modalities of combining primary and secondary data. As the robustness of the outcome of a study on a complex issue is highly sensitive to the quality of the data used, this paper is a communication that aims to complement and support previously published empirical research. This communication describes the methodological path to collect, integrate, and process data from different sources to interpret European consumers’ attitudes towards cybersecurity and sustainability during e-commerce. In fact, COVID-19 has driven many users to shop online, raising concerns especially about the security of digital transactions. Scientific studies analyzing these effects are still lacking in the literature and therefore this paper aims to fill this gap. The limits of a rigid dataset such as Eurostat’s are overcome by integrating the results of European citizens’ behavior during online purchases, with a survey that involved some experts appropriately selected by the research team. The combination of primary and secondary sources of data and the application of a hybrid methodological approach using MCDA (multi-criteria decision analysis) and a Likert scale allowed new information that fills some gaps in the literature to be extracted from the data. How European citizens correlate e-commerce with cybersecurity and sustainability emerged, thus providing important insights for decision-makers.
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1. Summary


This communication aims to complement and support previously published empirical research [1]. E-commerce was already a relevant phenomenon before COVID-19 [2], but its growing trend has become more evident due to the blocking situation the world has been experiencing [3]. The increase in the number of online commercial exchanges has become more widespread globally, and with it, the security risks of online transactions have also grown [4], also causing impacts on the sustainability of supply chains [5]. As highlighted in the work associated with this data descriptor [1], the effect of the pandemic on the evolution of e-commerce is a topic unexplored by scholars, particularly in aspects concerning cybersecurity and sustainability of e-commerce supply chains. The issue of integrated logistics is as crucial for large as for small and medium-sized enterprises, and the pandemic has highlighted the importance of having raw materials available [6,7,8].



This new reality forces companies to adapt their business models and governments to quickly understand regulatory needs. A better understanding of the current state of e-commerce is therefore not only necessary for scientific knowledge, but also a critical need for decision-making by public authorities and businesses [9,10]. This raises at least two questions: what this trend has been like in the European context and whether there are the same or new challenges limiting its further development, e.g., security of transactions and privacy.



To answer these questions, Eurostat has been identified as an essential source of open data. Moreover, its use should be promoted to achieve better descriptive cross-sectional studies in Europe. However, the information is incomplete in terms of getting a better picture of the problems and obstacles of online shopping. Consequently, primary data were collected through experts. To reduce subjectivity bias and to achieve judgements from a global rather than a particular perspective, experts with 10 years of experience were chosen later for the interviews. The analysis presented in this paper aims to fill the previously highlighted literature gap and therefore represents a new contribution to the current body of literature on e-commerce.



In terms of methodology, this study proposes a multi-criteria decision analysis (MCDA) and a Likert-scale survey with post-interviews. The multi-criteria analysis provides a comparability model that can be easily fed with Eurostat annual data, which is very useful for data-driven decision-making on e-commerce in Europe. With the information obtained in the survey, we can provide important insights into the importance of digitization and cybersecurity for the sustainable development of e-commerce in Europe.



The pandemic period has prompted researchers to investigate the relationship between sustainability and resilience, and there are many areas in which the relationship between these two topics is investigated [11,12,13]. The study that this communication intends to integrate [1] contributed to this direction by focusing on the context of e-commerce by formulating two research questions:




	
RQ1: How do European countries perform comparatively in e-commerce?



	
RQ2: What are the most important challenges to the further expansion of e-commerce?








In this context, this communication instead aims to emphasize the methodological approach that made it possible to answer the RQs, explaining the implications underlying the selection, processing, and integration of heterogeneous data from both primary and secondary sources. The hybrid methodological approach adopted in this research has already been tested in other studies [14,15] to collect data from suitable web-based databases for their processing in order to investigate user behavior. The MCDA allowed for a comparison between the performances of different European countries (to answer RQ1), whereas the Likert scale survey was useful for clarifying the impediments and barriers perceived by consumers when shopping online (to answer RQ2). In this way, this hybrid method can be applied to process other datasets on European countries or regions made available by public or private databases such as Eurostat.




2. Data Description


Some academics might ask how you can write a good scientific article without a literature gap. Others might ask how you write one without identifying a good data set. In the approach of this e-commerce-focused line, it was obvious that this is a fast-growing topic [16,17]. The data proposed by Salesforce in its Shopping Index report for the first quarter of 2021 are significant: +58% compared to the first quarter of 2020 [3]. An analysis of individual countries showed +111% for Canada, followed by the Netherlands (+108%), UK (+91%), Italy (+78%), and France (+71%). However, our literature analysis showed that the topic of cybersecurity in e-commerce is an up-and-coming issue that has not yet produced a sufficiently solid theoretical body to unambiguously highlight knowledge gaps [1].



Given this scarcity of data, we thought of using Eurostat, which promotes the process of harmonization of statistical methodology among the states themselves. This tool was used in the literature [18,19] and was useful for comparing different countries [20,21]. On the Eurostat search engine, we looked for e-commerce as a keyword and we identified the following cascade process: within the topic “Science, technology, digital society” is “digital economy and society,” which in turn presents “ICT usage in households and by individuals,” and here we came to our keyword. There were 30 criteria divided into six categories (Figure 1):




	
Internet purchases by individuals is proposed in the file “isoc_ec_ib20.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Internet purchases—goods or services is proposed in the file “isoc_ec_ibgs.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Internet purchases—origin of sellers is proposed in the file “isoc_ec_ibos.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Internet purchases—collaborative economy is proposed in the file “isoc_ec_ce_i.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Internet purchases—money spent is proposed in the file “isoc_ec_ibm.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Financial activities over the Internet—money spent is proposed in the file “isoc_ec_ifi20.xls” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).








Eurostat is a database in which data are proposed in multiple ways, and this is clearly an advantage. We highlighted the following hypothesis during our analysis:



	
The presence of data for 2020 is a positive since the data are as recent as possible, but this was not the case for all items. There were no values for previous years, so we could not perform a trend analysis.



	
The average value of EU 27 is proposed, but after analyzing the list of all countries there were some absences. These are very significant because both Italy and France, as shown above, had very significant values. However, these absences did not affect the results of the other countries, considering the presence of the Netherlands, which had an even more significant margin of growth, or how the intermediate values were calculated according to the most significant performance (associated with the leading country).



	
All data are reported in percentages, which allows for comparability across criteria. This led to two distinct observations. The first concerns the fact that the values are expressed in such a way as not to make distinctions based on the population numbers that characterize the individual countries. In an alternative case, the values could be divided according to specific variables (e.g., the number of inhabitants, the gross domestic product). The second concerns the unit of measurement, since if there were multiple, a way would have had to be found to make them comparable. The solution was in the normalization process. However, this choice was made because we wanted to give a replicable model in other contexts.






The aggregation of these data allowed for the calculation of values to measure the performance of all criteria for each of the 25 European countries examined. Within the same Excel files proposed above, the weights associated with all criteria are also reported. Unlike the values, these data were not identified through Eurostat. The procedure used was to calculate the number of views through the Google search engine. The keywords used from time to time were the specific names of the different criteria. More details will be provided below in the methodology section. Given that the different criteria were not aggregated all together but were evaluated on a category-by-category basis, the specific names of the different categories were used as keywords in this phase as well. This choice was motivated as follows:




	
The definition of weights can typically be achieved by collecting data from a panel of respondents, who are chosen on the basis of their experience. In this context, experts’ knowledge plays a key role. In some contexts, it is appropriate to choose specific categories of stakeholders. This approach is based on a scenario constructed to obtain the required data. Alternatively, another approach is one in which already available data are captured. It is the approach used in this work that is based on the number of views. However, the number of views is not always a positive element and therefore a feedback operation is necessary. In our case study, no hostile factors were detected.



	
The definition of weights should be based on multiple approaches. Too many times in the literature there are works that analyze only a baseline scenario in which the output is proposed as a function of the chosen inputs. This has the limitation of not considering the variability of the results achieved. The construction of alternative scenarios allows, instead, relevance to be given to demonstrate how the output varies as a function of changes in inputs. This led to the identification of an alternative scenario, in which the weights of the categories were all considered of equal relevance.



	
The surveys refer to April 2021. Changing the time frame can obviously change the number of views.








The data proposed above were identified to analyze RQ1. The next step was to identify the data useful for investigating RQ2. The identification of problems and barriers affecting Internet shopping could be gleaned from the literature or from field experiments designed to capture the critical issues highlighted by people. Based on the same method used in the previous step of the research, it was found that these aspects were already present in Eurostat and it seemed logical to use the same source. Consequently, all the potential responses that were proposed in the database were chosen, both for what concerns the problems that people have encountered when shopping on the Internet (Figure 2), and for what concerns the barriers, that is, the motivations that do not push people to make purchases on the Internet (Figure 3).



At this stage of the work, it emerged that the data were proposed as a time trend and the latest reference year was 2019; however, several data were missing. Clearly this was generating an imbalance. For this reason, the hypothesis of comparing the different answers at the level of a single country was no longer valid and a panel of experts was used. Below are some hypotheses:




	
RQ2 could have declined not in a general way, but at the level of each individual country. This output would have been useful because that way it would have been possible to highlight possible links with the results obtained in RQ1.



	
The set of answers proposed by Eurostat turned out to be complete because it considered 20 possible answers to potential problems encountered when buying on the Internet and 18 possible answers relative to barriers. In the same way as the previous point, this analysis should not have turned out to be the same for all the markets. This leads to future directions of work, where the different answers proposed in this work can be complemented by specificities of individual sectors.








Our dataset concerns the responses that experts assigned by applying a Likert scale and are proposed in the following files:




	
Problems encountered by individuals when buying/ordering over the Internet is proposed in the file “Problems.xlsx” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).



	
Perceived barriers to buying/ordering over the Internet is proposed in the file “Barriers.xlsx” (provided as a supplementary file http://doi.org/10.5281/zenodo.4769642).








To share our datasets, we used Zenodo, the multidisciplinary Open Access archive of research publications and data, the result of the collaboration between Cern and the OpenAire project [22]. It allows for self-archiving also for researchers of institutions that do not have institutional repositories. Each dataset is assigned a DOI, a standard identifier that associates any intellectual property object to its reference data (metadata).




3. Methods


The work was built on a cross-mix of methodologies (Figure 4). The first used was MCDA, which is widely used both in the literature and in the decision-making processes of the private and public sectors [23,24]. Related to this, some authors have employed a multi-criteria decision analysis model integrating both user preferences and expert opinions to support consumption decisions in an e-commerce environment [25]. Its strength is represented by the ability to make a synthesis from a multiplicity of data. It can compare multiple and conflicting alternatives, but it is also well suited to assess alternatives represented by territorial realities, such as countries, regions, and cities. The best alternative is the one that has the highest score, since each alternative has an associated score that is obtained through a product between the values associated with the individual criteria and the weights combined with the same criteria.



MCDA results are represented by the calculation of a performance value (PV), obtained as product between a row vector (RV), composed by the values of the criteria (J), and a column vector (CV), composed by the weights of the criteria. PV is calculated for each alternative (represented by single member states (MSs)) aggregating N criteria.


    PV    (  MS  )    =   ∑   J = 1  N    RV    (  MS  )     ∗ CV   



(1)







The definition of the values, as explained in the previous section, saw the data defined based on Eurostat. The definition of the weights, on the other hand, was assumed to be based on the number of views. Here, however, it is worth focusing on the choice of calculating a global priority associated with each criterion that was calculated as the product of a local priority and a category priority [26]. This work considered two scenarios: (i) different weights (DW), in which the number of views in the Google search engine determined both local and category priority, and (ii) hybrid equal weights (HEW), in which all category priorities had the same weight, whereas local priority was calculated as in the DW scenario.



Regarding the DW scenario, the first phase consisted of evaluating for each category a weight assigned to the various criteria that characterized it (called local priority). The second phase consisted of evaluating the various categories and the following weights were recorded (called category priority) based on the number of views: (i) Internet purchases by individuals (4.0%), (ii) Internet purchases—goods or services (15.2%), (iii) Internet purchases—origin of sellers (11.4%), (iv) Internet purchases—collaborative economy (5.4%), (v) Internet purchases—money spent (4.2%), and (vi) financial activities over the Internet (59.8%). Concerning the HEW scenario, there was no difference among these categories.



The second methodology used was the Likert-scale survey evaluated in the range of 1–5: 1 = totally disagree, 2 = disagree, 3 = neither agree nor disagree, 4 = agree, and 5 = completely agree. A critical step in this methodology is represented by the choice of experts. Considering the subject matter, managers were chosen as the category of stakeholders, and it was therefore preferred to focus on practical expertise. The tool used to establish connections with the experts was LinkedIn, a social network mainly used in the development of professional contacts. These phases of the work required time, which was optimized when the goal to be achieved and the knowledge of the people needed were clear. The experts contributed by assigning an evaluation and giving their ideas on the topic analyzed. This part certainly represents a value-added element and is the one that for all 10 experts represented the most time spent on the interview (carried out in March–April 2021). To encourage this approach, the material was sent by email before the interview.




4. Discussion and Conclusions


The analysis of this work is part of a larger research project [1]. Specifically, the need to develop additional work stems from the significance associated with defining the methodology and data collection in detail. This aspect is gaining increasing relevance in the literature landscape. We are in a historical phase in which the pandemic has eradicated many certainties. Research has regained a central role. The pandemic has changed many lifestyles, leading consumers to rely even more on online purchases, and in the same way, remote work has become more important. The issue of the relationship between sustainability and cybersecurity must be carefully considered. In particular, life cycle analyses demonstrating beneficial effects are required. Digitization certainly saves time, but climate change requires tough choices. Consequently, digital development must be aligned with sustainable development.



In particular, this research project focuses on those aspects of e-commerce that show a greater propensity on the part of European citizens to use this method of purchasing. This work allows a framework to be built that can be replicated in other contexts. The description of the data of a work turns out to be very relevant because it shows us how the results were obtained. On the one hand, the availability of data is fundamental because it allows analysts to interpret such data and identify possible relationships. On the other hand, a methodology applied following a scientific method assigns robustness to the results obtained. The availability of data makes it possible to assess correlations and to identify how variables are related to each other. This is crucial for developing a business strategy in which e-commerce is set to play a crucial role as a sales channel. Moreover, it also induces changes at an organizational level.



In particular, e-commerce is a hot topic and is a preferred channel for the younger generation. In the same way, these very generations are the ones who demand more rights and more sustainability. Sustainable consumption models are not based on approaches that slow economic growth, but on those that combine consumer needs with available resources. In some ways the underlying idea is to minimize waste, an idea that is very well present in production models. However, as a result of crony capitalism, even these models have been seen to focus solely on the economic sphere. E-commerce should not favor production models in places where some workers’ rights are not respected or where environmental regulations are less stringent. However, these features would also be potential risks in traditional sales conditions. This is therefore a change of perspective. Likewise, it should not penalize emerging countries, but rather offer them a way to grow economically while respecting social and environmental principles.



This communication makes it possible to propose a method such as the MCDA method, which is well known in the literature because of its flexibility and fields of application. For many, experience in the field is synonymous with knowledge, and the approach proposed in this paper totally agrees. However, the right product is not always sold, and many times the product that is fashionable is sold. On the topic of sustainability, just look at a few years ago, when there were few consumers reading labels and looking for sustainable components. Today everything has changed. However, the strong attention of consumers towards the environment is not enough if the propensity does not translate into an act of purchase. This methodology considers the number of views and of manifestation of interest towards some items. Obviously, this approach cannot be used all the time. For this reason, methods must always be innovative, new ways of assigning weights must be identified, and expert evaluations must be integrated with young talent. Each analysis requires an appropriate choice because there is no universal solution to the various methods. Therefore, the final message of this communication is to provide in detail the framework with which this analysis was carried out in order to be able to replicate it and include it as a methodology in which the selection of weights is attributed to search-engine research. Sustainability has a big task: to provide answers to current problems. This means that e-commerce cannot simply be seen as a mode of sales that can reduce the sales space of some local markets. It is necessary to take note of a change that has already taken place. The data proposed in this paper highlight a significant trend in the European sector, and micro analysis must be conducted at the product level to understand how business strategies must change in order to respond to this external change. Competitiveness also inevitably passes through digital purchasing.
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Figure 1. List of criteria. 
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Figure 2. Problems encountered by individuals when buying/ordering over the Internet. 
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Figure 3. Perceived barriers to buying/ordering over the Internet. 
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Figure 4. General framework. 
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