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Abstract: Due to the COVID-19 lockdown, public education has been forced to hold classes online,
which increases the time students are on the internet at home. While this situation has significantly
reduced the incidence of physical violence between students, cyberbullying has increased sharply,
even among younger students. This paper examines a program developed to educate elementary
school students on how to best respond to cyberbullying—a social issue that hinders the achievement
of sustainable development goals (SDGs). The program was applied to students, and the educational
effects were tracked. First, we analyzed education programs in South Korea and the United States
that teach students how to cope with cyberbullying, extracted characteristic parts, and developed
the online education program in accordance with the current situation in South Korea. Next, we
conducted an online education preference survey through an independent sample f-test and one-way
ANOVA. As a result, regardless of gender and grade, most study subjects preferred online education.
In addition, we conducted a paired sample t-test to determine the prevention and response effects
of suggested online education programs. According to the test, the study subjects experienced less
cyberbullying and victimization after participating in the online education program. Additional
benefits were the students” increased ability to defend against cyberbullying and a decreased need
for defenders and assistants in warding off the cyberbullies.

Keywords: cyberbullying; online education; COVID-19; victim; defender; assistant; bystander

1. Introduction

Due to the recent development of information and communication technology, most
adolescents in South Korea use smartphones and computers [1]. Although the ubiquitous
access to and use of digital devices has increased the convenience of life, the downsides
include addiction to smartphones and games and cyberbullying among teenagers [2,3]. The
cyber-world is the primary communication and play space for teenagers, where individual
identity is expressed and values are formed. To them, the cyber world is not regarded
as a secondary space but a continuum of life and an essential social space for forming
relationships [4-9]. Based on their long-term virtual experience, they recognize that the
cyber world strongly correlates with the actual community to which they belong [10]. As
such, the increasing value and influence of online experiences in the realm of an individual’s
life make the damage of cyberbullying a more fundamental threat and fear [11]. Moreover,
the victims and perpetrators of cyberbullying are becoming younger day by day [12-14].
Those engaged in cyberbullying lack ethical awareness of their actions due to the non-
face-to-face (or anonymous) nature of cyberbullying, they impart unrelenting damage
on others without time or space restrictions, and the indefinite increase in the number
of perpetrators increases the likelihood of more students suffering severe effects from
cyberbullying [13]. A bigger problem is that the age group exposed to cyberbullying is
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getting younger and younger. Considering this, the experiences of alienation and violence
in online communities can be threatening and even destructive events for children [15]. As
such, cyberbullying makes it difficult to achieve sustainable development goals (SDGs).
The UN has identified the SDGs as targets to be achieved by 2030. They are common goals
for humanity to realize the ideology of sustainable development. To achieve SDGs, the UN
presents 17 goals and 169 clear goals for humanity in 5 areas of people, planet, prosperity,
peace, and partnership, along with the slogan “Leave no one behind [16]”.

In South Korea specifically, as the number of online classes increased due to the
COVID-19 pandemic, the proportion of cyberbullying among other incidents of school
violence increased sharply [17]. The Blue Tree Foundation, an organization specializing in
the prevention of youth violence, conducted a survey of 6230 students (second graders in
elementary school to second graders in high school) from 17 cities and provinces nationwide
from December 2020 to January 2021, and found that verbal abuse was the most common
type of victimized school violence with 32.1%, followed by cyberbullying, reported by
16.3% of students, and bullying by 13.2%. The percentage of students who said they
had suffered school violence in the past year was 6.7%, down 4.5 percentage points from
2019. However, the share of cyberbullying in the total victim experience nearly tripled
from 5.3% in 2019 to 16.3% 2020. The types of online harassment were cyber verbal
violence (37.0%), cyber defamation (16.7%), and cyberbullying (10.5%). In terms of the
frequencies of harassment, cyber verbal violence (30.6%), cyber defamation (16.8%), and
cyberbullying (10.1%) occurred in that order. The rates of cyberbullying on social network
services were KakaoTalk (18.7%), Facebook (17.6%), and TikTok (9.5%) [18]. In South Korea,
cyberbullying is emerging as a severe problem with the development of IT technology. As
a representative example, the Nth Room Case is a digital sex crime and sexual exploitation
case. Suspects lured victims and threatened them using social media such as Telegram,
Line, and KakaoTalk from the second half of 2018 to March 2020. The victims include many
minors, including middle school students. A total of 1,154 victims were confirmed at the
end of the investigation in December 2020, of which 60.7% were in their 20s or younger. As
of March 2020, the number of criminal participants was at least 60,000, including the main
suspect, Joo-bin Cho [19].

Like traditional violence (face-to-face violence and bullying, including physical, verbal,
and relational harassment), cyberbullying has negative consequences for both the bully
involved and the victim in the form of decreased psychological, social, and physical
health [20]. Cyberbullying needs to be monitored continuously by a multidisciplinary panel
of experts because its importance will unfortunately continue to grow in the foreseeable
future. The words and concepts of cyber violence, cyberbullying, and cyber outcast were
unknown a few decades ago [12,21], but are now important social issues that warrant
careful study and development of effective means of coping with this endemic form
of noncontact violence. Research on cyberbullying prevention education and response
strategy has been woefully insufficient [22-24].

Anonymity strongly influences students’ use of social networks, and relational attacks
tend to be deeply involved in cyberbullying [15,25]. For this reason, it is necessary to
focus on anonymity and relationships when reporting or protecting victims. Accordingly,
online education on cyberbullying can be one way to increase students’ safe participation
in education. The reasons for proposing an online education program to prevent and stop
cyberbullying are as follows [26-30]:

1.  Both victims and perpetrators of cyberbullying will prefer education that guarantees
anonymity;

2. Due to the COVID-19 lockdown, the educational environment that combines online
and face-to-face education has become common, and cyberbullying-related education
can be provided to students even when online education is unavoidable;

3. Most of the current generation of teenagers born after 2000 have grown up under the
influence of online culture, thus it is a generation that is familiar and comfortable
with learning online.
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At this point, we recognized cyberbullying as a serious problem that needs to be
solved socially. In particular, we noted that the age of perpetrators and bystanders of
cyberbullying is increasingly younger. Thus, this paper shows the result of carrying out
an educational program that can contribute as a countermeasure against cyberbullying
in Elementary school students in South Korea. The primary purpose of this paper is to
reduce the incidence of cyberbullying among children and to nurture students” coping
abilities after cyberbullying, and ultimately, to contribute to the achievement of sustainable
development goals.

To achieve these goals, this paper intends to prove three hypotheses, which are
as follows:

Hypothesis 1 (H1). (Preference of Online Education) The proportion of study subjects who prefer
online education, regardless of gender or grade, will increase.

Hypothesis 2 (H2). (Prevention Education Effectiveness) The experience of cyber violence and
damage will be reduced after applying the online education program.

Hypothesis 3 (H3). (Response Education Effectiveness) After providing the online education
program, the frequency of assistant behavior in support of cyberbullying perpetrators will be
lessened, the frequency of bystander behavior pretending not to have known after witnessing the
cyber violation will become less frequent, and the response behavior actively criticizing perpetrators
and taking defensive action will increase.

2. Materials and Methods
2.1. Design
2.1.1. Participants and Procedures

For this study, we randomly selected 12 elementary schools in Seoul, South Korea,
and investigated whether they were willing to participate in cyberbullying prevention
education and answering surveys. A week after the date we contacted the schools, five
elementary schools expressed their intention to participate in the study. The online ed-
ucation program was distributed to schools so that students could participate at any
time. We provided online cyberbullying education four times from April to June 2021 for
137 elementary school students.

In this study, a pretest—posttest design was used to infer causal relationships by testing
whether there were significant differences between the dependent variables before and
after applying the program. After the first and fourth sessions of the online education
program, a survey was conducted to verify the hypotheses. The form of the survey was an
online survey using Google Forms. A total of 128 students responded to the survey, and
118 responses were analyzed, excluding 10 insincere responses. The survey respondents
were 35 fourth graders, 41 fifth graders, and 42 sixth graders, with 58 male students and
60 female students. The demographic characteristics of the survey respondents are shown
in Table 1.

Table 1. Demographic Details of the Respondents.

Demographic Variables Number Percentage
Male 58 49.15
Gender Female 60 50.85
4th Grade 35 29.66
Grade 5th Grade 41 34.75
6th Grade 42 35.59

This study adopted an empirical research method to conduct an objective study using
quantities and numerical values. We thereby intend to verify the effectiveness of the study.
Pre- and post-tests were conducted for the study using test tools such as preferences for



Sustainability 2021, 13, 11211

40f15

online education, the cyberbullying victimization experiences and cyberbullying behaviors
scales, and cyberbullying participation. In addition, the online cyberbullying education
program was used as a test treatment, and the schematic of the test design is shown in the
following Figure 1.

o1

02
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Figure 1. Schematic design of the test. O1: Pre-test. X: Cyberbullying Online Education Program. O2: Post-test.

2.1.2. Online Education Program to Prevent and Stop Cyberbullying

This study was initiated to lower the incidence of cyberbullying, which has become
more serious as the time spent in an online environment has increased due to the COVID-
19 pandemic. To this end, the online education program was developed to cope with
cyberbullying. The proposed education program was developed to address cyberbullying
experienced by students in schools. The online class began suddenly without systematic
preparation, which has caused a lot of confusion for students. Physical violence appears
to have decreased; however, the space of violence has moved online, and the number
of student victims exposed to violence has increased sharply [18,31]. The cyberbullying
victimization experience was found to affect children’s depression and suicide ideation [32].
In response, the education program was designed as a countermeasure to reduce cyber-
bullying victimization among children, a plague affecting students” mental and physical
health, which must be resolved. In addition, this program can be provided for specific
subjects or incorporated in the creative experience activities in the elementary school
curriculum in Korea, depending on the situation. For example, the proposed education
program may be used in elementary school’s fifth-grade moral class. Lastly, this program
is an online education program developed in line with the domestic educational situation
in which online classes are commonly operated. Online education has the advantage of
increasing accessibility, allowing more students to be educated, and allowing students to
attend education anytime, anywhere [33,34]. In particular, since cyber violence is violence
that takes place online, and the generation familiar with digital devices is the subject of
education, this program was organized as an online education program. The program
consists of less than 10 minutes per class and is completed within the time that students
can remain focused [35-37].

The proposed education program was designed based on the Successive Approxima-
tion Model (SAM) approach developed to overcome the weaknesses of the ADDIE model.
The ADDIE model is a representative instructional design model that explains the instruc-
tional design procedure in the stages Analyze, Design, Develop, Implement, Evaluate.
However, it has the disadvantage of being too detailed and taking a long time to complete
each step [38]. Therefore, we judged that SAM, which compensated for these weaknesses,
was appropriate for designing the proposed cyberbullying education. First, various defini-
tions of cyberbullying were examined in the Design stage, and countermeasures against
cyberbullying were investigated for each institution [38]. At this stage, we realized that
both prevention and follow-up measures were important in response to cyberbullying.
Students” exposure to cyberbullying has increased, especially after the COVID-19 outbreak.
Through this process, the purpose and direction of the development of the education
program at this stage were established. Second, at the Develop stage, the content related
to cyberbullying education from various educational institutions was analyzed in earnest,
and the content system of the proposed education program was constructed. Lastly, in
the Evaluate stage, the prototype program was constructed through evaluation among
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education program developers. The education program was revised and supplemented
with experts in education, ethics, and information security.

Before constructing the content system of the online education program for countering
cyberbullying, we first examined and analyzed the content composition of the education
program related to managing cyberbullying for elementary school students in Korea and
abroad. In this way, we tried to establish a content system of the cyberbullying education
program for schools that was most appropriate for the actual situation in South Korea. The
Korea Internet & Security Agency (KISA) is conducting education programs to prevent
cyberbullying and verbal abuse on mobile messengers for students in elementary, middle,
and high schools, and local children’s centers in South Korea, and is promoting activities
to support victims. The subjects of this education program are divided into elementary,
middle, and high school students and are composed of four different topics for each subject.
Education for elementary school students begins with the definition of violence and deals
with cyber defamation, infringement of portrait rights, bullying, and verbal violence [39].

Another example is the education program Cyberbullying, Digital Drama, and Hate
Speech provided by Common Sense Media, a non-profit organization in the United States.
This foundation is researching digital well-being and education in cooperation with the
Harvard Graduate School Research Center. The foundation’s class teaches about the impact
of cyberbullying, digital drama, and hate speech on the community. The class plan is
designed for K-12 students, and they learn the importance of media balance, the definition
of cyberbullying that must be acquired to become a digital citizen, countermeasures,
understanding and mitigation measures for digital drama, which includes disputes and
conflicts in the online world, and how to respond to online hate speech. In elementary
schools, education is conducted under Think Online, Digital Citizens, Power of Words
and Cyberbullying [40]. Table 2 shows a comparison of the content system of online
cyberbullying education programs of the Korea Internet & Security Agency (KISA) and
Common Sense Education.

Table 2. Cyberbullying Education Program in KISA & Common Sense Education.

KISA Common Sense Education
Keywords Title Keywords Title
Violence What do you think of violence? Netiquette Pause & Think Online
Cyber Defamation/ My Space, . . . . .
Portrait rights Your Space Digital Citizenship We, the Digital Citizens
Outcast/ It’s Not Wrong Even If It’s Responding to Cyberbullying Putting a STOP to Online Meanness
Witch Hunt Different. Digital Citizenship Be a Super Digital Citizen
Verbal Violence in Digital How do I Behave on the Cyberbullying Is It Cyberbullying?
Games Internet? Digital Drama Digital Drama Unplugged

According to analyses of the institutions’ content systems, the education program
proposed in this paper was designed by dividing the content into prevention education
before the occurrence of cyberbullying and response education after cyberbullying. The
keywords of the cyberbullying content were extracted from the content system of the
cyberbullying education of the Korea Internet & Security Agency and Common Sense
Education. Furthermore, in consideration of the increasing number of crimes related
to sexual exploitation videos of children, related content was added [41]. This content
system provides separate training on the prevention and response of cyberbullying to
solve the problem that each institution does not provide separate training on the preven-
tion and response of cyberbullying. Table 3 shows the detailed content system of the
education program.
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Table 3. Online Cyberbullying Educational Program.

Prevention Keywords Response
Bullies Are Not Cool!
What is the Netiquette? Verbal Abuse in Cyber Space Cyberbullying Educational Ignore &
Reject

Don’t Post Hateful Comments! Cyber Defamation How to Secure Evidence

I Digital Drama/ Be an Upstander,
- !
De-escalate Digital Drama Witch Hunt Not a Bystander!
Put yourself on the others’ shoe. Online Sexual Use ECRM !
Harassment
Become é il:;[;;rzre Digital Cyber-ostracism How to Recover Stability

! ECRM: Electronic Cybercrime Report & Management system.

2.2. Instruments Used

This study’s online cyberbullying education program is a countermeasure to rapidly
increasing cyberbullying due to COVID-19. It aims to help elementary school students
acquire this knowledge and develop their ability to respond to cyberbullying. This study
sought to verify the prevention and response effectiveness of education programs by
measuring students’ preference for online education and the effects of cyberbullying
education. First, the preference for online education was measured by a scale to measure
how much they prefer online education. Then, the effect of cyberbullying prevention
was measured using a scale to measure their cyberbullying victimization experiences and
cyberbullying behaviors. Finally, the effect of responding to cyberbullying was measured
with a scale asking about their participant role experiences in cyberbullying.

An extensive review of the previous literature was conducted, and the survey was
prepared based on discussions by experts in education, psychology, technology, and
information security to minimize the bias of researchers in measuring the preference for
online education [42]. The survey consisted of 10 items, and they were rated on a 5-point
Likert scale to analyze and summarize the responses (5 indicated the highest preference
and 1 the lowest preference). Examples of measurement items of preference for online
education include: "I prefer online education because my anonymity is guaranteed,”
"] prefer online education because it is not affected by the threat of infectious disease like
COVID-19," and "I prefer asking teachers online rather than talking to them face-to-face."

A scale asking about cyberbullying victimization experiences and cyberbullying
behaviors was used to measure the effect of cyberbullying prevention [43], consisting of
5 items for cyberbullying behavior and 5 items for victimization experiences, and each
experience was evaluated using the 5-point Likert scale, where 5 indicated the strongest
experience and 1 was the weakest experience. The questionnaire asked respondents
whether they had ever been harmed or committed any harm through chat, e-mail, social
media, etc. Examples of items asking for the offense include: "Have you ever posted a
sentence or photo in a group chat to mock one of your classmates?" "Have you ever posted
malicious comments on your classmate’s online post?" and "Have you ever verbally abused
or slandered others in a chat?" Examples of items asking for the damage include: "Have you
ever been publicly humiliated in an online space?" "Have you ever seen sexually harassing
remarks in a chat or message?" and "Have you ever experienced difficulties when someone
falsely posted something you didn’t do on the Internet?"

A scale asking for participation in cyberbullying was used to measure the effect
of responding to cyberbullying [44], consisting of items about the assistant experience
encouraging harm in cyberbullying situations, the bystander experience pretending not
to see such a situation, and the defender experience stopping perpetrators and helping
victims. Experiences in these roles were evaluated using the 5-point Likert scale (5 was
the strongest experience, 1 was the weakest experience). It was designed with 5 items for
assistant experience, 5 items for bystander experience, and 5 items for defender role, for
a total of 15 items. Examples of items asking about the assistant experience include: “Do
you stand on the side of the perpetrator when you witness cyberbullying?” and “Do you
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blame the victim while sympathizing with articles that slander someone on the internet?”
Examples of items asking about the bystander experience include: “I pretended not to
know when I witnessed a lie in a group chat that drove my classmates away”, and “I have
passed by without helping a friend who was bullied online”. Examples of items asking
about the defender experience include: “Have you ever defended a victim by posting
good replies?” and “Are you the type of person to criticize the perpetrator by erasing the
shameful photos of classmates posted on a group chat?”

To verify the validity of this survey tool and the preference for online education,
confirmatory factor analysis was performed on survey tools to measure the effect of cyber-
bullying prevention and the effect of responding to cyberbullying. Principal component
analysis was performed on all variables, and the Varimax method was adopted from the
orthogonal rotation method to solve the multicollinearity problem. Only the factors with
eigenvalues greater than or equal to 1 were extracted, and the verification methods of
Kaiser-Meyer-Olkin (KMO) and Bartlett were adopted [45,46]. The items were verified
based on variables with a KMO value of 0.6 or higher and variables whose correlation
matrix was not the identity matrix and whose significance probability was less than or
equal to 0.05 in Bartlett’s sphericity test.

As a result of the verification, among the survey tools for verifying the preference for
online education, the effect of cyberbullying prevention, and the effect of responding to
cyberbullying, one item was found to have a factor load of 0.30. In response, we deleted
this item and then re-examined the factor analysis for nine items. As a result, it was found
that the KMO value of the survey tool for the preference for online education was 0.896,
and the significance probability was 0.000 in Bartlett’s spherical test, indicating that it was
suitable for factor analysis. It was found that the KMO value of the survey tool for the
effect of cyberbullying prevention was 0.913, and the significance probability was 0.000
in Bartlett’s spherical test. Lastly, it was found that the KMO value of the survey tool for
the effect of responding to cyberbullying was 0.875, and the significance probability was
0.000 in Bartlett’s spherical test, verifying the validity of the survey tool. Table 4 shows the
results of factor analysis for all survey tools.

Table 4. Factor Analysis.

Items to Be Bartlett’s Sphericity Test

Measured KMO Chi-Square Degree of Chi-Square
Approximation Freedom Approximation
Preference for online
education 0.896 2569.674 46 0.000
Effect of cyberbullying 0913 2056.264 37 0.000
prevention ’ ’ ’
Effect of response to 0.875 1578.568 35 0.000

cyberbullying

2.3. Analysis and Data Handling

In this study, to develop an online education program to prevent cyberbullying and
examine the effect of the education program, the following six methods were used to
analyze the materials collected with the test tools. The SPSS 24.0 was used for all analyses,
and all were verified at a significance level of p < 0.05.

1. A descriptive statistical method was used to summarize the given data in the form
of the frequency and percentage to examine the characteristics of the demographic
background of the study subjects.

2. The experiment was designed to estimate the causal relationship by conducting a
pre-test on the research subjects followed by a post-test after the intervention of the
online education program to prevent cyberbullying.

3. Exploratory factor analysis was conducted to verify the validity of test tools in de-
termining the preference for online education, the cyberbullying prevention effect,
and the effect of responding to cyberbullying; ungrouped items were removed by
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checking whether the variables measuring the same concept were grouped into the
same factor; the appropriateness of items in the test tool was confirmed using methods
of Kaiser-Meyer—Olkin (KMO) and Bartlett’s test of sphericity.

4. The survey on the preference for online education was conducted once before the
education program was applied. An independent sample t-test was conducted on
the study subjects’” gender to measure their preference for online education, and
the one-way ANOVA test was conducted depending on the study subjects” grades
in school.

5. A paired samples pre/post t-test was conducted to determine whether there are
significant differences in cyberbullying behavior and cyberbullying victimization
experience before and after receiving the education program to identify whether the
online education program had the cyberbullying prevention effect.

6. A paired samples pre/post t-test was conducted to determine whether there are
significant differences in the participation roles of cyberbullying, i.e., defender be-
havior, bystander behavior, and assistant behavior, before and after receiving the
education program to identify whether the online education program affected the
subjects’ response to cyberbullying.

3. Results
3.1. Preference

A survey was conducted before applying the education program to identify the
subjects’ preferences for the online education program. Regarding the subjects” preference
for the online education program, pre- and post-tests were not conducted in this study
because it was important to analyze whether the preference for online education programs
was inherently higher than that of face-to-face education, not the subjects’ preference for
this online education program. Instead, it was confirmed whether there was a difference
in preference depending on the independent variables of gender and school grade. The
survey results on the preference for online education of all students are shown in Table 5.
As a result of the survey, all survey respondents” mean preference for online education was
4.33 with a standard deviation of 0.44, showing a relatively high preference.

Table 5. Preference for online education of all survey respondents.

Mean No. Standard Deviation

4.33 118 0.44

Table 6 shows the results of an independent sample t-test conducted to examine
differences in the preference for online education by gender. Looking at the results, the
mean for the male group was 4.30 with a standard deviation of 0.43; the mean for the
female group was 4.36 with a standard deviation of 0.45. The preference of the female
group was higher by 0.06 than that of the male group, showing no significant difference
by gender (t = —0.662, p = 0.510). Therefore, it can be seen that the preference for online
education is not related to gender.

Table 6. Preference for online education of all survey respondents.

Dependent Sample Standard
Variable Group Size Mean Deviation t P
Male 58 4.30 0.43
Preference Female 60 436 045 —0.662 0.510

Table 7 shows the results of one-way ANOVA, conducted to identify whether the
preference for online education varied from grade to grade. According to the results, the
mean preference for fourth graders was 4.08 with a standard deviation of 0.49; the mean



Sustainability 2021, 13, 11211

9of 15

preference for fifth graders was 4.37 with a standard deviation of 0.38; the mean preference
for sixth graders was 4.42 with a standard deviation of 0.42. In terms of mean values alone,
sixth graders showed the highest preference, but there was no significant difference in
preference for online education by grade (F = 3.002, p = 0.054). Therefore, it can be seen
that the variables between grades and the preference for online education and gender are
not interrelated.

Table 7. Preference for online education by grade.

Dependent . Standard
Variable Group Sample Size Mean Deviation F p
4th Grade 35 4.18 0.49
Grade 5th Grade 41 4.37 0.38 3.002 0.054
6th Grade 42 4.42 0.42

As a result of analyzing the overall preference, it was found that students had a
very high preference for online education and that all groups, regardless of gender and
grade, considered online education a positive experience. In response, Hypothesis 1 (H1)
was adopted.

3.2. Prevention

To measure the effect of cyberbullying prevention before and after the application of
the online cyberbullying education program proposed in this paper, the paired samples
pre/post t-test was conducted. Table 8 shows the results. Specifically, the cyberbullying
behavior in the study group before the application of the online education program had
a mean of 3.38 with a standard deviation of 0.41; after the application, the cyberbullying
behavior had a mean of 2.80, exactly 0.58 lower than before, with a standard deviation of
0.49, reflecting a statistically significant difference (f = 12.304, p < 0.001). On the other hand,
the cyberbullying victimization experience before the application of the online education
program had a mean of 3.68 with a standard deviation of 0.47; after the application, it
decreased to 3.11, exactly 0.57 lower than before, with a standard deviation of 0.65. This
difference was also statistically significant (f = 9.601, p < 0.001). In Figure 2, it can be seen
that the study subjects had more intense cyberbullying victimization experiences than
cyberbullying behaviors, showing significantly correlated declines in both cyberbullying
victimization experience and cyberbullying behavior areas. In response, Hypothesis 2 (H2)
was adopted.

Table 8. Test results for the difference in preventive effect before and after application of online
education program (N = 118).

. Standard
Prevention Mean Deviation t p
. . Pre 3.38 0.41
Cyberbullying behavior Post 2 80 0.49 12.304 0.000 ***
Cyberbullying victimization Pre 3.68 0.47 o
experience Post 3.11 0.65 9.601 0.000

% <0.001.
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Figure 2. Boxplot of pre- and post-test results of preventive effects of applying the online
education program.

3.3. Response

The paired samples t-test was conducted to measure the effect of responding to
cyberbullying before and after applying the online cyberbullying education program
proposed in this paper. Table 9 shows the results. In detail, the defender behavior before
the application of the education program had a mean of 2.63 with a standard deviation of
0.56; after the application, it had a mean of 3.37 with a standard deviation of 0.40. The mean
increased by 0.74, indicating a statistically significant difference (t = —14.014, p < 0.001).
In addition, before the application of the education program, the assistant behavior had a
mean of 3.46 with a standard deviation of 0.51; after the application, it had a mean of 2.92,
0.54 lower than before, with a standard deviation of 0.69. The results indicated a statistically
significant difference (t = 7.925, p < 0.001). On the other hand, the bystander behavior
before the education program application had a mean of 3.83 with a standard deviation of
0.464; after the application, it had a mean of 3.70 with a standard deviation of 0.13. The
mean for the bystander behavior seems to have decreased relatively less than those for the
defender behavior and assistant behavior, but it was also a statistically significant difference
(t =2.703, p < 0.01). As can be seen from the t-value, the mean for the defender behavior
has declined to the right, unlike the assistant behavior and the bystander behavior. Figure 3
shows the boxplot pre- and post-test results of the preventive effects of applying the online
education program. According to this graph, it can be seen that students experienced the
bystander role more than the defending or assistant role in cyberbullying situations. In
addition, the pre- and post-mean difference revealed that the defender behavior and the
assistant behavior rose and fell, respectively, and the bystander behavior appeared to have
a mean difference less than the other variables. Hypothesis 3 (H3) was adopted from the
analysis results.
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Figure 3. Boxplot of pre- and post-test results of responsive effects of applying the online
education program.

Table 9. Test results of the difference in responsive effects before and after the application of the
online education program (N = 118).

. Standard
Prevention Mean Deviation t p

Pre 2.63 0.56 xn

Defender Post 3.37 0.40 —14.014 0.000 **
. Pre 3.46 0.51

Assistant Post 292 0.69 7.925 0.000 ***
Pre 3.83 0.46

Bystander Post 3.70 0.47 2.703 0.008

¥ <0.01, " p < 0.001.

4. Discussion

This study shows the results of developing and applying an online cyberbullying
education program for elementary school students in South Korea in response to rapidly
increasing cyberbullying behaviors after the outbreak of COVID-19. In this education
program, preventive education and responsive education were conducted, respectively,
under the five types of cyberbullying categories: cyber verbal abuse, cyber defamation,
digital drama / witch hunt, online sexual harassment, and cyberbullying. The study
subjects were elementary school students in Seoul, South Korea. They took the online
education program for two months. We conducted a questionnaire survey to analyze the
effect of education before and after taking the education program. Although 137 people
attended the education program, only the 118 subjects who responded sincerely were
selected as subjects for the study.

First, the preference for online education of students was measured before taking the
education program. We assumed that students would prefer online classes regardless of
gender or grade. As a result of the analysis, the subjects showed a very high preference with
a mean of 4.33 and a standard deviation of 0.44. The independent samples t-test, which
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checked whether there was a difference in preference by gender, showed no correlation
between gender and preference because the mean difference was not statistically significant.
In addition, the results of the one-way ANOVA to identify the difference in preference by
grade also showed that the difference in the mean was not statistically significant. These
results indicate that the study subjects think positively about online education regardless of
gender and grade. However, this study does not include a detailed analysis of the reasons
why subjects prefer online education. There can be various influencing factors: it is easy
to guarantee the anonymity of the perpetrator and the victim, students’ familiarity with
digital devices, or preference for safer online education over face-to-face classes due to the
threat of infectious diseases caused by COVID-19. It is considered necessary to study these
influencing factors in subsequent studies.

To measure the preventive effect of the online education program proposed in this
paper, we investigated students’ cyberbullying and victimization experiences before and
after taking the education program. During the research design process, the application
of the online cyberbullying education program proposed in this paper is expected to
reduce students’ cyberbullying victimization experiences and cyberbullying behaviors.
As a result of the pre/post paired samples t-test, it was confirmed that the student’s
cyberbullying victimization experiences and cyberbullying behaviors decreased within a
statistically significant range. On the other hand, the responsive effect was measured by
taking the education program and then measuring the students” experience of participation
in cyberbullying in the form of defending, conforming, and bystander. Students showed
a slightly smaller difference in the bystander behavior before and after compared to
other variables, but in conclusion, statistically significant differences were observed in all
defender, assistant, and bystander behaviors. Therefore, it can be seen that the preventive
and responsive effects of the online education program proposed in this study have been
proven. However, it was impossible to collect opinions from all grades of elementary
school students because the lower grades were excluded because of the elementary school
students who had difficulty understanding the survey questions. In addition, because the
study was conducted on elementary school students, it was not possible to subdivide the
survey questions. Given that cybercrime perpetrators and victims are getting younger, we
recognize that research on lower grades should be conducted through qualitative research
methods such as counseling with students and that detailed research on various factors
is needed.

In addition, overall, since the number of study samples was limited to only
137 elementary school students in Seoul, Korea, the number of samples should be in-
creased in future studies to reflect the experiences and opinions of a more comprehensive
sampling of subjects. In addition, this study cannot be regarded as having been uncondi-
tionally influenced by this education program because neither all the programs conducted
at school nor the information acquired by students through media other than the education
program proposed in this paper could be controlled. Furthermore, follow-up studies are
necessary to determine whether the effect of education can be expanded over time.

5. Conclusions

Cyber violence is a major obstacle to achieving the SDGs [16]. In particular, South
Korea has built a strong infrastructure and gained fame as an IT powerhouse since the
introduction of 5G for the first time globally, but, indeed, it is not free from the shadow of
cyberbullying [47-49]. Information and communication technology are now globalized,
and digital device users are getting younger [14]. For this reason, cyberbullying is an
impactful social problem that needs to be urgently solved in South Korea and throughout
the world. Moreover, various measures are needed to cope with cyberbullying. For
example, there are policies that legally rescue victims, psychotherapy, cybercrime reporting,
and counseling services [50-53]. However, most importantly, it is essential to raise students’
awareness of cyber ethics and cyberbullying awareness through education. Through this
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education, the number of perpetrators, bystanders, and assistants should be reduced so
that the incidence of cyberbullying can ultimately be reduced [54-58].

Therefore, this paper proposed an online education program to solve cyberbullying
of elementary school students in South Korea and attempted to verify its educational
effectiveness through pre- and post-surveys.

The results indicated that students had a very high preference for online education,
regardless of gender or grade. In addition, after conducting cyberbullying online education,
students had fewer incidents of cyberbullying victimization and cyberbullying behavior,
which verified the program’s effect on preventing cyberbullying. The program’s efficacy
was also confirmed by a decrease in the reported incidents of conforming and bystander
behaviors and increased defender behavior.

However, this study’s limitations include small sample size and limited control of
some variables and test tools, thus future studies must overcome these limitations. To this
end, test tools should be fine-tuned by securing a larger number of research subjects and
recruiting them from various age groups to analyze better the various factors affecting
cyberbullying and perform more extensive follow-up research on the same subjects.

This study addresses the COVID-19 lockdown’s effect on the rapidly increasing
numbers of cyberbullying incidents among elementary school students in South Korea
and proposes an online education program to impact students” behavior toward their
classmates and their behavioral response to cyberbullying incidents. Cyberbullying is a
pervasive problem affecting a growing number of today’s youths, so it is necessary to
investigate the means of curbing and responding to this plague.
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