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Abstract: Different sources of risk factors can occur in sustainable supply chain management due to
its complex nature. The telecommunication service firm cannot implement multiple improvement
practices altogether to overcome the risk factors with limited resources. The industries should evalu-
ate the relationship between risk factors and explore the determinants of improvement measures.
The purpose of the present study is to identify and analyze critical risk factors (CRFs) for enhancing
sustainable supply chain management practices in the Indian telecommunication industry using
interpretive structural modelling (ISM). Risk factors are identified through a literature survey, and
then with the help of experts, nine CRFs are identified using a fuzzy Delphi method (FDM). The
relationship among these CRFs has been analyzed using ISM, and the driving and the dependence
power of those CRFs are analyzed. Results indicate that both “government policies (laws and regula-
tions)” and “the impact of rapid change in technology” are independent or key factors that affect
the sustainability of the telecommunications supply chain. In addition, results provide significant
managerial implications, including enhanced sustainability, and the government should build justice,
fairness, open laws, certainties, and regulations to prevent risk in the telecommunications industry
supply chain; service providers should monitor the rapidly evolving technologies and focus on
technical learning and organizational capacity development to overcome the impact of technological
changes. The contribution of this study is using a novel approach to establish a hierarchical structural
model for an effective understanding of CRFs relationships and to explore decisive risk factors that
can help telecom service providers to better plan and design effective improvement strategies to
enhance sustainability supply chain management.

Keywords: sustainability supply chain management; critical risk factors (CRFs); fuzzy Delphi method
(FDM); telecommunications industry; interpretive structural modelling (ISM)

1. Introduction

In India, with the announcement of the new economic policy in July 1991, the telecom-
munication sector declared itself open to private companies [1]. The entry of private
companies in the sector required more regulation. Consequently, the Telecommunications
Regulatory Authority of India (TRAI) was established in 1997 to regulate the telecom
service providers [2–4]. The TRAI issued a number of regulations to transform the mo-
nopolistic telecommunication market into a competitive market, making it open to more
private service providers [5]. Therefore, sustainability supply chain management is de-
fined as the systematic integration of key business processes to improve the short- and
long-term performance of individual companies [6] and their supply chains; moreover, to
the achievement of economic, social, and environmental goals [7].
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Moreover, the telecommunication companies are increasingly focused on profitabil-
ity and rapid growth due to fast-growing technologies and high competition within the
industry [8]. These developments can have a serious impact on people and society. In addi-
tion, the supply chain goals are integrated with suppliers, information flow management,
and capital management as well as inter-collaboration with other companies, and social,
economic, and environmental dimensions of risk affects the sustainability [9]. However,
the telecommunication supply chain is associated with a few risk factors, related to public
health and safety. At the same time, the telecommunication supply chain is associated
with the environment, and uncertainty poses serious risks and challenges to the service
providers [10]. Therefore, it is clear that telecom companies are willing to take sustainable
measures [11]. Especially in developing countries, economic, safety, and health precautions
in telecommunications supply chain operations are often limited, which creates problems.
For example, all telecommunication company’s stock prices declined due to 2G and 3G
scams. That not only influenced companies involved in 2G and 3G scams, but also those
companies that are not involved in either scams. Furthermore, the investors lost confidence
in the entire telecommunication sector due to those scams [12]. In another case, regarding
human health, according to the Environmental Protection Agency (EPA) report-2018, the
radiation signals during voice calls and messages through the air can accumulate in the
human body and negatively influence the nervous system, and can cause a significant risk
for present and next generation humans. The demand uncertainty is another key feature
of service supply chain [13]. In addition, an uncertain market and short life-cycle services
are major issues in predicting reliable forecasts of the potential capacity requirement in the
telecommunication sector [14]. Companies have taken some steps to manage these types of
risks from different dimensions [9]. Most of the sustainable risk factors are often correlated
in practice. For example, environmental issues such as radiofrequency levels in the air can
damage human health, they can lead to impacting a company’s reputation, resulting in
decreased sales and revenue, and affecting brand strength and cash flow. Those kinds of
risks can influence the interactions among supply chain practices.

In the present literature, there has been growing interest in sustainable supply chain
management (SSCM) and risk management. Several researchers have studied SSCM in the
telecommunication sector [15,16]. Among them, few scholars have analyzed the environ-
mental risk in SSCM [17,18]. In addition, most of the previous studies have rarely analyzed
sustainable risk issues in the supply chain [19] and have seldom integrated sustainable
issues into the existing supply chain management and risk management literature [20]. In
addition, few other existing studies focus on individual risk dimensions [21,22]. This can
lead to the problem of under-optimization and the danger of misleading implications in
management [23]. Moreover, the preventive measures often affect each other due to the
dynamic nature of risk factors in the telecommunications supply chain [17]. Therefore,
the applicability of remedies and preventive actions is needed to guide managers and
policymakers to gain a holistic view of their preventive actions to control these risk factors
for the sustainability of supply chain. In addition, telecommunication companies cannot
implement multiple supply chain improvement practices together to compete with risk
factors with limited resources. It is necessary to establish mutual relationships among risk
factors and to discover decisive risk factors for improvement. Based on the above literature
review, this study focuses on several research objectives, summarized as:

• To discover critical risk factors (CRFs) associated with a supply chain using the fuzzy
Delphi method (FDM) for the telecommunication industry.

• To assess the interrelationships among CRFs.
• To identify and establish the hierarchical structural model of CRFs to offer guidelines

for designing an effective preventive measure plan for the telecommunication industry.

Based on the above considerations, the present study begins with the identification of
risk factors that are derived from the most recent literature. To confirm risk factor, a set
of questionnaires is prepared and discussed with decision-makers. After that, the authors
performed the FDM to find the CRF’s with help of the expert’s assessment from different
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public and private telecom companies in India [24,25]. In addition, an effort is made to observe
the in-depth relationship between CRFs for sustainable operations in the telecommunication
service supply chain, through the interpretive structural modelling (ISM) approach. In fact,
ISM is an interactive learning tool that can identify the direct and transitive relationships
among factors in a particular problem. ISM is primarily considered as a group learning
method, but it can also be used alone. It has been extensively applied to discover barriers
and to analyze success and failure factors in various fields [26–28]. Following, the ISM and
impact matrix cross-reference multiplication applied to a classification (MICMAC) analysis
was employed to examine the interrelationships, driving and dependence power, and develop
a hierarchical structural model of the CRFs.

The results show that “government policies (laws and regulations)”, “new entering
companies”, “impact of rapid change of technology”, and “difficulty in import technology
and process” are the most affecting CRFs of sustainable operations in telecommunication
supply chain. “Lack of telecom infrastructure in semi-rural areas”, “change customer
expectations”, and “market competition” are the linkage risk factors. In addition, “illegal
activities (e.g., 2G scams), and “environmental pollution” are indirectly affecting supply
chain sustainability. The primary contribution of this study is providing a comprehensive
understanding of contextual relationships and hierarchical structural model among CRFs of
supply chain sustainability in telecommunication sector. It will improve the understanding
of essential risk factors and importance of the CRFs to achieve sustainable operations
within supply chain of telecommunication companies in developing countries. Thereby,
the hierarchical structural model will be providing most affecting CRFs, and it will guide
the telecommunication company’s managers and policy makers to effectively develop
strategies with limited resources. Furthermore, this research aimed to analyze ranking
CRFs with MICMAC, it would help telecom service providers and managers to take
effective preventive measures in their supply chain.

The rest of the paper is organized as follows. Section 2 deals with the literature review.
Section 3 presents an overview of the research methodology and the demonstration of the
current study using ISM is presented in this section. Section 4 presents the findings and
discussion. In Section 5, the conclusion in addition to future research directions and final
limitations are given.

2. Literature Review

In this section, the literature review has been done four-fold: the sustainability in the
supply chain, supply chain sustainability in telecommunication companies, research gap
and identification of risk factors.

2.1. Sustainability in Supply Chain

Sustainable supply chain management (SSCM) is the integration of sustainable de-
velopment and SCM. Whereby sustainable development is described as having certain
dimensions such as economic, social, and environmental issues for human development,
which also affect the supply chain and long-term strategies of companies, while the SCM is
considered to be new, and a great interest in sustainable SCM has been growing rapidly
over the past decade [29]. Therefore, innovative market, government policies, and grow-
ing awareness have encouraged companies to integrate sustainable approaches into their
supply chain operations to improve the overall performance and to gain a competitive
advantage in the emerging market [30,31]. Few studies have examined the extent to which
the supply chain sustainability level can be enhanced through strategic alliances and
buyer-supplier relationships [15,32]. Moreover, there are many examples in the current
business system of realizing the risk factors arising from a complex supply chain [33,34].
Nevertheless, SSCM is gradually becoming a strategic requirement for telecommunication
companies [6]. In addition, many risk factors may appear due to the complexity in the
supply chain. Unlike traditional SCM, it usually focuses on different environmental, social,
and economic risk dimensions, Valinejad and Rahmani [9] claimed that it should include
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two more aspects such as technology and organizations. In addition, the typical risk fac-
tors and the sustainability of supply chain bring different risks to the telecommunication
company [35]. Moreover, telecommunication companies have been suffering to gain com-
petitive advantage in the market and overall sustainability in their operations throughout
supply chain. Therefore, an attempt is made to explore the sustainable CRFs.

2.2. Supply Chain Sustainability in Telecommunication Companies

In recent years, telecommunication companies supply chain strategies is changing signif-
icantly, due to high competition, rapid technological changes, and uncertainty of the demand
levels. According to Song et al. [6], selecting the right supplier, the uncertainty of demand and
supply, and the lack of technology are the most affecting risk factors of telecommunication
companies’ supply chain. In the existing literature, few studies have examined the SSCM
risks in the telecommunication service sector [6]. Moreover, those studies have not been
fully investigated on sustainable risk factors [36,37]. Especially, telecommunication sector in
India. In SSCM literature, the most empirical studies focus on environmental and economic
aspects [38,39], and theoretical framework development [40–42].

Based on literature review, it is clear that there have been conducting researches in
related areas such as telecom service in rural areas [43], manufacturing resources [44].
Scholars have studied the development of theory [45], development of models [46], and
validation of models in addition to the implementation of practices [47,48]. Moreover, few
researches has been conducted on barriers, risks, and obstacles that prevail in rural areas
and service sectors. And, they were highly suggestive to telecommunication researchers
and professionals for future research studies [27,49]. Although the telecommunication
service sector has been grown rapidly to be one of the most innovative and highly devel-
oping sectors. These developments are increasingly dependent on business and social
aspects while rapid technological change and the importance of delivering services in
this industry generate uncertainties and challenges for achieving sustainability of supply
chain. In the present literature, almost no study is conducted on CRFs identification and
the interrelationship among CRFs in the context of supply chain sustainability within or
outside India.

2.3. Research Gap

Few studies have been conducted on the sustainability of the supply chain in de-
veloped countries [16,41,50]. Moreover, it is clear that there is very few research works
focusing on developing countries, especially India. Furthermore, most studies concentrate
mainly on strategic factors, drivers, and success, failure factors, and barriers to the adop-
tion of telecom services, and analysis of rural areas in the telecommunications’ supply
chain [27,51–54]. Few other studies have focused on the theoretical framework and the
identification of economic, social, and environmental dimensions of risks [35]. And Valine-
jad and Rahmani [9] have dealt with the technical and institutional risk dimensions, which
neither cover all the CRFs, nor analyzes the interrelationships between sustainable risk
factors in the supply chain.

However, as per existing literature, there is few studies have emphasizing the interrela-
tionships between risk factors, but they assess the applicability of the proposed method and
the effectiveness of telecommunication company products [6]. In addition, few studies ana-
lyzed the factors with networking model, and many decision issues cannot be structured
than hierarchically because they do not clarify the interaction and dependence of higher-
level factors in a hierarchy of lower-level factors, though it is possible in a hierarchical
structure model, which can clarify critical factors. Moreover, the telecommunication supply
chain includes different risks and risk factors in every operation and business activity.
Evidently, these risks and risk factors would be responsible for causing sustainability in the
supply chain, thereby leading to decreased performance [55,56]. Therefore, it requires a risk
identification and analysis process from an industrial perspective to improve supply chain
efficiency [57]. In addition, the topic of risk analysis in the SSCM theory is still unexplored,
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especially in the Indian context [24]. Hence, it is considered a research gap in the supply
chain sustainable dimension. This makes supply chain sustainability risk management as
an important tool to maintain supply chain and to improve its performance. Moreover, this
issue is underrepresented in the existing literatures.

2.4. Identification of Risk Factors

The potential consequences of risks can affect the supply chains sustainability of
telecommunication companies. Moreover, any attempt to manage it should avoid risk
factors and their consequences. A company’s corporate strategic objective is to choose
which risks incorporating into its supply chain operations. By considering supply chain
sustainability as a connection of risks, and to transfer it to the external environment and to
improve its value proposition to its customers.

However, only a limited number of research studies have been identified that specifi-
cally investigate the risk factors for the sustainability supply chain of the telecommunication
industry. Therefore, each research document is carefully examined and the risk factors
obtained are described. Based on the frequency of occurrence and the diversification of fac-
tors, this study covers the factors of different names and titles that are frequently mentioned
in the telecommunication industry. The authors found 18 common risk factors in literature
review. Then after, the risk factors conformed by decision makers from telecommunication
sector. Therefore, the conformed risk factors are shown in Table 1.

Table 1. Sustainability-related supply chain risks.

No. Risk Factors Brief Description Sources

R01 Goods and Services Tax
implementation

The implementation of the goods and service tax plays an
important role in the economy through its impact upon

both efficiency and sustainability.
[58–62]

R02 Foreign direct
investment policy

The Indian telecommunication industry has become very
attractive to foreign investors and, as a result, they need

the right policies. Lack of proper FDI policy from
authorities is a commonly encountered risk factor towards

telecommunication sector.

[63–66]

R03 Illegal activities
(e.g., 2G scams)

This factor refers to the negative impact of unethical
activities upon the telecom companies. [6,12,35,67]

R04
Newly entering companies

(e.g., Reliance JIO
Infocomm Limited)

To understands the impact of unfair business strategy by
new companies entering the market. [68–72]

R05 Effect of merge Idea and
Vodafone

Merge of idea and vodafone may bring new risks to
shareholders. For example, poor decision-making and

extra time and cost are spent on maintaining sustainability
in the supply chain.

[69,73–75]

R06 Lack of education and
technical skills

Understanding of sustainable technology and operations
among partners requires a set of technical capabilities in a
consistent and dynamic manner across the supply chain.

[6,9,76,77]

R07 Impact of rapid change of
technology

The rapid technological improvements of this factor
constitute a major obstacle to the telecommunication

industry’s survival.
[78–80]

R08 Lack of telecom infrastructure
in semi- rural or rural areas

This factor refers to the lack of infrastructure such as
power, road, skilled labor availability and resource

availability in semi-rural or rural areas.
[6,9,76,77,80–83]

R09 Difficulty in import
technology and process

It refers to the difficulty in effectively reengineering the
existing process when the company imports technology

and it needs to modify the existing process to suit the
technology import.

[78,80,84,85]
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Table 1. Cont.

No. Risk Factors Brief Description Sources

R10 Impact of Social factors (age,
income and cultural)

The risk factor refers to the benefits of the organization to
the community. It measures social factors such as age,

income and culture.
[6,9,24,35,76,77,81,86]

R11 Change of customer
expectations

This factor refers to the continuous change in customer
needs and preferences; increase in customer expectations

in the market due to external or internal factors (e.g.,
competition and service quality).

[6,24,77,78,80]

R12 Effect of Corporate Social
Responsibility (CSR)

Making the telecommunication industry to be connected
with its corporate social responsibility would help to

ensure the sustainability of this relationship.
[87–91]

R13 Government policies (laws
and regulations)

This risk factor that prevents the widespread acceptance
of telecommunication services in the Indian market is

further affected by legal and regulatory issues.
[9,24,64,76,77,80,81,92]

R14 Supplier quality issues Supplier-side quality issues would affect sustainability of
supply chain efficiency from an industrial perspective. [9,64,93,94]

R15 Market competition Unexpected or incorrect demand forecast; uncertain due
to fierce market competition. [6,24,78,79]

R16 Health effects of
electromagnetic radiations

Working under unhealthy conditions and the use of
hazardous substances that threaten human health and

safety in the supply chain.
[9,90,95,96]

R17 Acts of Nature (e.g., extreme
weather or earthquakes)

Rare, but severe disasters caused by nature (example:
flood, extreme weather or earthquakes). [6,35,97,98]

R18 Environmental Pollution Air, water, soil or other pollution due to facility
operations or services. [6,9,24,35,99]

3. Research Methodology

Present study adopted three-phase research flow as shown in Figure 1 to achieve
the objectives of this research. In the first phase, the literature is reviewed to quickly
identify risk factors that could affect the sustainability of the Indian telecommunication
service supply chain. Followed by confirm identified risk factors from different public
and private telecom company’s decision makers. The decision makers’ profile is shown
in Table 2. In the second phase, the authors performed the FDM to find the CRF’s with
help of the decision maker’s assessment from telecom companies in India [100]. Nine
CRF’s are determined based on the threshold value (0.65) of the FDM. We commented
decision makers of telecommunication company with a set of questionnaires to analysis
interrelationship among CFR’s as final phase.

Table 2. Profile of decision makers.

Profile Classification

Employer Telecommunication company
Type of the company Public Private

Number 13 17
Year(s) of experience in the present company >2 Years

Year(s) of experience within the industry >5 Years
Educational qualification All have Bachelor degree
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Figure 1. Study flow.

3.1. Finalization of CRFs

The identified eighteen risk factors as shown in Table 1 are further filtered to obtain
CRFs, before ISM is carried out. One more reason is to filter risk factors is that ISM studies
generally consider only fewer factors. This is due to an increase in the number of factors
that increase the complexity of the method [101,102]. Therefore, we utilized the FDM
to finalize the CRF’s. Then after, the authors collected options from decision-makers by
issuing questionnaire in telecommunication industry. The participants are asked to give
on a scale of five points, i.e., strongly agree, agree flair, disagree, and strongly disagree for
1,2,3,4 and 5 respectively. 30 questionnaires are sent to the decision-makers of different
telecommunication companies and 21 valid responses (70% of response rate) are taken due
to incomplete the responses.

The decision-makers are from public and private telecommunication companies as
shown in Table 2. All of the experts have more than three years of experience in SCM at
current companies and all have an average of more than ten years of experience in the
telecommunication industry. Based on the expert’s assessment, nine critical risk factors are
determined based on the threshold value (0.65) of the FDM analysis as noted in Table 3,
and the final nine CRFs are listed in Table 4.

Table 3. Fuzzy Delphi method result at threshold value 0.65.

Risk Factor Defuzzification Value: MIN + (4 ×Medium) + MAX\6 Threshold

0.65

R1 0.532945 Delete
R2 0.525414 Delete
R3 0.680404 Accept
R4 0.667895 Accept
R5 0.456772 Delete
R6 0.607943 Delete
R7 0.637821 Accept
R8 0.659291 Accept
R9 0.650842 Accept

R10 0.525414 Delete
R11 0.64603 Accept
R12 0.418285 Delete
R13 0.727303 Accept
R14 0.45958 Delete
R15 0.780826 Accept
R16 0.610639 Delete
R17 0.591402 Delete
R18 0.64603 Accept



Sustainability 2021, 13, 445 8 of 22

Table 4. Selected CRFs.

S.no Factor No. CRFs

1 R03 Illegal activities (e.g., 2G Scams)
2 R04 Newly entering companies (e.g., Reliance JIO infocomm limited)
3 R07 Impact of rapid change of technology
4 R08 Lack of Telecom Infrastructure in semi-rural or rural areas
5 R09 Difficulty in import technology and process
6 R11 Change customer expectations
7 R13 Government policies (laws and regulations)
8 R15 Market competition
9 R18 Environmental pollution

3.2. ISM Methodology

ISM method, developed by Warfield in 1974, is an interactive learning method to recog-
nize the direct and transitive relationships among the factors identified. There are few studies
analyzing the factors with network structure model. In this model the relationship among
factors is expressed in the form of pointers or links [103]. Instead, the hierarchical structure
provides the relationship one factor from another factor in the network. Moreover, the ISM
used to stratify each factor. In addition, there are few studies analyzing the risk factors with
using ISM method. For example, Sun et al. [104] has applied ISM to analyze the risk factors
of Building Information Modelling (BIM) technology implementation in the construction
industry. In addition, identification of food safety risk factors was carried out by Zhang and
Song [105]. In another study, analyzing the risk factors of public and private partnership
(PPP) project in India [106]. In the telecommunications service industry, Raut et al. [107] have
used ISM to study the key factors of strategic partnering for network-managed services [73]
and to model the implementation barriers of cloud computing adoption. Pramod et al. [27],
Talib, and Rahman [76] have used ISM to analyze the interrelationship among barriers in
the Indian telecommunication industry. Furthermore, Bhadani et al. [77] have applied ISM
integrated ANP for analyzing barriers in the telecom service adoption, but they also have
conducted a survey within the Indian rural areas. Those studies do not provide the supply
chain sustainability risk factors for the telecommunications sector. Then, this study adopted
the ISM approach which developed by Al-Muftah et al. [108], and the process for executing
the ISM method is outlined in Figure 2.

3.2.1. Structural Self-Interaction Matrix (SSIM)

After determining the nine CRFs by FDM result, the SSIM is developed with options of
nine decision-makers from telecommunication service sector in Indian, and two researchers
from academia, and the profile of experts as summarized in Table 5. The majority of them
have more than two years in this filed. The SSIM have been developed based on the
decision-makers consensus in the pairwise comparison of CRFs and Suresh et al. [109]
using the following symbols:

V: Factor i influences/affects factor j
A: Factor j influences/affects factor i
X: Factors i and j influences/affects each other
O: Factor i and j have no relationship.
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Table 5. Respondents’ profile.

Decision Maker Occupation Type of the
Company Education

Year(s) of
Work Experience in

the Present Company

Year(s) of Work
Experience in the

Industry

1 Manager Private Master >2 Years >5 Years
2 Department Head Private Master >2 Years >5 Years
3 Department Head Public Bachelor >2 Years >5 Years
4 Manager Public Master <2 Years >5 Years
5 Department Head Public Master >2 Years >5 Years
6 Manager Public Master >2 Years >5 Years
7 Manager Private Master <2 Years >5 Years
8 Department Head Private Master <2 Years >5 Years
9 Manager Private Bachelor >2 Years >5 Years

10 Researcher Private Ph.D. >2 Years >5 Years
11 Researcher Private Ph.D. >2 Years >5 Years

Row indicates factor i and the column indicates factor j
For example, the risk factor R4 leads to risk factor R8 and so symbol V has been placed

in the cell (2, 5), while the risk factor R3 is affected by risk factor R8 and so symbol A
has been in the cell (1, 3). The contextual relationships of pair-wise comparison of CRFs
relationships are captured in Table 6.
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Table 6. Structural Self-Interaction Matrix.

CFRs R3 R4 R7 R8 R9 R11 R13 R15 R18

R3 1 A O A O A A A X
R4 1 X V X V A V O
R7 1 V X V A V V
R8 1 A V A V V
R9 1 V A V O

R11 1 A V O
R13 1 V V
R15 1 V
R18 1

3.2.2. Development of the Initial Reachability Matrix

As the SSIM was obtained, then the symbols (V, A, X, O) in SSIM is converted into
binary digits (i.e., 1s or 0s) matrix follow the rule listed in Table 7, and the matrix is called
the initial reachability matrix (IRM). For example, cell (R04, R11) in the SSIM is V, and the
corresponding cell value in the IRM is 1, and the (R11, R04) cell value is 0; cell (R04, R13)
in the SSIM is A, and the corresponding cell value in the IRM is 0, and the (R13, R04) cell
value is 1. All the symbols in SSIM were completely changed binary numbers of 0′s and 1′s
as shown in Table 8. The IRM is developed to explain the relationship between each of the
nine CRFs.

Table 7. The rule to convert the symbol in SSIM to IRM value.

(i, j) Values in SSIM Conversion Value in IRM

(i, j) (j, i)

V 1 0
A 0 1
X 1 1
O 0 0

Table 8. Initial Reachability Matrix.

Risk Factors
(pi)

Risk Factors (pj)

R3 R4 R7 R8 R9 R11 R13 R15 R18

R3 1 0 0 0 0 0 0 0 1
R4 1 1 1 1 1 1 0 1 0
R7 0 1 1 1 1 1 0 1 1
R8 1 0 0 1 0 1 0 1 1
R9 0 1 1 1 1 1 0 1 0

R11 1 0 0 0 0 1 0 1 0
R13 1 1 1 1 1 1 1 1 1
R15 1 0 0 0 0 0 0 1 1
R18 1 0 0 0 0 0 0 0 1

3.2.3. Establish Final Reachability Matrix

The final reachability matrix (FRM) has been derived by incorporating the transitivity
between the CRFs. The transitivity means that the contextual relation in which if factor A
affects factor B and factor B affects factor C, and then factor C will be affected by factor A.
the transitivity measurement was computed by conducting a power iteration analysis. The
final reachability matrix was obtained as depicted in Table 9. For example, factor R4 affects
factor R3 and R3 affects factor R18, and then factor R18 is affected by factor R4. Thus, (R4,
R18) is 1*, which means that there is a transitivity relationship between R4 (new entering
companies) and R18 (government policies (laws and regulations)).
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Table 9. Final Reachability Matrix.

Risk Factors
(pi)

Risk Factors (pj) Driving
PowerR3 R4 R7 R8 R9 R11 R13 R15 R18

R3 1 0 0 0 0 0 0 0 1 2
R4 1 1 1 1 1 1 0 1 1* 8
R7 1* 1 1 1 1 1 0 1 1 8
R8 1 0 0 1 0 1 0 1 1 5
R9 1* 1 1 1 1 1 0 1 1* 8

R11 1 0 0 0 0 1 0 1 1* 4
R13 1 1 1 1 1 1 1 1 1 9
R15 1 0 0 0 0 0 0 1 1 3
R18 1 0 0 0 0 0 0 0 1 2

Dependence 9 4 4 5 4 6 1 7 9 49
Note: 1* represents transitive link.

3.2.4. Level Partitions

The level partition contains two sets, viz. reachability set and antecedent set and this
is derived from FRM. The reachability set includes each specific CRF from the respective
rows, and the antecedent set contains each specific CRF from the respective column in the
FRM. Then the intersection set is derived from the common factors of reachability and
antecedent sets as Appendix A. in level partition, intersection factors are the only factors in
the reachability set. These factors are removed from the list and are referred to as level-I
factors. Then the procedure for obtaining CRFs is repeated in the next iteration and it
does not stop until all the CRFs are placed in the ISM hierarchy. The interaction matrix
functionality is presented in Table 10.

Table 10. Result of level partition iteration.

CRFS Reachability
Set R (pi)

Antecedent Set A (pi)
Intersection Set
R (pi) ∩ A (pi)

Level

R3 R3, R18 R3, R4, R7, R8, R9, R11, R13, R15, R18 R3, R18 I
R4 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R7 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R8 R8 R4, R7, R8, R9, R13 R8 IV
R9 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R11 R11 R4, R7, R8, R9, R11, R13 R11 III
R13 R13 R13 R13 VI
R15 R15 R4, R7, R8, R9, R11, R13, R15 R15 II
R18 R3, R18 R3, R4, R7, R8, R9, R11, R13, R15, R18 R3, R18 I

3.2.5. Build up Structural Model

The final ISM based structural model of CRFs is constructed from level partition
matrix as shown in Table 10 and the final reachability matrix is shown in Table 9. Based
on the level partition matrix, draw the ISM digraph including nodes and transitivity links.
Arrows between nodes show the direction of the influence. If factor i influences j, an arrow
will point from i to j. For example, the risk factors “government policies (R13)” affects the
risk factor “newly entering companies (R4)”, so an arrow from R13 points to R4. Level I
risk factors are placed at the top of the hierarchy and the least level risk factors are placed
at the bottom of the hierarchy. Finally, a six levels hierarchy structure model includes nine
CRFs is developed by removing the indirect links as depicted in Figure 3.
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Figure 3. ISM model for CRFs of SSC of Indian telecommunication service.

The structure model illustrates the direct relations among CRFs, with arrows indicating
the direction of each impact. Figure 3 shows that these nine CRFs are formed into six levels
in the diagram. “illegal activities (e.g., 2G scam) (R3)” and “environmental pollution (R18)”
are located at the top level, which directly depends on “market competition”. Next “market
competition” is affected by the CRF “change of customer expectations” which is located
at the third level. Following, “Change of customer expectations” is impacted by the CRF
“lack of telecom infrastructure in semi-rural or rural areas”. Three CRFs “new entering
companies (R4)”, “impact of rapid change of technology (R7)”, and “difficulty in import
technology and process (R9)” resided at level V and affected each other, and ultimately
affect the CRF “lack of telecom infrastructure in semi-rural or rural areas”. Finally, the
bottom-level CRF “government policies (laws and regulations) (R13)” which are considered
a strong CRF and impact above levels CRFs. This means “government policies (laws and
regulations)” is the decisive factors affecting the sustainability of the telecommunication
service organization’s supply chain in India.

3.3. Categorizing Risk Factors Impacting SSC of Indian Telecommunication Service

The categorization of CRFs that influence supply chain of telecommunications com-
panies is carried out by applying the MICMAC method. MICMAC has been developed
by Elmsalmi and Hachicha [110]. In addition, there are few studies conducted to analyze
risk factors in the current literature. For example, Alora and Barua [100] had used MIC-
MAC to disruption risk classification and prioritization of supply chain in India. And,
another article classified risks prioritization in global supply networks using MICMAC
method [111]. Jha et al. [112] carried out the research study identifying significant risks
and analyzing risk relationship for construction PPP Projects in developing countries.
Duperrin et al. [113] is modelling the risks in international projects by Indian construction
companies. In addition, Chowdhury et al. [114] claim that the main aim of MICMAC
analysis is to discover and evaluate each factor is driving power and dependence power.
The “driving power” represents the degree of influence that one factor is affected by other
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factors. According to the driving power and dependence power, it is possible to set up a
MICMAC diagram, with the horizontal axis denoting the degree of dependency and the
vertical axis denoting the driving power [106]. The CRFs can be classified into four zones
by using MICMAC, namely autonomous zone, dependent zone, linkage zone, and driver
zone. Applying MICMAC analysis, the driving and dependence of CRFs of the supply
chain in the telecommunications service industry in Table 9 were analyzed and ranked as
listed in Table 11 and the MICMAC diagram was shown in Figure 4, which the nine CRFs
can be classified into four zones based on their driving power and dependence power.

Table 11. The results of MICMAC ranking of CRFs.

CRFs Driving Power Dependence Power Drive/Depend MICMAC Rank

R3 2 9 0.222 6

R4 8 4 2.000 2

R7 8 4 2.000 2

R8 5 5 1.000 3

R9 8 4 2.000 2

R11 4 6 0.667 4

R13 9 1 9.000 1

R15 3 7 0.429 5

R18 2 9 0.222 6
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The MICMAC diagram shows in Figure 4 that no CRFs have been identified as
autonomous variables. In addition, The R3, R11, R15, and R18 are identified in zone 2 as
dependent variables. Where “Illegal activities (R3)” and “Environmental Pollution (R18)”
possess the lowest driving power, but those CRFs have the highest dependence power and
are at the top level of the ISM hierarchy as shown in Figure 3. Therefore, these CRFs can
be determined as the minor affecting CRFs of sustainability in the supply chain, all the
other CRFs are required to advance the dependent factors in enhancing the SSC system. In
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addition, the R8 is determined in zone 3 as a linkage variable. If we take, any action towards
this factor may affect or influence the remaining CRFs. Finally, in zone 4 identified CRFs are
R13, R4, R7, and R9 as the highest driving power variables. They are located at the bottom
level of the ISM network as shown in Figure 3. This bottom level in ISM and zone 4 CRFs
have the potential to affect the remaining CRFs, so the telecommunication companies
should be given high priority to address them. These CRFs are very important and can be
regarded as the focus of the management strategy by telecommunication decision-makers
to achieve overall sustainability.

4. Findings and Discussion

Telecommunication sector has becoming much in the news due to its continuous
development and has been an area of interaction for decision makers, academics, and
researchers. They have analyzed the telecommunications industry as a platform, linking
the country’s informative-intensive ecosystem with its social and economic growth. In
developing countries, the implementation of a set of risk-control policy is challenging
at the government and organization levels. Moreover, the initiation of these policy and
measures the risk is not an easy process and needs much analysis. The result of present
study found that some of the potential CRF’s have been highlighted and put into an ISM
model, to analyze the interaction between them. These CRFs need to be addressed for the
improvement in telecom services and hence, to the sector. In addition, the main objective
of the present research is to identify and analyze the interrelationships between the various
CRFs of SSC, which hinder the effective implementation of the supply chain, and to
develop a hierarchy model of sustainable CRFs that help telecommunication companies
to understand the influence relationship of these CRFs. There are few research tools
available to calculate the weights and analyze the interrelationships. For example, the
analytic network process (ANP) also derives the weights of the factors by comparing
the criteria within a cluster to another cluster, but the important weight in ANP was
subjective and assigned directly by experts. However, the important weight in ISM is more
objective since it was derived from criteria influence relationships and matrix calculation.
Unlike ANP, it was subjective and assigned directly by experts. These CRFs take on
significance because they impede the sustainable implementation of the supply chain and
pose significant challenges for managers and practitioners in telecommunication companies.
The present study emphasizes the need to overcome these risk factors to gain sustainability
in telecommunications companies in order to improve service quality and achieve greater
customer satisfaction. From all the risk factors identified, the factor “government policies
(laws and regulations)” is the most influential CRFs and it has been put at level six, while
the risk factors “illegal activities (e.g., 2G scams)” and “market competition” are the least
influential factors and they located in top of the model, as shown in Figure 3. We find that
the risk factor “government policies (laws and regulations)”, in line with prior research that
demonstrates that it is the most significant risk factor in implementation of sustainability
supply chain in telecommunication service [9,64,115,116]. However, the results showed that
the risk factors illegal activities (R3)” and “environmental Pollution (R18)” are influenced
by all factors and located at the top level as the target of the system. This results in contrast
with other studies [12,35,48], they have found that “illegal activities (e.g., 2G scams)”
affects the stockholders’ trust and Chapman and Corso [117] have found that “market
competition” is also one of the most important factors in telecommunications supply chain.

Furthermore, according to the ISM hierarchy model of the current study, except the
root cause factor “government policies (laws and regulations)”, the CRFs at other levels
support each other and influence to the next level of CRFs. A six level of hierarchy model
has been established in the ISM in Figure 3. The dependence and driving power depicted
in Figure 4 will provide valuable insights into the interdependence and relative importance
of CRFs. In order to implement sustainable development standards in sustainable manner,
the organizations need to determine the CRFs to be included within their strategic level.
The current research emphasizes that supply chain practitioners and decision makers must
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keep these CRFs in mind while planning supply chain execution to enhance customer
satisfaction and sustainable development.

Managerial Implications

In the present study, MICMAC analysis as shown in Figure 4 offers some insights into
the relative significance and interdependencies among the CRFs. This would provide the
top and middle-level management with valuable perspectives as they can efficiently handle
these CRFs. The proposed ISM based framework for identifying the risk, it will offer a way
to understand the interrelationship among CRFs to managers, and practitioners of SCM
in the telecommunication companies. Telecommunication company’s top management
should be analyzed the more insights into the problem when implementing sustainability
in their organization’s [118]. Few of the ISM model observations, which indicate major
managerial implications, which are as follows:

An important contribution of this research study is identifying and develops contex-
tual relationships among CRFs for SSCMs through a systematic framework. The telecom
managers can take specific steps to manage, control, and mitigate sustainable CRFs. More-
over, the application of the proposed ISM framework has implications for the complexity
and order of the relationships among these CRFs, which would enable telecom managers
and policymakers to achieve customer satisfaction with limited resources. The CRFs “gov-
ernment policies-laws and regulations (R13)”, “new entering companies (R4)”, “the impact
of rapid change in technology (R7)”, and “difficulty in import technology and process
(R9)” are at the bottom to the middle level of the ISM hierarchy with high driving power
and low dependence power. Based on the results, this study assumes that above four
CRFs are most relevant major affecting factors in the telecommunication sector. There-
fore, this valuable information could be help to telecommunication sector policymakers
and managers to take flexible or transparent decisions, and it will assess their responsi-
bility to addressing CRFs. The high driving power CRFs, they are the root cause of the
occurrence of remaining CRFs in the ISM network. As per the hierarchy, most CRF is
R13 (government policies-laws and regulations). R13 may affect the economic concerns
and social aspects of SSCM because the implementation of government policies plays an
important role in achieving the triple bottom line of sustainability [6,35]. Managers must
periodically strengthen oversight and be aware of the government policies to achieve high
standards of organizational performance to control sustainable risks. As it occurs at the
sixth level of the ISM hierarchy model, telecommunication service operators must focus
on the government implications and be willing to modify their organization’s policies
according to government policies and regulations to avoid the major risk. Moreover, this
study results suggesting that the government should build justice, fairness, and open
laws or regulations to all telecommunication companies for prevent major risk and to
achieving overall sustainability. In addition, strategies and incorporate certain strategies
to overcome high driving power CRFs for further development in the sector should be
recommended. Furthermore, the factor lack of telecom infrastructure in semi-rural or rural
area (R8)” and “market competition (R15)” are identified as linkage factors. It can conclude
that this level CRFs are core factors since provides the only path to transform influences
from the lower level to higher levels [56]. Thus, these factors should be continuously
improved as they have an overall effect on all other CRFs. Therefore, it is suggested that the
telecommunication companies need to monitor market competition and mitigate natural
hazards through responses and sometimes by sharing and flexibility responses [9,37]. The
results of this study indicate that the performance of telecom companies is influencing by
government regulations as it affects systemic risk [27]. In addition, the research findings
would be useful for regulators in framing new policies by taking into account the interests
of both investors and customers, as the decisions of regulators can probably influence the
systemic risk of the telecommunication firms. The telecom managers use this result to
forest systemic risk level by calculating regulatory changes from the governments in devel-
oping countries [58,69]. The telecommunication managers should initiate training sections
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on government regulations and policies to educate service process channel members as
well as customers and policymakers to overcome the sustainability issues and realize the
importance of sustainability in the industry. From a theoretical perspective, an attempt
has been made to identify nine CRFs and build the ISM network for the sustainable CRFs
of the supply chain in telecommunication companies. Final emphasize, the risk creates
interrelated and combined subsystem, and therefore, telecommunication managers should
carefully examine and give highest priority to the most CRFs.

5. Conclusions

Sustainability has become a critical strategic problem in the telecommunication sector,
in order to develop and stand out in the intense competition. Telecommunication organi-
zations cannot adopt many sustainability developing practices with limited resources. In
addition, scholars advocate that organizations should analyze the CRFs relationships and
examine determinations for their implementation of sustainability practices. However, such
an interaction evaluation has yet to be carried out adequately. This study has identified risk
factors of sustainability in the supply chain through literature review and confirmed by
telecom company decision makers, then after, finalized the CRFs by performed the fuzzy
delphi method. In addition, this study aimed to develop a conceptual model on identified
CRFs using ISM and MICMAC analysis for achieving sustainability in the supply chain of
telecommunication companies, which are not expressed in the existing literature. Then, the
interrelationships of the CRFs assessed by 11 decision-makers from telecommunication
companies in India.

Based on ISM analysis results confirmed that the CRF “government policies (laws
and regulations)” takes up the low level of the ISM model, while “illegal activities (e.g.,
2G scam)” and “environmental pollution” are at the top level. Subsequently, this ISM
approach is used to classify CRFs using MICMAC analysis based on their driving power
and dependence power. This would guide the current telecommunication firms to control
these CRFs, which would enable the supply chain to perform effective operations and
achieve higher customer satisfaction by offering better services. As such, it empowers
organizations to develop a pathway to excellence and long-term business strategy and to
build sustainability strategy in different dimensions such as economic, social, environmen-
tal, and political. All the companies need to survive in strong industry competition; they
need to develop significant capabilities to adopt market opportunities [35]. Companies
in developing countries often do not change the dynamics of identifying CRFs. There-
fore, these should improve their learning experience and, more importantly, capture the
opportunities for change [6,24]. SCM managers at telecommunications companies help
to improve the overall performance of the company and create a sustainable competitive
advantage. Furthermore, this study results and proposed framework on CRFs of the supply
chain may be helpful for providing effective services at high customer satisfaction and the
current organizations develop an effective and long-term SSC strategy.

ISM and MICMAC techniques depict the contextual relationships between CRFs
and identify the shortcomings that help policymakers and supply chain practitioners
to reduce the vulnerability of the supply chain on decision-making and to maintain its
sustainability [45]. This study would help to rule out these sustainable CRFs and find a
new way to implement this in the existing telecommunications companies, especially in
developing countries, that will contribute to the country’s economy. It would also help
to improve efficiency, save the resources of existing companies facing the challenges of
sustainability improvement, and ultimately contribute to the economy of the country. Risk
is a complex construct, and the present research does not look at every aspect of all the CFRs
in telecom SSC. Another limitation of the study is that it focuses on developing countries,
especially India. Therefore, it is difficult to determine to what extent the findings can be
generalized to developed countries. Furthermore, the estimates of the IRM relationships of
CRFs are based on the concessions of the experts’ opinion that may increase the difficulty
in decision-making by Jain and Banwet, 2013 [73]. In future research focuses on one specific
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area of operations in the industry. This outcome should not applicable to various sectors
and developing countries. There is the probability that other sector may have influence
relationship and ranking between the CRF’s or, different process and service characteristics
that could change resulting to different findings by using ISM method. It is suggested
that the finding could be accurate if ISM is combined with Structural Equation Modelling
(SEM), because ISM method is an exploratory study, the hierarchical structure was develop
based on experts’ influence assessment data and ISM analysis. The hierarchical structure
model is not statistically validated. Thus, the result of hierarchical structure needs further
confirmatory study to confirm it. So, we suggest the hierarchical structure model can be
considered as SEM to examine the validity in future studies. The next alternative could
be repetition of present study by using the total interpretive structural modelling (TISM)
approach instead of ISM, which could be efficient for better understanding of interpretation
among the identified CRF’s. Finally, by merging DEMATEL and AHP, in order to explain
and visualize the relationships of sustainability CRF’s in the telecommunication services
industry, the future scholars will understand the functional gaps of the ISM and DEMATEL
approaches.
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Appendix A

Table A1. Partition matrix of itration-1.

RFS Reachability Set R (pi) Antecedent Set A (pi) Intersection set R (pi) ∩ A (pi) Level

R3 R3, R18 R3, R4, R7, R8, R9, R11, R13, R15, R18 R3, R18 I
R4 R3, R4, R7, R8, R9, R11, R15, R18 R4, R7, R9, R13 R4, R7, R9
R7 R3, R4, R7, R8, R9, R11, R15, R18 R4, R7, R9, R13 R4, R7, R9
R8 R3, R 8, R11, R15, R18 R4, R7, R8, R9, R13 R8
R9 R3, R4, R7, R8, R9, R11, R15, R18 R4, R7, R9, R13 R4, R7, R9
R11 R3, R 11, R15, R18 R4, R7, R8, R9, R11, R13 R11

R13 R3, R4, R7, R8, R9, R11, R13, R15,
R18 R13 R13

R15 R3, R15, R18 R4, R7, R8, R9, R11, R13, R15 R15
R18 R3, R 18 R3, R4, R7, R8, R9, R11, R13, R15, R18 R3, R18 I

Table A2. Partition matrix of itration-2.

CRFS Reachability Set R (pi) Antecedent Set A (pi) Intersection Set R (pi) ∩ A (pi) Level

R4 R4, R7, R8, R9, R11, R15 R4, R7, R9, R13 R4, R7, R9
R7 R4, R7, R8, R9, R11, R15 R4, R7, R9, R13 R4, R7, R9
R8 R8, R11, R15 R4, R7, R8, R9, R13 R8
R9 R4, R7, R8, R9, R11, R15 R4, R7, R9, R13 R4, R7, R9
R11 R11, R15 R4, R7, R8, R9, R11, R13 R11
R13 R4, R7, R8, R9, R11, R13, R15 R13 R13
R15 R15 R4, R7, R8, R9, R11, R13, R15 R15 II
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Table A3. Partition matrix of itration-3.

CRFS Reachability Set R (pi) Antecedent Set A (pi) Intersection Set R (pi) ∩ A (pi) Level

R4 R4, R7, R8, R9, R11 R4, R7, R9, R13 R4, R7, R9
R7 R4, R7, R8, R9, R11 R4, R7, R9, R13 R4, R7, R9
R8 R8, R11 R4, R7, R8, R9, R13 R8
R9 R4, R7, R8, R9, R11 R4, R7, R9, R13 R4, R7, R9
R11 R11 R4, R7, 8, 9, 11, 13 R11 III
R13 R4, R7, R8, R9, R11, R13 R13 R13

Table A4. Partition matrix of itration-4.

CRFS Reachability Set R (pi) Antecedent Set A (pi) Intersection Set R (pi) ∩ A (pi) Level

R4 R4, R7, R8, R9 R4, R7, R9, R13 R4, R7, R9
R7 R4, R7, R8, R9 R4, R7, R9, R13 R4, R7, R9
R8 R8 R4, R7, R8, R9, R13 R8 IV
R9 R4, R7, R8, R9 R4, R7, R9, R13 R4, R7, R9
R13 R4, R7, R8, R9, R13 R13 R13

Table A5. Partition matrix of itration-5.

CRFS Reachability Set R (pi) Antecedent Set A (pi) Intersection Set R (pi) ∩ A (pi) Level

R4 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R7 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R9 R4, R7, R9 R4, R7, R9, R13 R4, R7, R9 V
R13 R4, R7, R9, R13 R13 R13

Table A6. Partition matrix of itration-6.

CRFS Reachability Set R (pi) Antecedent Set A (pi) Intersection Set R (pi) ∩ A (pi) Level

R13 R13 R13 R13 VI
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