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Abstract: Cross-border e-commerce, involving international product transactions via online and
mobile platforms, is growing at a dramatic rate around the globe. One of the main concerns of brand
firms is preventing counterfeit products from being sold under their names on e-commerce plat-
forms. Counterfeit goods not only create economic losses to both the supply and demand sides, but
also undermine efforts to improve sustainability. Proliferating counterfeits harm the brands of sup-
ply firms and trust in selling e-commerce platforms. In addition, they discourage participants in the
supply chain from investing in social and environmental sustainability. If end-customers have ac-
cess to detailed and comprehensive product information with a traceability system that can help
overcome information uncertainty and asymmetry, losses can be prevented. The result of the pilot
test has shown that securely shared in-depth product information among supply chain stakeholders
from the supply side to end-customers can help prevent counterfeit goods from proliferating further
by enabling consumers to determine the authenticity of products and report forgeries before paying.

Keywords: information asymmetry; cross-border e-commerce; traceability; counterfeiting
prevention; encrypted QR code; Blockchain; PoET algorithm; Sawtooth system

1. Introduction

The growing use of the Internet has disrupted many existing business models and
led to the introduction of innovative new businesses, such as e-commerce, which is a key
feature of the modern digital economy. As cross-border trade volume has increased,
global transactions and government enforcement has compelled many e-commerce plat-
forms to comply with regulatory mandates. However, when it comes to cross-border e-
commerce, platforms frequently fail to monitor agents, distributors, business partners,
supply intermediaries, and other third-party intermediaries because of the complexity of
supply and distribution channels [1]. The lack of supply side traceability reduces custom-
ers’ trust in platforms, resulting in economic and reputation damage to stakeholders.

A supply chain is a complex network in which a variety of participants coordinate
tasks and exchange information [2]. After SCM systems were first introduced in 2000,
most firms have adopted them to strategically manage the flow of goods, from raw mate-
rials to final products [3]. Despite rapidly increasing cross-border transactions and end-
customers’ desire to instantly confirm product origin, ingredients, and manufacturers, ex-
isting SCM methods, including manual data entries, have been unable to satisfy real-time
data exchanges [4] while maintaining the data integrity of supply chains. Because of out-
dated SCM functions, inconsistent data taxonomy and ways of exchanging data, vague
fears of product information leakage, and unknown threats [5], many participants in sup-
ply chains are reluctant to share their product data with end-customers.

In the meantime, as more consumers have become eco-conscious and understand
how their buying decisions impact the environment, demand for more comprehensive
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information about products has rapidly increased. Both business and personal customers
who buy consumable goods via e-commerce platforms frequently ask for information on
raw material suppliers, ingredients, and distribution channels of departure countries, val-
uing such transparency [6] more than ever before. The growing sensitivity of consumers
to supply chain data and information is a positive step from the perspective of sustaina-
bility, because fake information and the uncontrolled distribution of counterfeit goods has
undermined the efforts of firms who attempt to follow the rules in their supply chains, in
the end, consumers have to pay a higher social and environmental price [7].

While brand firms have worked to establish a positive name and values by following
sustainable and ecological business practices, a massive number of counterfeiters have
been detected as the volume of cross-border transactions has grown. The case of Asiago
[8] is an example. Not only the food industry, but in many other industries, including
pharmaceuticals, luxuries, and apparel, counterfeit products harm companies’ trustwor-
thiness and cost customers’” money and even health. Since forged products can be mis-
taken for the originals in terms of appearance, they are subject to strict regulation and
checks. However, more advanced technological solutions are also imperative, considering
the volume of cross-border e-commerce transactions.

For instance, as concerns about food security have increased, a food traceability sys-
tem based on Blockchain technology was developed [9] that can trace the entire supply
chain in real time, as well as eliminate the dubious intervention of middlemen. In many
Blockchain feasibility tests around the world, it has been reported that Blockchain tech-
nology can effectively filter fraudulent interventions and counterfeit goods, thanks to its
technological characteristics, such as digital signature and validation [10]. As the supply
chains of firms in the global e-commerce environment have become increasingly disaggre-
gated, moving away from domestic control [6], brand value and profits of them can be
increasingly damaged by forgery behaviors. Brand firms, including manufacturers and
platforms, are now seeking ways to protect their value in securely sharing product infor-
mation across their direct and indirect value chains.

While there is a growing literature on Blockchain and its potential to promote sus-
tainability by boosting traceability and transparency, and better coordinate complex
global value chains [11], it is still rare to find concrete examples showing how best to ex-
ploit Blockchain characteristics, traceability, and transparency, in order to prevent the dis-
tribution of counterfeit goods.

It is argued in this paper that Blockchain has a digital recording mechanism suited
for dealing with the enhanced complexity of supply chains. In addition, it is suggested
that complementing Blockchain with authentication tags enables product information to
be securely shared among supply chains stakeholders and end-customers, thus signifi-
cantly removing counterfeit goods from e-commerce platforms.

The research focuses on how to exploit the technological features of Blockchain in
order to solve information uncertainty and asymmetry resulting in counterfeiting and eco-
nomic losses of the weakest SCM participants including the end-customers within the re-
search scope of green SCM since counterfeiting harms firms, particularly those who have
invested considerable amounts of technological and economic resources in efforts to com-
ply with sustainable and ecological rules and standards. The rest of the paper is organized
as follows. Section 2 reviews Blockchain technology and its applications in the context of
green supply chain management. Section 3 explores the system design and the pilot test
results of cross-border traceability system based on Blockchain and complementary tech-
nologies. It introduces the system configurations for cross-border data sharing with end-
customers, and Blockchain’s complementary technologies, such as encrypted QR Codes
and PoET consensus algorithms. Section 4 discusses the results of the pilot test and the
benefits and limitations of the proposed system. It analyzes and evaluates the perfor-
mance of the system based on various factors, including hardware, block timing, network
latency, and the confirmation of product information abroad. Section 5 concludes the
work and the contributions and proposes possible avenues for future research.
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2. Theoretical Background
2.1. Counterfeiting from the Perspective of Green SCM
2.1.1. Green Supply Chain Management

Since 1994, when the first retail Internet transaction was successfully performed [12],
global e-commerce sales have annually increased by almost 30 percent [13]. In 2019,
worldwide retail e-commerce sales amounted to USD 3.53 trillion [14]. This phenomenon
is mainly due to giant platforms such as Amazon, Alibaba, JD.com, and Pinduoduo [15].
As online shopping has become one of the most popular retail activities in the COVID-19
era, the business frontiers of e-commerce have naturally grown beyond domestic borders
[16-18]. Today, cross-border e-commerce is everywhere.

Cross-border e-commerce is a type of international e-commerce in which transactions
are conducted via online and mobile platforms [19] across domestic borders. In a world
where Internet-based transactions are common, managing business relationships is criti-
cal to the success of businesses, and a well-managed supply chain, which allows intra and
interfirm integration, affects every aspect of business activity [3].

According to the Global Supply Chain Forum, supply chain management (hereinaf-
ter referred to as SCM) is defined as the integration of key business processes from end
users through original suppliers who provide all the value, including products, services,
and information, to supply chain participants [20]. SCM is the management of all of the
value flows of those business relationships and is distinguished from logistics manage-
ment in that it does not encompass suppliers who provide raw material to the manufac-
turer, or multiple layers of processes within and across companies outside the direct mar-
keting processes [21]. However, if it is presumed that SCM encompasses all of the firms
in the whole supply chain, from raw material provider to the end-customers, the dimen-
sions of SCM can affect productivity [22]. For this reason, it is necessary for a firm to de-
cide on who the primary SCM participants are [3] by adding critical values to the business
processes.

Recently, as climate change has increasingly impacted daily life, the public has be-
come more aware of environmental issues, and accordingly multinational manufacturing
firms have become more concerned with managing their supply chains [23,24]. Operating
without firm control over its own supply chain can impact corporate social responsibility,
which negatively impacts product quality and innovation. From this perspective, scholars
consider ecological consideration an important management factor of supply chain [25-
27] and have called for green awareness in a variety of aspects including product and
process design [28,29], manufacturing [27,30], and purchasing [31]. Customers and gov-
ernments [32,33] have begun to raise more green issues and standards, in return more
companies have started to incorporate green policies and efforts throughout their supply
chains, such as eco-labeling and green advertising [34]. Even though such firms’ green
practices are basically business oriented in terms of market regulatory compliance, brand
promotion, and competitive advantages, the ripple effect on the supply chain has influ-
enced more SCM participants [22]. With the increasing awareness of social and environ-
mental responsibility [35], green practices [27,31,36] have been incorporated into the SCM
of firms. Although it is argued that some green behaviors, such as green purchasing, have
a negative effect on organizational performance [25], practicing green activities usually
increases the environmental and financial performance [37,38] of firms due to the well-
monitored supply chains. There is little doubt that sustainable and green practices are
value adding to business, and opening business opportunities, especially for consumer
brands [39].

Itis no doubt that green supply chain management (hereinafter, referred to as GSCM)
is related to firms’ comprehensive efforts to improve performance along their supply
chain [40]. Thus, GSCM is broad and holistic [22]. It is not only about greening primary
business processes with respect to environmental issues, but also includes social factors
such as labor and human resource practices [41] and many other CSR practices [23-25]
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including diversity, human rights, and safety issues [36]. While successful GSCM cases
can be found in many industries, from consumer goods, foods [39], and pharmaceuticals
[24,40] to automobiles [42], it is also undeniable that firms’ efforts to pursue GSCM are
frequently undermined by a variety of offensive behaviors, including counterfeiting and
forgeries.

2.1.2. Counterfeiting Issues

Coupang, founded in 2010 and funded by the SoftBank Vision Fund with about 2
billion dollars in 2018, is currently the largest e-commerce retailer in South Korea. South
Korea has one of the highest rates of Internet penetration and smartphone adoption in the
world, and hence has become a lucrative market for e-commerce platforms [43]. As the
trading volume of Coupang, including cross-border transactions via its open market, has
dramatically increased, customers’ outcry over counterfeit goods has also rapidly grown,
in spite of its sizable investment in SCM innovations and unrivaled consumer offerings.

Counterfeit issues plague various industries including manufacturing [44-46] foods
[8,9,47], dairies [48], pharmaceuticals [49-54], 3D-printed goods [55], and luxuries [56,57]
and also degrade the credibility of intangible assets [10,58,59] including a variety of certi-
fications such as HACCP, organic ingredients, energy saving, eco marks, fair trade, anti-
child labor, Forest Stewardship Council (FSC), Marine Stewardship Council (MSC), and
many others. Nonetheless, it is still rare to find preemptive measures to cope with con-
sumer losses caused by buying fake goods.

In most cases, e-commerce customers rarely have the ability to know in advance
whether they are buying genuine goods or not, and thus tend to rely on e-commerce plat-
forms’ fame and credibility. On the e-commerce firms’ side, they have made efforts to
drive fake products off their platforms and SCM, by hiring dedicated personnel, by oper-
ating a 24 h monitoring system, and by setting sanction standards for the sale of counter-
feit goods. For example, if a product being sold is found to be counterfeit, the sellers are
expelled from the platform for good.

However, these measures are far from ex ante prevention capable of prescreening
before payment. Fake goods are frequently marked with “looking like genuine” barcodes
which makes it difficult and takes a while for customers and the firms to acknowledge
and judge fakeness. Even though it is a criminal offense under the criminal laws of many
countries when sellers deceive consumers with fake products, counterfeit goods are be-
coming a worse headache in online transactions. Not only institutional measures but also
technological methods are required to prevent forgery behaviors, since counterfeiting is
found across SCM, from raw materials to marketing, and from country to country, across
e-commerce platforms.

In the case of Shopify, a newly rising e-commerce firm [46] in the US, faulty goods
problems have increased as fast as its growth rate, and the consequences have gone be-
yond damaging the brands and reputations of the original firms, to even putting people’s
lives in danger [48]. Despite these consequences, counterfeiting has become a fast-grow-
ing lucrative business of more than USD 600 billion value annually [49]. The International
Chamber of Commerce estimates that the size of counterfeiting and piracy will reach USD
4.2 trillion by 2022. In the case of pharmaceutical counterfeiting, the WHO estimates that
10 [51] to 30 percent of drugs [53] on the global market are counterfeit, and the situation
is particularly serious in developing countries [49,51-53] due to the invisibility of supply
chain systems.

Growing forgery behavior is not only problematic in the food and pharmaceutical
industries but also in many unexpected industries, including additive manufacturing [55],
luxury fashion [56], and others [57]. It leads to a devaluing and economic loss of legitimate
firms, what it is worse is that the raw materials or ingredients are from unknown sources
[52], and faulty foods, dairies, and drugs can pose a significant threat to people’s lives [8],
with multiple fatal accidents [48,50,54] from industrial dyes, and other tainted and con-
taminated ingredients [9].
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At the same time, counterfeiting documents including welfare vouchers [58], insur-
ance papers [59,60], and L/C [10] have also created serious social distrust [8,9] of the in-
tegrity of policies and institutions. Fake certificates undermine the sustainability efforts of
original brands [47] and the credibility of public institutions at the same time, since inap-
propriate goods can never meet environmental regulations or supervision guidelines.

As forgery behaviors have proliferated, customer awareness has been accordingly
raised, and today more people want transparency about the processed and agricultural
products they consume [61]. Product labels and manufacturing and logistics information
[47] have become matters of concern, and consumers have started to ask for transparent
traceability across the SCM, especially in crossing borders in the e-commerce world.

Manufacturing firms and e-commerce platforms also want to protect their brand
value and profits by preventing illegal events associated with the supply chain from the
beginning [5] in spite of rather slow transactions and low visibility with the current SCM
[45].

Regarding the counterfeiting of tangible and intangible products, a variety of studies
have suggested that Blockchain features have useful technological characteristics for en-
hancing visibility and transparency [62] in complex multi-level SCMs, since all the trans-
actions in the complex SCM layers can be captured and recorded. It is also known that
Blockchain can effectively reduce risks regarding fraud and counterfeit goods [2] and se-
curely record transactions [45] by minimizing human interventions.

2.2. Key Features and Applications of Blockchain for Supply Chain

Blockchain is a decentralized and distributed public digital ledger for recording data
and information, or in other words, transactions, in blocks. In principle, written transac-
tions on blocks are irreversible, and cannot be changed without changing all the previ-
ously written transactions on prior blocks. As a result, ever since its basic concept and
disruptive potential were introduced with Satoshi Nakamoto’s paper “Bitcoin: A Peer-to-
Peer Electronic Cash System” in 2008, research and experiments with Blockchain as a tech-
nology of trust have sharply increased across industries [63] including distributions and
logistics, financial services, and healthcare.

In the early period, many applications were centered in the financial area, including
digital assets, remittance and online payment, smart contracts, and reputation systems
[64]. While Bitcoin is an innovation for financial services based on Blockchain [65], Block-
chain is a general-purpose technology and can be categorized into public, private, consor-
tium [65], or hybrid [64].

Public Blockchain is an open, non-restrictive, and distributed ledger system not re-
quiring permission. Bitcoin, Litecoin, and Ethereum are typical examples. Anyone with
access to the Internet can be a node with authority for mining, accessing records and ver-
ifying transactions. Because there is no centralized entity in charge, decision-making ac-
tivities like verifying transactions require consensus algorithms.

In contrast, private Blockchain is a closed, restrictive, and permissioned system. One
cannot join the system without an invitation from the controlling node which is in charge
of the private system, and each node has a different level of accessibility and a specific
authority for creating, viewing, and verifying transactions. Ripple works as both a cryp-
tocurrency and a digital payment network, and unlike Bitcoin, anyone who wants to be-
come a node in the Ripple network needs permission. Ripple is usually regarded as a pri-
vate Blockchain although all the nodes on the network conduct polls and decide whether
a transaction is valid and authentic.

While a private Blockchain is controlled by one organization, a consortium or feder-
ated Blockchain is managed by more than one organization, and a few selected nodes are
authorized for verifying transactions and overseeing the consensus process. Hyperledger
Fabric, Hyperledger Sawtooth, Corda, and Quorum are representative examples. Among
them, Hyperledger has strong business applicability and has been widely tested. In the
pilot test, Hyperledger Sawtooth is adopted, in which PoET (Proof of Elapsed Time) is
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used as a consensus mechanism. Sawtooth is an open-source code in Hyperledger driven
by Intel. Its high modularity, by separating the core system from the application domains,
makes application development convenient. To improve latency, throughput, and scala-
bility, Intel has proposed utilizing the trusted computing of CPU, which can offer a
Trusted Execution Environment (TEE) where executions are performed without tamper-
ing from fallacies.

Hybrid Blockchain has both public and private features. Blockchain systems for
smart homes can be private as well as public. It is private to ensure the security of each
home Internet of Things (IoT) devices, but at the same time needs to connect to a public
Blockchain for digital payments. Finally, a hybrid Blockchain can consist of a public Block-
chain, as Mainnet, and multiple private Blockchains, so-called sidechains. Hdac, Inter-
chain, and ICON are some examples of hybrid Blockchains.

Among the many features of Blockchain, decentralization is the most typical and crit-
ical [64], whether public or private. Blockchain developers have tried to distribute the
dominance and power of a central agency in order to avoid issues such as high cost, biases,
bottlenecks, and corruption problems coming from centrality. Unlike conventional sys-
tems, Blockchain no longer requires surveillance by a third party [65] to verify transactions
[66]. Instead, peer-to-peer communication assumes the role of the third party, where peers
on the network share the data and information of all the other nodes [11]. While transac-
tional data and information are visible to anyone on the network, unlimited communica-
tion coming from decentralization necessitates the anonymity [64] and pseudonymity
[11,66] of nodes.

Decentralization also requires consensus algorithms [64] for performing decision-
making activities. A variety of consensus algorithms [47,65] have been tested and im-
proved, including PoW, PoS, DPOS, dBFT, PBFT, Ripple, Tendermint, and PoET. Selecting
the right consensus algorithm is essential for a Blockchain system because the system has
to effectively prevent fallacy-users who try to intercept system control and make wrong
choices that can be associated with high energy usage and poor performance. The PoET
consensus algorithm is adopted for the pilot test since it can ensure a level of security
similar to PoW (Proof-of-Work) by using the CPU feature and can reduce energy usage
with a competitive hashing operation compared with PoW.

PoET is based on Software Guard Extensions (5GX), Intel’s trusted computing plat-
form, which helps the node creating a block to generate a proof of the waiting time. Com-
pared with PoW, PoET is known for less computational workload while creating and
keeping high fairness with “one CPU one vote” even though trusted computing technol-
ogies including SGX may not guarantee 100 percent reliability. Since there were insuffi-
cient empirical results for Hyper Sawtooth and the PoET algorithm [67], we would like to
suggest that multiple pilot tests are necessary to validate their feasibility for business ap-
plications.

Decentralization and peer-to-peer communication in Blockchain make reverse trans-
actions almost impossible [11]. Once a transaction is written on a block, the records cannot
be changed since every block is linked to the previous one up to a head block. In SCM,
these features work positively [68] in that the irreversible traceability can be used to ad-
dress transaction transparency and accuracy, as well as smart contracts [64]. For smart
contracts, Blockchain transactions can be executed with specifically tied (or programmed)
computational logic. The terms of a contract among nodes can be programmed in advance
and embedded in the Blockchian system as a smart contract, which provides a programmed
transaction protocol. Smart contracts can be utilized in various fields including finance, utili-
ties, IoT [66,69] loyalty management, SCM and many others.

The technological features of Blockchain that are related to the sharing, openness, and
decentralization of data and information among nodes make it unique and innovative, espe-
cially in the area of SCM [51,70,71]. A group of researchers have found that Blockchain can
prove the trustworthiness of products and documents based on the traceability feature
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[45,52,68,70]. Due to the ever-increasing complexity of supply chain management has also in-
creased demand for transparent operations from the perspective of social and environmental
sustainability [70], and Blockchain’s complete traceability of end-to-end SCM has been wel-
comed by practitioners and developers as the right tool for SCM transparency.

In the meantime, tagging technologies, such as barcodes, QRs, RFID (900 MHz), and NFC
(13.56 MHz) have long been widely adopted in order to prevent counterfeit and to provide
traceability. Recently there have been increasing experiments to combine them with Block-
chains. Those trials have successfully verified that inventories can be completely traceable,
while enhancing aspects of operating performance such as reduced stock-outs, shortened
lead-times, and improvement in operating cost [52]. In some public health projects designed
to prevent counterfeit medicines [70], RFID tags were combined with Blockchain and pro-
vided object status data such as tablet information [4] with real-time visibility. The combina-
tion of Blockchain and QR code, a two-dimensional barcode introduced by Denso-Wave in
1994, has also been widely tested for traceable SCM in many countries. QR codes are cheap
and easy to use, since they can be easily printed on individual assets and are scannable by
mobile apps.

However, it also argued that Blockchain’s advantageous SCM features work negatively
in business circumstances. Because it is virtually impossible to intentionally operate (delete,
insert, move forward and backward) transactions once the transactions are written on blocks,
a sort of rigidity [64] is intrinsic. Accordingly, correcting entry errors and inaccurate data is
almost impossible, which means that incorrect data and information can remain in Block-
chains permanently [63]. In addition, the slow processing speed which results from checking
all the previous blocks for each transaction considerably limits scalability. It is still necessary
to overcome constraints in throughput, latency, and scalability when compared with the ex-
isting centralized systems, in which, for example, an average of 5000 credit-card transactions
per second can be handled [70].

Counterfeiting is a growing challenge in supply chain management as trading becomes
far more complex [45] and the volume of e-commerce based on digital technologies skyrock-
ets. Not only tangible products such as agricultural produce [9], food [47], and medicines
[49,50] but also intangible products and documents [53,55,56,58,59] are the objects of counter-
feiting. Blockchain has been broadly tested as an alternative to existing anti-counterfeiting sys-
tems by adding systemic traceability. For example, BlockVerify with NFC tags offers Block-
chain-based anti-counterfeit solutions for pharmaceuticals, luxuries, and electronics [57].

In enterprise-level Blockchain initiatives driven by multinational consumer firms and re-
tailers, traceability has been enhanced without harming interoperability with legacy systems
such as ERP (enterprise resource planning) systems. Walmart partnered with IBM [45] and
has successfully completed a traceability pilot, tracking the origins of pork and mangoes, and
now it traces the origin of more than 25 products, with plans to expand to all fresh greens. To
track fresh foods and produce, Blockchain needs to interoperate and be incorporated with ex-
isting cold-chain systems, which usually consist of RFID tagged refrigerated containers and
ERP. Blocks may record the temperature, traffic times, and verify authenticity of products by
continuously recording product history.

Blockchain has also been applied for monitoring illegal labor practices such as child labor
in mining [52]. Ridesharing firms such as Arcade City [64] have adopted it to track personal
reputations that can be easily forged. For energy grids and Internet of Things [71] networks,
security is so critical that Blockchain is frequently employed as a secure backbone as well as a
billing system. VeChain with NFC tags [68] was developed to fight counterfeiting in fashion
apparel, by letting consumers verify product information with mobile apps that communicate
with NFC tags placed inside each item. It was found that standardizing traceability processes,
system interfaces [68], and a good degree of interoperability with legacy systems are signifi-
cant. Keeping this in mind, we tried to find the best trade-off among system configurations for
traceability, interfaces, interoperability, and system cost.
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3. A Systemic Methodology for Anti-Counterfeiting in E-Commerce Environment
3.1. System Configuration

Our research question lies in “how to overcome information uncertainty and asym-
metry that bring about counterfeiting behaviors with technological innovation”. From this
perspective, the systemic methodology how to overcome information uncertainty and
asymmetry for anti-counterfeiting is basically based on private Blockchain since Block-
chain is proven as an effective innovation to enhance traceability problems in SCM in a
variety of prior research.

While private Blockchain tends to widely adopt PBFT (Practical Byzantine Fault Tol-
erance) possibly due to IBM’s brand and dominance, it was tried to find a viable system
configuration that includes a consensus algorithm, smart contract, and data format for
cross-border logistics. It is very difficult to change or update nodes in PBFT, thus the ri-
gidity of PBFT is a disadvantage for logistics traceability where node changes might be
frequent, as distribution channels and participants come and go in the value chain, creat-
ing sales outlets or creating new customers. On the other hand, the PoET consensus algo-
rithm is based on elapsed time proof; therefore it can support many changes with less
electric power even though it works similarly to proof-of-work (PoW). In PoET, the ran-
dom waited time is partially dependent on the CPU performance. The higher the CPU
performance, the faster the processing speed and the higher the probability of becoming
a block producer (BP).

If configuring a pilot system based on Hyperledger Sawtooth, which is a Blockchain
platform using the PoET consensus algorithm, an Intel CPU supporting the SGX environ-
ment can be an individual node and ensure elapsed time provided by Trusted Execution
Environment (TEE). In other words, the elapsed time proof algorithm effectively operates
in any Blockchain system consisting of Intel CPUs that can scale up to thousands of nodes
and support SGX. Accordingly, the HyperLegder Sawtooth platform and PoET consensus
algorithm were adopted. It was expected that interface issues because the system was
configurated with HyerLedger Sawtooth and PoET, different from the counterpart system
which is based on HyperLedger Fablic and PoW. For this it was decided to establish API
server called “MiddleReceiver” between two different Blockchain systems.

The current Blockchain system can only search and access data based on key index-
ing, which means if real-time statistics and filters are used, it is necessary to check all the
data of the entire Blockchain ledger again for every transaction. In other words, if a system
is configured that stores and retrieves all the data in Blockchain, it can check the status
only at a specific time, thus additional functions including statistic results are not possible.
In order to set up an effective product authentication system, a variety of product-related
information such as product origins, statistics, and distribution channels must be openly
shared among stakeholders on the value chain. To this end, the existing simple Block-
chain—-Application (DApp) structure shown in Figure 1a may not be a viable a solution.
The system should have specific logics that periodically record the essential raw data
whose integrity and reliability are guaranteed in the Blockchain. They should store statis-
tical information in a separate database, and then periodically verify data integrity be-
tween the Blockchain and database. The configuration is shown in Figure 1b.
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Figure 1. (a) Blockchain—-DApp interface. (b) Blockchain—-database interface.

In addition, it is required to set up a system that maintains decentralization as much
as possible without compromising the reliability and integrity of information. At the same
time, it should provide functions and transaction speed suitable for cross-border logistics.
Blockchain is frequently called a “Status Machine”, technically, Status refers to “infor-
mation stored” at a specific point in time. So, the status machine is a device that remem-
bers the status of a specific object for a given period of time. The request to change the
stored status is a “transaction”. Blockchain technology was originally created for the safe
payment of Bitcoins; therefore, most Blockchain structures are strongly related to pay-
ments; if node A sends 1 Bitcoin to node B, 1 Bitcoin of node A decreases. However, the
status of logistics process is not intended to establish a balance, but to store data on ware-
housing, shipment, distribution, product release, store receipt, product sales, and so on.
What is more, each company and each value chain can have various statuses. Therefore,
transactions can also be defined using formats other than deposit and withdrawal. Since
having an individual Blockchain system for every stakeholder would not make sense, it
is necessary that a comprehensive status operation method can handle all the logistics.
For this, the “State-Transition Diagram” is conceptualized shown in Figure 2a and smart
contract setting in order to flexibly respond to multiple situations of on-chain transactions
is seen in Figure 2b.

Guard async transitionRuleCreate() {
console.log('=== transition-rule-tp create test start ===');
Action s . let payload = {
it
Event i ruleCode: 'rule-for-scantype',
creatorCode: 'BlockOdyssey',
v rule: {
1 start BidTimer ) bid [acceptable] . 'BlockOdyssey': ['certified'],
Listed Active ‘certified':['reauth'],
- — 'reauth':['reauth']
BidTimer expired
F:JTAWDC':[CD‘;E’#‘?’UN ;Cs‘l‘;a['lmd'[umr J:Slﬂ?:lDD‘E‘PTimEI’ }I .
v I notify Buyer action: 'create’
!/ notify Seller
I 5 — H
gnore: Sold payload.nameForAddress = payload.ruleCode;
payload.timeStamp = moment().format('YYYY.MM.DD - HH:mm:ss');

DeleteTimer expired

! delete ltem DeleteTimer expired

I delete ltem let commonClient = new CommonClient(FAMILY_NAME, FAMILY_VERSION);
let batchStatus = await commonClient.send_transaction(payload);
(@ (b)

Figure 2. State-transition: Create a status change rule, and respond according to the situation: (a) State-transition diagrams,
(b) smart contract rule settings.
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Finally, data collection interfaces were analyzed based on a standard logistics process
in Figure 3 from raw material producers to end-customers. Barcodes, RFID, NFC, and
other data-collecting interfaces were taken into consideration in order to set up the pilot
system.

Production
Raw material  Raw material D/C
producer supplier IR':gr‘ltrwon g:ggeu::ing '%% y' (warehouse) Store Cistonaee
Real Thing Raw material——O o o » Product o o o)
Colleting i r g ra rﬂ rﬂ § R—t—
Information H -
(Bar~code, RFD, . i . .
NFC, etc) . R RFK RFK RFIC . -
(S (S D4 DA D |

Figure 3. Data collection interface configuration based on standard logistics process.

3.2. Pseudo Data Test

To test the traceability of domestic logistics and distribution before a cross-border
pilot, first pseudo data sets were fabricated, then a Hyperledger Sawtooth system estab-
lished having three full nodes as a Blockchain core which perform validation functions,
and APIs which operate other business functions. The overseas counterpart is a Chinese
e-commerce firm whose Blockchain platform is based on Hyperledger Fabric. For the in-
terface between Hyperledger Sawtooth and Hyperledger Fabric in Figure 4, an API called
MiddleReceiver was established in order to make REST API calls with cores and to per-
form additional functions.

AP| Server

Blockchain platform

Rest api call
—

Blockchain platform

MiddleReceiver

Rest api call
—-

Fabric

Figure 4. Interface based on MiddleReceiver between Sawtooh and Fabric.

In order to prevent counterfeiting in any process in the cross-border e-commerce en-
vironment by ensuring end-to-end traceability, one way might be to let local consumers
confirm the originality and genuineness of products with their mobile phones. Like exem-
plified in Figure 5, anti-counterfeiting is possible by informing end-customers of full prod-
uct information, including not only the country of origin and production history but also
very detailed product-relevant information, such as customs clearance information, do-
mestic distribution, and the logistics of departure and transit countries, with the product
certificates of origin countries. However, consumers abroad should be provided with de-
tailed and comprehensive product information at the appropriate level, which would not
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only satisfy traceability enough to block forgery behaviors, but fulfill the domestic regu-
lations of the departure country (in this case, South Korea) about data sharing. Thus, the
data architecture is carefully constructed seen in the following example for this purpose.

e  Product Name: A ginseng health drink
e  Sharing information: Cultivation place, processing and production, distribution, cer-
tificates, warehousing, etc.

Ginseng Farmhouse(cultivation)

Cooperative

Concentration(partners, Quality test)

Waechousing of raw

Packing/Shipping

Distribution - Domestic

Distribulion - Overseas(exporl)

Sawtooth platform

]

Fabric platform

| Materials(Manufacturer) |

Figure 5. Expanded product information of a ginseng health drink:

Before the pilot test started with real product information, pseudo-data were fabri-
cated seen in Figure 6 including origins, suppliers, manufacturing, distribution, logistics,
and sales, and then tested the data flows between Sawtooth and Fabric. First,
88234215600016B and 688234215600016D were applied to the two finished products with
pseudo-information after shipping inspection; the two codes were unique keys to identify
objects without duplication. Then, the successful data interchange and flows between
Sawtooth and Fabric were confirmed, as shown in Figure 7.

= Sales
Plantatio New Trax AESTURA pistributor Sales
—1-2 3 \ 4 5 »—99—8 10 —11, — —
o\ = \1 Pesticide | | Warehousing \ ing \ | shi !
| Cul \ "
Cultivation | Warehousing) | Dry ' et otimi || Warehousing)y Producing ) Pa(k'"? ISh'Pm:_"‘ )| Distribution ) sale
| [Purchase ‘ /input /(oncentrate" ‘ Test / | materials | Test . J (Encryption) | Inspection | /
Real i i ;
Lower Grafle' Ginseng Concentration Myeongjaksoo Extract
Form (The original) (Raw Materials)
Main *Warehousing
+ Origin - Warehousing - Concentration - Pesticide Residue 'H'SF°'Y +Warehousing - Producing - Packing Histroy + Shipment
Data History History Test Result * Shipping Test Result History - Password Information Inspection Result
History

Figure 6. Expanded product information of the ginseng health drink.
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VL AV AIIE HIM WU eV hl bV TV VI WLy VVev

>chaincode_example0202.0.0 start /usr/local/src
>node chaincode_example@2.js "--peer.address" "peer@.orgl.example.com:7052"

E1202 06:51:40.158734497 18 ssl_transport_security.cc:238] Could not get common
======== examp]_eaQ Init ========

{ fcn : 'init',

[params : [ 'keyl', '688234215600016B', 'key2', '688234215600016D' 1 } | Blockchain administered object

{ fcn : 'query’, params: ['keyl'] }

getState() :

creator : jindong

key : 688234215600016B

= A value that uniquely identifies target object (unique key)

= A value to identify productions main agent

Figure 7. Private Blockchain data logs: Used as evidence of unchanging transactions afterwards.

3.3. Real Business Data Test

For the pilot test, two domestic manufacturing firms were contacted. One was a food
and beverage firm and the other a cosmetics firm, and four pilot test products (one bever-
age and three cosmetics) were selected. From the test, it was confirmed that once an end-
customer scanned an electronically signed QR code on a product shown in Figure 8a, if it
had been authentic, the proof of authenticity of Figure 8b was shown, and then relevant
product information like Figure 8c would be displayed on the customer’s mobile phone.
When the end-customers scanned the QR code of a product, a forgery alert of Figure 9a
will be displayed when the product t is counterfeit. If the product was already registered
as purchased by other customers, a duplication alert of Figure 9b is displayed. Duplication
also needs to be reported because it is assumed that duplication can occur when the prod-
uct information is fabricated by other reasons except for entry mistakes.

In case of an authentic product, detailed and comprehensive product information can
be fetched as shown in Figure 10, some of detailed information is shown in Figure 11. For
edible products, food falsification can result in significant health problems, therefore end-
customers need to review relevant information as broadly as possible. Likewise, ingredi-
ents of beauty products also matter to users; thus, providing the information is beneficial,
as seen in Figure 12. When it comes to e-commerce transactions, end-customers are usu-
ally in the vulnerable position of information asymmetry. Thus, it is tried via the test that
open and safe sharing of product information, which are usually not shared with custom-
ers, can enable e-commerce participants including end-customers to avoid economic
losses coming from information asymmetry in advance to some extent by helping them
make a better choice in the unclear circumstance.
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@

Home

QR-code Scan

If you fit the QR code in the grid,

it is automatically recognized.

& &

Purchase

(a)

Storage

z |

Genuine

This product is genuine.
If the product is different from the certified product,
please report it and contact the sales representative.

Tipi Cleansing Oli Dust Away

Tipi

Mild high purity vegetable oil

A moist cleansing oil that can be used without
worrying about eye irritation and irritation with 5
vegetable oils.

Deep cleansing to pores, daily sebum care
Contains freshly picked olives to purify the skin

Details

(b)

SCANUS

Korea’s first blockchain and encrypted

QR code based activation solution

an the ( de at the

booth nov

SCANUS affiliate brand

Amorepacific

Vital Beauty

The Plus Interactive

LTiel gipi

R O &

Home Purchase Storage

(©)

Figure 8. (a) QR scanning, (b) proof of authenticity, (c) more product information.

This QR code is not officially authenticated.
If the affiliate brand is correct, check the product
information below, and contact the person who

purchased the product after reporting,
Tipi ~
Tipi Cream Care of Cica v
Coupang

If the brand and product are different, please choose your

own

(@)

Registration

This product is registered by another purchaser.
Please check the product information below and

contact the person who purchased the product after

reporting.

Product Distribution Information

o
(=]

=

Zh

Purchase Customer
Sales Channel

Logistics transportation

(b)

Figure 9. (a) Forgery alert and report, (b) duplication alert and report.

More

z ||
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Registration date
23‘/11/2019
IS

vicj**

Store

Lotte Department Store Gangnam

Vital Beauty Myeongjaksoo

Vital Beauty

Test Information

All ingredients
Vital Beauty Myeongjaksoo

Pesticide residue test

36 out of 36 inspection items passed

Raw material receipt inspection

12 out of 12 inspection items passed

Shipment inspection

13 out of 13 inspection items passed

Product Distribution Information

Purchase Customer

Sales Channel

Logistics transportation

Production manufacturing plant

Concentration processing company

Myungjaksoo is a premium red ginseng ampoule
that contains the roots and fruits of ginseng.
Restore the original body’s vital power and get back
to us liveliness health from a masterpiece of red

©F-F-§0 D

Raw material supplier

ginseng products with the energy and vitality of the

sky and the earth.

Figure 10. Detailed and comprehensive product information, from raw material to customer purchase.

Raw material supplier

Role

Raw material supply

Orgin.1

Goesan-eup, Goesan-gun,
Chungcheongbuk-do

Original goods warehousing date.1

18/10/2018

Orgin.2
Samseo-myeon, Jangseong-gun,
Jeollanam-do

Original goods warehousing date.2

19/10/2018

Orgin.3

Jeungpyeong-eup, Jeungpyeong-gun,
Chungcheongbuk-do

Original goods warehousing date.3

16/11/2018

Concentration processing company

Role
Raw material concentration

Address
Geumsan-gun, Chungcheongnam-do

Raw material concentration production date

26/03/2019

Production manufacturing plant

Role
Production manufacturing

Address
37, Gajangsaneopdong-ro, Osan-si,
Gyeonggi-do

Raw material warehousing date

29/03/2019

Date of Manufacture

22/07/2019

Packing date

29/08/2019
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< Shipment inspection Certification
Quality tested
Scent tested
) i Beautyskin
Usability tested Ebafin 5 o
—  CERTIFICATEOF ANALYSIS
pH N/A —
pH 0.911 Vataca g ate v
Microorganisms (bacteria) No detected — —
Hardness N/A e
Content test(Adenosine) N/A e =
Conformity test N/A
Content test (Nlacinamide) N/A '
Conformity test N/A
Capacity 182.2(g) BRE 22
oEx AY4s ()
Notation tested

View Certificates

(d)

Figure 11. Some examples of detailed product information (food and beverage); (a) raw material supplier, (b) processing

contractor, (c¢) manufacturing plant, (d) shipment inspection, (e) food certificate (organic or ingredient test, etc.).

Registration dat
28/11/2019

D
vigj™*
Store

olive Young

Tipi Cream Care of Cica
Tipi

Highly moisturizing cream for sensitive skin
Calming Derma Recipe to Build Skin Barrier
Powerful moisture hydration and instant green cica
cream Centella asiatica, called tiger grass, is a
green grade ingredient used as a fuel for cosmetics.

and ointments with its excellent soothing

Tipi Cleansing Oil Dust Away

Shipment inspection
13 out of 13 inspection items passed

Product Distribution Information

B8 salesChannel

[  Logistics transportation

Mg Production manufacturing plant

Please select a place to purchase the product or enter it

directly and proceed with the purchase registration

Select Place of Purchase

Online Mall

Olive Young

Purchase registration

()
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< Allingredients

E, S2AEQ, HELQ!, 22| M2, CIO|HE|Z, o2 M 22|
M2l otd|= 41, Cto| 2 FOIC|E|0flo], Sto| =2 || o|E| =
3224, sfjdfet
HEOE, N2t
HI0|E, ol2Zt7HdY, §
YYUS2A0|Z, =R BMRY, O7ICH

U 4%

FElxES,
LR 2, 7
ojotu 2

[INGREDIENTS] WATER, CENTELLA ASIATICA LEAF
EXTRACT, BUTYLENE GLYCOL, NIACINAMIDE,
PENTYLENE GLYCOL, 1,2-HEXANEDIOL,
DIPOTASSIUM GLYCYRRHIZATE, ALLANTOIN,
BETAINE, GLYCERIN, DIMETHICONE,
ETHYLHEXYLGLYCERIN, ADENOSINE, DISODIUM
EDTA, HYDROGENATED LECITHIN, HYDROLYZED
CORN STARCH, SUCROSE, HELIANTHUS ANNUUS
(SUNFLOWER) SEED OIL, AVERRHOA CARAMBOLA
FRUIT EXTRACT, CITRUS MADURENSIS FRUIT JUICE,
MYRCIARIA DUBIA FRUIT EXTRACT, SODIUM
HYALURONATE, ARGANIA SPINOSA KERNEL OIL,
CAMELLIA JAPONICA SEED OIL, CAPRYLYL GLYCOL,
LIMNANTHES ALBA (MEADOWFOAM) SEED OIL,

MAFARAMIA TEDAIEAL 1A CCEN Al

(b)

Figure 12. Detailed and comprehensive product information (cosmetics); (a) from manufacturing
plant to logistics and sales information, (b) ingredient information.

4. Implications and Limitations

Ever since Blockchain’s strong traceability and decentralization features have been
exploited by the finance industry [66], academic and business experiments have increased
for the purpose of finding anti-counterfeiting and forgery solutions in a variety of indus-
tries [45,47,52,57,65,68,70,71]. Like many prior studies, it is argued that our research and
the pilot test verified that Blockchain, supplemented with other technologies such as se-
cured QR [70], can be an effective anti-counterfeiting solution by performing small scale
but end-to-end pilot tests.

In the pilot test, various Blockchain platforms were considered —HyperLedger, Saw-
tooth, Ethereum Private chain, JD chain (DBFT-based self-construction), and Hyperledger
Fabric were taken into consideration, and we tried to establish a secure and flexible API
server. In spite of many benefits of having an API server, there are several disadvantages.
One of them is that management complexity increases as the number of nodes increases.
When the size of the SCM increases as new suppliers participate in the SCM, managing
the cost of the API Sever may rise, too. It is also noted that linkage between different
Blockchain platforms via APIs can induce security issues because API servers are fre-
quently the targets of cyber-attacks. From this perspective, ledger-level linkage is men-
tioned as the best option.

In real-world applications, however, linking ledgers may not be a viable solution,
especially when it comes to cross-border e-commerce transactions involving multiple
countries, because each country has its own data standard, laws, and guidelines. In addi-
tion, the protocol formats adopted by individual firms are all different. Ledger-level in-
terface also would require the standardization of data and protocols at every level and
can induce serious cost-efficiency problems. Even though a ledger-level linkage between
Hyperledger Fabric and Ethereum was recently tested, Samsung NexLedger and LG Mon-
achain, both of them are customized based on Hyperledger Fabric, and can rarely interface
on the leger level once small changes in the protocols of each platform happen.

While the Blockchain in Transport Alliance (BITA) addresses the issue, with more
than 200 companies around the world participating ledger-level linkage pilots, it is argued



Sustainability 2021, 13, 11057

17 of 21

that the API server is a practical option for now because inconsistencies in protocols, con-
sensus algorithms, and data formats can be handled via API server. In addition, expansion
to larger-scale tests and real business applications becomes a lot easier when connecting
heterogeneous Blockchain platforms in cross-border environments.

However, it is undeniable that attacks on APIs are serious and secure data interfaces
among heterogeneous systems still need to be guaranteed. In order to deal with this issue
tentatively, the API, Middle Receiver, as a security watchdog has a function of periodically
and randomly checking the consistency of the interfacing data. Random checking can re-
duce system overload, while at the same time keeping the proper frequency of security
checks. The faster the cycle, the larger the number of random data to be searched. Higher
consistency checks will cause a higher system load, so it is important to select an appro-
priate period and data quantity. In future research, it will be intended to perform more
optimization experiments to determine the best combinations of search cycle and random
check data quantity under various control variables including security level, data con-
sistency, and system resources.

5. Conclusions

Many business models in the Internet era still rely on information asymmetry and
according to uncertainty. Some try to manipulate the discrepancies on purpose in order
to get profits. As the intact trades are common, trust is more significant because we heav-
ily rely on the given information by other parties before we make decision and spend our
resources. The situations are the same for retail platforms, manufacturing firms, and end-
customers. In terms of e-commerce transactions, the lack of traceability and openness of
information frequently result in costs of firms’ reputation, customers” money, and social
trust. From this perspective, our experiment contributes to verifying that “technology in-
novation is beneficial for solving social challenges including information asymmetry and
uncertainty in implementing GSCM". It is proven that the pilot system based on Block-
chain reinforces traceability and sharing of information, thus fabricated false information
and counterfeiting have little place from the beginning in transactions of cyberworld. E-
commerce stakeholders can safely share detailed information, and end-customers, the
weakest participants of transactions, can avoid losses coming from information asym-
metry and uncertainty. Although barriers to adoption [62] and technological limitations
[63] still exist, it is beneficial for the society to further adopt and utilize technology inno-
vation such as Blockchain-based traceability. Many researchers in academia and industry
have so far argued that utilization of innovation such as Blockchain's traceability and de-
centralization are effective and useful for solving practical issues and we added further
empirical evidence.

Since technology innovation and applications are beneficial for economic and social
values, we would like to ask governments to fund Blockchain projects, in addition to en-
courage academia and businesses actively to be engaged in those experiments regardless
of the size and potential benefits.

The results of the pilot test showed that it is possible for all of the participants in a
supply chain, including overseas end-customers, to securely share comprehensive prod-
uct information, from raw materials to shipment certificates. As a result, end-customers
themselves can differentiate and report counterfeits before those fallacy behaviors become
rampant on selling platforms. Our systemic methodology is only one of many approaches
and we believe that there are innovative ways to resolve information uncertainty and
asymmetry.

Our experiment is a technological feasibility test performed at a small scale. Experts
say that Blockchain still has a long way to go to provide advance performance in terms of

latency, throughput, and scalability. The efficiency of Blockchain significantly depends on
the scalability issues. In the short term, it is not suitable for real-time payment (payment)
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services due to the inherent problem of low transaction processing rate (TPS); thus selec-
tive applications are required according to transaction features such as service levels and
methods. Currently, there are offline solutions such as Raiden Network, which distributes
transactions that flow to the Mainnet. In the long run, as the development of Blockchain
technology speeds up, the scalability will be resolved and be used for real-time payments.

In the pilot, it was attempted to implement 300 TPS with a small number of nodes.
Since legacy credit-card systems handle 5000 transactions per second on average, it will
be necessary to scale up the system to test feasibility in a real business application. At the
same time, the system configuration should be cost efficient and interoperable with a va-
riety of legacy systems that stakeholders are already used to. In this pilot, above all it we
aimed for the best trade-off between operating cost and system performance.

In the real world, costs, including those of the system and management, must be
counterbalanced with the benefits of adoption [71], and therefore it is important for aca-
demia and businesses to repeat pilot tests, regardless of scale.

Currently, it is planned to perform feasibility testing at a business scale, which is ex-
pected to be a huge and complicated project. In an actual cross-border business environ-
ment, a variety of selling firms will register their products on the Blockchain system, so
that huge volumes of purchasers can simultaneously scan QR codes on online screens and
mobile phones to query product information and distribution history, to filter out fakes.

In order to evaluate business scale feasibility, the cross-border traceability system
should be flexible and be able to accommodate link data exchanges with a variety of types
of overseas e-commerce platforms, to monitor inventories in real time to manage each
product inventory, and to interoperate with the company logistics and distribution sys-
tems in the departure, transit, and destination countries. In addition, to establish a cross-
border traceability system it will also be crucial to review cross-border regulations and
institutions among countries, involving customs offices.
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