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Abstract

:

In this paper, we reviewed the Fourth Industrial Revolution (4IR) technologies applied to waves of the coronavirus disease (COVID-19). COVID-19 is an existential threat that has resulted in an unprecedented loss of lives, disruption of flight schedules, shutdown of businesses and much more. Though several researchers have highlighted the enormous benefits of 4IR technologies in containing the COVID-19 pandemic, the recent waves of the pandemic call for a thorough review of these technological interventions. The cyber-physical space has had its share of the COVID-19 pandemic effect, and through this review, we highlight the salient issues to help policy formulation towards managing the impact of subsequent COVID-19 waves within such environments. Hence, the purpose of this paper is to review the application of 4IR technologies during the COVID-19 pandemic waves and to highlight their shortcomings. Recent research articles were sourced from an online repository and thoroughly reviewed to highlight 4IR technology applications, innovations, shortcomings and multi-sector challenges. The outcome of this review indicates that the second wave of the pandemic resulted in a lower proportion of patients requiring invasive mechanical ventilation and a lower rate of thrombotic events. In addition, it was revealed that the delay between ICU admissions and tracheal intubation was longer in the second wave in the health care sector. Again, the review suggests that 4IR technologies have been utilized across all the sectors including education, businesses, society, manufacturing, healthcare, agriculture and mining. Businesses have revised their service delivery models to include 4IR technologies and avoid physical contacts. In society, digital certificates, among other digital platforms, have been utilized to assist with the movements of persons who have been vaccinated. Manufacturing concerns have also utilized robots in manufacturing to reduce human-to-human physical contact. The mining sector has automated their work processes, utilising smart boots to prevent infection, smart health bands and smart disinfection tunnels or walkthrough sanitization gates in the mining work environment. However, the identified challenges of implementing 4IR technologies include low-skilled workers, data privacy issues, data analysis poverty, data management issues and many more. The boom in 4IR technologies calls for intense legislation on sweeping data privacy for regulated tech companies. These findings hold salient implications for policy formulation towards tackling future pandemic outbreaks.
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1. Introduction


The Coronavirus disease 2019 (COVID-19) pandemic, as a public health issue, has disrupted every aspect of our lives. Businesses, education and social structures have been disrupted leading to economic challenges. Recently, the COVID-19 pandemic has been associated with different forms of “pandemic waves”, which are identified by their characteristics [1]. Iftimie, López-Azcona [2] indicated that COVID-19 will not disappear in the short or medium term because of these changing characteristics; hence, the vaccination process might linger until a sufficiently high percentage of the population has been vaccinated. Furthermore, in order to prevent and slow down virus transmission rate, one has to be well informed about the COVID-19 virus, the disease it causes and how it spreads [3]. The COVID-19 virus spreads primarily through droplets of saliva or discharge from the nose when an infected person coughs or sneezes, so it is important to practice respiratory etiquette such as “coughing into a flexed elbow” [3]. Being informed about these etiquettes are primary in slowing down the transmission rate. Preventive measures to avoid its spread include social or physical distancing, hand-washing or using alcohol-based hand sanitizer and mask-wearing [4]. In addition, the idea of “lockdown light” and “hard lockdown” (or strict lockdown) are some of the measures taken by governments to minimise human movement and reduce the spread of COVID-19 [5]. However, the sustenance of strict lockdowns for longer periods has dire consequences due to economic, social and psychological reasons. Fortunately, the hard lockdown brought the infection under control with reduced cases whereas the “lockdown light” proved unsuccessful [5]. Unfortunately, people became exhausted with adhering to preventive measures, thereby ushering in the different COVID-19 pandemic waves. In addition, the virus’s behaviour has changed, leading to a faster rate of transmission. Currently, the third wave of the pandemic being witnessed overstretched the existing health facilities in terms of human capacity and a lack of space in hospitals as COVID-19 patients are staying longer in health facilities. As such, the stretched hospital staff prioritised people with greater survival chances [6].



COVID-19 facilitated paradigm shifts in work structures and revealed larger dependencies on the human work force and intelligence. The continued waves of COVID-19 infections made countries constantly optimise their policy responses and technology interventions [7]. The COVID-19 pandemic has significantly accelerated the global use of technologies associated with 4IR. For instance, in sub-Saharan Africa, many now see the 4IR as a strategy for engendering the region’s COVID-19 recovery [8]. Recently, it was announced that the African continent was set to receive a total of USD 50 billion in support from the World Bank to invest in digital technologies through the introduction of new digital platforms, digital infrastructure installation, digital skills development and provision of enabling a regulatory environment for COVID-19 recovery [8]. Although the 4IR agenda has been the part of the strategy of most organizations and governments, the COVID-19 pandemic accelerated the pace of its adoption via cyber-physical infrastructures in education, health service, social interactions and environmental monitoring. Thus, the COVID-19 pandemic has revealed how we are dependent socially, economically and politically and “exploded the myth of 4IR” in the short term [6].



Technological initiatives have been deployed in the cyber-physical space in an attempt to reduce the spread of the COVID-19 and monitor public areas and patients, develop new effective vaccines and guarantee the continuity of social activities [9]. Since the outbreak of COVID-19 in March 2020, researchers from different fields have provided a wide range of solutions to contain the pandemic. The enormous amount of research makes it difficult to have a general view of the different applications of such technologies towards the management of COVID-19 and an understanding of how research has either evolved or is evolving [10]. Furthermore, the resurgence of COVID-19 infections has accelerated the need for just-in-time government policy responses. Thus, it is imperative to review the technology-related responses by different sectors such as education, business, social environment, manufacturing, health, mining and agriculture within their cyber-physical space in tackling the COVID-19 pandemic waves and highlight the shortfalls, if any. Therefore, the main purpose of this review is to present the technological interventions to containing the COVID-19 pandemic waves. An exploratory study was conducted on recent and related literature, using online repositories, detailing the application of mainstream emerging technologies associated with the 4IR and big data during COVID-19 pandemic waves. The lessons learned contribute to policy formulation and the development of sector-specific strategic planning for 4IR technology use. The remaining sections of this paper are structured as follows: Section 2 discusses the related work, Section 3 presents the shortcomings of 4IR, while future research direction is presented in Section 4. The paper is concluded in Section 5.




2. Related Work


2.1. Variants of COVID-19 Pandemic Wave


From a historical perspective, the term “wave” came into use during the 1889–1892 influenza outbreak that badly impacted America and Europe [1]. When cases of the outbreak started rising again after subsiding, the term “second wave” was used to distinguish it from the original outbreak [1]. Although there is no formal definition that exists for “waves” of the pandemic, a wave relates to a rise in the number of COVID-19 cases that has a specific peak and then declines or is also referred to as a surge or outbreak [4].



Specifically, the first wave of a pandemic means that the virus starts spreading among many people each day and then reaching a peak number of daily cases. Mostly, positive case numbers, hospitalizations and deaths peaks [4] are experienced during the first pandemic wave. Afterward, the virus spreads less because more people have observed the preventive measures and learned how to prevent themselves from spreading or becoming infected by the coronavirus. Hence, the transmission rates become lower over that period. Whereas, with the second wave of the pandemic, daily case numbers start to increase again in a manner that is worse than the first wave in terms of daily infections and severe illnesses. Generally, the term “second wave” helps people to distinguish from the first surge in cases. During the second wave of the pandemic, the virus’s spread begins with a sustained rise in infections in which infection is diagnosed more easily [4]. It has been indicated that the virus that caused the second wave emanated from three sources: (1) imported cases from abroad; (2) asymptomatic cases—people who carry the virus but cannot be identified “if they do not have the nucleic acid test”; (3) people become infected from the environment [11]. The imported cases are attributed to the movement of people who are not aware that they carry the coronavirus. Thus, the second wave was due to an increase in the number of a susceptible populations due to lifted restrictions [11]. The third wave of the pandemic occurred when a third peak was observed in a population as a result of some socioeconomic factors, causing other people to be infected, thus creating a continuous cycle [4]. Therefore, when there is no effective technological systems or innovation to verify the status of people who had travelled from one place to another, it increases the chances of infection.



Waves occur at different times in different regions and look different in places because of factors including the number of people living close together, whether people have access to running water and medical care and if they can use prevention measures [4]. For one wave of a pandemic to end, the virus must be under control and cases have to fall substantially. In addition, for a second wave to start, there has to be a sustained rise in infections [1]. Each wave has a different feature and can impact different populations, even within the same country, as it depends on if the disease is seasonal or the age of population [4]. Hence different forms of pandemic waves can be identified in numerical order as first, second, etc. The cause of different pandemic waves can be attributed to human behaviour, viral variants and minimal government actions [4]. Coccia [12] analyzed the impact of the COVID-19 pandemic on the health of people by comparing the first and second wave data on fatality rates, admissions to the ICU and hospitalizations of people from Italy. The results showed that the first wave of COVID-19 saw an average fatality rate of 15%, while the second wave of COVID-19 showed an average fatality rate of 2.5%. Admission to the Intensive Care Unit (ICU) showed 68% in the first wave and 14% in the second wave [12]. Hospitalization of people for the first wave was 839% and 156% in the second wave [12]. Thus, the impact of the first wave on people was more severe than the second wave. In this regard, factors including geographic locations with associated diseases that are seasonal, human behaviour and virus mutation should be taken into consideration by any technology intervention strategy. Contou et al [13] compared patients between the first and second wave of the COVID-19 pandemic and revealed that during the second wave, a lower proportion of patients required an “invasive mechanical ventilation” and there was a “lower rate of thrombotic” events. Invasive mechanical ventilation is when airflow is pushed into the patient’s lungs to help them breathe [13]. The lower rate could be attributed to fact that healthcare workers were familiar with the characteristics of the coronavirus and could employ the needed approach to help the patient. In addition, there was a “delay between ICU admissions and tracheal intubation”, which was longer during the second wave, whereas “ICU mortality” and “duration of ICU” stay did not differ between the two waves of COVID-19.



The aftermath of the first COVID-19 pandemic wave saw different pandemic waves (second and third). Various countries experienced the second and third COVID-19 pandemic waves in different months between 2020 and 2021, with the associated variants of coronavirus [12]. For instance, Europe had to cope with the appearance of the second pandemic wave in September 2020 [14], and there were higher levels of admission to Intensive Care Units and total deaths in the first wave of COVID-19 compared with both the second and third wave of the COVID-19 pandemic [12]. The lessons learned from the application of 4IR technologies during these pandemic waves could help reduce the infection rate in subsequent waves of COVID-19 or any other pandemic.




2.2. 4IR Technology Intervention for COVID-19 Pandemic Waves


The Fourth Industrial Revolution (4IR) presents a unique opportunity to interconnect the cyber-physical space through the fusion of technologies from physical, digital and biological spheres [15]. Generally, the 4IR evolved from the Third Industrial Revolution (3IR)—sometimes called the digital revolution involving the development of computers and Information Technology (IT). However, the 4IR is a new age differentiated by the speed of technological breakthrough, the pervasiveness of scope and the tremendous impact of new systems. The 4IR is an era of automation characterised by several emerging technologies ranging from, among others, Artificial Intelligence (AI), the Internet of Things (IoT), cloud computing, big data, blockchain, 3D printing, biotechnology and robotics. The application of each technology or their combination has created a technological disruption in businesses, education, manufacturing and many other sectors of the economy. Emerging technologies such as Artificial Intelligence focuses on building intelligent systems that can make timely decisions from health-related data. The systems built using AI learn from previous data or the first wave of the COVID-19 pandemic data to predict future occurrences, be it a second pandemic wave or third pandemic wave. Unfortunately, at the start of the COVID-19 pandemic, the lack of adequate data made the AI model unable to learn the behaviour of the coronavirus and how human activities can contribute to the spread of infection. After some time, the AI model based on coronavirus infection helped to study the trends in human movement that contribute to fast infection spread.



The Internet of Things (IoT) refers to the interconnection of devices through the internet [16]. The effect of the IoT on businesses cannot be underestimated because of its role in harnessing data collection from connected devices [16]. The IoT environment is quite complex because of the heterogeneity of devices. Thus, each device has its own energy requirement, design requirement and more. Every organisation has its structure, which means different requirements, hence, different IoT requirements, may be established. For instance, educational institutions, industries, healthcare and manufacturing have created their agenda towards the inclusion of the IoT. Hence, the Industrial Internet of Things (IIoT) [16] is one of such innovative strategies to help create sustainable value creation in the industry using the IoT. The current waves of the COVID-19 pandemic have called for the creation of IoT-based COVID-19 pandemic detection and monitoring devices. This has become necessary because of the increasing need to track human movement and a lack of adherence to the COVID-19 pandemic preventive measures. Again, tracking human movement and the tracing of persons could be facilitated through the interconnectedness of persons with the IoT-enabled device location detection approach.



Cloud computing is an approach that allows devices to perform edge computation so that the final data is stored on remote data storage, that is, the cloud. One approach to enable the use of the software is the creation of open-source software which are designed to operate in cloud computing and distributed environments to assist in the development of big-data-based solutions [17]. The cloud computing model enables service distribution and access to personal data globally [18]. Although there are issues related to the privacy of personal data in the cloud computing environment, it enables access to data globally and the quick processing of data. In the third COVID-19 pandemic wave, data from the health sector suggests that there is a faster rate of transmission of the coronavirus as the result of the mutation of the coronavirus [19]. As persons who are unaware of carrying the infection move from one geo-location to another, the virus changes its structure. Because the cloud computing environment can store historic data [20], it is easy to perform edge processing or use devices to process big datasets on the COVID-19 pandemic and analyse human movement data and check the COVID-19 status of any person. Indeed, the ubiquity of mobile computing devices presents a unique opportunity [21], however, persons in underdeveloped or developing nations might have a challenge in terms of the affordability of mobile devices. Although the COVID-19 pandemic wave is a health-related issue, it has impacted businesses, education and many more sectors of society. The advantage of the cloud computing model is that it offers infrastructure as a service, software as a service and data storage as a service [22]. This presents an opportunity to make data available to a large number of persons, making it easy to monitor the movement of persons and determine if preventive measures are followed religiously. The Internet of Things (IoT) and cloud computing are “standard-bearers of the current digitization process” experienced in different sectors such as education, health, agriculture and many more, as they support the “connectivity and management of devices” which are used for gathering data, delivery, processing and computation under several architectural underpinnings [23].



Three-dimensional printing is an aspect of the 4IR which focuses on design and manufacturing of customised products from the input of CAD digital file [24]. Blockchain has the characteristics of decentralization, openness, anonymity and non-tamperability [25]. The non-tampering feature of blockchain improves the security of medical data. The smart contract mechanism of the blockchain ensures the privacy and data control rights of users and provides effective access mechanisms and services for users to store and access data in the blockchain [26].



The core concept of big data is the derivation of alternative and efficient computing means to ingest, retrieve, process and visualize large amounts of data [23]. Big data interventions for COVID-19 pandemic waves have been enormous. Big data refers to a large amount of data moving with speed. It can be characterised by volume (huge data), velocity (fast processing speed), variability (diverse type of data), veracity (authenticity of data from sources), value (data providing benefit) and more. Big data technology refers to computer technology that quickly obtains valuable information from various types of data [27]. The bedrock for successful 4IR technology deployment is data availability. Specifically, cyber-physical systems are developed and operated based on data-driven methods interacting with the physical space. As 4IR technology advances, it is important to harness the opportunities of big data sources to create a sustainable cyber-physical system. Big data analytic techniques are very suitable to track and control the global spread of COVID-19. Through big data, contacts of patients can be traced to identify COVID-19 infection hotspots [28]. Big data can be useful for analysing and forecasting the reach and impact of the coronavirus on people. COVID-19 trackers help collect real-time data from data sources around the world to equip research scientists, doctors, epidemiologists and policymakers with the most recent data, which can be very helpful in making better decisions to fight against the coronavirus [24]. Controlling the COVID-19 pandemic waves requires an understanding of the virus characteristics [17]. Big data analytics tools play a vital role in building the knowledge required in making decisions and initiating precautionary measures [17]. The vast amount of data on COVID-19 from varied sources are necessary to control the spread. The challenges unleashed by the COVID-19 pandemic are anticipated to have a long-term impact on society. Thus, big data offers the opportunity for governments to monitor and evaluate the impact of their policies almost in real-time, iterating and refining measures adaptively [7].



This section presents 4IR technology interventions implemented during different waves of the COVID-19 pandemic focusing on the sectors of education, business, social, manufacturing, agriculture, mining and health.



2.2.1. Educational Sector


The disruption of schooling contributes to the already existing education crisis, with 258 million children out of school before the lockdown [29]. Indeed, the COVID-19 pandemic has had a debilitating impact on schooling. To reduce this impact further, 4IR technology components have been adopted. For instance, using digital technology such as Zoom, Microsoft Teams, Google Meet and others for communication, meetings, teaching and learning are innovations that are essential for post-COVID-19 recovery because of their accessibility [30]. The adoption of these digital technologies was rapid during the COVID-19 pandemic as most educational institutions were under pressure to find ways to complete their academic calendar. Hence, parents, lecturers and students had to self-learn to adopt and use these digital technologies.



The first wave of the COVID-19 pandemic saw more introduction of distance learning programmes [15] globally, thereby reducing the “educational inequalities and restricted access” [29]. Schools and universities may also be forced to investigate digital or remote learning solutions to bridge the digital divide and ensure equal opportunities for everyone [31]. This form of teaching and learning allows students to take their course module from their homes. Institutions of Higher Learning had to create a digital repository of course materials, and examinations were taken online. The digitization of learning materials facilitated learning to a large extent and also avoided physical contact. The good side of using a digital repository is the cost reduction and optimisation of transport logistics of students [15]. Indeed, the learning environment in traditional universities has been transformed during and in the aftermath of the first wave of the COVID-19 pandemic. Currently most educational institutions, because of restrictions, have organized lectures, conferences, workshops, social events and many more via online platforms, which otherwise would not have been utilised. While some educational institutions have offered free access to their online services, others have also monetized their services to generate income. Lecturers have also deployed online study material (video and text form) to students and encouraged more students to like their material and share it to improve their popularity and to show their authority in the knowledge domain. Hence, one of the lessons learned during the first wave of the COVID-19 pandemic is that the digitalisation of knowledge resources of schools and universities opened up opportunities for self-learning on YouTube. However, parents from deprived places in developing countries who are without the skills to use digital platforms were unable to guide their children, hence, creating an issue of “self-directed learning”, which is a form of learning by intervention.



The second and third waves of the COVID-19 pandemic witnessed an acceleration of the use of digital technologies, digital repositories, and self-learning. During the second and third waves, students and lecturers were familiar with some digital technologies. Hence, the academic calendar of higher institutions was gradually restored.



During the hard lockdown, the home became a high data generation place. The big data generated have had an important impact on teachers, schools systems, students and educational curricula [32]. Communication devices in homes generated volumes of data, thus making researchers to study the status of devices [32]. Thus, the Internet of Things (IoT) was considerably felt during the first wave of the COVID-19 pandemic. This technological innovation that was deployed in homes aimed to connect the items we use daily to the internet to bring the physical world closer to the digital world.




2.2.2. Business Sector Service Delivery


The COVID-19 pandemic is expected to have lasting impacts on the traditional method of doing business in the post-pandemic era [33]. The COVID-19 pandemic forced organizations to reinvent their business service delivery models in a quest to avoid losses by shifting focus to digital channels or adopting a digital business model [30]. Businesses witnessed accelerated digitalization of business processes or models during the COVID-19 pandemic. Some of these digital and technological innovations have shown positive results during the first, second and third waves of the pandemic. From the perspective of developing countries, although there were digital payment platforms, the use of these platforms was not rapid until the first wave of the pandemic. For instance, mobile money platforms had larger subscription or use for cashless transactions [9]. The development of digital technologies has transformed many traditional face-to-face business services into optional and value-added services that can be experienced either at home or in the office [33]. The COVID-19 pandemic has seen some telecom operators take advantage of 4IR technologies due to massive expansion in mobile technology, to penetrate massively into the mobile money platforms in the country such as Ghana in the sub-Saharan region [8]. In addition, online banking transactions have improved tremendously due to the hard lockdown [8]. Businesses have also deployed digital technologies to deliver their services in homes of clients/customers during the social distancing and lockdown, which led to the e-commerce boom in some countries in Africa [8,34]. Many of these e-commerce platforms have to be sustained now that people have experienced their value and the convenience of online shopping [31]. Religious organizations, with traditional services, have been completely disrupted due to the COVID-19 pandemic, which also led to the transformation of traditional religious services to digital religious services [31]. Though the COVID-19 pandemic has greatly affected the socioeconomic systems of countries, it has improved business service delivery and increased the pace of digital technology adoption globally. For instance, a report launched by Google and the International Finance Corporation indicated that “Africa’s digital economy could contribute $180 bn to the continent’s GDP by 2025, an increase on the $115 bn for which it is currently responsible” [8]. Thus, the COVID-19 pandemic has made businesses and organizations to review their service delivery models and attracted investment which has facilitated the pace of digitization. Although there is a difficulty in drawing a thin line on the digital gains in subsequent pandemic waves, the gains must be sustained and managed. Today, data is has become a very valuable resource which facilitated digitization globally [35]. With the huge investments in digitization and the growth of digital platforms, the challenge is ensuring the data remains secure [36].



As the infectious COVID-19 persists, contactless services using advanced technologies are likely to infiltrate people’s daily lives [37]. Thus, the pandemic has brought new opportunities for the service industry, as the digitization of operational processes is being expedited [33]. In addition, the online retail industry has experienced an unexpected renaissance because of the rapid spread of “contact-free consumption patterns” [38].




2.2.3. Movement and Interactions within a Social Environment


The digitization of government social programs has intensified the engagement with citizenry [30]. During the first wave of the COVID-19 pandemic, countries such as South Africa and many others created digital platforms for social engagements.



Because some restrictions have limited movement and social life, it affected the free movement of people significantly, hence, digital certification documents were developed. Digital documentation of COVID-19 certificates is a type of document used to represent the COVID-19 vaccination status of an individual [39]. The concept of digital documentation of COVID-19 was a mechanism by which a person’s COVID-19-related health data can be digitally documented via an electronic certificate [39]. A “digital green certificate” was a framework for issuing, verifying and accepting interoperable health certificates [40] to facilitate movements. The forms of the green certificate are proof of vaccination, COVID-19 test results and/or information that the holder has recovered from being ill with COVID-19 [40]. The framework resulted in the European Union’s (EU) Digital COVID Certificate to facilitate the safe movement of citizens in the EU during the COVID-19 pandemic [41]. Therefore, member countries within the EU are required to issue this certificate to its member as digital proof that person has been vaccinated or received negative test results or recovered from COVID-19 [41]. The EU COVID-19 vaccine passport/certificate is a single document issued to a traveller in both manual and digital format [42]. There are three types of this passport/certificate, issued to an individual based on their travel history: the vaccination passport, test certificate and recovery certificate of the holder of this passport/certificate [42].



One of the issues associated with the creation of different vaccines for the COVID-19 pandemic is whether the destination country accepts a particular vaccine as valid. A vaccine checker, which is a digital tool, was introduced to help check whether the destination country had approved a vaccine that travellers should be immunized against COVID-19 with [42]. Although 5.2 billion vaccines have been administered worldwide in the last 9 months [43], supply constraints could lead to delays in receiving a vaccine to other countries, as can a lack of the equipment and material needed to produce the COVID-19 vaccine. The COVID-19 Supply Chain System which focused on three main areas, namely, strategy, implementation and moving forward, has helped in creating a distribution system of vaccines [44]. However, COVID-19 vaccine production and distribution also have their own challenges, and it is necessary to expand capacity globally to avoid COVID-19 vaccine marginalization.



The Cyber-Physical System contributes to the introduction of autonomous machines in the transport industry [16]. At the peak of the first wave of the COVID-19 pandemic, there were difficulties in movement around cities and for fear of contamination from taxi drivers, and thus transport service models composed of autonomous vehicles have become more relevant within the physical space [45]. There are concerns that the deployment of the autonomous vehicles during the second and third waves of the COVID-19 pandemic will increase social isolation [15,46]. On the contrary, this would rather result in a social gathering, as people can drive through shopping malls and attend events while in their autonomous vehicles.



The social dynamic structure created by the different waves of the COVID-19 pandemic required people to be screened and COVID-19 pandemic protocols including wearing a mask and many more have to be adhered to when entering any public place [47]. The new normal of wearing of the mask also calls for checking of the quality of the materials used for the mask and the intensification of mask design standards.



AI-based computer vision cameras are being used to assess whether social distancing is being respected in public areas [9,48]. In addition, AI-based thermal imaging cameras have been used to scan public spaces and identify potentially sick people in China [48].



People-tracking wristbands have been deployed to monitor COVID-19 patients’ movements in countries such as Bulgaria, Bahrain, India, Hong Kong, Belgium and South Korea [9]. Through the wristbands, authorities and monitoring agencies are alerted once a patient moves from their isolation centres or their homes or tries to remove them.



The deployment of the autonomous vehicles constitutes the physical component of 4IR technologies. These technological interventions were experienced during the second and third waves of the COVID-19 pandemic.




2.2.4. Manufacturing Sector


Manufacturers are revamping their growth strategies as COVID-19 continues to cause uncertainty [49]. In this regard, manufacturers view maximizing productivity as not enough; instead, they should look to 4IR technologies to increase resilience, sustainability and growth [49]. The physical component of 4IR interventions during the COVID-19 pandemic is the deployment of robots in manufacturing to reduce human-to-human physical contact. Although the use of robots in manufacturing has been in existence for several years, it took on a new dimension in terms of autonomous disinfection robots for effective disinfection tasks [30]. This was necessary because of the deadly nature of COVID-19. There have been more manufacturing technologies and job computerisations to sustain production as human lives are lost because of COVID-19 [16]. Although the first wave of the COVID-19 pandemic disrupted the manufacturing sector, the manufacturing sector regained some momentum in second and third pandemic waves upon the introduction of 4IR technologies in manufacturing. The supply and value chain has been tremendous to create distribution channels and just-in-time products for manufacturers and distributors [50], thus resulting in quicker responses to demands for critical medical supplies [9]. Furthermore, 3D printing innovations are utilized during the COVID-19 pandemic to expedite the production of critical medical supplies such as Personal Protective Equipment (PPE) [30,48]. The automation of manufacturing technologies and job computerization has dislocated much of the human capital, causing a new reconfiguration. On the other hand, however, the latest technologies will lead to the creation of new jobs, and there will be new production areas.



One of the challenges in the manufacturing sector is the health and safety of workers during the COVID-19 pandemic [35]. Thus, companies implemented the following: social gathering platforms such as Zoom or Skype used to facilitate interaction; enhanced data collection and analytics to encourage social distancing; and cloud computing to ensure systems and data are stored and run offsite and can be accessed online for remote collaboration. In the area of supply chain management, virtual supply chain management systems were implemented to consolidate real-time information to predict future incidents [35]. In addition, 4IR technology is allowing companies to connect their data in new ways for insights into operations and market status. The COVID-19 pandemic forced manufacturing companies to re-evaluate their outdated data integration systems, which led many to transitioning to the use of Enterprise Resource Planning (ERP) systems; Application Programming Interface (API) and data warehousing solutions to link all systems together [35]; new methods of training staff using Augmented Reality (AR) and remote delivery; and the use of industrial AR for remote working increased since start of the pandemic [51]. In manufacturing, improving production cannot be achieved without operations data, which can be unlocked with operational technology that need to work seamlessly with information technology that can process and interpret the data. Thus, IoT devices are required to capture data to ensure operational efficiency.



COVID-19 caused many organizations to halt business altogether to prioritise reduction of downtime in the short-term, applying machine learning technologies to automatically predict looming threats in production [35]. During COVID-19, manufacturing sectors also maintained a qualified and talented workforce, which was prioritised through the implementation of robotics process automation and applying remote training tools (e.g., augmented reality) to continue employee education without requiring in-person contact [35]. The pandemic has been a catalyst for immense change in the manufacturing industry, unexpectedly accelerating companies into the 4IR [35].




2.2.5. Health Sector


The COVID-19 pandemic resulted in many doctors practicing the social isolation of infected persons [15]. Normally, doctors will visit their patients in wards to administer treatments, but because of fear of infection, important steps have been taken to deploy physical components of 4IR technologies such as robot doctor to handle COVID-19 pandemic isolated cases. Robotic medical tools have been deployed to automate high-volume tasks of doctors and surgeons in the hospital. This resulted in Artificial Intelligence specialists and medical transcriptionists, the deployment of robots to handle contaminated waste from COVID-19 cases and robot-controlled, non-contact ultraviolet surface disinfection has also been deployed [30] and the left-hand doctor, a general-medicine robot doctor that supports natural language conversations with patients of COVID-19 [27]. These technologies have transformed the health care sector during the different COVID-19 pandemic waves. The digital component of the 4IR that has been experienced during the COVID-19 pandemic is the use of supercomputers and algorithms to perform quick possible drug combinations that would otherwise be done by humans [45].



The different waves of the COVID-19 pandemic have started a discussion within the biological space of the 4IR technologies. This discussion is centred on the creation of a “chip” in humans to monitor the persons who have been infected/sick or not. This discussion, which has created much concern, arose because of the need to locate contact of COVID-19 reported cases and determine hotspots of the pandemic. In this regard, cell phone users were tracked, which created privacy concerns, as hackers can take advantage of biological data on the network of telecom operators to perpetuate their nefarious biohacking activities [52]. Another concern is the use of biological data for the marketing of products, and a person could imagine receiving numerous information on the best drug product. In this new era of the 4IR, automation is in our homes, industries and everywhere. Of course, marketing efforts focus on attracting, converting and retaining people, thus, automation attracts people, which increases online information traffic. The Da Vinci surgical robot system is one of the current surgical robots [53], which is capable of taking pictures of the surgical processes via a 3D vision system and completing some operations that cannot be done manually.



Another biological space of the 4IR technologies is the implantation of “intelligent life” structured in silicon (computer “brain”) [15]. The drone technology (that is, Zipline automated drones) was deployed to shuttle medical supplies and samples of suspected COVID-19 patients [54]. Other 4IR interventions include virtual clinics for telemedicine consultations [24]. Drones and robots are deployed to deliver medical supplies to health facilities and medicine and meals to infected COVID-19 patients [48].



Blockchain technology is widely used in electronic medical record management, drug and supply chain management, health data analysis, etc. Blockchain has great potential in ensuring the openness and transparency of pandemic information and the tracking and traceability of pandemic materials.



Wearable devices with biosensors worn on the body and can sense, record, analyse and manage health data with the support of the related applications. Such devices include: smart watches, smart belts, wearable blood glucose monitors and smart pills [27]. These digital tools are all based on real data and use big data technology and complex algorithms to intelligently determine whether the user is a confirmed case or a potential source of infection [55], and use mobile Bluetooth technology for contact tracing [48]. This makes big data applications more useful in tackling the pandemic that currently confronts the world. The application of the Internet of Medical Things (IoMT) or medical care IoT also helps in fighting the pandemic [10].



During the first wave of the COVID-19 pandemic, China deployed 5G technology combined with artificial intelligence, biometrics and thermal imaging technology for quick temperature measurement of large-scale mobile populations in multiple railway stations across the country and can quickly identify the wearing of masks [27]. Facial recognition can also detect suspected cases in time [56].



“WeDoctor” is a medical Internet platform (known as an internet hospital or mobile hospital) that provides “online + offline” medical services. This platform provided services including free virtual consultation, online self-examination, remote consultation and family medical guidance to the public through remote technology during the first COVID-19 pandemic wave [27].



The fact that COVID-19 cases need to be isolated makes the concept of big data analysis more relevant, as it personalized treatment plans according to different patients [57]. Big data technology can analyze personal health, diagnosis, and treatment data, and prevent personal diseases. Big data technology played a great role in the systematic management of hospitals and effectively improved the hospital’s medical quality [27]. Secondly, big data technology can provide doctors with accurate and scientific information, thereby assisting doctors in diagnosis and treatment, reducing the rate of misdiagnosis [27]. These digital tools are all based on real data and use big data technology and complex algorithms to intelligently determine whether the user is a confirmed case or a potential source of infection.



Big data fusion analysis helps to identify “close contacts” quickly and accurately from massive amounts of data. It can be characterized into: authoritative data, credible models and accurate queries [58].



The big data platform assisted in providing support to health workers to detect any suspected cases to standardise the management of close contacts [59]. Some interventions include the “12306-ticketing platform” which is used to communicate close contacts of confirmed cases on a vehicle with the local governments and COVID-19 prevention and control agencies [27]; the use of cell phone data to track movement; the use of the Health Code (HC) that leverages big data for digital health certificates [27]; the use of mobile technology for data collection and contact tracing; and the use of technologies associated with the 4IR offer efficient and effective ways to cope with the speed, scope, and impact of the COVID-19 pandemic [48].



The development of new drugs and vaccines requires a large amount of data analysis, large-scale literature screening and scientific supercomputing work [27].



Nanotechnologies are applied for rapid diagnostics, therapeutics, surveillance and monitoring, vaccines, and the creation of new forms of personal protective equipment. An example of such development is a nanomaterial-based sanitizer and nanofiber respiratory masks capable of killing a virus rather than just trapping it, protecting the wearer as well as his or her surroundings [48].



The COVID-19 pandemic has caused a lack of Personal Protective Equipment (PPE)-Medical Devices in hospitals worldwide [60]. Three-dimensional printing technology has been used in the design and development of ventilator parts during the COVID-19 pandemic. One of the areas for the application of 3D printing is the design and development of the NanoHack 3D mask, which is recyclable and reusable, compared to the widely used surgical masks and N95 respirators which are not reusable or affect the ecosystem [24]. Moreover, 3D printing hastened the printing of medical protective equipment during the COVID-19 pandemic waves, which stabilised the supplies before the COVID-19 pandemic crisis escalated. In addition, 3D visualization systems have been used for infection risk problems in ordinary retinal operation which provides a significant reduction of COVID-19 infection [61].



Cloud computing is very much suitable to track the worldwide spread of the coronavirus and check the COVID-19 pandemic status. However, this aspect of checking the status of persons during the COVID-19 pandemic waves may require standardisation.



Some interventions to disseminate health information on symptoms, prevention and treatment of COVID-19 pandemic to the citizenry in developing nations such as South Africa, Ghana and Nigeria include the use of WhatsApp push notifications [48]. Digital tools implemented during the COVID-19 pandemic included “real-time epidemiological dashboards, interactive maps of case location, mobile apps for tracing patients’ contacts and geofencing to monitor quarantine compliance” [62]. Examples of the integration of tools include the linkage of national health and immigration databases to identify high-risk individuals in Taiwan and the use of multiple digital surveillance sources to map patients’ movements in South Korea. In addition, challenges in balancing privacy and public good were identified [62]. Although, developing nations are not on the same level technologically as the developed nations (e.g., China) in terms of robots sanitizing hospitals, airports and roads, the developing nations have also utilised technologies in other ways to combat the coronavirus. For instance, home testing kits, temperature measurement devices and 3D printing are some of the technologies [31]. Though the traditional body temperature measurement is time-consuming and has the threat of close contact and can cause a risk of contamination, it also lacks the element of data collection for further analysis [63]. Digitalisation is disruptive and is changing the healthcare landscape from a reactive model to a system that focuses on “predictive, preventative, personalized and participatory care” [31].



Through applications of 4IR technologies, various contactless services have been implemented [64]. Generally, contactless service refers to a method of service delivery that involves indirect interactions between people (e.g., person–machine, person–machine–person), instead of the traditional methods that involve direct person-to-person interactions. Ref. [38] defines an untact (contactless) service as a “service that is provided without face-to-face encounters between employees and customers through digital technologies”. Contactless services are generally delivered by advanced technologies, such as Artificial Intelligence (AI), the Internet of Things (IoT), Virtual Reality (VR) and/or Augmented Reality (AR), big data and cloud-based platforms [38]. Thus, different types of contactless services, such as Telemedicine, have been developed based on consumers’ needs, while providing personalized customer experiences.




2.2.6. Agriculture


The agriculture sector has also been affected by the COVID-19 pandemic because most workers had to stay home. The coronavirus pandemic put the global food system through severe stress, disrupting regular supply chains [65]. In lower-income countries, agriculture provides income to “poor households, food to growing urban population, and export earnings” [66]. However, the low usage of modern inputs, lack of secure land tenure, lack of irrigation systems, poor roads resulting in high transportation costs and low public investment in research and development (R&D) result in limited science-based options [66]. Despite these challenges, the agricultural sector in Northern Africa and South Africa is more “developed, mechanized, productive, and profitable” [66]. Already, the success in mobile technology usage in Africa has brought information to smallholder farmers about when and what to plant based on weather forecasts and technical information about crop varieties, building a knowledge-based agricultural community. Using mobile phones, smallholder farmers can display the price of their farm produce and helped match farmers and wholesalers and reduce transaction costs. Currently, the Africa Development Bank’s investments in agriculture is expected to quadruple to about USD 2.4 billion by 2024 to increase productivity in Africa [8]. Several countries across the world are implementing 4IR technologies and digital solutions for smallholder farmers to boost agricultural productivity. Indeed, 4IR technologies played a major role in transforming the food systems [8]. Recently, China launched its “digital village” model to solve the growing food security problem in the drive to overhaul its smallholder farming culture [65]. In addition, internet-enabled devices (such as intelligent sensors), data analysis and fully digital greenhouse automation were employed to revamp the food sector in China. Thus, Chinese farmers in villages have been quick to adopt a digital lifestyle and using mobile payments because the extent to which some areas in the villages are connected to the internet is greater than in large cities [65]. AI, the IoT and big data are the 4IR technologies used for the creation of the “digital village” to ensure food security in China. Blockchain is another popular 4IR technology for smart farming in China—especially relating to the safety of food. Blockchain is used to collect data on the origin, safety and authenticity of food and provide real-time traceability throughout the supply chain [65]. “GoGo” chicken is a blockchain technology for poultry monitoring [65]. Digitizing agriculture requires huge government commitments in network infrastructure in remote areas, for which the “digital village” initiative provides financial and organizational support [65].



Furthermore, 4IR technologies have helped to address Africa’s agriculture issues, including land tenure issues, advancing the use of irrigation and reducing water pollution from fertilizer overuse. However, the application is spotty and lacks a supportive policy framework. Likewise, blockchain has been used to create a safe repository for land records and to reduce the transaction costs of land rentals and sales. Uganda is one example that has used blockchain technology for land records. However, a lack of knowledge and understanding of blockchain technology for land issues is one of the challenges.



Drones are used to spray crops much faster than humans. However, its cost is a deterrent to farmers in low-income countries, hence, government support for producer organizations is much needed [66].



On the contrary, in the developed economies, 4IR technologies are utilised in the agricultural sector in Western Europe, North and South America and East Asia. These technologies are used in a model called “precision agriculture,” a method of site-specific crop and farming management used to improve farm profitability, efficiency and sustainability [66]. Indeed, the COVID-19 pandemic brought innovation to Africa’s agricultural sector. However, there is a need to quicken the pace of technological inclusion in Africa’s farming system. Although some technologies including the use of sensors to monitor weather patterns, blockchain in the land and drones are in use in developing countries, more needs to be done to realise the full potential of 4IR.




2.2.7. Mining


The mining industry has also been affected by the pandemic, which resulted in mandatory shutdowns, lower demand for extractive products and slowdowns when managing the risk of infection; these caused loss of production, income and growth [63]. Meanwhile, the COVID-19 pandemic has accelerated the digitization of the work process, as well as the adoption of automation and other innovation tools in the mining industry [63,67]. The mining industry visualise the impact of 4IR on its people, processes and technologies. The acceleration of 4IR technologies helps the mining industry to manage the pandemic more effectively [67]. Mining industries would like to boost productivity and find ways to upskill their workforce to work in the new world of Robotic Process Automation in the mining industry and related 4IR technologies [68]. Challenges to be overcome by mining companies in implementing 4IR technologies include data management practices that are not yet mature; the workforce lacks the necessary skills to implement 4IR technologies; and data and cybersecurity concerns [68]. Thus, the ability to manage and use data is a core capability to unlock the value of 4IR. AI-based cameras are a hybrid of thermal, infra-red and visible imaging for predicting and reading real-time body temperature and automatically sending alerts to mine management in case of temperature anomalies. In addition, real-time video analytics can monitor the health and safety parameters in underground and surface mining environments [63]. Other 4IR technologies include smart boots, another digital technology that can be useful to prevent infectious viruses, smart health bands and smart disinfection tunnels or walkthrough sanitization gates [63].






3. Shortcomings of 4IR Interventions to COVID-19 Pandemic Waves


In this section, the shortcomings of the Fourth Industrial Revolution (4IR) intervention in different sectors are presented in Table 1. The shortcomings emanated from the review of literature on 4IR technologies used in education, business, society, manufacturing, health, mining and agriculture to resolve challenges identified in these economic sectors. The 4IR technologies are grouped into physical, digital and biological space.



Table 1 presents the shortcoming of the 4IR application to sectors of an economy. These sector categories were impacted by the COVID-19 pandemic waves and a cursory review helped clarify the areas to focus on. The shortcomings of 4IR technologies to fight the waves of the COVID-19 pandemic is that countries vary in terms of capacity on the cyber-physical space and human skills for utilizing these technologies. The threat to digitization is cybersecurity; upskilling workers and young people through the educational systems to new technologies and digitization [69]; broader social, financial investment and international cooperation on policies; and understanding of the social and ethical impacts of emerging technologies, particularly on the young [36]. The cause of different pandemic waves can be attributed to different human behaviour, viral variants and minimal government actions [4]. The imported COVID-19 cases are attributed to the movement of people who are not aware that they carry the coronavirus. The impact of 4IR technologies that were used can be summarised as follows: In education, the second and third waves of the COVID-19 pandemic witnessed an acceleration of the use of digital technologies, digital repository and self-learning; In business, business service delivery models shifted from traditional face-to-face models to massive expansion in mobile technology, and e-commerce boomed during the pandemic; In society, the digital documentation of COVID-19 certificates was used to aid movement; In manufacturing, the use of robots for most manufacturing tasks to reduce human contacts; In health, the use of robots for disinfection of public areas and drones to deliver medical supplies; In Agriculture, the use drones to spray crops; In mining, the use of smart health bands, disinfection tunnels or walkthrough sanitization gates and mobile health alerts are among the 4IR technologies implemented. Increased digitization because of the pandemic has introduced another challenge in terms of managing the disruptive technologies associated with the 4IR [36]. Although digitization resulted in the availability of large volumes of data, there is data analysis poverty created due to lack of technical knowhow to analyse the variety of data and create value from the data. Opportunities that exist in healthcare include promoting education and training for non-face-to-face healthcare services and policy regarding telemedicine care deregulation [33].




4. Future Research Direction


The physical, digital and biological components of 4IR technology are creating a robotic socioeconomic ecosystem in the long term because of the redefinition of business models and much more. Future research directions should generally focus on improving privacy and data protection, the sustainability and management of digital technologies and the standardization of contactless services. Concerning the pace of digitization, protecting the use of personal information should be the topmost priority, thus calling for sweeping data privacy legislation to regulate tech companies that champion the use of these 4IR technologies within different sectors of an economy. Such regulation is necessary because of the fact that some of the digital systems developed in the midst of the pandemic were either not internationally standardised or accredited [9]. Generally, it is important to leverage 4IR technologies to help create a digital village concept, the rapid use of blockchain technology to improve the supply chain of goods and products and the rapid deployment of drone technology in agriculture and manufacturing. In addition, there are some gains in terms of mobile technology platforms for mobile payment, e-learning platforms and the boom in e-commerce. When these gains are not well managed and sustained, it could be eroded. Thus, if countries can bridge infrastructure and education gaps, it can continue leveraging 4IR, both as an enabler for the COVID-19 recovery and as the foundation for a successful and inclusive future [8].



The sustenance of the digital world needs governments and institutions to work together to promote policies that continue to foster digital innovation and learning [36]. Thus, government should support the practical training of professionals in job-related re-skilling and up-skilling programs, the practical education and training of children and young people in new technologies who can be ready for the labour market and programs to encourage lifelong learning for the elderly to adequately adapt to the new technologies that were introduced during the COVID-19 pandemic [69].



Given that the pace 4IR with which technologies have accelerated during the COVID-19 pandemic, digital maturity models should be defined to help manage any gains recorded during this era. Such digital maturity models should include novice, followers, innovators and champions [68]. This is because the COVID-19 pandemic took the world by surprise, where persons who both are and are not technologically savvy had to use digital tools for most activities. In addition, technology innovators and businesses helped create these technologies for addressing physical distancing and many more platforms that encourage remote interactions.



Investment in digital technologies would increase throughput, increase efficiency, lower costs of digital transactions and improve the health and safety of workers. Digitization has impacted economic growth through inclusive finance, enabling the unbanked to migrate to formal digital payments and savings technology platforms [70]. Businesses have to rethink their business models to impact society and other sectors. The digitisation agendas of these sectors should be backed by their organizational culture to keep up with the times. Thus, without the right leadership and clear vision for the digital future, the gains would be difficult to sustain and manage.



The lessons learned during the COVID-19 pandemic waves and 4IR technology interventions can be applied to the future outbreaks. For instance, the outbreak of the Marburg virus in February 2021 in Guinea, West Africa. Though the Marburg virus has not been declared as a pandemic, the lessons learned from the use of 4IR technologies can be applied to avoid much infection spread worldwide.



In furtherance to the foregoing, this review has shown the increasing reliance by organisations, situated across a multiplicity of sectors, on these 4IR technologies in tackling operational challenges posed by the pandemic. It is implied that the continued deployment of these technologies will remain central to the strategic objective of such organisations whilst forming an integral part of any containment policies formulated and implemented at national and sub-national levels of government. However, the deployment of these technologies in situations such as is currently being experienced are not without shortcomings, as highlighted in Table 1. Therefore, it is expected that the findings from this review regarding these shortcomings will be considered by the leadership of such organisations and governments in the development of policies or strategies towards engendering more beneficial deployment of these technologies towards minimizing the impact of subsequent pandemic waves.




5. Conclusions


In this paper, we reviewed the use of 4IR technology to tackle the COVID-19 pandemic waves. Among the 4IR technologies include artificial intelligence, big data, blockchain, cloud computing, IoT, 3D printing and robotics. We found that the COVID-19 pandemic has greatly accelerated research on the integration of digital technologies in healthcare, businesses, society, manufacturing and agriculture. These technologies have been applied to tackle the issues of contact tracing, social distancing, hotspot detection of the outbreak, supply chain and value addition, contactless services and many more. However, the issues of governments in creating the enabling network infrastructure that encourages farming digitization worldwide remain a challenge.



In respect of multi-sectors, the education sector has kept pace with digitization where students learn using online platforms thus encouraging social distancing and self-learning. The business sector experienced a boom in the use of digital platform for mobile money payment, increased migration of the unbanked to formal digital payment platforms, a boom in e-commerce and the redesign of the traditional face-to-face business service delivery. Social interaction and movement have been facilitated with the introduction of digital travel certificates, health status checkers, contact tracing platforms and the use of robots for disinfection tasks in the public space. The manufacturing sector has seen the use of blockchain technology to improve supply chain and the use of robots to perform some human related tasks. Agriculture has seen the use of drone technology for the surveillance and spraying of crops, the digitization of smallholder farms and the creation of digital villages. The mining sector saw the use of smart devices, including smart boot to prevent infectious viruses and smart health bands. The health sector witnessed the use of 4IR technologies including the use of robots for disinfection tasks and the use of telemedicine, thermal sensors, biosensors and much more.



Countries stand the chance to benefit immensely from the digitization to reform and empower the poor with access to information, more job opportunities, business-to-business growth in agro-processing and an increase in the usage of technology-based banking services. The IoT, AI and blockchain technologies can enhance data gathering and analysis for a targeted poverty reduction campaign. Moreover, 4IR technologies could help build a sustainable healthcare system and encourage the use of mobile technology to improve data collection, medical supply delivery and other healthcare service delivery. It could upskill the healthcare workers to offer improved services to patients. It is imperative to prioritise labour issues, 4IR integration into the global value chains, sweeping personal data privacy laws for tech industries and developing the physical and digital infrastructure of key sectors of a country. Open issues regarding digital platforms include personal data protection on a digital platform, data analysis poverty, how to sustain the gains made through government support programs, investment in drone technology in farming and the delivery of medical supplies.
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Table 1. Sectoral shortcomings of 4IR intervention during COVID-19 pandemic waves.






Table 1. Sectoral shortcomings of 4IR intervention during COVID-19 pandemic waves.





	Sector
	Sector Challenges
	4IR Technology Application
	Shortcomings in Implementing 4IR





	Education
	Reducing educational inequalities and restricted access [29]

Avoiding the tradition of face-to-face learning
	Digital space: using digital technology for communication, meetings, teaching and learning because of their accessibility [30]; enabled self-learning using digital platforms, e.g., YouTube; course material digitization
	Skilled workforce



	Business
	Traditional face-to-face business services delivery.

Avoid loss of business service delivery during the COVID-19 pandemic
	Digital space: The increased pace of use of digital payment platforms; booming e-commerce platforms [8]
	Data remains secure on digital platforms [36]

Sustained and managed gains of digital technologies



	Social environment
	Movement of people who are not aware that they carry the coronavirus

People became exhausted with adhering to preventive measures
	Digital space: Digital documentation of COVID-19 certificates [39]; creation of distribution system for COVID-19 vaccine [44]; people-tracking wristbands to monitor COVID-19 patients’ movements in countries [9].

Physical space: AI-based computer vision cameras to assess social distancing [9,48];
	Low levels of education and training [69]



	Manufacturing
	Health and safety of workers [35]
	use of robots to reduce human to human physical contacts; autonomous disinfection robots [30]; production of critical medical supplies such as Personal Protective Equipment (PPE) [30,48]

Digital space: use of digital technologies including Zoom and Skype for interaction to ensure health and safety of workers and physical distancing [35]; use of virtual supply chain management systems to consolidate real-time information to predict future incidents [35]. Training staff using Augmented Reality (AR) and remote delivery; usage of industrial AR for remote working [51]
	Outdated data integration systems [35]



	Health
	Social isolation of infected persons [15]

Electronic medical record management, drug and supply chain management

Ensuring the openness and transparency of pandemic information

Tracking and traceability of pandemic materials
	Digital space: Contactless services such as telemedicine services have grown rapidly [33]; use of WhatsApp push notification on health information regarding the symptoms, prevention and treatment of the COVID-19 pandemic [48]; interactive maps of case location; mobile apps for tracing patients’ contacts and geofencing to monitor quarantine compliance [62]; digital checking of COVID-19 pandemic status; big data to personalise health, diagnosis and treatment [57]; face recognition can detect suspected cases in time [56]; thermal imaging technology for quick temperature measurement and for identification of wearing of masks [27]; blockchain technology for electronic medical record management and drug supply chain management; IoMT [10]

Physical space: robots sanitizing hospitals, airports and roads in developed nations; NanoHack 3D mask; drones and robots are deployed to deliver medical supplies to health facilities and medicine and meals to infected COVID-19 patients [48]; 3D visualisation system to reduce COVID-19 infection risk of the retinal

Biological space: Wearable devices with biosensors worn on the body; implantation of “intelligent life” structured in silicon (computer “brain”) [15].
	Global healthcare services market expand to other industries [33]; international standardization of contactless healthcare services [33]

Challenges in balancing privacy and public good [62]

Biological data hacking [52]



	Agriculture
	Farm sustainability
	Digital space: land tenure issues, advancing use of irrigation and reducing water pollution from fertilizer overuse with the use of blockchain technology [66]; blockchain to create a safe repository for land records and to reduce the transaction costs of land rentals and sales; high internet availability in farming areas than in large cities [65]; blockchain technology for the data collection on the origin, safety and authenticity of food and to provide real-time traceability in the supply chain; blockchain has been used to create a safe repository for land records and to reduce the transaction costs of land rentals and sales [65]

Physical space: Drones deployed to spray crops much faster
	Lack of a supportive policy framework in Africa’s digital agriculture system [66]

High cost of drones for spraying chemicals on crops and monitoring of farmlands

The slow pace of 4IR technologies’ inclusion in Africa’s farming system



	Mining
	Agility on how to align technology with mining business needs to boost productivity and upskill their workforce to work

lower demand for extractive products [63]
	Digital space: transfer of health information from physical smart devices used by miners in real-time to their mobile device and management authorities for decision making [63]

Physical space: Robotic Process Automation; smart boots; smart health bands; smart disinfection tunnels or walkthrough sanitization gates [63]
	Data management practices are not yet mature; lack of a skilled workforce; data and cybersecurity concerns [68]
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