
sustainability

Article

The Impact of Technological Innovation on Industry 4.0
Implementation and Sustainability: An Empirical Study on
Malaysian Small and Medium Sized Enterprises

Sreenivasan Jayashree 1 , Mohammad Nurul Hassan Reza 1 , Chinnasamy Agamudai Nambi Malarvizhi 1,
Hesti Maheswari 2,* , Zohre Hosseini 3 and Azilah Kasim 4

����������
�������

Citation: Jayashree, S.; Hassan Reza,

M.N.; Malarvizhi, C.A.N.; Maheswari,

H.; Hosseini, Z.; Kasim, A. The

Impact of Technological Innovation

on Industry 4.0 Implementation and

Sustainability: An Empirical Study on

Malaysian Small and Medium Sized

Enterprises. Sustainability 2021, 13,

10115. https://doi.org/10.3390/

su131810115

Academic Editor: Grigorios

L. Kyriakopoulos

Received: 17 August 2021

Accepted: 2 September 2021

Published: 9 September 2021

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2021 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

1 Faculty of Management, Multimedia University, Cyberjaya 63100, Malaysia; jayashree@mmu.edu.my (S.J.);
hassanreza7171@gmail.com (M.N.H.R.); malarvizhi@mmu.edu.my (C.A.N.M.)

2 Economic and Business Faculty, Pertamina University, South Jakarta 12220, Indonesia
3 Sales and Marketing Department, Azarpakhsh Kerman Company, Kerman 63651, Iran;

z.hosseini@azarpakhsh.co
4 Langkawi International Tourism and Hospitality Research Centre, School of Tourism,

Hospitality and Event Management, Universiti Utara Malaysia, Sintok 06010, Malaysia; azilah@uum.edu.my
* Correspondence: hesti.maheswari@universitaspertamina.ac.id

Abstract: Small and Medium sized Enterprises (SMEs) are the pillars on which most of the economies
worldwide rest. Without the support of qualified technological innovation, it will be very difficult for
SMEs’ performance to improve and impossible for them to reach their sustainability goals. Small
businesses should therefore be encouraged to embrace the next technological frontier, Industry 4.0
(I4.0). The main purpose of this research is to understand the relationship between the implementation
of Industry 4.0 technologies and sustainability goals, along with an analysis of how innovation
characteristics make implementing I4.0 easier for small businesses. To answer the research questions
and analyse the high complex data, this research performed a structural equation model by using
AMOS software. The results indicated that technology innovation characteristics have a positive
significant effect on I4.0 implementation and sustainability goals. However, effective implementation
of I4.0 mediates between the relationship of innovation characteristics and sustainability goals,
except observability. The implications of this research are that SMEs should develop effective I4.0,
implement it, and build innovation characteristics to reach sustainability goals.

Keywords: TBL sustainability; industry 4.0 implementation; SMEs; technology of innovation

1. Introduction

Technology and innovation have been important for improving companies’ perfor-
mance and sustainability since the dawn of the first industrial revolution [1,2]. Sustainable
modes of production are good because they reduce overall waste in what is put in as
well as in what comes out [3]. Businesses’ involvement in achieving sustainability and
explaining its importance is very important because they play a leading role in the global
economy [4]. Striving for sustainability goals can confer competitive advantages and
businesses can measure this by using the triple bottom line (TBL): social equity, ecological
integrity and financial profitability [5]. It also gives firms sustainability cachet which can be
used in marketing and to help customers make decisions [6]. The environmental research
carried out in preparation for the achievement of sustainability goals can teach companies
marketable or efficiency-enhancing new capabilities, so it’s not only about saving the
environment [7]. However, that remains a priority because, increasingly, company bosses
are becoming aware that the erosion in natural resources will one day lead to financial
losses if left unchecked [8]. Visible environmental effects raise ecological awareness among
SMEs and persuade them to run environmentally friendly sustainable businesses [9,10].
Many of these SMEs realise that it is in their interest to run a sustainable operation, in
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order to please customers, satisfy regulators and reduce costs; ref. [11] proved that the
environment and its factors have a positive influence on SME performance. However,
when small businesses feel smothered by larger corporations or when SMEs feel that there
are no growth opportunities in the market due to intense competition, resentment towards
sustainability rules and expenses may grow [12,13].

Industry 4.0 technologies can be used in all sorts of industries. However, for these
new technologies to reach their full potential, they must reach small and medium-sized
enterprises (SMEs), not be limited to large firms [14,15]. SMEs are the pillars on which
most economies worldwide rest [14,15]. Industry 4.0 is full of great opportunities for SMEs.
However, there are several challenges these companies must first overcome because the
funds and means to carry out research and development (R&D) are always limited for
such companies [16,17]. To counter this problem, several European Union (EU) countries
have introduced policies that foster innovation. These countries believe that such R&D will
lead to the introduction of digital technologies which will make businesses robust, more
competitive and more flexible (by providing, for example, more customized products and
services) but also environmentally friendly and socially conscious [14,18,19].

Although the definition of Industry 4.0 has varied among practitioners and researchers,
it is generally understood to be smart manufacturing through digital means [20,21]. Wide
implementation implies that businesses are finding I4.0 to be beneficial [22]. In the future,
reliance on I4.0 is set to soar, according to the research and advisory company Gartner and
Ref. [23] identified nine pillars of I4.0. These are: “Advanced Manufacturing, Additive
Manufacturing, Augmented Reality, Simulation, Horizontal/Vertical Integration, Industrial
Internet, Cloud, Cyber-security and Big Data Analytics”.

The increased interest by states and businesses to become environmentally sustainable
has led scientists to carry out more research into how Industry 4.0 can lead to increased
sustainability and how it can be implemented [24–27]. The idea is to use resources more
efficiently, reduce waste and make workplaces safer and more pleasurable to be in Ref. [28].
TBL can help companies achieve this because it shifts the focus from profits at all costs
(even environmental destruction) to sustainability-enhancing profit making [14].

Adopting such technologies is a challenge for any country. For emerging ones, even
more so [29]. Due to the fact that so many emerging economies are still rentier states,
they don’t have businesses which can so easily develop or adopt such technologies [30].
Things like countries’ digital, educational and economic infrastructure, as well as security
and political uncertainty, also often hamper emerging economies from adopting advanced
technologies [31].

Even though the benefits of smart technologies for businesses and economies are well
established [32], the mechanisms by which countries can adopt Industry 4.0 technologies is
not immediately apparent because the literature provides few guidelines and there is no
established theoretical understanding [33]. The studies carried out so far about the relation-
ship between Industry 4.0 technologies and sustainability have been exploratory [33,34].
Part of the problem is that practitioners and researchers have not always agreed on what
constitutes Industry 4.0 technologies. As Ref. [26] point out, it is difficult to measure a
technology’s impact on business if you can’t decide what that technology is [24,35,36].
The lack of agreement on certain issues has resulted in few studies being carried out on
the impact of Industry 4.0 technologies on SMEs [14,37,38], even though the technologies’
benefits are generally accepted as being real [29].

It has been noted that many technologies that improve efficiency and performance,
like energy-saving and renewable-power producing technologies, also benefit the en-
vironment [39]. They provide new knowledge, too. This knowledge can inform new
environmental strategies, lead companies in new directions, make firms more flexible and
make it possible to use human and other resources more wisely [40–42].

This paper’s aim is to partially fill the gap of the relationship between Industry 4.0
technologies and sustainability goals. Its main focus is to see whether Industry 4.0 tech-
nologies can help companies manage economic, environmental and social assets better.
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Research on the relationship between Industry 4.0 technologies and sustainability has
increased in recent years. However, findings such as Ref. [43]’s suggest that sustainability
should encompass more social features along with environmental ones, and proposed
that future researchers examine this gap. This research addresses that gap to give a more
holistic understanding of sustainability.

Based on the above background, this study explores three main research questions,
namely: (1) How do the innovation characteristics of Industry 4.0 technologies contribute
to TBL sustainability and the effective implementation of those same technologies? (2) To
what extent does effective implementation of Industry 4.0 affect TBL sustainability? and
(3) Does the effective implementation of Industry 4.0 mediate the relationship between the
innovation characteristics of these new technologies and TBL sustainability?

This paper’s structure is as follows. First, there is a general introduction followed
by a literature review about the relationship between Industry 4.0 technologies and sus-
tainability. Then, the methodology of the study is explained, followed by a hypothesis
test and a discussion of the results, explaining the implications for practitioners and re-
searchers. Finally, the study’s conclusions and some ideas for possible future research will
be presented.

2. Literature Review
2.1. Overview of Industry 4.0

Industry 4.0’s origins can be traced to the 2011 Hannover Fair. The German govern-
ment made it an official strategic initiative for the manufacturing sector when it endorsed
it in 2013 [44–46]. The aims of Industry 4.0 technologies are to customize and connect
manufactured products to the internet; to make tracking of products and parts easier;
to automate production chains and make them more flexible; to make communication
between products, parts and machines the norm; to facilitate human or machine interac-
tion (HMI); to make factories smarter with Internet of Things (IoT)-enabled products; to
improve business models by adding value to the chains of production.

2.2. Theoretical Foundation

Industry 4.0 technologies were developed in some of the most technologically ad-
vanced countries in the world, like Germany, and work with a system of diffusion and
implementation, by which the technologies become used in other countries, even develop-
ing ones [47–49]. However, when it comes to reaching emerging economies, the process
tends to be slower [50–52]. One can immediately notice a big difference between the imple-
mentation rates in somewhere like Indonesia compared to Germany, for example. These
differences in implementation rates can come about because of different factors, and the
barriers can be several [53]. The amount of competition in the industries of suppliers and
adopters can make a big difference [54]. This means that emerging countries may give a
different value to Industry 4.0 technologies than advanced countries would [55,56], partly,
because different countries have different needs [57].

In the past 50 years, scholars have shown great interest in the diffusion of technolo-
gies. The following are nine of the theories proposed for the differences in diffusion: the
technology acceptance model (TAM) [58], the motivation model (MM) [59], the theory
of planned behavior (TPB) [60], diffusion of innovations (DOI) [61], the Unified Theory
of Acceptance and Use of Technology (UTAUT) technology environment organization
framework (TOE) [62] and social cognitive theory (SCT) [63]. Of all these theories, DOI is
the most commonly accepted theory.

The DOI theory was created by the sociologist [61]. It is largely based on the fea-
tures of Industry 4.0 technologies and what the users or potential users think about such
technologies. A company or organization though can have a more complex outlook on
such technologies than a sole individual would. According to the DOI theory, transmitting
precise and understandable information to every member in an organization are key for
technology adoption success. The organization diffusion of innovation (ODI) theory posits
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that individuals think differently about an implementation process when they are part
of an organization than independent. Organizations have hierarchical structures with
rigid rules of communication in which individuals tend to have fixed roles. Reference [64]
therefore points out that individuals in organizations think more according to their role
than their independent beliefs.

In SMEs, which this study is mostly interested in, the power to make decisions
about technology is concentrated in the hands of a few powerful individuals, because the
founders of the company tend to be the driving force behind everything that happens.
This is sometimes called authoritarian innovation. Persuading company leaders about
the benefits of technology, as reference [64] points out, is a very important part of the
DOI model. To do this, one needs to pay close attention to the perceived characteristics
of innovation, which are: relative advantage, compatibility, complexity, trialability and
observability. According to the concept of path dependencies, knowledge bases and present
technological advantages lay the foundation for future technological innovations [65].
The theory that this study puts forward, therefore, is that, by uncovering the relative
advantages of innovation, their compatibility, as well as their complexity, trialability and
observability, SMEs could be nudged towards adopting new technologies and gaining a
competitive advantage.

Without adoption of new technologies, it is impossible for businesses to reach their
sustainability goals [66]. Reaching these goals is increasingly important, as evidenced by
the COVID-19 crisis [67]. The role of information management from I4.0 perspective has
been studied, indicating that I4.0 can undoubtedly help SMEs to achieve their sustainability
goals [68]. However, due to the implementation costs, complexity, and expertise, technolo-
gies and their factors influence SMEs in both positive and negative ways [69]. Ref. [70]
developed a technology-for-sustainability-adoption model based on Polish SMEs to help
researchers and businesses understand the dynamics better.

2.3. Industry 4.0 Implementation

There are more niche areas to be explored in I4.0 implementation according to refer-
ence [65] and the researchers presented an implementation framework. This technological
breakthrough shapes smart production and initiates action effectively [71] and creates core
competencies for achieving sustainability [72] especially for SMEs [73]. Some industries
showed rapid progress in technological implementation whereas others found it very
difficult to execute new solutions [74–76]. Due to high investment cost involved in imple-
menting new technologies, that itself acts as a barrier for SME’s implementation [77]. Apart
from technical challenges there are also concerns from organizations and society [78]. Tech-
nology and its progress has seen tremendous increase in efficient industry production [79]
especially with I4.0 which is supported by nine technologies.

2.4. Industry 4.0 Technologies and Triple Bottom-Line Sustainability

Even though, as pointed out, studies are scarce, the empirical results available point
toward Industry 4.0 technologies being able to improve productivity through innovative
means that make modes of working more efficient [37]. Such changes have the potential
to save energy, reduce emissions and avoid polluting the environment [80]. The way
these positive changes to productivity and efficiency are achieved is by making changes
in businesses structural [7]. However, while, on paper, the relationship between Industry
4.0 technologies and better environmental protection is evident, there is little empirical
evidence that backs this up [35,81]. So far, there is in fact no clear agreement among
scientists, researchers and practitioners that Industry 4.0 will lead to greater environmental
sustainability [38]. The fact that some of the technologies, like 3D printing, are still in
their infancy, adds to the uncertainty about their environmental credentials, even though
they have been shown to benefit manufacturing [82,83] suggest that, to add more certainty
about the benefits of such technologies, one should use a model based on the TBL [83].
The advantage of using such a model is that it makes it easier to measure technologies’
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contributions to society and the environment. Their own studies conclude that Industry 4.0
technologies are good for both these aims, regardless of the industry a company operates
in or how big it is and reference [26] reached similar conclusions about the benefits of
Industry 4.0 and its contribution to environmental sustainability. Research by reference [84]
also reached optimistic conclusions about Industry 4.0’s contributions to environmental
sustainability, particularly energy efficiency and resources. However, they also warned
that more studies are needed to gauge results.

Comprehensive digitization can help companies make more effective use of these
strategies because it provides real-time and precise information about the environment,
according to references [85,86]. A study of the previous literature by reference [7] looked
at different ways of addressing the issue of sustainability and Industry 4.0. It took into
consideration interviews with experts in the field [27], exploratory studies [85], statistical
data and other materials about waste and its effects on the environment. This literature
review revealed that there are still significant challenges in implementing Industry 4.0 tech-
nologies and that more needs to be done to understand their full impact (both positive and
negative) on the sustainability. New research would help scientists and practitioners better
understand how Industry 4.0 technologies can contribute to the achievement of the United
Nations sustainable development goals (SDGs) by improving TBL sustainability [7,39].

3. Hypotheses Development
3.1. Hypotheses Development of Relative Advantage

The phrase ‘relative advantage’ refers to the advantage one gets by using new tech-
nology as opposed to using what came before [87]. What innovation is sought depends
on what the user wants to improve [59]. Innovations whose advantages are very clear,
such as strategic effectiveness (e.g., increasing sales) and operational effectiveness (e.g.,
reducing costs) are more likely to be adopted [88]. Industry 4.0 technologies have so far
shown that they can considerably improve processes and practices, so they have a good
chance of being adopted [89]. Relative advantage has been found to play an important
role in technology diffusion so this concept must be studied ever more in the context of
Industry 4.0 [90–92].

Disruptions created by 4.0 technologies in relation to environmental sustainability
were identified by reference [93]. Technologies like Big Data, cloud computing and the IoT,
which all form part of Industry 4.0, can contribute towards controlling pollution, carbon
dioxide (CO2) emissions, and climate change, while improving water treatment and waste
management, as well as more sustainable supply chains.

Chinese companies were implementing radio-frequency identification (RFID) tech-
nologies and found that relative advantage created a positive but not very significant
impact [94]. A review of Big Data innovations by reference [95], meanwhile found that
Big Data’s ability to contribute to innovation, competition, productivity, customer value
and ideal business solutions had a big impact on Big Data’s implementation by several
companies. In the context of environmental sustainability, this is very good because, as the
empirical study by reference [96] shows, Big Data is a strong predictor of more social and
environmental protection. The advantages of Big Data are so prevalent for sustainability
because, Big Data can transform the way businesses operate and respond to situations.
Like Big Data, cloud computing can also contribute towards reducing costs and faster
performances, as well as provide important back-up options [97]. Taking all this into
consideration, this paper therefore posits that relative advantage is a main factor that
can persuade companies to adopt Industry 4.0 technologies, because companies adopt
technologies whose benefits clearly outweigh any downsides. Industry 4.0 is associated
with flexibility, higher customization and more resource efficiency, so it is in a good position
for implementation by several companies and industries of all sizes.

Hypothesis 1a (H1a). There is a significant positive relationship between relative advantage and
effective implementation of I4.0.
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Hypothesis 1b (H1b). There is a significant positive relationship between relative advantage and
TBL sustainability.

Hypothesis 1c (H1c). Effective implementation of I4.0 mediates the relationship between the
relative advantage and TBL sustainability.

3.2. Hypotheses Development of Complexity

Technologies are considered to be more complex the more challenging they are to
use [60]. The higher the level of complexity, the less they are likely to be adopted [98]. Lack
of technical expertise often hinders SMEs from adopting Industry 4.0 technologies because
of their complexity [99]. Complexity is usually measured by looking at the number of
diverse relationships and the number of diverse elements. Cyber-physical systems have
multiple heterogeneous specialized devices which are able to operate flexibly according to
the environment they are in. They do this with the help of data analysis and applications
which integrate different business functions and innovations [100]. However, for such a
system to work smoothly, there should ideally be a set of protocols and communication
standards that make integration across business functions easier. Making hardware and
software run smoothly together can be particularly complex [16]. When there is a lot of
complexity, users often feel confused and are not sure about how to use a technology.
This can negatively affect the decision to adopt new technology [101]. Studies in the
past have identified a strong correlation between functionality and the decision to adopt
new technologies [102,103]. Attitudes of individuals towards technology are usually
based on the perception of complexity [103,104]. For example, blockchain technology is
often perceived as complex by individuals and so they find it difficult to understand and
have confidence in it unless it is integrated in easier-to-use systems [105]. The transaction
mechanisms of blockchain have raised concerns about their speed. Furthermore, blockchain
implementation can partly be hindered by security challenges or the fact that the technology
is still in its infancy [106]. When users feel that they don’t have much control over the
outcome of a system, they become increasingly suspicious about that system [107]. From
companies’ point of view, they will be less likely to adopt a new technology if they see it as
very complex and incompatible with their present technologies and practices [108].

Hypothesis 2a (H2a). There is a significant positive relationship between complexity and effective
implementation of I4.0.

Hypothesis 2b (H2b). There is a significant positive relationship between complexity and
TBL sustainability.

Hypothesis 2c (H2c). Effective implementation of I4.0 mediates the relationship between complex-
ity and TBL sustainability.

3.3. Hypotheses Development of Compatibility

How much a new technology is compatible with existing company structures, in-
frastructure, procedures and values influences its likeliness of being adopted [63]. The
most ideal situation is when new technologies are compatible with current technological
infrastructure and work practices [109]. For SMEs, to avoid resistance from employees, it
is important that changes are compatible with their culture [98]. E-businesses are techno-
logical by nature, so they have a good starting point, but they still need to find systems
compatible with their organization. Old production systems and work practices can greatly
hinder the implementation of Industry 4.0 technologies [110]. Without proper compati-
bility, there is a real risk of implementation failure [111]. The issue of the importance of
compatibility has come up in several studies.

Thus, this study can conclude that if SMEs have negative feelings towards advanced
technologies, they will find their implementation hard to master. If, however, Industry
4.0 is concomitant with the technology that companies already use, then its technologies
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will more likely be successful in SMEs. In a study [112] concluded that the higher the level
of perceived structure compatibility, the more likely it was that advanced technologies
would be adopted. An empirical study by reference [92] reached a similar conclusion about
Malaysian manufacturing SMEs. The study claimed that compatibility leaves a positive
impact and persuades employees to take up the use of a new technology. When the new
processes fit with the old system, companies are more likely to implement a new value
creation approach [89].

An empirical study was carried out to look into the implementation of additive
manufacturing (AM) technology in the production of industrial parts. Similar to the
other studies, they too found that the introduction of AM technology is dependent on
compatibility with older systems, processes and infrastructure [79]. Study by reference [113]
also confirmed the positive relationship between compatibility and the implementation of
new technologies, as did reference [114], who also pointed out that Industry 4.0 technologies
can introduce alternative socio-economic models in societies that adopt them widely and
so change the trajectory of nations, making them more in harmony with their natural
surroundings. Technologies which achieve this harmonization of man and nature are
known as green, or clean, technologies. They use existing processes, applications and
practices by making it better, helping society achieve sustainability goals and reduce harm
to the planet. The following indicator is based on these ideas.

Hypothesis 3a (H3a). There is a significant positive relationship between compatibility and
effective implementation of I4.0.

Hypothesis 3b (H3b). There is a significant positive relationship between compatibility and
TBL sustainability.

Hypothesis 3c (H3c). Effective implementation of I4.0 mediates the relationship between compati-
bility and TBL sustainability.

3.4. Hypothesis Development of Trialability

Trialability is when potential adopters feel they have the chance to experiment with a
technology before adopting it full-scale [87]. Trialability reduces the anxieties of potential
adopters and so is an important feature in emerging technologies [115]. For SMEs, trial-
ability is essential because innovation funds tend to be limited and so they must know
immediately whether a new technology will bring benefits [116]. Trialability can be the
most important predictor of adoptability because trialability makes benefits of technology
faster [117,118]. The faster benefits can be revealed, the faster the implementation will
be [117]. Trials are good because they put potential adopters’ minds at ease and show that
a technology is less complex than it might seem at first [119]. Trials also make it possible to
iron out issues that might make it difficult for a company to adopt a technology. [120].

The literature clearly shows that the chance to trial a technology greatly improves
its likelihood of implementation. Implementation of cloud technology was studied by
reference [121] and found trialability to be a major factor that affected its implementation
in micro, small and medium enterprises. A study by reference [91] similarly found a clear
connection between trialability and technology implementation. Studying the main factors
that persuade companies to adopt Big Data technologies, and reference [95] concluded that
trialability was one of the strongest factors [122]. However, in a similar study about 3D-
printing in United States manufacturing, reference [123] found more mixed results about
the effects of DOI and suggested that more research is needed to confirm its effectiveness.
Considering all the advantages that trialability seems to offer, BDA service providers
should offer a trial version to generate higher implementation rates of their technologies
among SMEs.

Hypothesis 4a (H4a). There is a significant positive relationship between trialability and effective
implementation of I4.0.
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Hypothesis 4b (H4b). There is a significant positive relationship between trialability and
TBL sustainability.

Hypothesis 4c (H4c). Effective implementation of I4.0 mediates the relationship between trialabil-
ity and TBL sustainability.

3.5. Hypotheses Development of Observability

Observability refers to how much the results of an innovation are visible to out-
siders [63]. Observability is defined by reference [124] as “the process by which companies
observe the success factor of other firms that have already adopted that technology”. So far,
studies have given inconclusive evidence about how much observability affects technology
implementation rates. However, reference [125], who studied the issue, have suggested that
observability is a considerable factor in implementation. There is some evidence for this
because reference [126–128] tested the issue empirically and found a significant relationship
between observability and technology implementation. Reference [129] also found a sig-
nificant relationship in his study, which was about BDA implementation in supermarkets.
However, the relationship remains controversial and has been said to be weak [95,129].
Although this study will remain cognizant about this controversy, observability does seem
to have some positive effects, so the hypotheses being presented are:

Hypothesis 5a (H5a). There is a significant positive relationship between observability and
effective implementation of I4.0.

Hypothesis 5b (H5b). There is a significant positive relationship between observability and
TBL sustainability.

Hypothesis 5c (H5c). Effective implementation of I4.0 mediates the relationship between observ-
ability and TBL sustainability.

3.6. Hypothesis: Development of Effective Implementation of I4.0 and TBL Sustainability

The high costs of I4.0 implementation act as an investment barrier for SMEs [130].
Apart from the technical challenges of implementation, there are also concerns about how
well organisations and society can engage with I4.0 [131]. Clearly, for implementation to
be successful, both human and technical aspects must be addressed [132,133]. Integration
of I4.0 technologies in organisations must be vertical, horizontal and end-to-end [134,135].
Vertical integration adds flexibility, agility and efficiency into a reconfigured production
system by integrating several hierarchical systems in an organisation [136]. Horizontal
integration is the integration of value networks into smooth cooperation in the value chain
across firms and organisations [137]. End-to-end engineering makes unique creations in
the value chain possible [22]. Full integration of all these aspects results in more flexibility,
faster lead times and more efficient market reach [138]. The environmentally approachable
technologies used across several sectors decrease cost and boost turnover [139].

Hypothesis 6 (H6): There is a significant relationship between effective implementation on I4.0
and TBL sustainability.

Relationships among variables and their direct and indirect effects are depicted clearly
in Figure 1 below.
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This research aims to measure the impact of innovation characteristics on effective
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as seen in the framework are used in this study. The research (Figure 1) shows that
the innovation characteristics of Industry 4.0 technologies assisting SMEs to attain TBL
sustainability through effective implementation of Industry 4.0.

4.1. Population and Sampling

The authors employed a cross-sectional approach and obtained quantitative data
through a questionnaire-based of registered SMEs in Malaysia. The population of the
study comprised of the SMEs from the Malaysian SME Business Directory SME Corp. The
respondents for the study were the higher-level managers who were familiar with Industry
4.0 implementation and more familiar with their organizational practices [140].

For Structural Equation Modelling (SEM) studies, reference [141] proposed a suit-
able sample size of 200 as minimum and 400 as maximum. The authors used G-Power
version 3.1 to determine the sample size. The study required a sample size of 255 based
on a power of 0.80 with a lower effects size of 0.055 to test the model with 6 predicters.
However, the authors decided to collect data from more than 300 SMEs in Malaysia to
avoid any probable difficulties from a small sample size. The study adopted a simple
random sampling method to identify the potential respondents for the study. The au-
thors contacted the respondents through e-mail, phone calls, and personal visits and sent
1100 questionnaires to the SMEs’ managers. In reply, 409 questionnaires were returned
while 13 were incomplete and the incomplete questionnaires were excluded from the
analysis. Hence, 396 responses were used for the final data analysis.

4.2. Measurements

The questionnaire used in the study was reliable and valid as the measurement items
were taken from existing literature. The 5-point Likert scale (where 1 stands for strongly
disagree and 5 for strongly agree) was employed in this study in order to make choosing
options as easy as possible for the respondents. The measurement items used in the
questionnaires are presented in Table 1 along with their sources.
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Table 1. Measurement item and the sources.

Variables & Constructs Items Sources

Relative Advantage The use of smart technologies enables our organization to:

RA1 Reduce the cost.

[89,92]

RA2 Increase resource efficiency.
RA3 Enhance energy efficiency monitoring system.
RA4 Improve material usage.
RA5 Build lightweight products.
RA6 Produce customized products.
RA7 Increase sales and revenue

Complexity
CX1 Smart technologies are easy to understand.

[4,87,89]

CX2 Smart technologies are easy to implement.
CX3 Using smart technologies for implementing Industry 4.0 is easy.
CX4 Our organization has adequate infrastructural systems to implement smart technologies.
CX5 Our employees have knowledge and understanding of smart technologies.
CX6 Our employees do not require a lot of training to adopt smart technologies.
CX7 Our organization has the technical support to implement Industry 4.0.

Compatibility
CP1 Smart technologies fit our company well to implement Industry 4.0.

[92]
CP2 The execution of smart technologies requires few firm-specific adaptations.
CP3 We can integrate the software easily for smart technologies into our existing IT setting.
CP4 Smart technologies are compatible with the existing values of our employees.
CP5 Smart technologies are compatible with the mentality of our employees.

Trialability
TRL1 The results of introducing smart technologies are apparent to our organization.

[90,142]
TRL2 Our organization had a great deal of opportunity to try various smart technologies.
TRL3 Using the smart technologies provide greater control over our operational activities.
TRL4 It is easy to recover from mistakes when using the smart technologies.
TRL5 Ability to undo operations are adequate when using the smart technologies.

Observability
OBS1 Our organization observes competitor’s initiatives on Industry 4.0.

[87,90]
OBS2 Implementing smart technologies helps us to perform better than domestic competitors.
OBS3 Implementing smart technologies helps us to perform better than competitors.
OBS4 Our employees can easily observe others using smart technologies in the organization.
OBS5 Implementing smart technologies will generate a good image of the organization.

Industry 4.0
implementation While implementing Industry 4.0, our organization’s technological integration.

IND1 Enhances employees’ innovation performance.

[143]

IND2 Helps employees to manage the tools and techniques.
IND3 Enables to create a variety of products.
IND4 Allows to improve the product quality.
IND5 Makes the inventory related information visible throughout the supply chain.
IND6 Helps to maintain a smart product order management system.
IND7 Assists for early market entrants.

TBL sustainability The effective implementation of Industry 4.0 enables our organization to:
TBLS1 Reduce the energy consumption.

[144–
147]

TBLS2 Reduce the air emission.
TBLS3 Reduce the waste of water.
TBLS4 Reduce the cost of purchasing materials.
TBLS5 Increase return on financial assets.
TBLS6 Increase annual sales revenue.
TBLS7 Our organization focuses employee awareness on sustainability.
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4.3. Methods of Analysis

Multivariate analyses should be applied to studies that want to understand the data
structure in high dimensions [148]. The multivariate analysis method is used to analyse
data consisting of many variables, and it is suspected that these variables are related to
each other [149]. There are three types of multivariate analyses, namely, dependency,
interdependence, and structural models. The structural modelling technique is a tech-
nique that tries to analyse the relationship between dependent and independent variables
simultaneously [150].

A complete SEM model basically consists of a measurement model and a structural
model. Measurement models are intended to confirm a dimension or factor based on em-
pirical indicators. Structural models are models regarding the structure of the relationship
that forms or explains causality between factors. Some of the steps that must be taken to
make a complete model are (a) Development of theory-based models; (b) Development
of flowcharts to show causality; (c) Conversion of flowcharts into a series of structural
equations and measurement model specifications; (d) Selection of input matrices and esti-
mation techniques for the built model; (e) Assessment of identification problems; (f) Model
evaluation/Goodness of Fit; (g) Interpretation and Modification of the model.

The accuracy of a model is reviewed through various goodness of fit criteria, most
of which are carried out automatically by the AMOS software. Complete evaluation
of the model consists of (a) Evaluation of sample size, (b) Evaluation of normality and
linearity assumptions. When SEM is estimated with Maximum Likelihood by calculating
the critical ratio whose value range is ±2.58; (c) Evaluation of outliers, namely data that
has unique characteristics that look very different from other observations and appear in
the form of extreme values for univariate outliers or multivariate outliers. The evaluation
of univariate outliers is done by calculating the z-score value with a threshold in the
range of ±3.00 while the evaluation of multivariate outliers can be analysed by looking
at the rarity of an observation of the average of all variables in a multidimensional space
(Mahalonobis distance) [141,151]; (d) Evaluation of assumptions on multicollinearity and
singularity; (e) Evaluation of goodness of fit criteria with cut-off value is presented in
Table 2 [151]; and (f) Analysis of direct effects, indirect effect, and total effect. The three
valid criteria to be met to analyse the SEM path structure, namely unidimensionality
(factor loading ≥ 0.50), discriminant validity (correlation ≥ 0.30), and internal reliability
(Cronbach alpha ≥ 0.70) [152].

Table 2. Goodness of fit indices.

Goodness of Fit Indices Cut-Off Value

Chi square Expected small

CMIN/DF ≤2.00

RMSEA ≤0.08

GFI ≥0.90

AGFI ≥0.90

TLI ≥0.95

CLI ≥0.95

5. Results

The questionnaire for this research tackled I4.0 practices among SMEs in Malaysia
which was the target population and the unit of analysis was the organisation. The respon-
dents were managers with at last three years of experience in I4.0 implementation. The list
was obtained from the SME Corporation and Federation of Malaysian Manufacturing.

When conducting multivariate analyses by developing SEM, researchers need to prop-
erly address the inability of the developed model to produce good estimates. Therefore,
the model must be evaluated before being used to estimate each parameter. The SEM
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model, when estimated using Maximum Likelihood Estimation, requires the fulfilment
of normality assumptions that can be obtained by observing the critical ratio from the
results of the assessment of normality in output AMOS program. But before that, the factor
loading of each parameter and the reliability of each construct must first be ensured to
meet the requirements. The loading factor value is taken from the estimation of Standard-
ized Regression Weights, while the reliability test was carried out by using the split-half
Cronbach’s Alpha method [151,152]. The results are summarised in Table 3.

Table 3. Factor loading, reliability, and critical ratio.

Constructs Indicators Factor Loading Reliability Critical Ratio Results

Relative Advantage

RA 1 0.99

0.830

−2.025 A
RA 2 0.98 −2.180 A
RA 3 0.98 −2.110 A
RA 4 0.82 −0.214 A
RA 5 0.76 −2.038 A
RA 6 0.06 −4.438 NA
RA 7 0.05 −3.197 NA

Complexity

CX 1 0.96

0.821

−2.396 A
CX 2 0.97 −2.312 A
CX 3 0.96 −2.221 A
CX 4 0.74 −2.052 A
CX 5 0.76 −1.305 A
CX 6 0.47 −2.711 NA
CX 7 0.12 −3.033 NA

Compatibility

CP 1 0.91

0.954

1.628 A
CP 2 0.97 −2.430 A
CP 3 0.98 −2.543 A
CP 4 0.92 −2.336 A
CP 5 0.85 −2.181 A

Trialability

Trl_1 0.60

0.877

−0.895 A
Trl_2 0.97 −1.952 A
Trl_3 0.98 −0.209 A
Trl_4 0.92 −2.343 A
Trl_5 0.75 −2.458 A

Observability

OB 1 0.42

0.646

−3.889 NA
OB 2 0.14 −3.774 NA
OB 3 0.98 −2.473 A
OB 4 0.99 −2.509 A
OB 5 0.98 −2.565 A

Effective implementation of
Industrial 4.0

IND 1 0.59

0.771

−2.369 A
IND 2 0.62 −1.775 A
IND 3 0.47 −4.321 NA
IND 4 0.09 −3.389 NA
IND 5 0.97 −0.359 A
IND 6 1.00 −0.357 A
IND 7 0.99 −0.441 A

Triple Bottom Line
(Sustainability)

TBL 1 0.33

0.942

−3.488 NA
TBL 2 0.31 −4.421 NA
TBL 3 0.36 −2.102 A
TBL 4 0.37 −2.153 A
TBL 5 0.95 −2.221 A
TBL 6 0.98 −2.455 A
TBL 7 0.97 −2.474 A

Note: A (Achieved), NA (Not Achieved), the bold numbers are invalid and unnormaly distributed.
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There are 12 parameters that do not meet the minimum loading factor limit, namely
0.50. The produced customized products (RA_6) and increase sales and revenue (RA_7)
parameters were not valid to measure the relative advantage construct. These indicators
were also not normally distributed. The training (CX_6) and technical support (CX_7)
parameters were not valid or normally distributed. Competitor’s initiative on Industry 4.0
(OB_1) and implementing smart technologies to perform better than domestic competitors
(OB_2) are unimportant to the respondents. They expected the implementation of technol-
ogy to make it easier for them to work and were not keen about it adding product variety
(IND_3) and improving its quality (IND_4). Therefore, these indicators could not measure
the constructs and hence could not be used for the next steps. Since many parameters of the
sustainability variable were not valid, this study maintained the third parameter (TBL_3)
and the fourth parameter (TBL_4). This can still be tolerated if the number of research
samples is very large or far above the minimum requirements [141]. In addition, the critical
values of the two parameters met the requirements, so it can be concluded that both are
normally distributed and feasible to be maintained.

The final stage of testing the SEM model used in the study is to calculate the number
of parameters that will be compared with the cut-off value of goodness of fit as shown in
Table 4. The chi square and GFI test results in marginal conditions, while others have good
conditions. Therefore, the model is fit for the next steps i.e., predicting direct and indirect
impact of independent variables (relative advantage, complexity, compatibility, trialabil-
ity, and observability) on dependent variable (sustainability) through implementation of
Industry 4.0 as mediating variables.

Table 4. Goodness of fit.

Criteria Cut-Off Value Model Test Result GOF Condition

X2 Chi square The smaller the better 793.1 Marginal
Probability ≥0.05 0.208 Good
CMIN/DF ≤2.00 1.673 Good

RMSEA ≤0.08 0.059 Good
GFI ≥0.90 0.918 Good

AGFI ≥0.90 0.932 Good
CFI ≥0.90 0.804 Marginal

Because the developed model still has a large residual, the researchers modified
the model. Modifications can be made with a fairly strong theoretical justification. If
the standardised residual covariances matrix has a value outside the ring ± 2.58 and
probability < 0.05, then the estimated model needs to be modified [152]. In addition, re-
searchers also pay attention to the large value of the modification indices and the strongest
theoretical basis. By estimating the coefficient, the chi square value will decrease, and the
model improves better [149]. The best estimated value resulting from multiple modifica-
tions is shown in Figure 2.

The estimation summary is presented clearly in Table 5. Relative advantage positively
and significantly affects effective implementation of I4.0. The relative advantage from using
innovative information technology increases the desire of SMEs to implement I4.0 by 13%
(Hypothesis H1a) and the environmental performance by 30% (Hypothesis H1b). These
findings are in line with the research of reference [91,96,97]. Our respondents recognised
that smart technology is easy to understand and support the implementation of I4.0.
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Most SMEs have adequate infrastructural systems to implement smart technologies.
Their employees have the necessary knowledge and understanding of smart technologies
so that they do not need a lot of training and have no problem in applying it. Businesses
also have the technical support to implement Industry 4.0. Therefore, the perception of low
complexity significantly increases the implementation of Industry 4.0 by 28% (Hypothesis
H2a) and environmental or sustainability achievement by 11% (Hypothesis H2b).

Compatibility of the system with the technological conditions of SMEs is the concern
of this study. If the smart technology is compatible with the organisation’s system, they
will easily accept to adopt Industry 4.0. On the other hand, if the company has to make
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various adjustments, like, for example, integrating software, they will be more reluctant to
adopt Industry 4.0. This research asked SMEs about the compatibility of smart technology
and their willingness to adopt Industry 4,0. The more compatible their systems, the more
interested SMEs were in adopting Industry 4.0 (Hypothesis H3a), which in turn makes it
easier for them to reach their sustainability goals (Hypothesis H3b).

Due to the limited funds that SMEs have, it is important for them to have the oppor-
tunity to try out new technologies before adopting them. Doing this helps them see the
performance benefits of the new technology as well as iron out any difficulties that the
implementation might encounter. This process makes implementation easier and more
cost-effective because it deals with issues before an expensive roll-out [112]. If, after trying
the technology, they feel the benefits, then, they will not hesitate to adopt it [114]. This
is evident from the estimation results. There is a significant effect of trialability on I4.0
implementation by 26% (Hypothesis H4a). Using smart technologies provides greater
control over operational activities because it is easy to recover from mistakes when using
smart technologies. If SMEs feel that they can reduce waste in production and reduce error
rates, then the sustainability goals will be achieved. This causes trialability to have a high
positive and significant effect on sustainability by 55% (Hypothesis H4b).

SMEs need to evaluate their business performance by comparing it with that of
their competitors. By adopting I4.0, they can easily see the business performance of
their competitors. Even though the effect is very weak, at only 1%, it has a significant
effect (Hypothesis H5a). Smart technology is able to streamline the process of monitoring
business operations, and analysing customer wishes and complaints. These processes
can be done easily without consuming a lot of resources. Therefore, observability has a
positive effect on sustainability goals, and seems to improve them by 16% following I4.0
implementation (Hypothesis H5b).

This study also observes the indirect effect of relative advantage, complexity, compati-
bility, trialability, and observability on sustainability goals through I4.0 implementation as a
mediating variable, as shown in Table 6. By using the result of standardised indirect effects,
this research shows that the implementation of I4.0 mediates the effect of relative advan-
tage (H1c) by 14.3%, complexity (H2c) by 29%, trialability (H4c) 27.7%, and observability
(H5c) by 10.2% on sustainability goals. However, I4.0 implementation cannot mediate
perfectly the effect of compatibility on sustainability goals (H3c). For summary of research
hypothesis refer Table 7.

Table 6. Standardized indirect effects.

RA CX CP TRL OB IND TBL

IND 0.000 0.000 0.000 0.000 0.000 0.000 0.000
TBL 0.143 0.290 0.025 0.277 0.102 0.000 0.000
Sig 0.003 0.001 0.062 0.008 0.051 0.000 0.000

Table 7. Summary of research hypothesis results.

Research Hypotheses Results

H1a. There is a significant positive relationship between relative advantage and
effective implementation of I4.0. Supported

H1b. There is a significant positive relationship between relative advantage and
TBL sustainability. Supported

H1c. Effective implementation of I4.0 mediates the relationship between the relative
advantage and TBL sustainability. Supported
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Table 7. Cont.

Research Hypotheses Results

H2a. There is a significant positive relationship between complexity and effective
implementation of I4.0. Supported

H2b. There is a significant positive relationship between complexity and TBL
sustainability. Supported

H2c. Industry 4.0 implementation mediates the relationship between complexity
and TBL sustainability. Supported

H3a. There is a significant positive relationship between compatibility and I4.0
implementation. Supported

H3b. There is a significant positive relationship between compatibility and TBL
sustainability. Supported

H3c. Industry 4.0 implementation mediates the relationship between compatibility
and TBL sustainability. Supported

H4a. There is a significant positive relationship between trialability and I4.0
implementation. Supported

H4b. There is a significant positive relationship between trialability and TBL
sustainability. Supported

H4c. Industry 4.0 implementation mediates the relationship between trialability and
TBL sustainability. Supported

H5a. There is a significant positive relationship between observability and I4.0
implementation. Supported

H5b. There is a significant positive relationship between observability and TBL
sustainability. Supported

H5c. Industry 4.0 implementation mediates the relationship between observability
and TBL sustainability.

Partially
Supported

6. Discussion

Social equity, ecological integrity, and financial profitability, known as the triple bottom
line or sustainability goals, are important measurements for small and medium enterprises
(SMEs) that are often ineffective and inefficient in running their business. The achievement
of sustainability goals is not only about environmental performance [7] but also about
improving capabilities in serving consumers more efficiently and effectively [14,18,19].
To reach their sustainability goals, SMEs should have innovation characteristics, such as
relative advantage, complexity, compatibility, trialability, and observability to effectively
implement I4.0. These characteristics increase the willingness of SMEs to implement I4.0
and improve their environmental performance [39] Therefore, the aim of this research is to
analyse the effect of innovation characteristics on the implementation of I4.0.

The results of the hypothesis test show that relative advantage created a very signif-
icant impact on the effective implementation of I4.0. Meanwhile, it has been observed
that Chinese companies that adopted RFID technologies without relative advantage could
not increase their performance [94]. Most respondents believe that I4.0 implementation
results in cost reductions, more efficient use of resources and better monitoring systems,
which in turn increases sales and revenues. Companies become more agile businesses able
to produce customized products. This research also found that implementation of I4.0
increases sustainability performance by 58%. Even though the investment in technology is
quite high, many SMEs believe that the benefits will outweigh the disadvantages, as also
stated by reference [97].

Complexity in using smart technologies reduces the likelihood of them being adopted [98].
This research asked respondents whether smart technology is easy to understand and
implement, whether SMEs have adequate infrastructural systems and whether employees
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have the required knowledge. The uncomplexity perception in using smart technology has
a positive significant effect on I4.0 implementation and sustainability performance.

Compatibility of technology with existing IT is also a main issue when SMEs want to
adopt I4.0. Smart technologies should be compatible with the existing values and mentality
of the employees in organisations. Similar to other studies, when the new processes
fit with the old systems, companies are more likely to implement a new value creation
approach [92,112]. So, the findings related to compatibility indicated a significant impact
on effective implementation of I4.0. Although giving smaller impact to sustainability goals
by 21%, this research found the same result as that of reference [114]. I4.0 technologies
have the ability to create harmony with their natural surroundings.

Trialability is an important feature in emerging technologies [107] because it signifi-
cantly increases the I4.0 implementation rate [118]. This research has an inline result with
previous studies. Trialability decreases SMEs’ resistance to adopting technology. In addi-
tion, trialability can improve sustainability performance because it reduces the possibility
of human error when using smart technology.

The ability of technology to track competitors’ success was not a major concern for
most respondents in this study. This is contrary to previous studies, such as that of refer-
ence [120–124], that found a significant relationship between observability and technology
implementation. This research is in line with the study conducted by reference [97,129].
Malaysian SMEs are more focused on sustainability goals. This is indicated by the influence
of observability on sustainability goals, which is greater than on the implementation of
I4.0, and this is why the implementation of I4.0 does not fully support the influence of
observability on sustainability goals.

7. Implications of the Study

Roger’s diffusion of innovation model in the research highlighted the significance
of the attitude toward Industry 4.0 adoption and implementation intention in terms of
attaining the sustainable development goals. This study thus includes several significant
implication CEOs, owners and managers of the SMEs. Therefore, the implications of the
study are not restricted to Malaysia SMEs only, but may potentially benefit companies
operating in other emerging and advanced economies. First of all, the study indicates that
the innovation characteristics of Industry 4.0 technologies play a key role in the adoption of
Industry 4.0 towards achieving sustainable development goals. Therefore, SMEs managers
should do their utmost to foster the technology’s characteristics of innovations: the relative
advantages of Industry 4.0 to meet the customer requirements in sustainable manners, such
as the cost reduction, enhanced energy efficiency, sales and revenue proficiency; introduce
Industry 4.0 technologies more flexible and more compatible for quick adoption; reduce the
difficulties of Industry 4.0 technologies and make it easy to learn and use for the employees.
SMEs can observe and go for a trailable project toward their potential customers as well.

8. Conclusions, Recommendation, and Limitation

The technology of innovation theory has been applied to measure effective imple-
mentation of I4.0. Not many studies have been conducted in this regard and this study
will bring more insights to companies adopting the concept. Prior research ignored the
meditation effect of effective implementation of I4.0 and this research has addressed this.
This study also makes a contribution by developing a model which has been tested hypo-
thetically and will be a significant study for Malaysian SMEs. Attempts to measure the
implications of I4.0 on TBL sustainability has also been done in this research. This research
has proven that technology innovations influence positively on effective implementation
of Industry 4.0 and sustainability goals. Implementation of I4.0 mediates the relationship
between technology innovation and sustainability goals. However, the indirect effect of
observability to sustainability is not really significant. This research concludes that the im-
plementation of I4.0 partially supports the relationship between these two variables. Time
constraints due to the pandemic were a real challenge. Another limitation is that the only
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social variable considered is the level of awareness about sustainability among employees.
The ideal number of respondents should be improved for future studies. Studies can be
extended to other industries. More studies can be done in other countries to compare the
implementation of I4.0.
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