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Abstract: IT technologies related to Industry 4.0 facilitate the implementation of the framework
for sustainable manufacturing. At the same time, Industry 4.0 integrates IT processes and systems
of production companies with IT solutions of cooperating companies that support a complete
manufactured product life cycle. Thus, the implementation of sustainable manufacturing implies
a rapid increase in interfaces between IT solutions of cooperating companies. This, in turn, raises
concerns about security among manufacturing company executives. The lack of a recognized
methodology supporting the decision-making process of choosing the right methods and means of
cybersecurity is, in effect, a significant barrier to the development of sustainable manufacturing. As
a result, the propagation of technologies in Industry 4.0 and the implementation of the sustainable
manufacturing framework in companies are slowing down significantly. The main novelty of this
article, addressing the above deficiencies, is the creation, using the combined DEMATEL and ANP
(DANP) and PROMETHEE II methods, of a ranking of the proposed three groups of measures, seven
dimensions and twenty criteria to be implemented in companies to ensure cybersecurity in Industry
4.0 and facilitate the implementation of the sustainable production principles. The contribution
of Industry 4.0 components and the proposed cybersecurity scheme to achieve the Sustainable
Development goals, reducing the carbon footprint of companies and introducing circular economy
elements was also indicated. Using DANP and PROMETHEE 1II, it can be concluded that: (i) the
major criterion of cybersecurity in companies is validation and maintaining electronic signatures and
seals; (ii) the most crucial area of cybersecurity is network security; (iii) the most significant group of
measures in this regard are technological measures.

Keywords: sustainable manufacturing; Industry 4.0; cybersecurity; carbon footprint; DANP;
PROMETHEE II

1. Introduction

The implementation of IT technologies related to Industry 4.0 in companies also fa-
cilitates the implementation of the framework for sustainable manufacturing. However,
Industry 4.0 covers not only production companies, but also connects cooperating compa-
nies that process order, production, distribution, sales, service and recycling sequentially.
In this context, the possibility to integrate the processes, products and IT systems of the
sustainable manufacturing process participants is additionally essential for modern pro-
duction. In the era of developing strategies of sustainable manufacturing and Industry
4.0 manufacturing companies strive to digitize business processes in no time. As a result,
the amount of information processed both in the internal IT systems of manufacturing
companies and sent to external business to business solutions between cooperating com-
panies is growing rapidly. This process, however, causes concerns of the management
of production companies regarding the security of their databases, e.g., information on
contractors, orders, know-how and production recipes.

At the same time, literature studies show that among all the characteristics of digital
production, relatively little research is dedicated to security, and it is the least recognized
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area of Industry 4.0 and sustainable manufacturing. Therefore, the problem concerning the
lack of a proper definition of methods and ways of implementing cybersecurity measures is
a significant barrier slowing down the introduction of sustainable development principles
in companies and production processes. Simultaneously, many researchers are now calling
for a direct link and mutual penetration of digital technologies emanating from Industry
4.0 with the principles of sustainable manufacturing. Such integration makes production
systems increasingly environmentally friendly, as well as more socially and economically
beneficial. Jamval at al. [1] state that Industry 4.0 facilitates the implementation of sus-
tainable manufacturing both directly and indirectly and claim that non-optimized supply
chains are the main barriers to the introduction of sustainable development in the latest
production technologies related to Industry 4.0. Sustainable manufacturing introduces
the possibility of producing economically effective short series of non-standard products
in factories closest to the order recipients. This, in turn, reduces the need for storage
space, transport distances, greenhouse gas emissions and pollution [2-5]. Industry 4.0
technologies can increase the environmental efficiency of circular economy processes in
the field of recycling, reusing, redesigning and regeneration by providing the necessary
information about the condition of the product and error detection [6]. Moreover, they
reduce production waste generating, which is an integral part of sustainable production.
Thus, the development of technology in the field of Industry 4.0 has a direct impact on
sustainable manufacturing [7]. Kaivo-oja at al. [8] notice that sustainable Industry 4.0 and
sustainable manufacturing should be built concurrently.

Sustainable manufacturing is linked to Industry 4.0, which includes a vast number
of technologies. Attempts to define them were presented by Riiimann [9] and Wee [10].
They identified the same set of technologies. In their view, the components of the fourth
industrial revolution cover nine areas: Industrial Internet of Things [11-13], Cybersecu-
rity [14-16], Autonomous robots [17], Additive Manufacturing [18,19], Optimization &
Simulation [20,21], Horizontal and Vertical System Integration [22,23], Cloud Comput-
ing [24,25], Big Data Analysis [26,27] and Augmented Reality [28,29]. Each of the above
nine Industry 4.0 areas can contribute to sustainable manufacturing. For example, failure to
take into account the principles of cybersecurity in manufacturing companies may result in
cybercriminals taking control of the production IT systems and maintenance systems along
with critical infrastructure. As a result, there may be an uncontrolled emission of pollutants
into the air, leakages and discharges of waste into water reservoirs as well as damage to
the health of employees. Falsification of the data transmitted between the participants of
the Industry 4.0 process, e.g., between an ordering party and a manufacturer, may cause
disruptions in supplies, starting the production of unsolicited products, increasing the
amount of waste and energy consumption, and redundant transport.

Industry 4.0 is currently facing a number of new challenges [30] including remote work
of employees [31]. Until now, it has usually covered back-office employees. Currently, it is
a feasible mode of work also available for production workers. This enables progressive
robotization, numerical prototyping, remote quality control capabilities, reducing the
necessary human staff, as well as the dissemination of cloud programming. At the same
time, it is another impetus to increase the amount of processed and stored data [32].
Recruiting technically skilled workers in increasingly digitized companies poses another
challenge [33]. People from the next, younger and younger age groups are entering
the labour market, whose needs and expectations should be taken into account by any
company in order to effectively implement the new Industry 4.0 technologies and maintain
the continuity of production. Another challenge is the lack of interoperability [34] of
components, products and systems. Industry 4.0 naturally introduces agile methods
of operation, however, the lack of interoperability makes it difficult for companies to
implement innovations and even change suppliers.

As the COVID-19 virus has spread around the world, sustainable manufacturing,
Industry 4.0, and technologies related to them can be an essential tool for an economic
recovery, driving the shift to sustainable production. However, the measurement of
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Industry 4.0 is difficult due to the lack of a unified definition of this term and data, and
methods for its measurement [35]. Despite this, companies at different levels of maturity
and readiness for sustainable manufacturing should implement modern technologies
referring to it, now and in the after COVID-19 period, along with the growing interest in
sustainable development.

Enyoghasi et al. [36] point out that among the above nine features there is a research
gap in the area of cybersecurity for modern and sustainable manufacturing. Corallo et al. [37],
based on a review of the latest literature, also indicate the lack of positions indicating to
companies the specific and necessary solutions in the field of cybersecurity and notice
the existence of gaps in the methods of assessing the impact of cybersecurity on the
development of Industry 4.0.

Esmaeilian at al. [38] summarize that there is a lack of scientific research on the
topic of sustainable manufacturing, Industry 4.0 and cybersecurity methods. Additionally,
compared to other areas, there is a limited number of articles devoted to cybersecurity
in sustainable manufacturing and Industry 4.0 issues [39]. It is the least recognized area
of sustainable development. Therefore, there is a need for detailed research to explore
the possibilities of developing a sustainable production strategy by increasing the level of
cybersecurity. Often these concepts are treated separately in the literature. Yadev et al. [40]
stated that one of the Industry 4.0 technologies that contributes to sustainable development
in the context of production is cybersecurity management. The same postulates are made
by Gmelin et al. [41] and Xu et al. [42]. Blockchain digital security technology is utilized
by sustainable manufacturing to increase data cybersecurity in supply chains and the
manufacturing process. The same mechanism can be used to analyse indicators related to
sustainability, including the use of illegal production resources in the production process
and illegal work by stakeholders [38]. Moreover, the blockchain security technology used in
the industry may contribute to the popularization of green behaviour among the Industry
4.0 participants and reduce operating costs by minimizing the use of paper.

Standards, recommendations, and catalogues of good practice published by interna-
tional organizations, government agencies or recognized associations can directly support
companies in implementing cybersecurity solutions. However, they are often solutions
dedicated to selected industries, with the preference for critical infrastructure protection.
Cybersecurity of networks and information in the European Union is the subject of the NIS
EU Directive 2016/1148 [43]. The implementation of these solutions in the Member States
should increase national and Community capabilities to protect basic digital services. The
European Network and Information Security Agency (ENISA) and the European Cyber
Security Organization (ESCO) have successively published further standards in the field
of industrial cybersecurity [44,45]. More well-known cybersecurity guides published by
local regulators include the ANNSI publication set [46-48] by the French Network and
Information Security Agency (ANNSI) and the Industrial Control System Security Com-
pendium [49] by the German Federal Office for Information Security (BSI). The ANNSI and
ICS guides are intended for the management of industrial companies and contain sets of
good cybersecurity practices and define the necessary hardware, organizational and person-
nel resources, as well as audit methods for the implemented cybersecurity solutions. The
US federal agency, the National Institute of Standards and Technology (NIST) has issued a
group of guides NIST 800-53 [50]. Similar to them, the ISO/IEC 27000:2018 [51] standards
were published by a non-governmental organization, the International Organization for
Standardization (ISO). These both globally recognized groups of regulations introduce
over a dozen sets of cybersecurity structures, the implementation of which in the company
ensures that a good number of important requirements in the field of security management
are covered. Increasing cybersecurity in industrial control and automation systems can
be achieved by applying the ISA/IEC 62443 [52] series of standards published by the
International Society of Automation (ISA) and the International Electrotechnical Commis-
sion (IEC). In addjition to the regulatory solutions presented above, companies can use
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other approaches and methods as guides to facilitate the implementation of cybersecurity
solutions. One of them is risk assessment.

Cybersecurity effectiveness assessment can be conducted parallelly with risk as-
sessment in industrial systems [53]. Although both analyses have different goals, risk
assessment helps to locate and assess cybersecurity threats [54]. An additional advantage
of such a combined analysis is the ability to focus security operations on potential sources
of security threats highlighted in the risk analysis [55].

Another way to implement the cybersecurity solutions and assess the current se-
curity status of industrial companies is the DevOps methodology [56] and the related
agile methodology [57] taken from software production. Both approaches can be used in
the implementation and subsequent maintenance of security mechanisms. The method-
ologies are based on the phases: development planning, testing new solutions, ongoing
service, flexible implementation of new versions and constant monitoring of correctness
and performance.

To choose the best cybersecurity solutions that fit the nature of activities of companies,
methods for evaluating these solutions are helpful. In the work of Leszczyna [58], based on
an extensive review of the literature, it was found that although cybersecurity issues have
been known for decades and there are many methods of their assessment, there are only a
small number of articles that systematically review these methods of assessment. Particular
attention was paid to the possibility of the practical application of the analysed methods.
The vast majority of published works reviewing cybersecurity assessment methods are
not of practical use. They include only preliminary, pilot or hypothetical solutions in the
field of cybersecurity. Often, there are also no in-depth descriptions of the methods used
or their application requires unique support tools. It is also worth paying attention to the
possibility of testing IT solutions in the field of cybersecurity based on uniform criteria.
The review of available solutions indicates over 70 tools to support testing [59].

Most of the items in the literature are based on theoretical research. Lots of research
studies on sustainability and Industry 4.0 are conducted in a general manner, without
examining the mutual influence of the most important elements: a product, systems, pro-
duction processes and cybersecurity on improving the sustainable production process. As
aforementioned, with the growing popularity of sustainable manufacturing and Industry
4.0 processes, the amount of information sent between participants in these processes is
increasing, which, equally, makes companies increase concerns about the cybersecurity of
important databases and the final slowdown in the pace of implementing the principles
of sustainable development in manufacturing companies. Therefore, to counteract this
phenomenon, it is necessary to develop a set of cybersecurity measures and criteria, the
introduction of which will halt this unfavourable trend and become a driving force for the
further development of sustainable manufacturing.

It is difficult for the participants of sustainable Industry 4.0 processes to determine the
best way to ensure the company’s cybersecurity, supported processes and data exchange,
as well as the best implementation strategy for individual cybersecurity groups. As a result,
a bad decision may be made and resources may be misallocated. The introduction of new
solutions in companies usually means various organizational changes and new ways of
handling processes, additionally, the emergence of new technologies. The implementation
of cybersecurity solutions entails the occurrence of similar changes as mentioned above.

In this paper, three groups of measures have been proposed to describe the cyberse-
curity sphere: operational, technological, and organizational. In this context, the research
questions raised in this article arise: what should the order of implementation of these
groups be? Which of them is in fact the most significant? The article also proposes seven
cybersecurity areas containing twenty criteria. They should be taken into account when im-
plementing a security mechanism. Another research question is which of these parameters
and areas are the most vital? In view of the above questions, a hypothesis to be verified
can be put forward: the sphere of technological solutions is the most essential group of
cybersecurity measures in the scope of processes in Industry 4.0. Research questions were
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addressed in Section 3. Cybersecurity, a Sustainable Manufacturing Driving Force” and 5.
Results and Discussion’. The hypothesis was verified in Section 5.

The implementation of security solutions is costly and time-consuming in technology.
Finding answers to the questions posed and verification of the hypothesis may allow
modern manufacturing companies to correctly allocate human and technical resources and
reduce the risk of making a mistake when implementing cybersecurity solutions for the
needs of Industry 4.0 processes.

Despite the fact that the scientific articles contain examples of the use of hybrid multi-
criteria decision methods in the area of Industry 4.0, the gap in this respect is indisputable.
In principle, there are no articles on the subject of the sustainable Industry 4.0 production
proposing a three-tier cybersecurity scheme covering groups of measures, dimensions and
security criteria, as well as developing an evaluation of the elements of this scheme using
the DANP-PROMETHEE II method. This article fills this gap.

This work contributes to the literature by providing: (i) a proposal for a cybersecurity
structure divided into three groups of measures, seven dimensions and twenty criteria
necessary to be implemented to achieve sustainable manufacturing under Industry 4.0,
and (ii) a ranking of individual elements of this cybersecurity structure obtained by using
the hybrid methodology of the combined DANP (DEMATEL and ANP) and PROMETHEE
II methods.

The remainder of the article is organized as follows: Section 2 describes the Industry
4.0 digital support for sustainable production with an example of its use. Section 3 presents
cybersecurity as a driving force for sustainable manufacturing with the structure of the
proposed division of cybersecurity elements and their impact on sustainable development.
Section 4 describes the connected DANP and PROMETHEE II methodologies used to
evaluate the proposed safety parameters. Section 5 presents the evaluation of the criteria,
dimensions, and groups of cybersecurity measures using both methodologies. The last
section presents concluding remarks and an industry recommendation.

2. Sustainable Manufacturing Support by Digital Technologies of Industry 4.0

The example of digital data exchange between the participants of the Industry 4.0
processes presented in this section was based on the Polish company Nowy Styl. It is
the largest manufacturer of office chairs in Central and Eastern Europe and one of the
largest in Europe and, at the same time, one of the largest manufacturers of chairs installed
in stadiums around the world. An example of the company’s potential is a prestigious
contract for the supply of seats for the new stadiums built for the 2022 FIFA World Cup in
Qatar. The company has production plants in several countries, including fully automated
ones, and intensively implements the Industry 4.0 solutions so that items are produced in
an environmentally friendly and effective manner, as well as tailored to the preferences
of customers. Figure 1 shows the processes of digital data exchange between process
participants within Industry 4.0. Six of these data exchange steps are marked as (I)-(VI).
It is worth noting that in the absence of the implementation of one of the stages (I)-(VI),
the company may run the original classic production and service processes. On the
other hand, such an evolutionary approach enables companies to gradually reach the
full implementation of Industry 4.0 solutions. At Nowy Styl, the Industry 4.0 solutions
were implemented in stages (II)~(VI). The missing stage (I), however, is crucial to fully
exploit the possibilities of modern production. Remote order placement by the contractor,
combined with data exchange (I) between the ordering party and the manufacturer, in the
era of Industry 4.0 enables, in theory, direct and remote start of the production process.
However, in practice, the main obstacles are: the lack of integration of IT solutions owned
by individual parties to the process, the lack of support by ERP/MRP systems of the
Industry 4.0 solutions, the operation of ERP/MRP applications owned by the parties in
various operating systems (e.g., Microsoft Windows IoT, Linux, macOS and Android),
as well as the lack of a coherent cybersecurity mechanism accepted by the parties that
guarantees the integrity and non-repudiation of the origin of the data. Below, partly based
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on the business processes occurring in the described company, a generalized sustainable
production process is presented, which can be an example for companies that would like
to take advantage of the opportunities offered by the Industry 4.0 solutions.

(a) Market needs analysis
(b) Product design

v

| i
| 1
| i
i (c) Sales, i
| 1
i i
| 1
| |
| 1
I 1

Orders from contractors

O =

(d) Pre-production
(e) Orders to suppliers

(g) Distribution
W) y=

1)
.,))
1)

(h) Using, Support, and Service

V) =
(i) Recycling, Reusing,
and Redesigning

Post-production phase of the product

Figure 1. Digital data exchange between the systems of Industry 4.0 participants.

A generalized chain of activities: pre-production, proper production and post-production
is presented in Figure 1. The introduction of sustainable production processes requires a
comprehensive use of Industry 4.0 technologies. The mass data transfer occurring at each
stage (a)-(i) is characteristic and the communication between the IT systems of the process
participants: the ordering party, component supplier, producer, distributor, recipient
and service, and the need for cybersecurity these transmissions. The symbol of wireless
transmission in Figure 1 means encrypted and protected data transfer over the Internet.

In the first stage (a) presented in Figure 1, companies conduct market needs research
and on this basis, new products are designed (b). Subsequently, as a result of sales activities
(c), an order for a product from a contractor or customer is placed via the business-to-
business cloud platform. In the era of Industry 4.0, production orders can also be generated
directly by cyber-physical systems. Physical shortages of goods in a warehouse or store,
registered with the use of cyber-physical systems (e.g., a photocell recording the achieve-
ment of a defined minimum state) may result in the automatic creation of a digital (cyber)
production order. Based on this real-time data and big data analysis of rotation and order
history, the production volume is defined in such a way as to avoid unnecessary waste and
wastage of components, and thus increased use of resources. In line with the principles of
carbon neutrality and sustainable energy consumption, the production schedule is adjusted
to maximize the use of renewable energy obtained from energy exchanges. Based on the
big data analysis of aggregated orders, the production plant to which the order is directed
is determined. The plant that is geographically closest to the majority of recipients is
selected. Thus, production plants produce for the needs of local societies, the support
of which is at the heart of the idea of sustainable development. Local production also
means optimizing the location of warehouses close to major logistics hubs, while reducing
warehouse space and thus minimizing energy consumption, which lowers the carbon foot-
print of companies. In the ERP/MRP system, a flexible production process is prepared (d)
with automatic reservation of devices, materials and manpower and the adjustment of the
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production technique, which is energy and material-efficient and aims to minimize water
consumption. At the same time, thanks to the cloud-based integration of the ERP systems
and B2B portals, orders for components that are missing for production are automatically
placed at the geographically closest suppliers (e). Production procedures, quantity and
types of products are established. On this basis, electronic job cards with information about
individual operations to be performed are generated for individual employees. In the
case of people with a similar level of qualifications, the ERP system, based on a defined
competency matrix, evenly distributes tasks between individual employees, so that there
are no clear disproportions in the workload. It is an element of sustainable work that
supports a good lifestyle and fairness among people. The possibility of a holistic approach
to effective production management is a significant advantage of Industry 4.0 in the context
of sustainable production. The warehouse system uses automatic locking mechanisms for
components intended for production. As a result, at the commencement of production (f),
there is no shortage of materials, of which the surplus of deliveries increases road traffic
and environmental pollution. The manufactured goods are stored in the finished goods
warehouse and blocked according to orders for individual recipients.

Augmented reality technology supports employees in accepting and issuing goods
from the warehouse and loading goods onto means of transport according to the FIFO/LIFO
method. The ERP system of a production company is integrated with smart house so-
lutions in the warehouse. The warehouses are equipped with systems to reduce energy
consumption for lighting, with motion sensors and maximizing the use of natural daylight
owing to the adapted building architecture. Heating uses renewable energy sources, and
electricity comes from photovoltaic panels, making the location of the warehouse indepen-
dent of the local technical infrastructure. The data, which flows through cyber-physical
systems to the ERP system, about the situation in dispersed warehouses is assessed using
big data analysis to determine the most energy-efficient so-called warehouse operation
scenes. The constant exchange of data on stock levels between the IT systems of the
manufacturer and the ordering company enables effective distribution planning (g). In
such a case, direct distribution of goods from the producer’s finished goods warehouse to
the recipient’s warehouse is often used, omitting the intermediaries, which is consistent
with the sustainability assumptions and applied in the case of additive manufacturing.
It is important to introduce an effective return process to the packaging manufacturer in
accordance with reverse logistics with the constant cooperation of contractors. On the
manufacturer’s premises, autonomous vehicles powered by renewable energy are often
used for internal transport. External transport is carried out using multimodal transport,
along with intelligent route planning and integration with the ITS systems to help minimize
the journeys of heavy vehicles through highly urbanized areas. Intelligent management
of vans also includes forecasting and monitoring pollutant emissions and guiding drivers
to maintain an eco-friendly driving style with the reduction of CO, emissions and fuel
consumption, also through the integration with intelligent parking lots. When the products
reach end-users, their technical condition is monitored thanks to the cyber-physical systems
and IoT (h). As a result, the products are sent to inspections at the right time, preventing
premature wear and replacement. In the event of a failure, service and complaint processes
are carried out. Modern solutions in this area, in line with the idea of sustainable develop-
ment, introduce remote handling of these events through online portals. The information
architecture in such web solutions is focused on the good of the client, minimizing their
effort to report the event and obtain a high level of satisfaction. In turn, the manufacturer
increases work efficiency by automating online applications. The coupling of the recipient’s
and manufacturer’s IT systems, including online service portals, enables remote diagnosis
of the technical condition and a remote decision to replace the product with a new one
without the need for additional transport with the shipment of the advertised product,
which reduces the manufacturer’s carbon footprint. Based on the information obtained
by the manufacturer from product users or product parameters read directly by the cyber-
physical systems, companies can determine the causes of dominant failures and redesign
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manufactured products to increase the level of recycling, reusing, and redesigning (i) in
accordance with the principles of reuse and circular economy. It should be emphasized
that the above example illustrates the strong relationship of Industry 4.0 digital technolo-
gies with the principles of sustainable development in the area of proper production and
the related to it pre-production and post-production stages, concerning intensive data
exchange via the Internet. At each stage, companies participating in the described process
are exposed to cybercrimes, which, especially in the case of production companies, are
a significant threat to the natural environment. It may not only cause the possibility of
losing control of production systems, discontinuation production increasing material losses,
energy consumption and pollution generation, but it also may lead to uncontrolled dis-
charge of pollutants into water or air. In addition to environmental threats, manufacturing
companies in the era of connecting the IT solutions to the Internet are exposed to leakage
of contractor data and sensitive information from employee files, which may affect the
quality and comfort of the life of the local community from which employees are recruited.
Additionally, companies may lose production recipes, know-how and solutions protected
by patents. Serious threats to cybersecurity-related to the digitization of production pro-
cesses were presented by Lezzi et al. [39]. In the face of such threats and the absence of a
uniform cybersecurity assessment standard, the management staff are relatively reluctant
to implement the Industry 4.0 solutions, which, as indicated in the example above, also
directly restricts or even inhibits the development of the sustainable manufacturing strat-
egy. Moreover, in the absence of a uniform method ensuring cybersecurity under Industry
4.0, it occurs that production companies paradoxically introduce redundant solutions that
contradict the philosophy of sustainability. This happens since to connect their own IT
environments with the solutions of contractors, companies often unnecessarily install the
IT production systems on redundant servers, separated from the internal IT architecture.
As a result, cooperating contractors connect through external portals based on additional
servers, which require additional employee service and increase energy consumption. It is
worth noting that the introduction of a new server means, for cybersecurity reasons, the
necessity to introduce another server to which data is replicated as a backup copy.

3. Cybersecurity, a Sustainable Manufacturing Driving Force

Cybersecurity in the context of sustainable development can be considered from
two perspectives. In the first perspective, it is a comprehensive digital solution, the
introduction of which enables manufacturing companies to implement digital technologies
of Industry 4.0. As individual Industry 4.0 technologies facilitate the introduction of the
principles of sustainable development in production, as a result cybersecurity is a factor
driving sustainable production. In the second perspective, the contribution of individual
components of the cybersecurity structure can be considered. They are presented in Table 1
for three groups of measures and in Table 2 for seven levels of cybersecurity, for the
issues of sustainable production in the era of digital transformation. Small and medium-
sized manufacturing companies do not usually have the resources to invest in adequate
cybersecurity protection. However, even large companies that have the means to remove
vulnerabilities do not often know where to start and how to direct their efforts to maximize
the effects in this area. Knowing what damage to sustainable development can be caused
by cyber-attacks, there is an urgent need to determine the implementation methodology
and areas of cybersecurity to reduce the risk associated with the use of digital technologies
of the Industry 4.0 era in manufacturing companies.
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Table 1. Impact of groups of cybersecurity measures on sustainability development.

Code

Group of

Cybersecurity Impact on Sustainable Development

Measures

Al

Constant monitoring of the right operation and stability of the applied cybersecurity
solutions. The lack of stable operation of cybersecurity monitoring systems and related
production management systems is a factor that distorts sustainable development. In the

Operational event of finding various violations, unstable operation of systems, in extreme cases, there

may be an automatic disconnection of production lines, the need to rearm machines, test
start-ups, waste of materials, energy and water, the increase in the number of production
waste and the disruption of supply chains.

A2

Constant ensuring the IT cybersecurity software and equipment to be always in the best
condition and include the latest solutions. On the IT market, successive versions of software
dedicated to cybersecurity for the industry are using more and more precisely the
possibilities of parallel and multithreaded operation of multi-core processors. Only due to
the latest software versions, is the same computing power of servers generated with a
significant reduction in energy consumption and the improvement of energy efficiency. It is
a process in the field of Sustainable Development Goal 7—affordable, reliable, sustainable
and modern energy. Server rooms in production companies, working in a continuous mode,
are huge consumers of electricity. Actions towards carbon neutrality are performed not only
by software. The design of the latest servers also allows increasing the computing power
obtained from a single server. Thus, it reduces the need for companies to purchase more

Technological servers, limits the server room space, lowers the energy consumption needed to power this

type of rooms and equipment, and minimizes the amount of human work spent on
managing this infrastructure. It is worth noting that server rooms contain extensive
installations: multiple power lines and power generators, air conditioning systems with
anti-dust air filters, inert gas fire extinguishing systems with early fire detection sensors,
independent Internet lines, access control systems to rooms with telemonitoring. Therefore,
the possibility of limiting this infrastructure owing to the use of the latest servers
contributes to the reduction of the company’s carbon footprint and is a move towards
carbon neutrality. Additional benefits in this respect are obtained in the case of a production
company switching to the cloud mode with software rental in the SaaS mode in external
server rooms. In this case, many systems and companies work on each of the efficient
servers, which also reduces the company’s carbon footprint.

A3

Constant tracking and improvement of cybersecurity procedures. Each occurrence of an IT
failure and cybersecurity breach in manufacturing companies should be thoroughly

analysed and earlier procedures should be modified. It is also worth paying attention to the
social nature of violations of cybersecurity procedures in manufacturing companies in the
context of sustainable social behaviour and social interactions. The moment when such an

Organizational incident occurs is related to both attempts to remove it and to search for the reasons for its

occurrence, also among the staff. This leads to social tensions and divisions among
employees at the same level as well as between the management and employees directly
employed in production. As a consequence, a noticeable level of satisfaction of individual
groups of employees is decreasing in companies. Therefore, improving existing
cybersecurity procedures also contributes to sustainable development.

3.1. The Impact of Three Groups of Cybersecurity Measures (A1-A3) on Sustainable Development

Table 1 presents a proposal to group remedial measures, the introduction of which in
manufacturing companies should result in effective control of the cybersecurity area in the
sustainable Industry 4.0 circulation. These three groups are operational, technological and
organizational measures, marked with codes A1-A3.

The growing interest in new technologies in manufacturing companies is not accom-
panied by an increase in the demand for security in a given area. In the era of Industry
4.0 [60-62], companies are already starting to plan activities in the area of artificial in-
telligence [63], internet of things [64] or cyber-physical systems [65]. At the same time,
however, as for safety priorities, manufacturing companies are still focusing primarily on
issues related to the ongoing protection and the performance of their duties. Actions aimed
at ensuring cohesion between technological processes and the security of the organiza-
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tion’s functions are much less popular. Thus, it can be concluded that cybersecurity in
manufacturing companies is not an integral element in the process of implementing new
technologies [37]. Technological progress is accelerating. Therefore, the use of methods
from the past decades to fight the challenges of the present times seriously threatens the IT
security of manufacturing companies [39]. Cybersecurity is the resistance of information
systems to actions violating the confidentiality, integrity, availability and authenticity of
the processed data or related to the services offered by these systems. The concept of
cybersecurity is related, among others, to the protection of information processing in the
ERP/MRP systems [66,67]. Cybersecurity threats can be divided into external and internal
ones [68]. An increasing percentage of threats to the company’s IT security results from
internal factors, e.g., through deliberate or accidental disclosure of sensitive data by the
company’s employees. The greatest challenge in protecting against external threats is the
need to constantly adapt to more frequent and sophisticated attack methods. It is worth
emphasizing that enterprises are more and more often obliged by law to implement appro-
priate solutions in the field of cybersecurity because an incident that cannot be prevented
may have a critical impact on many other areas of the organization’s operations, including
its customers, partners and contractors. Ensuring an appropriate level of IT security for a
manufacturing company is a complex process. It is not enough to install a good antivirus
program on company computers.

3.2. The Impact of Seven Cybersecurity Dimensions (D1-D7) on Sustainable Development

Based on the literature review, a list of twenty cybersecurity criteria grouped in seven
dimensions (D1-D?7) in Table 2 is compiled.

3.2.1. Trust Services—D1 Dimension

Trust services include an electronic signature, electronic seal, electronic time stamp,
and registered electronic delivery [69-72]. These solutions increase the security and cred-
ibility of electronic documents (e.g., orders from contractors, orders for components for
production, material lists, production orders, material collection evidence, evidence of
product transfer to the warehouse, worksheets, instruction cards, product safety certificates,
warranty documents, waybills, invoices and contracts.), especially in the case of remote
work, which has become more and more common. In the context of sustainability, these
solutions are characterized by IT interoperability ensuring their operation on multiple
platforms and in many operating systems as well as support regarding access via the
Internet and on mobile platforms. In addition, trust service guarantees on electronic docu-
ments reduce the carbon footprint of companies by limiting business trips to sign paper
documents in person and sending paper versions of documents, as well as the digitization
of management and production control processes.

This contributes to the “paperless company’ philosophy and reduces the archival space
of these documents and maintenance costs, which reduces direct business costs together
with the consumption and waste of paper and has a positive impact on the conservation of
natural resources.

On the other hand, “Validation and maintaining electronic signatures and seals’ [73,74]
enable a continuous renewal of the validity of electronic trust services and the files, elec-
tronic documents, and backup copies signed with them after their expiry date. Thus, in the
context of sustainability, they introduce the philosophy of reusing from the circular econ-
omy in the digital sphere of cybersecurity. The expiration of electronic signatures, which
are also used in the digital production control process, may in extreme cases immobilize
the current activity of a company and cause an extraordinary decrease in work efficiency
and increase in resource consumption.
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Table 2. Cybersecurity dimensions and countermeasures in the framework of Sustainable Manufacturing and Industry 4.0.

Cyl?ersea..lrlty (.Zybers‘ecurlty Criterion Criterion Code Reference
Dimension Dimension Code
Electronic signature, Electronic seal, and c11 [69-72]
Electronic time stamp
Trust services D1 idati intaini ic si
Validation and maintaining electronic signatures Cc12 [73,74]
and seals
Recorded Electronic Delivery C13 [75,76]
Authentication of online B2B portals;
Encryption D2 X.509/TLS/SSL protocols c21 [77-81]
Blockchain technology C22 [82-85]
Adequate technical security of a cal [86,87]
Network securit D3 company network '
y Optimal network and server architecture C32 [88]
Monitoring and analysis of security incidents C33 [89]
Database security C41 [90]
Application Establishment of an efficient backup system C42 [91]
security D4 Vulnerability scan; Source code analysis to look 43 [92]
for software weaknesses
Software updates C44 [93]
Appropriate techniques for securing C51 [94]
Endpoint securi D5 workstations and mobile devices
P ty Antivirus and antimalware C52 [95]
Penetration testing to find vulnerabilities C53 [96]
Establishing a VPN secure remote connection Col [97]
with the corporate server
Access control D6 Regular training of employees in the field 62 98]
of cybersecurity
Creating rules for managing access to corporate c63 [99]
data; User authentication
Intrusion Prevention System and Intrusion
Detection System with algorithms to real-time C71 [100]
Cyberattacks D7 detect the malicious attacks
Firewall, Gateway, and Proxy Cc72 [101]

3.2.2. Encryption—D2 Dimension

The authentication of business to business (B2B) web portals of companies partici-
pating in the production chain processes is performed using the X.509 certificate. This
encryption technique is also used to establish secure VPN connections between contrac-
tors. X.509 is an extremely effective solution, and at the same time it does not degrade
the efficiency of the company’s IT environment without increasing the carbon footprint.
Another technological solution that enables effective data encryption is a blockchain. In the
context of sustainable development, its unique IT interoperability is used. It is employed
for a multi-platform connection of reporting and data monitoring systems in extensive
networks of supply chains of participants in the production process [38]. Indicators related
to sustainable development are also reported and analysed, including the use of illegal re-
sources and production materials along with illegal work among contractors. As with trust
services, it can reduce paper consumption by securing its digital substitutes, contributing
to the conservation of natural resources.

3.2.3. Network Security—D3 Dimension

The production area is particularly vulnerable to attacks due to closed nature of
control systems, often using outdated IT technologies. Combining them with the open
modern ERP/MRP management systems opens them up to network cyberattacks. Network
connectivity has opened the boundaries of industrial systems that were usually closed,
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making it necessary to control the operation of industrial communication channels and
information flowing through the network, especially in wireless extensions of the industrial
IT architecture. As a result, unexpectedly, the implementation of modern Industry 4.0
technologies directly accelerates the technical degradation of a machine park.

In the context of sustainability, constant development of software improvements to
threat capture algorithms extends the time of using older machinery in manufacturing
companies and introduces the philosophy of reusing from the circular economy in the
area of IT equipment and production machinery as well as redesigning in the area of
software. In the field of IT, solutions related to control systems and network security
have the highest priorities and high budgets in companies [87]. These activities prove
that companies understand the importance and principles of the proper functioning of
safety and control systems. Currently there is an unprecedented increase in the scale
of various types of attacks on company networks [102], which can lead to downtime in
manufacturing companies, reduce the efficiency of work with the over-scheduled retooling
of stopped machines, increase the company’s carbon footprint through excessive energy
consumption at the restart and an increased number of losses of material and defective
products resulting from an emergency stop of a production line. A properly planned and
implemented network cybersecurity architecture thus creates an efficient defence system
that facilitates the development of sustainability. In manufacturing companies, networks
and control systems are constantly exposed to cybersecurity threats. IT and security
departments in companies are responsible for identifying these threats and implementing
appropriate solutions. Although the work connected with it is usually repetitive, a large
part of it involves the final analysis of data, previously aggregated using big data, by
analysts and corporate security departments. In the context of sustainability, the widest
possible automation of these activities is expected, which increases the effectiveness of the
work of the people involved [103].

3.2.4. Application Security—D4 Dimension

To ensure the stable operation of IT systems in production companies and the security
of corporate data, it is necessary to implement a system of effective backup copies and
software updates. These issues have a direct impact on increasing a company’s carbon
footprint through increased demand for computing power and thus increased energy con-
sumption by servers. Work efficiency also diminishes as a result of extraordinary activities
performed by employees. Backup copies are made online in real-time or periodically: daily,
weekly and monthly. In practice, this process means a simultaneous launch of several
servers that increase energy consumption, which, together with additional infrastructure,
are among the most energy-consuming technical devices. The primary working ‘master’
server transmits data to the backup ‘slave’ server, which in modern server rooms replicates
the data to another ‘slave’ backup server. It should be remembered that the operation of
each server is supported by constantly active, additional power backup systems. Such a
solution allows manufacturing companies to be resistant to some cyber threats, but at the
same time causes an increased demand for computing power, which is inextricably linked
with increased energy consumption. In addition to storing data on interconnected servers’
disks, backup copies are stored simultaneously on external durable media in rooms with
appropriate temperature and humidity. Maintaining this infrastructure also increases a
company’s carbon footprint.

A modern approach to cybersecurity issues enables the reduction of this carbon foot-
print by the optimal organization of the cybersecurity process, including copy handling
(software and hardware RAID arrays). IT analysts often ‘oversize’ the IT architecture
involved in supporting data backups within cybersecurity systems, thus directly increasing
a company’s carbon footprint. This phenomenon is analogous to that observed among
designers who ‘oversize’ structures by using additional elements to strengthen the system
or by increasing the thickness of the elements above the standard. In addition to data
archiving, production companies also have the process of versioning important files, i.e.,
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keeping their subsequent versions. This has a direct impact on increasing the volume of
information covered by the above backup mechanism. Versioning is especially important
when creating new products and their digital prototypes as well as simulations using the
finite element method, which also requires significant computing power. Appropriate
parameterization of the RAID array allows companies to significantly reduce the dupli-
cation of copies of the security and a carbon footprint while maintaining the same level
of cybersecurity.

3.2.5. Endpoint Security—D5 Dimension

Ensuring end-user cybersecurity has a direct impact on the sustainability sphere of
manufacturing companies. With massive remote work of production company’s employ-
ees, the IT devices they use may be a source of cyber incidents. After infecting the internal
IT environment, control systems may in this case shut down production lines, causing
unplanned downtime, reducing employee efficiency, increasing production waste, water
and energy consumption, a company’s carbon footprint as a result of pre-planned control
startups. The issue of employee device security was often marginalized as IT equipment
was protected by the corporate network (D3 dimension) and application (D4 dimension)
security solutions. However, along with the parallel acceleration of the implementation
of remote work and Industry 4.0 solutions, home networks that employees use to work
remotely using insufficiently secured personal devices have become the target for cyber-
criminals. This practice will increase with the expansion of remote work and overload
in corporate IT departments, which may result in errors in the form of misconfigured
servers or unintentional opening of databases [94]. Mid-size manufacturing companies
with small IT departments and implemented Industry 4.0 elements are the most vulnerable
to attacks, as the rush transition of employees to work remotely from home creates many
vulnerabilities that encourage attacks on corporate resources.

It is worth noting that concerning social sustainability, in the event of failures and
downtime in production caused by threats in the area of cybersecurity, the satisfaction
contentment and job satisfaction of employees drops drastically as well as the image of
the company in the local community from which employees are recruited. In the absence
of a strictly defined cybersecurity policy, employees begin to feel uncomfortable at work,
expecting further incidents, the source of which may be the IT tools they use.

3.2.6. Access Control—D6 Dimension

The human factor is one of the most important causes that threaten the security of
the IT environment in manufacturing companies. In the context of sustainability, this
means that the awareness of threats, education and training scheme for both production
employees and IT departments are becoming important features of the effective use of
people, processes and technologies in the area of industrial systems security. Particular
emphasis should be placed on solutions to cybersecurity problems related to employees,
while not giving up the defence against threats related to technologies used in manufactur-
ing companies [97]. The ‘human factor’ is a broad category of risk that includes external
and internal actors, and a broad spectrum of activities: from the unplanned (accidental) to
planned (malicious) ones [98]. Cyber-security breaches by those inside a manufacturing
organization are potentially the most worrying. Protection against internal factors in the IT
space is particularly difficult. Even the most advanced technical security measures may
prove to be ineffective if a manufacturing company does not conduct cybersecurity training
for its employees.

3.2.7. Cyberattacks—D?7 Dimension

Manufacturing companies that have already applied the principles of sustainability in
their operations can also apply them in the digital world. In this approach, digital files and
databases collected by enterprises create digital data environments with their equivalent
in the natural environment. In the case of cyberattacks, data leakage occurs, which, like
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its counterpart in the real world, causes contamination of the IT environment, namely the
disclosure of sensitive company data. To prevent this, companies should implement a
sustainable methodology of various methods of protection against cyberattacks. Compa-
nies should introduce intrusion prevention systems and intrusion detection systems with
algorithms to real-time detect malicious attacks. The systems should have loaded param-
eters of the carbon footprint of a company’s fixed assets. In the event of an emergency,
algorithms developed using big data analysis should shut down the infected IT areas and
production machines to protect the area of direct production and maintain the preferred
carbon footprint pattern. Firewalls, gateways and proxies should be a complementary
group of security solutions against cyber-attacks [101,104].

4. Solution Methodology
4.1. Multiple-Criteria Decision-Methods (MCDM)

The MCDM methods are used to evaluate a variety of, also interacting, criteria based
on expert estimates, and to rank the importance of the proposed alternative solutions [105-108].
The criteria to be assessed can be qualitative or quantitative. Criteria based on qualitative
variables are assumed to depend on experts and may be subjective, while quantitative
criteria are independent of experts. Several different approaches can be used to transform
qualitative to quantitative variables that are consistent with the MCDM methods, including
ranking and scoring systems. In this approach, in the decision-making process, qualitative
criteria are transformed quantitatively owing to the sets of indicators designed by groups
of experts [109]. There are a big number of different methods of solving problems with
the use of MCDM known in the literature, also as a part of security issues within critical
industrial infrastructure [110-113].

The advantage of using an expert opinion is their knowledge in their areas of expertise
acquired over a long time. Nevertheless, conventional methods of priority analysis do not
take into account the roles of experts or the opinions of many experts as input. Meanwhile,
a wide number of studies use the expertise of a single expert, or the analysis of multiple
experts, taking mean values, which leads to unreliable results. It is worth highlighting
an important problem with the expert judgment since his opinion may be driven by
personal experiences. Ambiguous methods of assigning importance to criteria may create
uncertainty in the results. Thus, the subjectivity of the input parameters automatically
influences the quality of decision analysis results.

It is also worth noting that errors related to an expert group decision making can occur
when experts use a similar method to evaluate alternatives. When making decisions, it is
difficult to determine which problem needs to be addressed and what decision needs to be
made. Expert judgments including criteria for alternative solutions have a large impact
on the final result of the analysis, and this, in turn, has an impact on the decisions made.
Hence, the use of an advanced analytical method removing bias in the opinions of experts
and the input data is crucial. An appropriate scientific method that could enable experts to
evaluate the various parameters of IT security cannot be readily adopted, especially, when
the field of expertise overlaps with different areas of knowledge and experts come from
different parts of the industry.

Considering the complexity of cybersecurity, it is necessary to research the develop-
ment of innovative methods of analysing the interdependence and importance of individual
elements. Therefore, it is vital to apply a method that goes beyond traditional decision-
making methods involving different experts. The adopted method should capture relevant
data as well as enable the interpretation of complex issues understandably.

Based on the literature review, it can be noticed that no previous papers discuss the
concepts of cybersecurity in the sustainable Industry 4.0 using MCDM methods. Since
some studies deal with IT security in general, they are usually limited and do not allow
the best method of data security to be selected from the available alternatives. By taking
into account the gaps in knowledge in the previous articles, this paper proposes a hybrid
method of decision-making. The proposed decision-making method is the combination
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of DANP and PROMETHEE 1L It allows the assessment of interdependencies and the
importance of cybersecurity parameters and their prioritization. The article proposes a
two-stage methodology. DANP is used to analyse, evaluate and rank cybersecurity criteria
and dimensions in Stage 1. On this basis, the ranking of the best groups of cybersecurity
measures is built using PROMETHEE II in Stage 2.

4.2. DANP

DANP is a combination of the MCDM methods [114]. The DANP method assumes that
the considered sets of criteria may show close interdependencies with each other, which
may serve as a basis for determining the global weight of each criterion. Included in the
DANP framework, the DEMATEL method enables the evaluation of complex structures and
the analysis of structural models that take into account cause-effect interrelationships [115].
In turn, the ANP method enables an even more extensive and comprehensive assessment
of priorities in the decision-making process and the construction of their ranking [116].
The DANP has been used in a variety of research areas, such as the assessment of the
competitiveness of the service industry [117], measurement of corporate sustainability
indicators [118] or evaluating supply chain performance [119].

4.3. PROMETHEE 11

The PROMETHEE methodology was developed as part of the MCDM methods [120].
The PROMETHEE method uses the mechanism of subjective evaluations and enables
the determination of rankings and preferences in the decision-making process [121]. It
is especially useful and widely used in a variety of decision-making scenarios within IT
and business. The method has undergone many modifications and improvements from
the PROMETHEE I to PROMETHEE VI method [122]. PROMETHEE algorithm is flexible
and allows it to be adapted to meet specific, individual requirements in the evaluation
process using integrated methods. Typically this methodology is used when evaluating
relatively simple decisions. It is most useful in combination with other MCDM methods,
especially the combination of ANP and PROMETHEE [123]. PROMETHEE II allows you to
build a vector ranking of alternatives. This makes it the most frequently used variant in the
PROMETHEE family of methods [124]. The assumption of the PROMETHEE II method is
based on the comparison of pairs of alternative solutions for each adopted criterion which
enables the alternatives to be prioritized. The PROMETHEE II method also fulfils its role in
assessing decision criteria with different dimensions. As a result, it allows the construction
of decision matrices to ensure effective decision-making.

4.4. Individual Steps in the Method of the Integrated DANP and PROMETHEE 11

This section presents how the DANP and PROMETHEE II methods are integrated to
solve the cybersecurity issue in the information flow process within companies participat-
ing in the modern production process in the Sustainable Manufacturing era.

The next stages of the hybrid MCDM method, presented in the article, combining
three methods in practice (DEMATEL, ANP and PROMETHEE II), are shown below.

Step1. The list of dimensions and criteria for cybersecurity

In the beginning, the group of n experts is formed. They establish a list of dimensions,
k criteria and measures for cybersecurity that are to be analysed.

Step 2. The first survey questionnaire

Each expert completes two questionnaires (for DANP and PROMETHEE II) consisting
of the assessed sets of criteria and proposed groups of measures. The experts have appro-
priate knowledge and experience in the field they evaluate. The first survey questionnaire
is in the DANP method where the ratings are 0 to 4, ‘0’ means no impact, ‘1’ is a very low
impact, 2" is a low impact, ‘3’ is a high impact and ‘4’ is a very high impact. Then the
values of mutual interactions within pairs of all the criteria are determined. It is assumed
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that each of the k criteria may influence another criterion, but it cannot influence itself.
Finally, n partitive initial direct influence matrices Z,, were created by each m-th expert:

— m
where ZZ? is the assessment provided by the m-th expert regarding the degree to which
criterion i affects a criterion j. A group of partial matrices is made.
Step 3.  Direct influence matrix Z

Matrix aggregation results in a direct influence matrix Z = [z, , given by:

1 n

- 1,2,3,...,k 2
PN @
Step 4. Normalized direct influence matrix X

Normalized direct influence matrix X is obtained by using Equation (3):

Z

X =[xyl = S ©)

while s can be calculated through Equation (4):

S = max max Zii,  max z 4
<1<1<k2 Vg <k2 ”) @

Step 5. Total relations matrix T

Total relations matrix T = [t;], , is obtained by:

T=XI-X)"', when szxl 0], . (5)
|—o0 x
while: )
X=[f] 0<xf <1, O<Zx <1ando<zx;7§1 (6)
j=1 i=1

and the sum of the items of at least one row or column equals one. It guarantees
limX' = [0] .
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Step 6. The vectors R and C

The vectors R and C representing the sum of the rows and the sum of the columns
from the matrix T are obtained by (7) and (8):

[k
R = [rilia = | Xt @)
Li=1  Jkx1
and:
- k - T
C= [Cj]lxk = Z t,']' 8)
=1 J1xk

where 7; is the i-th row sum in the matrix T. It presents the sum of direct and indirect
effects dispatching from parameter i to the other ones. Similarly, ¢; is the j-th column sum
in the matrix T. It presents the effects that parameter j is receiving from all the other ones.
Leti =jandi,j € {1,2,3,...,k}. The relation indicator (r; — ¢;) is obtained. It reflects a
net influence. Similarly, the relation vector R — C illustrates the net effect that the factor
contributes to the analysed system.
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The position indicator (r; + ¢;) is calculated. The position vector R + C reflects the
total effect of each factor on the system and illustrates the importance of the criteria in
the analysed system. As for R — C, the value of (r; —¢;) > 0 stands for that criterion i
influences other criteria as well as the system. Likewise, the value (r; — ¢;) < 0 indicates
that other criteria influence criterion i.

Step 7.  Plotting the data set of (r; +¢;, i — ¢;)

Based on T =
(ri + ¢j, ri — ;) layout.

[t;i], . matrix, the influential network map can be plotted in
T kxk

Step 8. The results analysis

The level of correlations among criteria should be determined. The position of each
criterion in the diagram provides information about its significance or level of dependency
with other criteria.

Step 9. Normalized total relations matrix T"

Normalized total relations matrix T" is obtained by:

T = [t ©)
where:
ot :
=1 b= i;ti]' (10)

A threshold value (e.g., the arithmetic mean of tg-) must be established. Its exceeding

by elements of the matrix helps to determine those of them which have the strongest
influence on the others. This enables to establish significant relationships among criteria
while ignoring less important ones.

Step 10.  Final DANP matrix

The final DANP matrix is obtained by raising T" to a large power ¢. In this way, it
achieves convergence. As a result, a total priority vector is obtained including the weights

w = (wl,...,wj,...,wk) and qgingo(T"W (11)

for each criterion.
Step 11. Aggregation of the second survey questionnaire

The second survey questionnaire is in the PROMETHEE II method. It is used to
evaluate each alternative measure concerning the criteria selected in Step 1 of this process.
Ratings from 1 to 5 are used, where ‘1’ is the worst alternative, ‘2’ a bad alternative, ‘3’ a
fair alternative, ‘4’ a good alternative, and ‘5’ the best alternative.

Then, the results of this survey questionnaire are aggregated using (2) from Step 3.

Step 12.  Deviation function in PROMETHEE II

The deviations d; (a,b) are obtained from pairwise comparisons and using Equation (12).
A difference in the assessment of experts g;(a) — g;(b) concerning a criterion j is obtained:

di(a,b) = gj(a) — g;(b) (12)
Step 13.  Preference function for criteria

According to [119] the preference function of each criterion is determined. Six types
of preference function are suggested. Type 1: Usual Criterion. It is a type without any
threshold value. Type 2: Quasi-Criterion. It is used for qualitative criteria with a single
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indifference threshold. Type 3: Criterion with Linear Preference. It is used for quantitative
criteria with linear preference up to a preference threshold. Type 4: Level Criterion.
It is used for qualitative criteria with two parameters: an indifference threshold and a
preference threshold. Type 5: Criterion with Linear Preference and Indifference Area.
It is used for quantitative criteria with two parameters: an indifference threshold and
a preference threshold. Type 6: Gaussian Criterion, the preference is obtained with the
normal distribution in statistics.

Based on the characteristics of criteria from Step 1, the preference functions and
measures (from Table 2) in Table 3 are assigned.

Step 14. Parameter values for criteria

Table 3. Preference functions and measures for criteria.

Criterion

Preference

Criterion Code Function Type Unit Measure
Electronic signature, Electronic seal, L
and Electronic time stamp cn Type 3 Quantitative =~ Number of used types A2
Vahdatlor} and maintaining electronic Cc12 Type 2 Qualitative ) A2
signatures and seals
Recorded Electronic Delivery C13 Type 3 Quantitative Percentage A2
Authentication of online B2B portals; .
X.509/TLS,/SSL C21 Type 3 Quantitative =~ Number of used types A2
Blockchain technology Cc22 Type 1 Quantitative - A2
Adequate technical security of a 31 Type 2 Qualitative ) A3
company network
Optimal network and o
server architecture C32 Type 2 Qualitative - A3
Momtormg apd ?nalys1s of 33 Type 3 Qualitative Number.of 1nc1fients Al
security incidents per time unit
Database security C41 Type 2 Quantitative Percentage A3
Establishment of an efficient L
backup system C42 Type 2 Qualitative - A3
Vulnerability scan; Source code
analysis to look for C43 Type 2 Qualitative - Al
software weaknesses
- Number of updates
Software updates C44 Type 3 Quantitative . . A3
per time unit
Appropriate techniques for securing o
workstations and mobile devices 51 Type2 Qualitative ) A2
Antivirus and antimalware C52 Type 3 Quantitative =~ Number of used types A2
Penetration testing to L. Number of tests per
find vulnerabilities 53 Type3 Quantitative time unit Al
Establishing a VPN secure remote o
connection with the corporate server col Type2 Qualitative i A2
Regular training of employees in the L Number of
field of cybersecurity c62 Type3 Quantitative training hours A3
Creating rules for managing access to o
corporate data; User authentication €63 Type2 Qualitative ) A3
Intrusion Prevention System and
Intrusion Detection System with L
algorithms to real-time detect the c71 Typel Quantitative ) Al
malicious attacks
Firewall, Gateway, and Proxy c72 Type 3 Quantitative Number of A2

used solutions
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For all preference functions and criteria, the parameter value is assigned. For Type 1:
Usual Criterion no parameter value is expected. For Type 2: Quasi-Criterion, a parameter
value of 0-2 is assumed. The value of 0 specifies neutrality on the less likely use of
alternatives for such a criterion. The value of 2 specifies neutrality on the likelihood of
alternatives to be used for such a criterion. For Type 3: Criterion with Linear Preference,
the parameter value of 0-2 is also assumed.

The value of 0 specifies preference on alternatives concerning such a criterion. The
value of 2 specifies preference on the likelihood of alternatives to be used for such a criterion.
The most frequently selected parameter value for each type of a criterion was adopted for
the analysis.

Step 15. Aggregation of the preference function

Aggregation of the preference function is determined by:
k
ﬂ(i,l) = ZP](I,I)ZU] (13)
j=1
where P;(i, 1) is the preference function, w; the weight of relative importance of the j-th
criterion determined in Step 10 and k is the number of criteria assumed in Step 1.

Step 16.  Outranking flows for alternatives

In PROMETHEE II # alternatives produce a positive or negative outranking flow. The
entering flow shows the weakness of the measures and can be obtained by:

1 k
O (i) = Z n(l,i) (14)

ot (i) = Zk: (i, 1) (15)

The net outranking flow ®(i) for each measure is shown in Equation (16):
(i) = O (i) — @ (i) (16)
Step 17.  Final ranking of measures

Based on net outranking flow, the final ranking of measures is assumed. The higher
net outranking flow ®(i) means preferred measure.

5. Results and Discussion

This unit presents the results based on the integrated DANP and PROMETHEE II
method in the assessment of cybersecurity in the sustainable Industry 4.0 sphere. To appoint
the cybersecurity dimensions and criteria shown in Table 2, twenty-one expert interviews
are executed. Twelve of the experts have deep knowledge in the technological sphere of
cybersecurity, the next six are experts in the field of Industry 4.0. The last three are experts
in both sustainable manufacturing and cybersecurity. Seven cybersecurity dimensions and
twenty criteria presented in Table 2 were established for further analysis. These dimensions
and criteria can be used as a guide in assessing cybersecurity in sustainable manufacturing
and Industry 4.0.

5.1. DANP Stage

The experts assess interactions between pairs of all criteria by using a 5-grade scale
(from O to 4). The example of a filled questionnaire is presented in Table Al in Appendix A.
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In this method, zero elements on the diagonal of the matrix mean that the assessed criteria
do not affect themselves. The remaining elements are non-zero values. The higher the
value, the greater the influence of one criterion on the other. Based on Equation (1), twenty-
one partitive initial direct influence matrices Z,, are received. Matrix aggregation (2) results
in a direct influence matrix Z (Table A2 in Appendix A). Next, based on Equation (3),
normalized direct influence matrix X (Table A3 in Appendix A) is obtained. Depending on
Equation (5), total relations matrix T (Table A4 in Appendix A) is formulated. The matrix T
can be viewed as a set of two submatrices. The first one is a submatrix Tp based on the
seven cybersecurity dimensions, the second one is a submatrix T based on twenty criteria.
Table 4 presents the two indicators r; and c; determined based on Equations (7) and (8) as
well as the relation and position indicators.

Table 4. Tp, T submatrices, the position and relation indicators.

TD i C; ri+C; ri—C; TC r; C; ri+C; ri—C;

C11 27718 25153 52871  0.2565
D1 0.8590 0.8948 1.7538 -0.0358 C12 26228  2.7957 54185 —0.1729
C13 19332 22322 41654 —0.2990

C21 24963 23133 4.8097 0.1830
Cc22 27766 23776  5.1542  0.3990

C31 3.2708 2.7101 59809  0.5607
D3 09230 0.8404 1.7634 0.0826 C32 23490 19023 42513  0.4467
C33 22501 24975 4.7477 —0.2474

C41 21351 24852 4.6203 —0.3501
C42 1.9672  1.7199 3.6872  (0.2473

C43 1.9531 19875 39406 —0.0344
C44 2.1438 25253 4.6691 —0.3815

C51 24355 27194 5.1549 —0.2839
D5 0.7529  0.7528  1.5057  0.0001 C52 19317 1.7234  3.6552  0.2083
C53 2.1047 19078 4.0125 0.1969

C61 24768 25163 49931 —0.0395
D6 0.7167 0.8703 15871 —0.1536 C62 1.7384 21715 39100 —0.4331
C63 1.9240 2.6684 4.5924 —0.7444

C71 23702 23107 4.6808  0.0595
C72 24041 19759 43801  0.4282

D2 09211 0.8293 1.7503  0.0918

D4 0.7163  0.7737  1.4899  —0.0574

D7 0.8297  0.7574 1.5872  0.0723

The relation diagram of Tp can be plotted (Figure 2) for the seven dimensions from
Table 5. The position indicator (r; + ¢;) identifies the importance of each criterion. The
respective relation indicator (r; — ¢;) is used to classify cause-effect criteria.

The positive value of this indicator proves that the given cause criterion influences the
other criteria. A negative value means that the effect criterion is influenced by the others.

In Figure 2, the dimension D3 (Network security) has the highest value of the position
indicator r; 4 ;. It reflects the dimension priority among the others marked bold in Table 4.
This dimension is the most strongly interconnected with the other dimensions as well
as the most important out of the presented seven ones. The dimension D4 (Application
security) shows the lowest level of this rate. All dimensions ranked in order of descending
importance: D3 (Network security), D1 (Trust services), D2 (Encryption), D7 (Cyberat-
tacks), D6 (Access control), D5 (Endpoint security), and D4 (Application security) are
presented. The relation indicator r; — ¢; reflects the influence of the analysed dimension on
the other dimensions.
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Figure 2. Casual diagram for seven dimensions of cybersecurity.

Table 5. Aggregated rating of criteria from DANP matrix.

Criterion Priority Vector
C11 5.5125
C12 6.0933
C13 4.8358
C21 5.0210
Cc22 5.1718
C31 5.9150
C32 41314
C33 5.3755
C41 5.3424
C42 3.7526
C43 4.3223
C44 5.4631
C51 5.9023
C52 3.7699
C53 4.1433
C61 5.4467
C62 47314
C63 5.7801
C71 5.0026
C72 4.2869

All the values in Table 5 are multiplied by 100.

In Figure 2, the dimension D2 (Encryption) shows the highest positive value of the
relation indicator r; — ¢;. It means that this dimension has the most causative impact on
other ones.

The dimension D6 (Access control) shows the lowest negative value of this rating.
This dimension is the greatest recipient of the influence of the others. Based on the
assessments of the experts, D2 (Encryption), D3 (Network security), D7 (Cyberattacks),
and D5 (Endpoint security) are classified as causal dimensions. As regards, D1 (Trust
services), D4 (Application security), and D6 (Access control) are effect dimensions. Thus,
the relation diagram of T can be plotted (Figure 3) for the twenty criteria from Table 4. In
Figure 3, the highest value of the position indicator 7; + ¢; has the criterion C31 (Adequate
technical security of a company network), from the dimension D3 (Network security). It
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holds a privileged important position in comparison with the others and it is the most
crucial criterion in the cybersecurity sphere. On the other hand, the criterion C52 (Antivirus
and antimalware), from the dimension D5 (Endpoint security), has the lowest value of
this indicator.
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Figure 3. Casual diagram for twenty criteria of cybersecurity.

The analysis shows the following order of importance of the criteria: C31 (Adequate
technical security of a company network), C12 (Validation and maintaining electronic signa-
tures and seals), C11 (Electronic signature, Electronic seal, and Electronic time stamp), C51
(Appropriate techniques for securing workstations and mobile devices), C22 (Blockchain
technology), C61 (Establishing a VPN secure remote connection with the corporate server),
C21 (Authentication of online B2B portals; X.509/TLS/SSL protocols), C33 (Monitoring and
analysis of security incidents), C71 (Intrusion Prevention System and Intrusion Detection
System with algorithms to real-time detect the malicious attacks), C44 (Software updates),
C41 (Database security), C63 (Creating rules for managing access to corporate data; User
authentication), C72 (Firewall, Gateway, and Proxy), C32 (Optimal network and server
architecture), and C13 (Recorded Electronic Delivery). The above criteria with the highest
value of the position indicator must be taken into account when determining the methods
of cybersecurity protection in manufacturing companies. Experts found the remaining
criteria: C53 (Penetration testing to find vulnerabilities), C43 (Vulnerability scan; Source
code analysis to look for software weaknesses), C62 (Regular training of employees in
the field of cybersecurity), C42 (Establishment of an efficient backup system), and C52
(Antivirus and antimalware) less important than those mentioned above. Regarding the
relation indicator r; — ¢;, the criterion C31 (Adequate technical security of a company
network), from the dimension D3 (Network security), with the highest positive value of
this criterion, has the strongest impact on the other criteria. Concurrently, the criterion
C63 (Creating rules for managing access to corporate data; User authentication), from the
dimension D6 (Access control), with the highest negative value of the relation indicator,
is the biggest receiver of the impact of the others. Based on the positive value of relation
indicator, C31 (Adequate technical security of a company network), C32 (Optimal network
and server architecture), C72 (Firewall, Gateway, and Proxy), C22 (Blockchain technology),
C11 (Electronic signature, Electronic seal, and Electronic time stamp), C42 (Establishment
of an efficient backup system), C52 (Antivirus and antimalware), C53 (Penetration test-
ing to find vulnerabilities), C21 (Authentication of online B2B portals; X.509/TLS/SSL
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protocols), and C71 (Intrusion Prevention System and Intrusion Detection System with
algorithms to real-time detect the malicious attacks) are classified as causal criteria. As
for C43 (Vulnerability scan; Source code analysis to look for software weaknesses), C61
(Establishing a VPN secure remote connection with the corporate server), C12 (Validation
and maintaining electronic signatures and seals), C33 (Monitoring and analysis of security
incidents), C51 (Appropriate techniques for securing workstations and mobile devices),
C13 (Recorded Electronic Delivery), C41 (Database security), C44 (Software updates), C62
(Regular training of employees in the field of cybersecurity), and C63 (Creating rules for
managing access to corporate data; User authentication) are classified as effect criteria. The
next step of the DANP methodology is the determination of the normalized total relations
matrix T" based on (9). This is presented in Table A5 in Appendix A. The individual
elements of the T" matrix express the exerted and received the influence of the criteria
on each other. The higher the value of an element in a matrix, the greater the influence it
has on the other elements. For example, the value of the C42 element influence on C11 is
0.0492, and the C43 element influence on C11 is 0.0570. In practice, this means that C43 has
a greater influence on C11 than C42. The threshold value of 0.05 was used in the analysis.
Items with a value greater than the threshold are marked bold in Table A5 in Appendix A.
The C13 (Recorded Electronic Delivery) on C12 (Validation and maintaining electronic
signatures and seals) has the greatest influence with the value of 0.0701. Then, matrix T"
is raised to a high power until it converges and becomes a stable DANP matrix which
determines the importance of each criterion. Based on (11), the priority vector in Table 5
shows the final weights of cybersecurity criteria.

The crucial criteria, with the greatest value of criteria weight are: C12 (Validation and
maintaining electronic signatures and seals) and C31 (Adequate technical security of a
company network) which are marked bold in Table 5.

In the next step, this vector is used in the PROMETHEE II method to rank measures
for cybersecurity issues.

5.2. PROMETHEE II Stage

In the PROMETHEE II stage, the second survey questionnaire is completed by the
same group of experts to achieve the ranking of measures in cybersecurity (ratings from 1
to 5). Table 6 shows the aggregated rating of the second questionnaire.

Table 6. Aggregated rating of measures in PROMETHEE II.

Criterion Al A2 A3
C11 3.1429 4.1905 2.6190
C12 2.5238 4.4762 3.3810
C13 3.1905 4.1429 2.9523
C21 2.8571 4.0476 2.5714
C22 2.9048 4.0952 3.1429
C31 2.6667 3.2857 4.4286
C32 3.1905 2.7143 3.9524
C33 4.4310 2.8571 3.0476
C41 2.9048 2.3810 3.6190
C42 3.2857 3.1905 3.5238
C43 3.8571 3.0476 2.8095
C44 3.1429 3.2381 3.5714
C51 3.9048 4.4310 3.2381
C5h2 2.8571 3.7619 2.4762
C53 3.4762 3.2857 3.1429
C61 3.1429 3.4286 3.0952
C62 2.4286 2.9048 3.3810
C63 3.0476 2.9048 4.2857
C71 3.3810 3.2381 2.8095

C72 2.7619 3.5238 3.3810
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These expert assessments indicate to what extent particular criteria affect the pro-
posed alternative cybersecurity measures. For example, countermeasure C11 (Electronic
signature, Electronic seal, and Electronic time stamp), out of the three A1-A3 measures,
has the greatest impact on the alternative A2 (Technological measure), which then has the
evaluation value of 4.1905.

Next, based on Equation (12) and using the threshold, the deviation of measures
is obtained and presented in Table 7. The table column difference results are used to
determine how one measure is more favourable than another for a given criterion. A
positive value of the difference means that the first measure is more favourable than the
second one in the difference. For example, when comparing in Table 7 for the C11 criterion,
the difference between A2 and A1 can be found with a positive deviation of 1.0476. Also,
for C12, the difference between A2 and Al is positive and amounts to 1.9524. Therefore,
for both criteria, the alternative A2 is more preferable to Al. In addition, the alternative A2
compared to Al is preferred to C12 to a greater extent than to C11.

Table 7. Deviation of measures in PROMETHEE II.

Criterion Al1-A2 A1-A3 A2-A1 A2-A3 A3-A1l A3-A2
C11 —1.0476 0.5239 1.0476 1.5715 —0.5239 -1.5715
C12 —1.9524 —0.8572 1.9524 1.0952 0.8572 —1.0952
C13 —0.9524 0.2382 0.9524 1.1906 —0.2382 —1.1906
C21 —1.1905 0.2857 1.1905 1.4762 —0.2857 —1.4762
C22 —1.1904 —0.2381 1.1904 0.9523 0.2381 —0.9523
C31 —0.6190 —1.7619 0.6190 —1.1429 1.7619 1.1429
C32 0.4762 -0.7619 —0.4762 —1.2381 0.7619 1.2381
C33 1.5739 1.3834 —1.5739 —0.1905 —1.3834 0.1905
C41 0.5238 —0.7142 —0.5238 —1.2381 0.7142 1.2380
C42 0.0952 —0.2381 —0.0952 —0.3333 0.2381 0.3333
C43 0.8095 1.0476 —0.8095 0.2381 —1.0476 —0.2381
C44 —0.0952 —0.4285 0.0952 —0.3333 0.4285 0.3333
C51 —0.5262 0.6667 0.5262 1.1929 —0.6667 -1.1929
C52 —0.9048 0.3809 0.9048 1.2857 —0.3809 —1.2857
C53 0.1905 0.3333 —0.1905 0.1428 —0.3333 —0.1428
C61 —0.2857 0.0477 0.2857 0.3333 —0.0477 —0.3333
C62 —0.4762 —0.9524 0.4762 —0.4762 0.9524 0.4762
C63 0.1428 —1.2381 —0.1428 —1.3809 1.2381 1.3809
C71 0.1429 0.5715 —0.1429 0.4286 —-0.5715 —0.4286
C72 —0.7619 —0.6191 0.7619 0.1428 0.6191 —0.1428

Thus, based on the preference function for each criterion (Table 3), the relationship
between the parameter value and the deviations of the pair of alternatives for measures
(Table 7) are obtained after establishing a collective expert judgment based on the parameter
value for each criterion.

The value of a parameter depends on the type of a criterion (either qualitative or
quantitative) and the parameter under consideration.

Determining the parameter value for each type of preference function was performed
in accordance with the definition of the individual preference function.

Table 3 shows the preference functions for each criterion. No parameter value is
required for the criteria that are classified as Usual Criteria (Type 1). The values 0-2 is
required for Quasi-Criterion (Type 2). The value of 0 specifies neutrality on the less likely
use of measures for such a criterion. The value of 2 specifies neutrality on the likelihood
of measures to be used for such a criterion. Considering Type 3—Criterion with Linear
Preference, also the parameter value 0-2 is required. The value of 0 specifies the preference
of measures concerning such a criterion. The value of 2 specifies the preference of the
likelihood of measures to be used for such a criterion.
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Determining the parameter value is created by an expert group and specified in
Table 8. Finally, in Table 8 for each criterion, the parameter values for chosen preference
functions are related to the deviation of each pair of measures.

Table 8. Preference functions for each pair of measures.

Parameter

Criterion A1-A2 A1-A3 A2-A1 A2-A3 A3-A1 A3-A2
Value

C11 1 0 0.5239 1 1 0 0
C12 1 0 0 1 1 0 0
C13 2 0 0.1191 0.4762 0.5953 0 0
C21 1 0 0.2857 1 1 0 0
Cc22 0 0 0 1 1 1 0
C31 1 0 0 0 0 1 1
C32 1 0 0 0 0 0 1
C33 1 1 1 0 0 0 0.1905
C41 1 0 0 0 0 0 1
C42 1 0 0 0 0 0 0
C43 1 0 1 0 0 0 0
C44 1 0 0 0.0952 0 0.4285 0.3333
C51 1 0 0 0 1 0 0
C52 1 0 0.3809 0.9048 1 0.3809 0
C53 1 0.1905 0.3333 0 0.1428 0 0
Co61 1 0 0 0 0 0 0
C62 1 0 0 0.4762 0 0.9524 0.4762
C63 1 0 0 0 0 1 1
C71 0 1 1 0 1 0 0
c72 2 0 0 0.3810 0.0714 0.3100 0

Thus, based on the three: (13), the weights from the DANP matrix (Table 5) showing
the importance of cybersecurity criteria, and the preference functions for each pair of
measures from Table 8, the aggregated preference functions are obtained and specified in
Table 9. The results are used for the assessment of measures.

Table 9. Aggregated preference functions in PROMETHEE II.

Criterion  Weights Al1-A2 A1-A3 A2-A1 A2-A3 A3-A1l A3-A2

C11 5.5125 0 2.8880 5.5125 5.5125 0 0
C12 6.0933 0 0 6.0933 6.0933 0 0
C13 4.8358 0 0.5759 2.3028 2.8788 0 0
C21 5.0210 0 1.4345 5.021 5.0210 0 0
Cc22 5.1718 0 0 5.1718 5.1718 5.1718 0
C31 5.9150 0 0 0 0 5915 5.915
C32 4.1314 0 0 0 0 0 4.1314
C33 5.3755 5.3755 5.3755 0 0 0 1.0240
C41 5.3424 0 0 0 0 0 5.3424
C42 3.7526 0 0 0 0 0 0
C43 4.3223 0 4.3223 0 0 0 0
C44 5.4631 0 0 0.5201 0 2.3409 1.8209
C51 5.9023 0 0 0 5.9023 0 0
C52 3.7699 0 1.4360 3.4110 3.7699 1.4360 0
C53 4.1433 0.7893 1.3810 0 0.5917 0 0
Ce1 5.4467 0 0 0 0 0 0
C62 4.7314 0 0 2.2531 0 4.5062 2.2531
C63 5.7801 0 0 0 0 5.7801 5.7801
C71 5.0026 5.0026 5.0026 0 5.0026 0 0
C72 4.2869 0 0 1.6333 0.3061 1.3289 0

All the values in Table 9 are multiplied by 100.
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The next step involves the calculation of the entering, leaving and net flows. The
final rank of measures in Table 10 is presented. The net flow score for a given measure
reflects its importance among other measures. The strength of measures is obtained by
the leaving flow while the weakness of measures is shown by the entering flow. A higher
net flow of a measure is preferred. Based on the PROMETHEE II method, the final order
of validity of the measures was obtained in the form of A2 (Technological measures),
A3 (Organizational measures) and Al (Operational measures) to ensure cybersecurity
among the participants of the information flow under Sustainable Manufacturing and
Industry 4.0. The above analysis shows that the sphere of technological solutions (A2) is
the most significant. The hypothesis formulated in section ‘1. Introduction” and subjected
to verification has been confirmed.

Table 10. Ranking of cybersecurity measures in PROMETHEE II.

Group of
Code Cybersecurity Leaving Flow ®*(i) Entering Flow ®~ (i) Net Flow ®(7) Ranking
Measures
Al Operational 0.3358 0.5840 —0.2482 3
A2 Technological 0.7217 0.3743 0.3474 1
A3 Organizational 0.5275 0.6267 —0.0992 2

The staff of the IT departments ensure that the IT equipment, also in the field of
cybersecurity issues, is always in the best condition and includes the latest solutions.

It should be noted that the first three of the most important criteria connected with
the A2 sphere hold, respectively, the 1st (C12), 3rd (C51), 5th (C11) positions in the criteria
list with the highest influential weights in Table 5. That is C12 (Validation and maintaining
electronic signatures and seals), C51 (Appropriate techniques for securing workstations and
mobile devices), and C11 (Electronic signature, Electronic seal, and Electronic time stamp).

As a result of the analysis, it was determined that the C12 parameter is the most im-
portant factor influencing the IT security and information flow in companies participating
in the sustainable Industry 4.0 cycle.

Let us recall, the validation of electronic signature guarantees that it has been done
correctly. The use of validation is essential and ensures the cybersecurity of the entities in
the process flow of Industry 4.0.

As for maintaining the electronic signature, it extends the reliability of an electronic
signature beyond the technical validity period.

The maintaining service may, in particular, be used in accepting manufacturing state-
ments and commitments with a higher risk and long-term or valuable liabilities.

Another preferred alternative is the organizational sphere (A3). This alternative is
difficult to implement as it requires the IT staff to constantly follow and improve well-
defined procedures.

The first three of the most important criteria connected with the A3 sphere hold the
2nd (C31), 4th (C63), 6th (C44) positions in the criteria list with the highest influential
weights in Table 5, where C31 is Adequate technical security of a company network, C63
means Creating rules for managing access to corporate data; User authentication, and C44
is Software updates.

The least preferred alternative is the sphere of operational activities (A1l). This means,
predominantly, constant monitoring of the right operation and stability of the applied solutions.

As regards the first three of the most important criteria connected with the Al sphere,
they hold the 8ht (C33), 12th (C71), 15th (C43) positions in the criteria list with the highest
influential weights in Table 5, where C33 means Monitoring and analysis of security inci-
dents, C71 is Intrusion Prevention System and Intrusion Detection System with algorithms
to real-time detect the malicious attacks and finally C43 is Vulnerability scan; Source code
analysis to look for software weaknesses.
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It is worth noticing that the A3 area covering current operational activities is only
the third in the ranking. This should be confirmed during the implementation of security
issues within companies participating in manufacturing flow.

The sequence of implementing individual security issues in companies, resulting from
the analysis, should be followed. Firstly, it is necessary to determine the type and scope of
technological solutions to be applied that will comprehensively cover all IT areas and ensure
their security. Then, depending on the selected solutions, procedures and regulations for
employees should be developed. These ought to include routine work, training systems,
and emergency procedures. Only on this basis should the daily operational work of system
users and administrators involved in ensuring IT security be implemented.

6. Conclusions

The combination of the idea of sustainable development, digital transformation of
Industry 4.0 and cybersecurity has a positive impact on sustainable manufacturing. Along
with the growing popularity of sustainable production and Industry 4.0 processes, the
amount of information sent throughout the lifecycle of manufactured products between
companies participating in these processes increases.

This enhances concerns of manufacturing companies” management boards about the
cybersecurity of important databases. As a result, the pace of implementing the principles
of sustainable development in manufacturing companies is slowing down. To counteract
this phenomenon, it is necessary to develop cybersecurity principles covering both the
processed information and the IT environments used, the introduction of which will
become the driving force for the further development of sustainable manufacturing.

The example of digital data exchange between the participants in the production
process presented in Section 2 indicates that the absence of a coherent cybersecurity mecha-
nism accepted by the parties guaranteeing the integrity and undeniability of the origin of
received and sent data is a direct limitation of the dissemination of the modern Industry
4.0 technologies.

On the other hand, this is counteracted by the specific guide-template of a set of criteria,
areas and groups of cybersecurity measures proposed in the article, which, together with
their ranking and the indicated order of implementation, as well as the hybrid MCDM
method of assessing the security scheme, can be directly applied in any manufacturing
company.

Implementing security solutions is always costly and usually time-consuming. The
article allows the management of a manufacturing company to properly allocate funds and
reduce the risk of making a mistake when implementing cybersecurity solutions within
Industry 4.0.

The article proposes a cybersecurity structure divided into seven dimensions, twenty
criteria and three groups of measures in the field of cybersecurity in areas used by compa-
nies for the purposes of sustainable manufacturing and sustainable Industry 4.0. Another
research value and novelty of the article is the simultaneous utilization of the hybrid method
supporting decision-making processes based on the DEMATEL-based ANP (DANP) and
PROMETHEE II methods for the assessment of the proposed cybersecurity structure in
sustainable manufacturing and Industry 4.0 and to create a ranking of its elements.

Based on DANP, the relationship and position indicators for each of the seven di-
mensions and twenty criteria of cybersecurity were obtained, along with the ranking of
the importance of criteria. Subsequently, the results obtained from DANP were used in
PROMETHEE II to determine the ranking of measures.

The analysis reveals that the most important security assessment criteria are: C12
(Validation and maintaining electronic signatures and seals) and C31 (Adequate technical
security of a company network). In turn, the most crucial dimension of cybersecurity is
D3 (Network security), while the most significant group of measures in this regard is A2
(Technological measures). It means that the hypothesis posed in section ‘1. Introduction’
and subject to verification has been confirmed.
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The influence of the A2 technological group of measures on sustainable development
in terms of production consists in the possibility of reducing a company’s carbon footprint,
energy consumption and improving energy efficiency by ensuring that cybersecurity
software and hardware are always in the best condition and contain the latest solutions. As
a result, the implementation of measures from the A2 group is a process towards achieving
Sustainable Development Goal 7—affordable, reliable, sustainable and modern energy.

In turn, the area of D3 (Network security) recommends a constant development of
software improvements to the algorithms that capture cyber threats. This extends the time
of using older machinery in manufacturing companies and introduces the philosophy of
reuse from the circular economy in the area of IT equipment and production machinery as
well as redesigning in the area of software. Another recommendation in this area is the
widest possible automation of the cybersecurity data analysis, previously aggregated with
the use of big data, by analysts and corporate security departments, which increases the
efficiency of the work of the people involved.

The criterion C12 (Validation and maintaining electronic signatures and seals) intro-
duces the philosophy of reuse from the circular economy to the digital sphere of cyberse-
curity. Losing the validity of electronic signatures functioning in the digital production
control process may lead to the immobilization of the company’s production activity, and
thus cause a decrease in work efficiency and an increase in resource consumption.

On the other hand, failure to implement the C31 criterion (Adequate technical security
of a company network) may lead to downtime in production companies, which in turn
leads to a reduction in work efficiency, forces over-planned retooling of stopped machines,
increases a company’s carbon footprint by excessive energy consumption during restarting
and an increased number of material losses and defective products resulting from an
emergency stop of the production line.

The presented methodology is relatively easy to apply in practice. The rankings of
cybersecurity criteria and groups of measures can be treated by manufacturing companies
as guidelines during the process of implementing cybersecurity solutions. The integration
of the two methods has proved to be valuable in assessing cybersecurity. This is possible
by establishing the importance of the various criteria. Besides, owing to this, it is plausible
to support the decision-making process regarding the choice of measures to ensure high
cybersecurity in the IT within manufacturing companies. This could pave the way for future
work to do research involving the use of other methods for ranking cybersecurity measures.
Extending the framework of this methodology for assessing available dimensions, criteria
and group of measures may also be useful for other issues.
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Appendix A

Table A1. Example of assessment interactions between pairs of all criteria.

C11 C12 C13 C21 C22 C31 C32 C33 C41 C42 C43 C44 C51 C52 C53 C61 C62 C63 C71 C72

cnmo 4 4 4 4 2 2 2 3 2 2 3 3 2 2 4 2 4 1 1
ci24 0 4 4 4 4 1 1 2 1 2 3 3 1 2 3 3 3 2 1
¢33 3 o0 3 3 10 0 1 1 2 1 2 1 1 1 2 3 1 1
c2z14 4 4 0 4 4 1 1 1 1 2 2 4 1 2 3 1 3 3 2
c24 4 4 4 0 4 2 1 4 4 2 4 4 1 3 2 3 3 2 2
314 4 4 3 4 0 4 4 4 3 3 4 4 2 3 3 3 4 4 3
¢21 21 3 3 3 0o 3 4 1 1 2 2 2 1 4 1 3 4 3
¢31 3 2 3 3 3 3 0 3 1 3 4 3 2 2 3 4 4 4 3
411 2 1 2 2 3 3 3 0 4 2 2 2 1 2 3 3 3 3 1
421 1 1 1 1 3 3 1 4 0 1 3 1 1 2 1 2 2 1 1
c432 3 1 2 1 4 3 3 4 1 0 2 1 1 2 1 1 2 1 1
c42 3 1 2 1 3 2 1 3 2 2 0 3 3 1 1 3 2 4 2
¢s14 4 1 2 2 3 2 3 1 1 3 3 0 3 3 4 2 3 1 1
¢21 1 1 1 1 2 1 3 1 1 1 3 3 0 1 3 3 2 4 2
¢31 2 1 3 2 3 2 3 2 2 4 3 3 3 0 3 1 2 2 1
cr3 3 3 3 4 3 3 2 4 2 2 1 3 3 2 0 3 4 2 2
¢c22 2 2 1 1 3 1 2 3 2 1 2 3 2 1 2 0 2 1 1
¢33 3 2 2 2 3 1 1 1 1 1 2 2 1 1 3 3 0 1 1
¢ttt 1 1 2 2 3 1 4 4 1 2 4 3 1 3 3 2 3 0 4
¢21 2 2 2 2 3 3 4 3 2 2 2 3 1 2 3 2 2 3 0

Table A2. Direct influence matrix Z.

Ci1 C12 C13 C21 (C22 (C31 (C32 (C33 C41 C42 C43 C44 C51 C52 C53 Cé61 C62 C63 C71 C72

Cl1 0 3.905 3.810 3.857 3.476 2.476 2.143 2.048 2.619 2.191 2.048 3.286 2.905 2.191 2.238 3.571 2.476 3.524 1.238 1.476
Cl12 3571 0  3.714 3.381 3.762 3.429 1.476 1.286 1.857 1.286 1.714 2.952 3.191 1.762 2.048 3.143 2.714 3.238 2.381 1.143
C13 3.143 3238 0  3.048 3.286 1.238 1.381 1.381 1.286 1.429 1.762 1.143 1.905 1.286 1.191 1.286 1.810 2.714 1.191 1.381
C21 3524 3571 3.619 0  3.714 3.571 1.286 1.714 1.191 1.238 1.571 1.714 3.571 1.143 1.286 2.714 1.238 3.143 3.048 2.143
C22 3762 3.857 3.571 3.381 0  3.381 1.714 3.381 3.524 1.286 2.048 3.571 3.524 1.381 2.619 1.905 2.952 1.238 1.905 2.048
C31 3.857 3.429 3.524 3.286 3.381 0  3.524 3.429 3.857 2.762 2.714 3.524 3.429 1.905 2.714 3.048 2.714 3.762 3.429 2.857
C32 1.143 2.191 1.286 2.619 3.191 2.762 0  2.762 3.619 1.286 1.381 1.286 1.905 1.571 1.143 3.619 1.286 2.905 3.762 3.048
C33 1.286 3.238 1.905 1.238 1.286 1.191 1.762 0 1.143 0.952 2.905 3.571 2.905 1.619 1.714 1.714 3.524 3.857 3.429 3.095
C41 1.191 2.048 1.381 1.810 1.762 2.714 3.048 2.667 0  3.619 1.571 1.857 1.619 1.286 1.619 2.714 1.571 2.619 2.905 1.286
C42 1.381 1.286 1.143 1.191 1.143 3.048 2.952 3.524 3.619 0 1.381 3.286 1.571 1.191 2.048 1.571 1.476 1.714 1.286 1.286
C43 2238 3.238 1.429 1.571 1.381 3.524 1.143 2.952 3.048 1.191 O 1.714 1.476 1.381 1.762 1.286 1.238 1.857 1.381 1.429
C44 2429 3.048 1.286 1.762 1.286 2.619 1.810 1.238 3.143 1.905 1.571 0  3.238 1.286 1.286 1.476 2.762 1.619 3.571 1.857
C51 3.714 3.762 1.143 1.714 1.762 2.714 1.619 3.524 1.286 1.381 3.048 2.667 0  2.905 2.714 3.429 1.857 2.619 1.143 1.714
C52 1286 1.762 1.238 1.286 1.286 1.286 1.143 2.905 1.429 1.238 1.238 3.048 2952 0  0.952 2.762 2.667 1.619 3.524 2.095
C53 1476 1571 1.286 2.810 1.714 2.619 1.571 2.857 1.857 1.619 3.524 2.952 2.667 1476 0 2905 1.143 1.571 1.571 1.381
C61 3.048 2.952 3.143 2.810 3.381 2.619 1.143 1.714 3.571 1.714 1.571 1.476 3.095 2.714 1.762 0 1.238 3.571 1.810 2.143
C62 2476 1.238 1.714 1.191 2.095 2.857 1.191 1.286 1.143 1.571 1.476 1.571 2.619 1.857 1.238 1.571 0 1.762 1.238 1.286
C63 3.095 3.143 2.048 1.714 1.571 2.810 1.476 1.191 1.191 1.238 1.429 1.857 2.048 1.714 1.286 1.857 2.905 0 1.143 1.191
C71 1.571 1.381 0.952 1.762 1.905 2.857 1.381 3.619 3.762 1.476 1.571 3.429 2.905 1.143 2.905 2.905 1.571 3.048 0  3.524
C72 1238 2.238 2.095 1.810 2.048 2.619 3.191 3.524 3.286 1.905 1.810 1.762 2.619 1.381 2.191 3.048 2.381 2.429 2905 O
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Table A3.

Normalized direct influence matrix X.

C11

C12 C13 C21 C22 C31

C32

C33

C41 C42 C43 C44 C51

C52

C53

C61 C62 C63 C71

C72

c1
C12
C13
C21
C22
C31
C32
C33
C41
C42
C43
C44
C51
C52
C53
C61
C62
C63
C71
C72

5.841
5.140
5.763
6.153
6.308
1.869
2.103
1.947
2.259
3.660
3.972
6.075
2.103
2414
4.984
4.050
5.062
2.570
2.025

6.386
0
5.296
5.841
6.308
5.608
3.583
5.296
3.349
2.103
5.296
4.984
6.153
2.882
2.570
4.829
2.025
5.140
2.259
3.660

6.231
6.075
0
5919
5.841
5.763
2.103
3.115
2.259
1.869
2.337
2.103
1.869
2.025
2.103
5.140
2.804
3.349
1.558
3.427

6.308
5.530
4.984
0
5.530
5.374
4.283
2.025
2.960
1.947
2.570
2.882
2.804
2.103
4.595
4.595
1.947
2.804
2.882
2.960

5.685
6.153
5.374
6.075
0
5.530
5218
2.103
2.882
1.869
2.259
2.103
2.882
2.103
2.804
5.530
3.427
2.570
3.115
3.349

4.050
5.608
2.025
5.841
5.530
0
4517
1.947
4.439
4.984
5.763
4283
4.439
2.103
4283
4.283
4.673
4.595
4.673
4.283

3.505
2414
2.259
2.103
2.804
5.763
0
2.882
4.984
4.829
1.869
2.960
2.648
1.869
2.570
1.869
1.947
2414
2.259
5218

3.349
2.103
2.259
2.804
5.530
5.608
4517
0
4.361
5.763
4.829
2.025
5.763
4751
4.673
2.804
2.103
1.947
5.919
5.763

4.283
3.037
2.103
1.947
5.763
6.308
5919
1.869
0
5919
4.984
5.140
2.103
2.337
3.037
5.841
1.869
1.947
6.153
5.374

3.583
2.103
2.337
2.025
2.103
4517
2.103
1.558
5919
0
1.947
3.115
2.259
2.025
2.648
2.804
2.570
2.025
2414
3.115

3.349
2.804
2.882
2.570
3.349
4.439
2.259
4.751
2.570
2.259
0
2.570
4.984
2.025
5.763
2.570
2.414
2.337
2.570
2.960

5.374
4.829
1.869
2.804
5.841
5.763
2.103
5.841
3.037
5.374
2.804
0
4.361
4.984
4.829
2414
2.570
3.037
5.608
2.882

4.751
5218
3.115
5.841
5.763
5.608
3.115
4751
2.648
2.570
2414
5.296
0
4.829
4.361
5.062
4.283
3.349
4751
4.283

3.583
2.882
2.103
1.869
2.259
3.115
2.570
2.648
2.103
1.947
2.259
2.103
4751
0
2414
4.439
3.037
2.804
1.869
2.259

3.660
3.349
1.947
2.103
4.283
4.439
1.869
2.804
2.648
3.349
2.882
2.103
4.439
1.558

2.882
2.025
2.103
4751
3.583

5.841
5.140
2.103
4.439
3.115
4.984
5919
2.804
4.439
2.570
2.103
2414
5.608
4.517
4751
0
2.570
3.037
4.751
4.984

4.050
4.439
2.960
2.025
4.829
4.439
2.103
5.763
2.570
2414
2.025
4517
3.037
4.361
1.869
2.025
0
4.751
2.570
3.894

5.763
5.296
4.439
5.140
2.025
6.153
4.751
6.308
4283
2.804
3.037
2.648
4.283
2.648
2.570
5.841
2.882
0
4.984
3.972

2.025
3.894
1.947
4.984
3.115
5.608
6.153
5.608
4.751
2.103
2.259
5.841
1.869
5.763
2.570
2.960
2.025
1.869
0
4.751

2414
1.869
2.259
3.505
3.349
4.673
4.984
5.062
2.103
2.103
2.337
3.037
2.804
3.427
2.259
3.505
2.103
1.947
5.763

Table A4. Total relations matrix T.

All the values in Table A3 are multiplied by 100.

C11

C12

C13

C21

Cc22

C31

C32

C33

C41

C42

C43 C44 C51

C52

C53

Ce1l

C62

Ce63

C71

C72

C11
C12
C13
C21
C22
C31
C32
C33
C41
C42
C43
C44
C51
C52
C53
Co1
Cce2
C63
C71
Cc72

1.102
1.606
1.263
1.552
1.676
1.867
1.097
1.081
1.013
0.968
1.114
1.215
1.528
0.952
1.058
1.453
1.075
1.248
1.161
1.125

1.814
1.152
1.355
1.656
1.808
1.947
1.358
1.467
1.234
1.050
1.352
1.392
1.644
1.106
1.170
1.543
0.958
1.327
1.244
1.382

1.566
1.505
0.691
1.452
1.527
1.675
1.023
1.061
0.949
0.848
0.912
0.941
1.038
0.851
0.931
1.360
0.877
1.004
0.962
1.150

1.599
1.481
1.181
0.915
1.529
1.681
1.248
0.987
1.042
0.886
0.954
1.042
1.148
0.880
1.186
1.334
0.817
0.971
1.114
1.139

1.572
1.564
1.237
1.515
1.031
1.727
1.362
1.019
1.058
0.895
0.942
0.995
1.176
0.903
1.039
1.443
0.970
0.972
1.154
1.202

1.548
1.629
1.016
1.598
1.681
1.365
1.415
1.135
1.318
1.290
1.361
1.312
1.437
1.008
1.291
1.442
1.170
1.243
1.432
1.410

1.140
0.996
0.780
0.936
1.087
1.505
0.693
0.927
1.108
1.053
0.766
0.921
0.963
0.743
0.864
0.912
0.703
0.796
0.928
1.205

1.365
1.201
0.952
1.227
1.579
1.781
1.343
0.851
1.244
1.306
1.209
1.028
1.471
1.195
1.256
1.220
0.878
0.918
1.477
1.475

1.456
1.290
0.934
1.148
1.594
1.846
1.474
1.036
0.831
1.323
1.220
1.314
1.132
0.966
1.102
1.490
0.850
0.921
1.493
1.434

1.076
0.901
0.734
0.858
0.949
1.300
0.834
0.741
1.131
0.532
0.718
0.878
0.861
0.706
0.813
0.933
0.713
0.709
0.874
0.940

1.167
1.076
0.869
1.020
1.182
1.424
0.936
1.140
0.900
0.827
0.604
0.905
1.228
0.789
1.201
1.008
0.772
0.816
0.986
1.025

1.580
1.479
0.939
1.251
1.636
1.814
1.121
1.422
1.128
1.279
1.041
0.837
1.373
1.230
1.279
1.201
0.933
1.043
1.456
1.211

1.620
1.606
1.118
1.611
1.718
1.899
1.291
1.394
1.147
1.070
1.057
1.402
1.027
1.276
1.301
1.522
1.142
1.136
1.447
1.413

1.084
0.982
0.720
0.855
0.960
1.168
0.873
0.856
0.771
0.711
0.739
0.778
1.111
0.517
0.797
1.086
0.762
0.790
0.815
0.860

1.160
1.097
0.761
0.954
1.229
1.386
0.883
0.932
0.887
0.898
0.857
0.846
1.140
0.726
0.619
1.010
0.715
0.772
1.156
1.053

1.622
1.504
0.958
1.398
1.381
1.742
1.479
1.137
1.250
1.012
0.967
1.078
1.479
1.178
1.264
0.963
0.926
1.043
1.373
1.409

1.317
1.305
0.940
1.045
1.395
1.519
0.994
1.308
0.961
0.898
0.862
1.147
1.120
1.070
0.886
1.034
0.586
1.105
1.049
1.176

1.686
1.585
1.221
1.530
1.353
1.931
1.432
1.517
1.294
1.087
1.110
1.145
1.419
1.055
1.120
1.576
0.995
0.796
1.454
1.379

1.178
1.291
0.867
1.347
1.290
1.692
1.431
1.327
1.219
0.928
0.925
1.317
1.052
1.240
1.004
1.159
0.811
0.862
0.852
1.315

1.067
0.977
0.799
1.096
1.162
1.440
1.205
1.165
0.866
0.813
0.822
0.947
1.009
0.928
0.865
1.081
0.734
0.769
1.274
0.740

All the values in Table A4 are multiplied by 10.
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Table A5. Normalized total relations matrix T".

C11 C12 C13 C21 C22 C31 (C32 (C33 C41 C42 C43 C44 C51 C52 C53 C61 C62 C63 C71 C72

c1
C12
C13
C21
C22
C31
C32
C33
C41
C42
C43
C44
C51
C52
C53
C61
C62
C63
C71
C72

3.975 6.546 5.649 5.770 5.672 5.586 4.111 4.926 5.251 3.881 4.212 5.698 5.843 3.909 4.186 5.850 4.753 6.084 4.250 3.849
6.124 4.391 5.737 5.647 5.964 6.212 3.797 4.577 4.920 3.437 4.103 5.639 6.125 3.743 4.182 5.734 4.977 6.044 4.923 3.725
6.532 7.007 3.577 6.109 6.400 5.256 4.032 4.923 4.833 3.794 4.494 4.855 5.782 3.726 3.936 4.953 4.861 6.315 4.483 4.132
6.216 6.635 5.818 3.666 6.069 6.401 3.748 4.916 4.598 3.435 4.084 5.012 6.454 3.424 3.823 5.602 4.185 6.127 5.397 4.392
6.036 6.513 5.498 5.506 3.714 6.055 3.915 5.687 5.742 3.416 4.258 5.892 6.186 3.459 4.425 4.972 5.023 4.872 4.647 4.186
5.708 5.952 5.122 5.140 5.281 4.173 4.602 5.446 5.643 3.973 4.353 5.547 5.805 3.572 4.237 5.327 4.643 5.905 5.173 4.401
4.670 5.780 4.353 5.311 5.797 6.024 2.951 5.716 6.273 3.550 3.986 4.772 5.494 3.716 3.759 6.295 4.232 6.096 6.094 5.130
4.806 6.517 4.714 4.387 4.527 5.046 4.118 3.784 4.606 3.295 5.064 6.317 6.195 3.803 4.141 5.054 5.814 6.742 5.895 5.176
4.745 5.778 4.445 4.880 4.957 6.171 5.191 5.824 3.891 5.298 4.215 5.285 5.374 3.610 4.155 5.856 4.502 6.061 5.708 4.054
4921 5.340 4.311 4.501 4.550 6.557 5.351 6.638 6.724 2.703 4.205 6.503 5.437 3.613 4.565 5.144 4.562 5.524 4.718 4.133
5.704 6.924 4.670 4.882 4.823 6.970 3.921 6.189 6.246 3.674 3.091 5.330 5.410 3.785 4.388 4.953 4.413 5.682 4.734 4.209
5.666 6.491 4.388 4.862 4.641 6.118 4.295 4.795 6.130 4.098 4.223 3.904 6.538 3.629 3.944 5.027 5.350 5.343 6.141 4.418
6.272 6.749 4.263 4.715 4.827 5.900 3.953 6.040 4.646 3.534 5.043 5.637 4.218 4.561 4.680 6.074 4.597 5.828 4.317 4.144
4928 5.725 4.403 4.554 4.672 5.217 3.845 6.186 4.999 3.657 4.087 6.367 6.606 2.677 3.758 6.100 5.538 5.462 6.417 4.803
5.028 5.558 4.423 5.634 4.938 6.135 4.103 5.969 5.237 3.865 5.706 6.078 6.182 3.784 2.941 6.007 4.208 5.321 4.772 4.111
5.868 6.228 5.490 5.386 5.824 5.822 3.681 4.925 6.014 3.766 4.069 4.851 6.143 4.384 4.077 3.888 4.176 6.362 4.681 4.366
6.182 5.511 5.046 4.700 5.579 6.728 4.046 5.049 4.890 4.099 4.439 5.365 6.567 4.383 4.110 5.327 3.372 5.722 4.667 4.220
6.486 6.895 5.218 5.047 5.051 6.462 4.139 4.769 4.785 3.687 4.243 5.421 5.902 4.105 4.011 5.423 5.741 4.137 4.478 3.999
4.898 5.249 4.060 4.702 4.869 6.042 3.913 6.233 6.301 3.686 4.158 6.145 6.105 3.440 4.875 5.792 4.426 6.133 3.596 5.376
4.679 5.749 4.782 4.736 4.999 5.865 5.013 6.134 5.963 3.911 4.264 5.037 5.876 3.579 4.380 5.859 4.892 5.734 5.471 3.078

Refe
1.

10.

11.

12.

13.

14.

15.
16.

All the values in Table A5 are multiplied by 100.
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