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Abstract

:

Nowadays, blockchain technology is expected to promote the quality control of traditional industry due to its traceability, transparency and non-tampering characteristics. Although blockchain could offer the traditional industry new energy, there are still some predictable difficulties in the early stage of its application, such as the structure of the blockchain-based system, the role of regulators in the system and high transaction fee by block packing. In this paper, we establish a pioneering quality control system for the green composite wind turbine blade supply chain based on blockchain technology. Firstly, the framework of this system is proposed to ensure that the quality of the product could not only be examined and verified by regulator, but also be monitored by other related nodes. Next, we develop a new way to store the data by hash fingerprint and the cost of transaction fees is significantly reduced in the case of a large amount of data. Then, the information on-chain method is developed to realize the data traceability of each node. At last, the tests of this system are carried out to prove its validity, the satisfactory results are obtained and information supervision and sharing role of the regulators are discussed.
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1. Introduction


The improvement of environmental protection consciousness and the promulgation of the related regulations have promoted the rapid development of new energy industries [1,2]. Wind energy is a kind of renewable energy that provides a way to solve the global resource shortage and environmental problems. The collection efficiency of wind energy is largely determined by the aerodynamic shape, the length of the blades and the materials used to manufacture the blades [3]. Most of the glass fiber reinforced plastics (GFRP) and carbon fiber reinforced plastics (CFRP) have been used to produce blades of large wind turbines, but the use of these non-biodegradable materials will also cause lots of environmental problems [4,5]. Compared with the traditional synthetic fibers, natural fibers have the advantages of low density, low price, degradability, high specific modulus and specific strength; the use of bio-composite is becoming the new trend in wind energy industry [6,7].



The design life of the blade is generally 20 years, the quality control in each supply chain is particularly critical to ensure that the blades do not have major quality problems in such a long time. The work of wind turbine significantly relies on the quality of blade, which should be carefully controlled from raw material to final product in the supply chain. Figure 1 shows the key nodes in the traditional supply chain of wind turbine blades, the quality problems of blades are generally concentrated in raw material node, prepreg node, manufacturer node, transport node and final product [8]. The quality of raw material is the basis of normal operation of blades, the poor quality of raw material can cause damage in the internal structure by mechanical vibration [9]. The natural fibers have a strong hydrophilicity, which makes it necessary to pretreat the natural fibers before manufacturing the prepreg to reduce the water absorption. The mechanical properties and water resistance of prepreg can directly affect the performance of the final product in hydrothermal environment [10]. The manufacturer node involves more complex human operation, which will cause many quality-related problems. For example, the operation proficiency of worker has great fluctuation on the uniformity of product quality. The uneven glue content and incomplete material curing in the manufacturing process will cause blade deformation, crack and fracture [11]. Additionally, it has been found that many blade damages are caused by the transportation process. Due to the excessive deformation, collision and vibration, the micro cracks emerge and are likely to be imperceptible. Although the appearance defects of blades do not affect the product in the early stage, the blade defects will gradually develop into serious quality problems in the final product node, such as cracks, paint removal, aging and even fracture after a long period under vibration, fatigue and wind conditions [12].



The traditional quality control system of the wind turbine blade supply chain are generally centralized approaches. For example, Kumar [13] proposed a knowledge management-based analytical hierarchy process (AHP) to collect supply chain information; this system can help customers to identify the right suppliers and ensure the balance between cost, quality, transport and stability. Yuan et al. [14] investigated the supply chain of wind power in China, and the supply information showed that the related policies will help understand the progress and challenges to wind energy industry. Traditional centralized methods make it difficult for each node to know all transaction information and origins of the products [15]. In recent years, the increasing use of blockchain can be a better solution to control the quality problems and change future operations of new energy fields [16,17]. Blockchain is a kind of distributed digital ledger, which can record transactions of multiple block series [18]. It is a decentralized system that does not rely on a single entity for safe custody to ensure security [19]. Blockchain brings new hope for the quality control system because of its traceable, transparent and tamper-proof characteristics, which can ensure the nodes involving stakeholders in the traceable value chain from the raw materials to the final product [20]. The following Figure 2 is given to summarize the existing problems and challenges.



In the literature review, the supply chain can benefit from the use of blockchain technology in various aspects. For example, the supply chain should be more sustainable to increase the trust of the consumers, and tracking the information from the whole supply chain is a significant approach to address and identify sources of quality problems [21]; however, the traditional way may allow the information to be tampered with and the transparency cannot be guaranteed. When the data are stored in a blockchain, the information cannot be modified, resulting in the non-tampering characteristic of blockchain [22]. The use of blockchain technology can not only ensure the traceability and transparency of these information, but also be a potential solution to the privacy of individual and company, using public and private key encryption techniques to control their information [23].



To the authors’ knowledge, many existing blockchain supply chain system solutions remain in the early stage. Although blockchain technology has many advantages, there are still some problems with using this technology in wind turbine blade supply chain, such as the position of regulators, the high cost of storing a large amount of data and the construction of a supply chain platform in the wind energy industry. Therefore, we propose a novel blockchain system in this paper to improve the quality control of the key nodes in the supply chain. This new system develops the coordination between the regulator node and other nodes to ensure the traceability, transparency and prevention of data tampering, making the control of each node more efficient. We also provide a fingerprint on-chain method to reduce the packing charge when the data are too large. The smartphone platform is finally given to conveniently manage the information by users, and the results are given to prove the feasibility of the system.



The main contributions of this paper are given as below:




	
The main aim of this paper is to develop the quality control system of a green composite wind turbine blade supply chain, since few efforts have been carried out to establish this system.



	
The proposed system can realize the traceability of the green composite wind turbine blade supply chain, and the data on-chain method and trace process are illustrated in the paper. The quality of the product could not only be examined and verified by regulator, but also be monitored by other related nodes.



	
We develop a new way to store the data by hash fingerprint and the cost of transaction fee of Ethereum is significantly reduced in the case of a large amount of data.



	
The existing supply chain system has not improved the role of regulators; thus, the sharing and monitoring roles of the regulators are discussed in proposed system.








The paper is organized as follows. A brief overview of the related work is presented in Section 2. Section 3 proposes the wind turbine blade supply chain system and explains the information on-chain process. Section 4 shows the test results of an on-chain program and the role of regulator node. Finally, the main conclusions and future works are discussed in Section 5.




2. Literature Review


This section contains the details about the blockchain technology used in supply chain and some recent blockchain research overview.



2.1. Blockchain Working Principle


Blockchain is known as a distributed ledger by using a lot of novel technologies which can be used to share digital data [24]. Blockchain is composed of a linked block sequence to store the transaction, which uses a public key password and verification of the network community to protect the time stamped transaction [25]. When the data are stored in a blockchain, the information cannot be modified, resulting in the un-tamperability of blockchain [26]. The long time application of blockchain requires less money, and can employ real information for companies and consumers, which could be traced from raw material to final product. Blockchain is a significant technology, since it can reduce the time of the transaction from days to instantaneously, save costs, prevent cyber crime and increase the security of the record. The details of blockchain technology are shown below:




	(1)

	
Consensus Mechanism: The consistency and integrity in blockchain is provided by consensus protocol, and the transactions are assured across the distributed nodes [27]. Pow is one of the typical existing consensus protocols, which was developed to realize Bitcoin transactions, and nearly 47.1 terawatts/hour of energy will be consumed every year [28]. The disadvantage of this consensus mechanism is its high energy consumption, which reduces the application of the system in many situations. Thus, new consensus protocols have been proposed to deal with this problem, such as Proof of Stake (PoS) and Practical Byzantine Fault Tolerance (PBFT) [29]. The energy consumption is reduced by some consensus protocols, while some of these consume more energy. In this paper, the information on-chain operation is realized by using Ethereum, which is the most popular platform for smart contracts [30]. Two types of accounts are supported by Ethereum, the user-controlled account and the contract account, and both of them can store the Ethereum currency, ether [31]. The contract account must be activated by user-controlled account, and executing functions requires the user-controlled account to pay for gas using the ether currency. The price of gas can determine the conversion rate of gas to ether. The gas which is similar to the transaction fee will reward miners to include transactions in blocks. The miner who successfully concludes the transactions is rewarded five ethers [32].




	(2)

	
Privacy Mechanism: The private key and public key encryption are important technologies of the blockchain system, and have been used for information and data security [33]. The researchers now have found that blockchain technology is a very useful solution to the privacy demand through decentralizing data and information in many fields, such as IoT networks, supply chain and medical networks [34]. Everyone can participate and the transactions in Bitcoin blockchain since it is publicly available. The private or public blockchain has to be related to the ledger and participation. Private blockchain determines who can participate, offering the power to one company or person, which will hurt the trust between people [35]. The public blockchain may give better participation to the public. The advantage of private key and public key encryption technologies is that we could select the type of the blockchain to fit the need, so as to face the cyber risk problem of different communities [36].










2.2. Blockchain Technology in Supply Chain


In the supply chain, blockchain can protect the visibility by capturing information from different nodes, including raw material, intermediate products, transportation and end product [37]. The overhead and agency costs of companies can be reduced and the tampering and fraud can be decreased through increasing trust using shared processes and records. Blockchain technology can effectively help the retailers recall specific suspected products rather than the entire product line [38]. The typical nodes in the supply chain are listed in Figure 1. In fact, there should be more nodes in the supply chain of wind turbine blades, as the number of nodes could increase on the basis of the actual needs. Blockchain provides the following services to the supply chain:




	(1)

	
Un-tamperability. The supervising engineer shall carefully review the production qualification, equipment status and other relevant information of blade manufacturers. Once the data are stored on the blockchain, it cannot be not tampered, which can prevent the enterprises from tampering or destroying data adverse to them [39].




	(2)

	
Data transparency and privacy protection. Blockchain technology can not only realize the un-tamperability of data on-chain, but also protect the privacy of individuals that must be hidden. It can also control the data that enterprises want to share, give the relevant quality supervision department higher viewing authority and realize the acceleration of transaction speed and quality improvement on the supply chain [40].




	(3)

	
Traceability of quality problems. During the manufacturing process of blades, the supervising engineer shall carefully complete the inspection and upload the data at the preset quality witness place [41]. For example, some specific parameters should be recorded in the manufacturing process, such as temperature, time, mechanical properties, etc. Before transporting the blades, the supervising engineer shall review the transportation scheme, transportation mode and transportation conditions, etc. The important node information in many nodes of the supply chain can be stored on-chain, which can facilitate the query and trace the problems in the operation of turbine blades, so as to improve the quality of each node in the supply chain.









In the supply chain, blockchain can protect the visibility by capturing information from different nodes, including raw material. Table 1 shows the critical analysis of the blockchain technology used in supply chain.



To the authors’ knowledge, the green composite product system based on blockchain technology which monitors the quality problem in the supply chain, the regulators’ role in blockchain based system, reducing the transaction fees of the Ethereum method, have been seldom found in the literature. The conceptual framework provided in this paper can be an effective solution to the quality challenges of monitoring the important nodes in the green product supply chain and sharing the important data in this field.





3. The Blockchain-Based Wind Turbine Blade Supply Chain System


3.1. The Blockchain-Based Conceptual Framework


To overcome the disadvantage of traditional supply chain in the wind turbine blade industry and encourage more companies and people to share their information and monitor the quality of the supply chain, the conceptual framework of the wind turbine blade supply chain is presented based on blockchain. Figure 3 shows the wind turbine blade product traceability system (WTBPS) for the supply chain of wind turbine blades. The application of blockchain technology can improve the quality control level and make the whole supply chain more reliable.



There are six key nodes in the conceptual framework, involving raw materials, prepreg, manufacturer, transport, product and regulator. Compared with the traditional supply chain, which cannot effectively share data, WTBPS can be the linkage of the different nodes to share, store and trace information.



The raw materials include natural fiber, bio-resin, consumables and other materials. Among the raw materials, flax fiber, hemp fiber and bio-resins are common green materials in the market. Prepreg is composed of resin matrix and reinforced fiber, which can be made by impregnating fiber or fabric with resin matrix. The manufacture process of wind turbine blades is relatively complex, including the overall and local design of blades, prepreg laying, glue brushing, curing, etc. Because the manufacturing process is highly dependent on technology, the quality of products of this node is directly determined by the manufacturing level of different manpower. The transport is also an important node to the supply chain of wind turbine blades, because the transport process will produce vibration and impact load on the material, which is likely to cause damage to the material. In the final stage, the blades and wind turbines will be assembled, debugged and formally put into operation.



The regulator node is responsible for supervising and verifying the quality of each node. For the traditional supply chain, the regulator can only monitor limited data, cannot effectively monitor the transparency of data and cannot better share the data. The proposed system in this paper can make it more convenient for the regulator to monitor the data of each node, and the data on the blockchain cannot be tampered; thus, this system can better improve the quality of supply chain.



The information stored on blockchain may cause high transaction fees when the data volume is too large; thus, the fingerprint (FP) form of the information is designed to deal with this situation in the on-chain process. The actual upload data are in the form of the original hash fingerprint information of the string data. Through the comparison of fingerprint information, we can ensure that the original information is correct and cannot be tampered. In this design, the fingerprint information is calculated by SHA256 + RIPEMD160, and we further discuss this method in the Section 3.3.




3.2. The Structure of the Wallet


The information on-chain process needs to create an asset wallet first, and we propose a new asset management wallet to realize this process more conveniently. This wallet has several accounts corresponding to a different public chain, and each account can have addresses which are the actual ID of each production node on-chain. This wallet relies on the software development kit (SDK) provided by the material on-chain project, and every node of the supply chain participates in the blockchain. The structure of the wallet is shown in Figure 4. The advantage of this wallet structure is that the material on-chain project can support the use of different digital currency accounts in a wallet, such as BTC (Bitcoin) and ETH (Ether) accounts. The generation of public keys do not need private keys so as to create better security and each account can use various addresses to satisfy different demands. If users want to work with this system, they only need to establish a new digital currency account and use this new digital currency as the main coin to complete transactions or data on-chain process. This wallet structure can be a useful tool since users can directly use the material on chain project provided by our group. Otherwise, users need to establish a new wallet structure by themselves.



In addition, compared with an HD wallet, the proposed wallet which is created by the material on chain project does not need to depend on a private key to produce public data. This design can effectively protect the security from the beginning.



Through the wallet management interface defined in the blockchain operation, the construction of the wallet, the wallet ID, the account ID and address ID can be completed according to the process given in Figure 5. In step 1, we create the wallet ID via the create wallet function. In step 2, the wallet ID can further produce an account ID via the create account function. In step 3, the wallet ID and account ID can finally produce an address ID through the create address function.




3.3. The Information On-Chain Method


To better illustrate the application of blockchain technology in WTBPS, the blockchain technology used in this system is shown in Figure 6. Through the SDK defined in blockchain, we establish the “create”, “sign” and “submit” process to complete the information on-chain operation. The information is inserted into the transaction in the “create” phase, and the corresponding private key is obtained through the wallet manager in the signature phase.



Taking the coordination between manufacturer node and regulator node as an example:



Step 1: the manufacturer generates its own public key and private key through the key manager, encrypts the product information and calculates the fingerprint information.



Step 2: the regulatory department is responsible for registering the manufacturer’s public key information, decrypting product information and calculating fingerprint information.



Step 3: the transaction information is created by the TX manager and verified with the manufacturer. After the verification is successful, the manufacturer merges the transaction information and fingerprint information through a signature operation, signs the transaction information and submits it to obtain TXID in the blockchain to complete the information on-chain operation.





4. Implementation


The key nodes of green composite wind turbine blade supply chain contain raw materials, prepreg, manufacturer, transport, product and regulator. An application of the above-mentioned blockchain-based system is as follows. First, the information on-chain process is given, including the wallet parameters and an example of flax fiber information in the raw material node on-chain process. Next, the role of the regulator node is explained to show the cooperation between different nodes. Lastly, the traceability of on-chain information is illustrated so as to better search and monitor the information of each node in the supply chain.



4.1. The Information On-Chain Process


Taking ETH transaction as an example, we successfully obtain a group containing a wallet ID, account ID and address ID; the details are given in Table 2. The construction of the wallet is proved effective for creating specific address, and the use of this wallet manager can conveniently support further on-chain operations.



The application of the proposed system is tested to show its validity in mobile phones for the green composite wind turbine blade industry. For example, flax fiber information in raw material nodes is significant for the long term use of blades; the initial information of this node is shown in Table 3, and the information on-chain program and its application in mobile phones is given in Figure 7. In step 1, the flax fiber information is input into the smart phone. In step 2, this transaction, which contains flax fiber information, is created by a transfer function, and this information can be broadcast to the blockchain. In step 3, this transaction is verified and uploaded on the blockchain. Taking a wind turbine blade as an example, manufacturers can fill in the corresponding parameters through the on-chain function provided by a mobile phone, as shown in Figure 7b.



These data record the key parameters of the product that users want to be saved. However, when the number of the uploaded characters is too large, in order to reduce the packing charges and protect the privacy of users, the actual upload data may not be in the form of the original Json string, but rather the hash fingerprint information of the string data. Through the comparison of fingerprint information, we can ensure that the original information is correct and cannot be tampered. In this design, the fingerprint information is calculated by SHA256 + RIPEMD160, and the final on-chain information can be modified as follows: (“company”: “chunlong”, “fingerprint”: “cd3dcfe775 08184e4da978755b51b2e23a5f87e3”).



The number of characters and packing charges is shown in the Figure 8. It is seen that if the number of on-chain characters is 2000 characters, it is 3.1 times more expensive than 200 characters. However, the packing charge of the data in the hash fingerprint form is a constant USD 0.32, resulting in lower packing charges when the number of characters increases. When the number of characters becomes larger, this transaction fee will be more expensive. Thus, we can flexibly choose the on-chain way according to the needs to reduce the cost.




4.2. The Cooperation between Regulator Node and Other Nodes


Figure 9 shows an example of product information on a chain system based on blockchain technology, and the cooperation between the regulator node and other nodes. Firstly, the regulator encrypts the fingerprint information on each node of the supply chain. Then, the information is stored in the blockchain after being put on-chain, including the product and TXID information, and the information is stored in the regulatory server. When the regulatory authorities or relevant institutions need to query this information, they can scan the QR code in the figure. If the relevant personnel does not have the authority to query these basic information, the system will end the operation and return “No”. If the user is qualified, the system will return “Yes”. Next, the user can acquire the TXID list from the blockchain through the blockchain scanner to read the fingerprint (FP) encryption information and compare it with the fingerprint of the product node information. If it is correct, all information on the products can be read successfully, and finally, the information traceability of the whole system will be completed. Otherwise, the system stops the operation and returns “No”.



The regulator node can effectively contact the manufacturer node, record the data of the node, control the information sharing and ensure the transparency of the data; thus, the efficiency of supervision has been improved. Additionally, this method can be used flexibly according to the content of the data that needs to be uploaded. When the data are short, they can be directly uploaded; when the data are large, the uploaded data can be transformed into a fingerprint first, which can reduce the cost of the block package. The specific application for smart phones is shown in Figure 10. The regulator can review the on-chain information in the form of TXID (Figure 10a) and the detail information (Figure 10b), then they can examine and decide whether the information should be passed and updated to the blockchain.




4.3. The Traceability of the Information


The traceability process of information in the blockchain network is shown in Figure 10a. When we want to query the information, this program can query the historical records related to a transaction hash. If we want to find all history records at a special block height, we can use the scanner function and input the address ID and a certain block height to obtain all records, so as to achieve the purpose of traceability of supply chain information. Through the transaction hash, it is also convenient to query the relevant historical records in the Ethereum browser, and view the information on-chain. Taking the flax fiber node as an example, the operation results of smart phones and Ethereum are shown in Figure 11b–d. Figure 11b gives the interface of the history record in smart phone, where the results are arranged by date. The Ethereum browser is also a good way to query the on-chain information; the detail is shown in Figure 11c. If we want to trace the history results, the block height is obtained by the Ethereum browser. The input flax fiber information on the Ethereum browser is also given in Figure 11d; once the data are uploaded to the blockchain, they cannot be tampered with.




4.4. Comparative Analysis


The performance of the proposed system is shown in Figure 12 and Figure 13.



In Figure 12, the latency of an on-chain transaction of the system with three groups of participants as the average, minimum and maximum form is investigated. It is found that the average latency of 200 participants is 2728 ms, and when the number of participants increases to 400, the average latency is 2915 ms. However, if the participants increase to 800, the average latency will reach 3262 ms. In the case of 200, 400 and 800 participants, the minimum latency is 1620 ms, 1835 ms and 2168 ms, respectively, while the maximum latency is 3836 ms, 3995 ms and 4356 ms, respectively. The tendency of the on-chain transaction is that the latency increases with the increase in participants.



In Figure 13, we present the traceability transaction latency when participates search the history records in the blockchain network. The latency of traceability transaction of the system with three groups of participants as the average, minimum and maximum form is investigated. We found that the average latency of 200 participants is 264 ms, and when the number of participants increases to 400, the average latency is 284 ms. If the participants increase to 800, the average latency will reach 299 ms. In the case of 200, 400 and 800 participants, the minimum latency is 78, 86 ms and 90 ms, respectively, while the maximum latency is 450 ms, 482 ms and 506 ms, respectively. From Figure 13, it is observed that the traceability transaction latency can be neglected with the increase in participants.



The quality control system described in this paper is compared with other methods. Table 4 gives the results of this comparison. The detail analysis is shown below:




	(1)

	
Traceability: the system proposed in this paper is a good example for traceability in a system, and the details are shown in the Section 4.3. However, the systems in some references cannot reach this function.




	(2)

	
Regular role: the proposed system is based on blockchain, and the regulator node and other nodes all participate in the system, so they can easily join the system. As an early stage of blockchain application, the regulator role will be very confused, since decentralization is one of the most important advantages of blockchain technology, while regulators are also a significant power to make the supply chain more flexible and efficient. Thus, the blockchain-based system in this paper can make the regulator node more useful. In comparison with other methods, some researchers have developed systems for the supply chain, but the regulator role in it is still very narrow.




	(3)

	
Scalability: the proposed system in the wind turbine supply chain can further extend to more methods and smart contracts to improve the quality control of the whole supply chain.




	(4)

	
Privacy: the proposed system in wind turbine supply chain can protect user privacy through blockchain’s public and private key technology.




	(5)

	
Implementation: the implementation and test results of the proposed system in are given in this paper.




	(6)

	
Blockchain type: Ethereum is selected in this paper to realize on-chain data and the tracing process. It is noticed that the Hyperledger and Ethereum blockchain type can both realize the demand of the supply chain.











5. Conclusions


A traceability system based on blockchain technology is established in this paper to better control quality problems of the key nodes of the wind turbine blade supply chain. Firstly, the framework of this system is illustrated to build the relationship between six key nodes. Then, we explain the wallet structure and information on the chain method. Finally, the operation results of this system are given to demonstrate its validity.



For the application in wind turbine blade supply chain, this system can reduce packing charges and protect the privacy of users, because when uploading the information of each node in the supply chain, the actual data uploaded by the system is the hash fingerprint information. By comparing the fingerprint information, the original information also cannot be tampered. This system also publishes the SDK defined in the open source organization, which completes the information on-chain method by creating three main processes of signature and submission. The traceability of information in smart phones is shown and a successful result is obtained. This system can provide quality traceability for the wind turbine blade supply chain, ensure the safety and transparency of user information and better monitor the quality problems in the supply chain. Additionally, the proposed blockchain-based system can not only be used in the green composite wind turbine blade supply chain, but also be extended to other similar supply chains. To improve the applicability, it is worth testing the proposed blockchain-based systems in future research from various aspects, such as the block size, the number of peers, throughput, latency, consensus algorithm and wallet structure.



In the future, 5G will start to build base stations all around the world, and blockchain technology will play a more important role in supply chain. Combined with the Internet of Things technology, it can not only trace the source of quality problems, but also monitor the whole supply chain in real time. The accelerated integration of these three technologies will probably completely change the operation mode of wind energy technology and other industry supply chains. These three technologies will make up for each other’s shortcomings and accelerate the intelligent application of the supply chain.
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Figure 1. Traditional wind turbine blade product supply chain. 
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Figure 2. The problems and challenges of the wind turbine supply chain. 
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Figure 3. The framework of the blockchain network. 
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Figure 4. The structure of the wallet. 
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Figure 5. The creation of the information on-chain. 
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Figure 6. The data on-chain process. 
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Figure 7. The application of the information on-chain. 
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Figure 8. The number of characters and packing charges. 
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Figure 9. The example of the information online via the blockchain. 
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Figure 10. The regulator node in a smart phone. 
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Figure 11. The traceability of on-chain information. 
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Figure 12. On-chain transaction latency. 
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Figure 13. Traceability transaction latency. 
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Table 1. Critical analysis of the blockchain technology used in supply chain.
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	References
	Year
	Objective
	Merits
	Demerits





	[42]
	2019
	Realize the traceability of electronics supply chain
	Track and trace every chip while they are circulating
	Lacks in showing the system results



	[43]
	2020
	Overcome counterfeit medications in the community
	Better system performance was obtained
	Lacks in explanation for blockchain system



	[44]
	2021
	Establish payment system in construction supply chain
	Both blockchain and smart contract are used in the system
	Implementation results are missing



	[45]
	2020
	Privacy and security challenges for supply chain
	Good case study and data analysis for the proposed model
	System framework description is not enough



	[46]
	2018
	Transparent price issues in supply chain management
	Allows companies to track their trades in the system
	Data analysis has not been addressed



	[47]
	2019
	Risk avoidance and coordination of supply chain
	Information sharing are realized
	Lakes in blockchain background



	[48]
	2020
	Blockchain combining big data problem
	Provides fundamental insights into the adoption of blockchain
	Few results are provided



	[37]
	2018
	Explore blockchain system in composite supply chain
	Good supply chain description
	No actual system performance is shown
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Table 2. An example of wallet ID, account ID and address ID.
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	Wallet Structure
	ID





	Wallet ID
	WL2vQbcWwQZWg317x1kgegT6h1ox3oP86n



	Account ID
	2APXCoojgA5X1muGszsdsDX6MiDnbS26hYTiZXoaXW9E



	Address1 ID
	0x70dc632ec1fbb9d705ce79eead062a21570a5494



	Address2 ID
	0xc616eff28ec6020a78cb021a1f4d63183e7c0003
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Table 3. Flax fiber information.
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	Flax Fiber Node
	Information





	Product
	Flax fiber



	Company
	Chunlong



	Manager contact information
	86-3601-789656



	Producing area
	Jiangxi, China



	Average length (mm)
	18



	Density (g/cm^2)
	1.5



	Elastic modulus (GPa)
	65



	Tensile strength (GPa)
	1.2
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Table 4. Comparative analysis of blockchain systems for supply chain.
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	System
	Traceability
	Regulator Role
	Scalability
	Privacy
	Implementation
	Blockchain Type





	[49]
	×
	×
	√
	√
	√
	Hyperledger



	[50]
	√
	×
	√
	√
	√
	Hyperledger



	[51]
	√
	×
	×
	√
	√
	Ethereum



	[52]
	√
	√
	×
	√
	×
	Ethereum



	[53]
	×
	×
	√
	×
	×
	Ethereum



	This paper
	√
	√
	√
	√
	√
	Ethereum
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