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Abstract: Well-known international security frameworks try to eliminate or mitigate different kinds
of risks on the assets covered by their scopes (e.g., people, goods, information, and reputation).
To date, to the best of our knowledge, any of these approaches neither provide a comprehensive
perspective on security (considered as the merge of physical and logical security) nor consider
sustainability as one of the levers for their design, implementation, and execution. This work
presents a comprehensive security proposal through a framework that fits to the organizational
security needs and contributes to the achievement of the sustainability objectives of an organization
by avoiding duplicities and large security gaps from disjointed approaches. The work is supported by
a methodology, which is the result of the wide and long work experience of the co-authors on security
over the years in different organizations, businesses, and scopes. As it is shown in the theoretical
exemplification included in the paper, the proposed framework combines the complementary and
joint action of various actors for the protection of assets capable of achieving efforts and dedication
efficiency, by merging the aspects of physical and logical security.

Keywords: comprehensive security; security framework; security sustainability improvement

1. Introduction

Nowadays, the term security has spread and risen to a big notoriety in our digital
society. Since it is not an exact science, around the concept of security there are as many
definitions or approaches as there are theories in international relations and political
interests [1], mainly from a military defense perspective [2,3]. There is no universal
definition of security [4], but in this work, the term security aligns with the analysis of [5]
in terms of the protection of assets owned by an organization, regardless of their nature,
either logical or physical.

In this work, we focus on a comprehensive protection of people, interests, goods,
reputation, knowledge, and information of an organization, as well as the assets that
support them. In other words, our work is about protecting the business of an organization
and preventing losses by adding value and competitiveness by coordinated human and
technological means, procedures, and information that supports the security strategy [6].

Security in organizations has become more complex, sophisticated, and necessary
than ever, leaving behind the days when security in companies only meant having guards
and cameras [7]. The demand for security will continue to grow hand in hand with society,
adaptation and compliance with international standards will be required, the services
provided will have to reach very high levels of quality and reliability, to the point that
organizations will be, each time, more dependent on these security services [8–10].

However, the security of an organization must be approached from a global and
integral perspective, avoiding old practices in which each element or class of value had
its own particular protection strategy [11]. That is, strategic security planning must be
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unique and specific in each organization to ensure the correct coordinated operation of
security [12]. Security issues can hit an organization and cause real harm, no matter if the
root cause is physical or logical [13].

Therefore, the essence of the comprehensive security considers threats and vulnera-
bilities of the business on all the assets of the organization. In this way, comprehensive
security provides a convergent and orderly prism with which the efforts and the strategic,
tactical, and operational decisions fits the needs and circumstances of the organization, in
contrast to an independent and uncoordinated management with which chance and uncer-
tainty play a stellar role [14]. From this point of view, a security strategy makes no sense
anymore if the general services department leads the facilities protection strategy, human
resources department leads the people protection strategy, marketing department leads
the reputation, image, or brand protection strategy, studies department leads the knowl-
edge protection strategy, or the information technology department leads the information
protection strategy.

This paper proposes a comprehensive security framework that fits the generic pro-
tection needs of current organizations and the context that surrounds them, including
sustainable development. The paper combines a complementary and joint action between
the main actors and tools in pursuit of the protection of the assets, with special focus on
intelligence and risk management as key roles for comprehensive security and sustainabil-
ity development achievement. This way, based on a methodology product of more than
20 years of professional practice around almost every logical and physical security branch
by providing services to the public and private sector, it is possible to optimize efforts to
protect assets under the same organizational and functional model.

As stated in [15–19], comprehensive security is necessary for the sustainability devel-
opment of businesses since security is a social and economic category within the sustainable
development, which aims to counteract environmental threats as well as social threats.

The rest of this paper is organized as follows: Section 2 describes a brief background
about security and its approaches in organizations that leads to comprehensive security and
gives rise to the proposed framework. In Section 3, this paper presents a comprehensive se-
curity framework that is adjusted to the generic needs of current organizations aligned with
sustainability development requirements, and the context that surrounds them, combining
a complementary and joint action between the main actors in pursuit of the protection of
their assets (tangible and intangible). In addition, in Section 4, this paper also presents an
exemplification of the framework on a theoretical scenario with which to highlight the ben-
efits provided by the framework, as well as the problems and inconveniences that are faced
through its implementation and deployment. Finally, Section 5 brings the main conclusions
about the proposed comprehensive security framework, paying special attention to the
convenience of implementing the model to collaborate with sustainability, the difficulties
to be faced during the first steps of its deployment in organizations, the benefits provided,
and the main keys to be successful with the comprehensive security framework.

2. Background

Since its earliest origins [20], the demand of security by society has been a matter
of fact, as well as the benefits derived from this symbiotic relationship. While, on the
one hand, organizational, functional, or operational society advances have resulted in the
definition, design, and implementation of the main components of security, on the other
hand, innovation and constant gradual changes in security matters have led to direct or
indirect improvements in society itself.

From the end of the 20th century to the present day [21], the change in the daily model
of life is undeniable, from how people develop personal relationships to how business is
done in organizations, through how doubts are consulted, plane seats are reserved, or food
and groceries are ordered. We live in the age of digital information. The Internet has gone
from being a tool limited to a small number of universities and official organizations to
becoming a global network to which close to 60% of the world’s population has access [22].
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These massive irruptions offer infinite opportunities for innovation, growth, expansion,
and development of new products and services for society. Internet and cyberspace are
almost essential elements on a daily basis for millions of people who need to interact with
their home (e.g., the refrigerator, the boiler, the air conditioning, the alarm system), their
office (e.g., email, vending machines for coffee or snacks), or services providers (e.g., gym,
shopping) [23]. Data has never been as valuable as it is today. For instance, personal data
and those derived from the use of the Internet would allow to make a very precise profile
of each individual thanks to their activity. Even the information of any organization (e.g.,
financial, operational, legal) circulates on digital supports that deal with huge amounts of
bytes per second and can distribute them immediately to any of the billions of nodes in
a global network such as the Internet. Since the industrial revolution of the 19th century,
there has never been a change of such dimensions in which intangible assets represented
more than 80% of the value of companies [24].

Today, there is no doubt that companies and institutions are increasingly complex,
from both an organic and functional point of view, and that they move in a global and
highly dynamic context where new technologies play a decisive and crucial role. In fact,
when someone now asks about security in a company, the answers are usually divided, at
least, into two blocks: one is physical security and the other is logical security. Since the
human, technical, and material resources that organizations can devote to the protection of
their assets are limited, the effectiveness of such resources should be maximized through
a strategy that minimizes the likelihood of threats and the potential impact derived from
their materialization. It is commonly accepted that information, understood as one of
the main assets to be protected in any organization, resides primarily in electronic media
that need to be physically protected, while ensuring the logical security of the physical
media that contains it [25]. In other words, without the adequate physical security of an
organization’s assets, it would not be possible to guarantee their logical security, nor vice
versa. In the same line, as the Internet started from a military network [26], the majority of
current techniques and terms around it do come from physical world (e.g., kill chain, blue
team, red team) and they are used in the same meaning and aspects but in a cyberspace [27].
Physical and logical worlds have been interacting long time: most of the use cases run in
both worlds, similar techniques are used, skills and abilities are alike but end user tools
are different.

Logical security or cybersecurity refers to the controls and measures necessary in an
organization to preserve the confidentiality, integrity, availability, authenticity, traceability,
and conservation of its information in digital format, as well as the information systems
that collect, store, treat, maintain, use, share, distribute, or present it, against unauthorized
access, use, disclosure, interruption, modification, or destruction of any asset [28].

A long time ago, professional areas such as telecommunications found it necessary
and convenience to regulate the physical, electrical, and procedural characteristics of
communication equipment to guarantee compatibility between equipment from different
manufacturers [29]. In the case of the field of logical security, this has not been achieved
until recently, as the computer industry field has traditionally tried to monopolize or
captivate customers through hardware and/or software (e.g., IBM, Apple). Nevertheless,
it is clear that the appearance, consolidation, and evolution of good practices or standards
is directly linked to the existence of very specific regulations, as it can happen with quality,
environmental protection, or occupational safety at the time of providing a certain service.
Standards constitute a key pillar in optimizing resources and efforts within an organization
with which to improve operation and make life easier for professionals.

The logical security management has evolved considerably over the last decades as a
result of the rapid growth and dependence of business processes on information technology
systems and the corresponding increase in associated risks [30]. Consequently, the number
of publications of national and international standards on this matter has raised, becoming
a clear set of good practices that can be referenced. The ISO 27000 family [31], NIST SP 800
series [32], NIST Cyber Security Framework [33], Department of Defense Cybersecurity
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Maturity Model Certification (CMMC) framework [34], or Control Objectives for Infor-
mation Technologies (COBIT) framework from ISACA [35] are some of the most relevant
sources. These publications develop reference frameworks on which to implement logical
security in an organization, with relative technological neutrality, taking as a reference
the achievement of business objectives, legal and regulatory compliance, and systematic
support in risk assessments when deploying any type of control or safeguard [36]. Besides,
these frameworks are so much similar to each other so that it is possible to reach cross-
references between them and identify the association of controls between one framework
and another [37,38].

At this point, the presence of physical security in all these cybersecurity frameworks
is limited to the mere protection of the information assets, the systems that process those
information assets, the auxiliary equipment necessary for the information and systems, and
the facilities and locations where all the previous elements are located [39]. In other words,
logical security frameworks only safeguard the physical security of those items that are
necessary for their assets scope (broadly speaking, information, technology systems, and
communications), avoiding other valuable assets for organization such as people, goods,
reputation, or knowledge.

Physical or corporate security is the function in charge of avoiding or mitigating a
specific type of risks that affect an organization’s personnel, goods, and knowledge through
a wide range of activities, both preventive and reactive [40]. Unfortunately, unlike what
happens with logical security, in the broad field of corporate security, there are very few and
limited good practices or standards that, internationally complete, agreed, accepted, and
recognized, are fully specified with which to comply. Maybe the most relevant and well-
known ones are ANSI/ASIS International standards and guidelines regarding physical
protection, such as ASIS Physical Asset Protection (PAP) [41] or ASIS Facilities Physical
Security Measures (FPSM) [42]. As unfortunately as it has already been demonstrated, such
good practices or standards are convenient travel companions when it comes to improving
the trust and quality of the processes, services, or products offered by an organization [43].
As with cybersecurity frameworks, these standards only focus on the physical aspects of
the assets (e.g., security lighting, barrier systems, video surveillance, security personnel)
and not on a comprehensive perspective.

As previously stated, current security frameworks are segmented according to the
assets they are focused on and define controls to safeguard them. These general frameworks
define specific controls to safeguard their assets, but no complete framework envisages
protecting an organization as a whole in terms of its assets. For instance, ISO 27001 [44]
advices safeguarding employees, meanwhile, these handle or deal with information that
must be protected across its Annex 7 (regarding human resources security) and Annex 11
(about ensuring secure physical and environmental areas), not due to employees, are key
assets for an organization. Therefore, ISO 27001 controls regarding employees are not wide
enough when an organization wants to protect its employees against kidnapping when
they are abroad. Something similar happens with NIST SP800-53 [45] and the rest of the
leading frameworks shown in Table 1.

The proposed comprehensive security framework provides a complete and total pro-
tection scope for an organization’s assets (e.g., people, information, facilities, and goods).
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Table 1. Types of assets covered by leading security frameworks.

Leading Security
Frameworks

Assets Totally
Covered

Assets Partially
Covered

(Framework Section)

Assets
Not Covered

ISO 27001
Information

Information Systems

People
(A.7 and A.11) Non Information Technologies

and Communications (ITC)
Goods

Facilities
(A.11)

Reputation
(A.16, A.17, and A.18)

NIST SP800-53
NIST Cyber Security

Framework
Department of Defense

CMMC

Information
Information Systems

People
(PS, PL, SA, AT)

Non ITC
Goods

Facilities
(PE, AC, MA, MP)

Reputation
(IR, SI, AU, AT)

ISACA COBIT
Information

Information Systems

People
(PO, DS)

Non ITC
Goods

Facilities
(A 13, DS 5, DS 11, DS 12)

Reputation
(DS 4, DS 5, DS 9)

ASIS PAP
Facilities

Goods
People

Information
(B.1, B.5)

Reputation
(B.9)

Information Systems

ASIS FPSM Facilities

Goods
People

Information
Reputation

(3)

Information Systems

3. Comprehensive Security Framework Proposal

For some time now, the proliferation of terms such as integral, convergence, fusion,
or merge, in the context of security, has confirmed that the complementation between
physical security and logical security, throughout its entire value chain, provides more
benefits than drawbacks [46]. Thus, Comprehensive Security (hereafter, CS) is the result
of the assumption that physical security and logical security are interdependent and
complementary, from a coordinated and combined perspective, leaving aside exclusions
and rivalries that can only generate problems for the organization.

CS approach is neither unique nor universal. Depending on the circumstances that
occur in each specific case, policies and mechanisms to be deployed will be one or the
other. Nor can it be ignored that CS also has a human component that must be managed,
since divisions and intrusive feelings can be generated between those who are in charge
of physical security and those who are responsible for logical security [47]. Once again,
it is necessary to emphasize that CS does not consist of a simple sum of logical security
and physical security, but, regardless of the organizational and/or functional structure,
it pursues the ultimate goal of protecting people, goods, knowledge, reputation, and
interests of the organization. If physical security and logical security are at different
hierarchical levels within the organization or if both are dependent on isolated executive
areas, the disputes can be worrisome and cause greater issues (e.g., on budgets, functions
and responsibilities). Therefore, decision-making in CS should be as judicious, objective,
and impartial as possible, banishing prejudices or affinities for physical or logical aspects,
in pursuit of a joint benefit for the organization. For this, it is not necessary to be an expert
in both fields (physical and logical), but to have a valid enough criterion to carry out a
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competent evaluation (understand and know) of what is being proposed, to keep in mind
a joint vision of security risks, and internalize the way of collaboration or joint work.

With all of the above, coordination and communication are key pieces for which work
groups or decision committees can be organized as a first forum for exchange, approach and
consensus on risks, projects, investments, etc., where a CS strategy can begin to be outlined.
All this must come from a mandate at the highest executive level within the organization
to ensure permeability and have minimum guarantees of success in its deployment, in
addition to setting and internalizing the mission and vision of security regarding the
objectives to be achieved. CS, although it can be a challenge for an organization, generates
an advantage, that of efficiency, which cannot go ignored from the moment when synergies
are promoted within the security function in the organization, avoiding duplication and
optimizing dedications and efforts. This efficiency in CS goes through convergent and
efficient physical and logical securities. Along these lines, it should not be forgotten that
CS provides a more complete vision when it comes to complying with normative and
regulatory requirements that, gradually, approach the unification of security.

The absence of CS on any process of an organization is a serious drawback that directly
affects its economic and social development: lack of trust and reputation of the organization;
increased expenses on CS measures; or economic loss, whether local, national or global,
among others. In this situation, it is necessary to provide such organization processes
with CS to face these very real and tangible threats. For this reason, all the processes of
an organization require a minimum CS measures that provide confidence and enable that
processes, as well as a positive and direct impact on social and economic development.

As in software engineering, CS must be considered and incorporated into the business
processes of the organization from the beginning, designing a program capable of meeting
the security needs of the organization that does not negatively impact its operation or
generate rejections. Security by design is a good starting point to address CS and thus
reduce risks. In addition to the general functions of any department (e.g., personnel
management or financial management), the true value that CS management brings to
organizations lies in close coordination with other areas and institutions when it is directed
through a set of activities aimed at safeguarding the organization’s interests and valuable
assets, both tangible and intangible. The scenario and context where any organization
develops its business activities are complex, besides facing global threats (e.g., climate
change, hybrid wars, and mass migrations) [48].

This section presents the main elements of CS (see Figure 1). Some of them are
traditional ones for a biased view of physical or logical security, but this time they are
considered as coordinated tools aimed to provide preventive and reactive protection to any
asset of the organization, taking advantage of the power of each of these elements.

Figure 1. Comprehensive Security Framework overview.

3.1. Comprehensive Security Policy

The Comprehensive Security Policy (hereafter, CSP) corresponds to a declaration of
high-level intentions which establishes the bases on which the entire CS function will be
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developed in the organization, contributing to its homogenization and the rationalization
of decision-making processes on security in the organization. The CSP will cover organiza-
tional, protection, compliance, crisis and resilience, and training and education principles
in order to set CS bases.

The CSP, aligned with the mission, vision, and values of the organization, must es-
tablish its scope of application (e.g., employees, areas, processes), promote and encourage
its knowledge and adoption among third parties, as partners, suppliers, contractors, col-
laborating organizations, etc., as well as decreeing possible coercive measures in case of
non-compliance.

The CSP, among others, must:

• Determine which type of assets will be applied to (e.g., people, facilities, goods,
information, reputation);

• Establish the CS goals (e.g., provide confidence to customers, achieve efficiency in
protecting assets, comply with internal and external security requirements, ensure
business continuity, improve internal security processes);

• Assign the responsibility of supporting and sponsorship of the CSP within the organi-
zation in terms of its development, implementation, and update;

• Settle the reference principles for CS in the organization (e.g., compliance with current
legislation, respect for human rights, provision of resources, collaboration and coordi-
nation both internally and externally, the creation of a CS awareness, the promotion of
a safe working environment).

3.2. Comprehensive Security Organization

In recent decades, the security function has escalated from depths to highest heights
in executive offices within the structures of organizations. Despite some important ob-
stacles, such as mergers or bankruptcies, security is now considered a vital part of most
organizations, with professionals who report directly to the steering committees.

One of the main problems that arise around the structure of CS is related to its location
within the chart of the organization so that the services provided are adequate, that is,
who should be informed. The recognition of the need for CS within the entire spectrum
of activities of any organization (since it directly or indirectly affects the final profit and
loss statement), suggests greater responsibility and authority within the organizational
structure. For this, CS must be placed in a high position within the organizational chart,
close to the decision-making and management bodies of the organization. This could be
either directly depending on the highest governing body of the organization (e.g., executive
or management committee) or depending on a global area of the organization that does
report directly to that governing body (e.g., a general management), thanks to which
dynamism will be gained in the organization.

Once the CS is placed within the organization chart, the next step is to delve into
the internal functional structure it should have. The proposal presented in Figure 2 is not
limited to a mere fusion of models, but rather tries to organize those areas that present the
greatest number of synergies in the context of CS. In the next subsections, the most relevant
CS functions are described in detail.
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Figure 2. Comprehensive Security Functional overview.

3.2.1. Head of Comprehensive Security

The Head of CS is a key role that should pay more attention to the leadership of the
area than to make operational decisions, no matter whether the Head of CS is member
of the board of the organization or reports to a member of that board. That is, the Head
of CS should promote an adequate working environment, mark the guidelines, suggest
alternative solutions to problems, encourage and facilitate the professional growth of the
team, etc.

Obviously, in those cases in which the organization is small, the Head of CS will
have a more direct participation in the operational chapter. In the leadership role, the
mark of success is directly associated with the ability to delegate responsibilities and an
appropriate authority.

Outside its scope of natural action, the Head of CS must have sufficient presence and
dynamism, preferably as part of the management team of the organization, with interests
that go beyond CS and, in its relationship with the personnel of the area, be innovative,
patient, exemplary, and able to guide and give useful advice.

3.2.2. Comprehensive Security Governance

The Governance of CS is a continuous cycle that must establish strategic, tactical, and
operational responsibilities around a set of policies, norms, and procedures with which to
direct, control, and supervise the protection of the organization’s assets.

This Governance area must cover the specific needs of business that could be de-
manded at any time, as well as create a culture of CS and align the behavior of people,
processes, and technologies to achieve the business objectives set by the organization.

Additionally, Governance must be the backbone responsible for ensuring the man-
agement, organization, and effectiveness of the security of the organization’s assets in a
coordinated, comprehensive, and joint manner. For this, Governance of CS has a whole set
of resources with which to be able to, among others:

• Define, design, deploy, and monitor a complete security strategy according to the total
assets to be protected. For this aim, tools such as intelligence and risk management
should be available;

• Identify and implement specific internal CS procedures, keeping in mind those ele-
ments, such as regulations, laws or international frameworks and their changes or
incoming ones, which are applicable in the organization and its business;

• Give coordinated due response to any type of CS incident or emergencies that may
arise, from the early phases to its end and return to normality of such situations;
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• Investigate any irregularity or sensitive situation in order to provide the necessary
answers or conclusions;

• Improve the organization’s security culture and sensitivity around CS through training
and awareness;

• Carry out internal control over CS, determining a maturity degree of security within
the organization (e.g., compliance, effectiveness).

3.3. Comprehensive Security Protection

Materializing the declaration of intentions contained in the CSP about protecting an
organization’s assets is not a trivial task. In order to comply with CSP, it is necessary
to know and assimilate the business activities and context of the organization, so that it
is possible to safeguard the people, goods, knowledge, and interests that support such
activities against events that negatively impact them.

CS is a complex purpose, away from simplistic visions that assume a false and decep-
tive security by the mere fact of having a security guard at the entrance of a facility, a video
surveillance system in the hallways, an antivirus in the computer, or a password on the
mobile phone. It is necessary to know the activities of an organization and its value chain
to protect all those key assets from a CS point of view.

An organization’s assets could be grouped around categories such as People, Facilities,
Equipment and Material, Information, Information Systems, and Other Intangible Assets
(e.g., reputation, mark, confidence, interests). An organization achieves its business objec-
tives through its critical resources, so the protection of such assets and business operations
is essential. From a CS perspective, this protection implies the consideration of a wide
range of threats of a very diverse nature, so the people and resources (i.e., budget) destined
to these tasks must be multidisciplinary and wide ranged.

An organization’s assets, in addition to being classified by their nature, must also
be categorized according to their relevance for the organization, so that an asset must
be considered critical, standard, or inconsequential depending on the impact for the
organization when a threat materializes on said asset. Expert areas of the organization must
define a minimum set with protection measures for each type of asset and its corresponding
classification, always according to the risk assessment results and other factors such as
costs, return on investment, legal requirements, or regulatory requirements, so that the
organization’s needs are covered with due flexibility.

3.4. Comprehensive Security Compliance

There is no doubt that any organization must have correctly identified all the CS
requirements arising from laws, regulations, international standards, contractual com-
mitments, or its own internal processes. These requirements must be included in the
Comprehensive Security Framework (hereafter, CSF) as specific security controls or mea-
sures.

All employees must know about and apply all these CS requirements, so that they are
not exempted from their responsibilities associated with their non-compliance by ignorance
and/or lack of application thereof.

Thus, the organization must carry out regular assessments in order to verify its com-
pleteness and compliance with its CSF controls, and proactively identify any vulnerability
that could put the CS of the organization at risk.

In this way, any organization must define a review plan to cover all applicable CS areas
within its CSF in order to prevent potential incidents or deviations, and fix any finding
according to its risk appetite.

3.5. Comprehensive Security Crisis and Resilience

Another element to consider in the proposed CSF is the security incident management.
Depending on the intensity of a security incident, this can generate a serious organization
crisis that could make necessary setting business continuity plans in motion.
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For this reason, the organization CSF must:

• Provide systematic, accurate, and particularized procedures for security incident
management, according to the organization needs;

• Identify those key players or roles that are involved in security incident management,
defining and assigning responsibilities and authorities among them;

• Set communication channels and interfaces for security incidents;
• Define the relational model between those CSF roles that take part in the security

incident management process;
• Agree on systematic evaluation criteria that avoid ambiguities when classifying secu-

rity incidents;
• Keep updated records and details of each security incident that has occurred in order

to get a complete knowledge database that allow to make incidents comparison;
• Establish priorities for the resolution of security incidents, by incident impact (i.e.,

relevance according to its effect on assets) and urgency (i.e., the maximum acceptable
time of delay for its resolution). This way, a quick, effective, and organized response
is ensured;

• Analyze root causes of incidents to define, plan, and implement solutions to avoid
repetition of similar incidents;

• Monitor and control the evolution of security incidents from their detection to their res-
olution;

• Gather valid, necessary, and sufficient evidences to face subsequent audits, forensic
analysis, negotiations, or even trials with basic guarantees.

3.6. Comprehensive Security Training and Education

CS is a multidisciplinary concept, aligned with current needs and trends, and un-
derstood as a holistic process shaped up with a wide cross section of several procedures,
techniques and tools (e.g., scientific, technological, economic, financial, legal, social).

CS covers the most relevant fields of security, in strategic, tactical, and operational
ways. Additionally, CS is aimed at preventing and avoiding any damage, danger, or risk
that threatens any asset or element of value for an organization.

From this point of view, the organization must establish general guidelines to ensure
that its employees are enough CS skilled to comply with its CS regulations on their duties.

Therefore, CS training and education supports many important organizational goals,
allowing those who are instructed to be better able to

• Protect the organization assets, as the first and foremost purpose of training and
education. Any other goal derives from this fundamental premise;

• Understand the relationship between CS and successful activities, enhancing aware-
ness on the value and profitability of CS;

• Identify CS obligations for employees, showing such requirements in a reasonable
and necessary way;

• Know the relationship between the CS objectives and deployed CS controls, proofing
their utility, need, proportionality, and convenience;

• Find and locate those key areas to turn to in case of doubt, query, or an unforeseen
event regarding CS within the organization;

• Comply with legal, regulatory, contractual, or internal requirements that could be
applied in terms of CS by the organization;

• Minimize the responsibility of the organization, as a legal person, to counter negative
events to its interest—even criminal or civil liability—by demonstrating that the
organization watches over CS;

• Appreciate the CS function within the organization, providing a full valued service.

3.7. Comprehensive Security Framework Contributions

In first view, this CSF could look like a common existing governance framework that
has been well established as a practice for quite some time now. However, this proposed
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approach differs from current security governance frameworks over a single and full CS
strategy, as it is shown in the following:

• Intelligence as an asset protection tool [49]. The main objective of intelligence as a
process and result is to provide information and assessments that allow making the
most accurate decisions possible. In this way, intelligence is able to explain to the
decision-makers what has happened, what is happening, why, and what is most likely
to happen in the future projected in the short, medium and/or long term. So far, no
leading security framework has been identified that includes intelligence as a key tool
or activity. The inclusion of intelligence function to the CSF returns high value when
coordinates with other areas and organizations, in addition to providing robustness
and completeness to the CS governance and management process. Additionally,
intelligence avoids strategic and tactical surprises around CS; reduces the uncertainty
that CS entails; and provides long-term experience on issues related to CS. For all that,
the inclusion of a formal intelligence process in the proposed CSF provides a benefit
that is either not present in current leading security frameworks or is not applied
in CS;

• Unified and comprehensive security risk assessment on assets [50]. Risk assessments
on physical security and logical security are a reality in the vast majority of the organi-
zations [51–54]. However, each risk assessment has its own scope and particularities
(e.g., assets, threats, vulnerabilities, and controls), fully aligned in pursuit of a com-
mon benefit for the organization. Thus, the CS aspects are addressed in a tangential
way in the best of cases. This CSF proposes a CS risk assessment of the assets to be
protected, where the total of threats, vulnerabilities, controls, and other conditions
are examined in depth from a CS perspective. This means much more than join their
specific catalogues (threats, controls, etc.). This implies a more complete and thor-
ough analysis that goes beyond physical or logical partial considerations, directed
towards covering security gaps. For instance, if financial fraud is considered, the
Chief Information Security Officer looks at the problem from a logical point of view,
while Chief Security Officer looks at it from a physical perspective, but a complete
assessment requires knowledge and details from both perspectives to cover the entire
spectrum and avoid gaps. This proposed approach would provide greater strength,
resilience, and efficiency to the security process, which would go beyond a mere
collaboration between the areas that shape it. All the mixture around risk assessment
(e.g., threat, vulnerability, consequence, criterion, appetite, or treatment [55]) should
not lose its objective and interfere in the process itself. Especially, taken into account
that its main purpose is to provide the decision-making bodies or the organization
with the necessary information to define and deploy a judicious CS strategy according
to the business processes and the established business objectives. This CS strategy
will consider sustainability development as a key factor to be considered, especially
when efficiency and effectiveness parameters can vary over the time (i.e., it is useless
to deploy a security measure, no matter how cheap it may be, if the organization will
not be able to maintain it);

• Comprehensive security investigations from the same unit to face incidents [56].
Probably, investigations chapter constitutes one of the greatest challenges in the
proposed CSF for organizations. One of the main work tools of CS to face operational,
image and even criminal risks is investigation. The use of investigations techniques
allow to keep the decision-makers informed or to complement ongoing actions of other
units inside the organization (e.g., internal irregularities of employees, inappropriate
behavior, fraud, commissions and bribes). Investigation corresponds to the fact of
searching, observing, studying, clarifying, collecting, or examining, in a systematic
and exhaustive way, information on certain elements (e.g., people, incidents, activities)
to respond to a query or problem with the highest degree of certainty possible and to
facilitate subsequent decision-making (e.g., hiring, firing, judicial process). Typically,
according to the nature of the issue that arises, several investigation units appears
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(e.g., cybersecurity and corporate security). During the parallel investigations, these
units focus on their action and responsibility scopes, getting around those no-man’s
lands that could be critical. This CSF proposes that security investigations should be
carried out by one specialized area that covers the whole scope. This investigations
team would be able to answer basic questions (e.g., who, what, where, when, why,
and how) and provide evidences that supports the findings;

• Alignment and integration of comprehensive security strategy in the sustainability
development strategy of the organization. Sustainability is an effective strategic factor
in establishing competitive differentiation in the markets through different sides, but
a clear commitment to CS facilitates the achievement of an organization sustainability
goal [57];

• Sustainability development of the CS aims to ensure that the protection of organization
assets impact is neutral or positive, so a solid CS is not an individual goal, but is part of
an organizational sustainability trend [58]. To date, security assessment has been based
on efficiency and efficacy: on the one hand, necessary resources (e.g., time, money,
material or human resources) are assessed against the achieved security levels; and
on the other hand, those security levels are checked against the desired ones [59,60].
However, these two parameters are not enough for CS, which considers and adds its
sustainability for the assessment, that is, the ability of CS measures to remain stable
over time. It cannot be ignored that alignment with organization strategy is necessary.
What good are security measures whose effectiveness decreases over time? What good
are security measure whose maintenance is an ongoing costs increase? At this point,
sustainability is once again a key factor in CS: management must be concerned with
the resources that goes to CS and the obtained results, but the ability to keep these
over time is of fundamental importance for CS.

3.8. Comprehensive Security Framework Benefits

It should be clear that a CS approach becomes a more complete and strong path than if
different securities were carried out separately, since threats and vulnerabilities analysis on
assets can provide more effective and efficient strategies for risk management. In addition,
CS is able to provide rationalization to the general asset protection process and gain greater
efficiencies, by deleting functional gaps and promoting cost savings, by either eliminating
or reducing expenses.

The proposed CSF results in an improvement in the organization’s security culture,
which can positively influence the reduction of the number of security incidents, as well as
their intensity. Finally, it is worth highlighting the benefit associated with this approach,
such as the improvement in the reputation and image of the organization, both internally
and externally.

The proposed CSF contributes to shape a business model where all the organiza-
tion’s value chain members (e.g., employees, stakeholders, partners, suppliers, customers)
increase confidence with more reliable processes under a comprehensive security. This rein-
force the social responsibility of the organization and improves the organization reputation
and image.

At the same time, sustainability and its development within CSF are elements that
have led to significant changes in security by incorporating the time as a new variable
to determine the suitability of security controls. CSF makes a more optimized use of the
necessary resources in the organization to identify security vulnerabilities and mitigate
security risks on business processes with rational, sustainable and justified investments.

Finally, this CSF protects organization assets from both a physical and logical perspec-
tive, bringing down the number of frauds in the organization and, therefore, in the society.
This minimizes the social and environmental risks that result in improving the functioning
of society.

More detailed benefits are included in Section 5.
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4. Case of Use

Any security framework based on a policy system is a part of high-level management
and is necessary for corporate governance. Generally, the competitiveness of large/medium-
sized enterprises must rely on a complete and effective security protection policy, and
the complete practice of security framework can be used to demonstrate corporate per-
formance. Small/medium-sized enterprises may slightly simplify the intensity of their
practice due to work force or cost considerations, but if they have a complete security
policy, supplemented by proper management, they should also be able to achieve the
company’s expected governance and protection goals. Several variables can determine the
exemplification for the proposed CSF presented in Section 3.

Regarding the size of the organization and according to the data published by the
Ministry of Industry, Commerce, and Tourism of the Government of Spain [61], the case of
use will consider small/medium-size companies with 10–249 employees, which represents
5.93% of business fabric in Spain and 33% of employment in the country. The main reason
for this decision is that the CSF implementation and execution will require human and
financial resources, so most of the small and medium enterprises with up to nine employees
will not be able to afford it. On the other hand, large companies with more than 250
employees are also rules out because their size, organizational structure, or international
presence would need a thorough analysis before the CSF deployment.

The problem that puts forward the case of use refers to a company where certain
physical and logical security functions are internally carried out, not as primary activities
but as secondary. That is, there are people within the company who are entrusted with
certain professional duties that are performed in a complementary and almost random
way. It is about an example where the security of the company’s assets is not addressed in
a complete, systematic, and homogeneous way. This is a representative example where
an international business expansion is the driver to implement and operate de CSF. That
is, the transformation begins because of a strategic business requirement and it makes all
the sense.

So let us consider a theoretical small/medium-sized enterprise. This case is about an
organization that decides to adopt CSF as a result of a strategic business approach where
CS makes perfect sense. This is a scenario where the “canvas” is practically intact and the
implementation of CS is simple and orthodox according to the CSF.

4.1. Introduction

Fictitious Business Name (hereafter, FBN) is a theoretical and small consulting com-
pany founded in Spain in 2003 by John Doe and Jane Doe. FBN helps its clients in the
world of cryptographic security solutions with experience, rigor, innovation, quality, sol-
vency, and balance against challenges, needs, and problems related to confidentiality,
integrity, authentication, authorization, or non-repudiation that may be presented around
the information of their businesses or organizations.

The catalog of services provided by FBN covers a wide spectrum around cryptography
and its applications, both theoretical and practical. The company develops customized
cryptographic tools and integrates them with technological platforms; executes “turnkey”
projects regarding blockchain, machine learning, and specialized intelligence services;
defines and puts into practice master, strategic, and research plans; provides top manage-
ment advice as well as specialized training, awareness, and, in general, any other type of
assistance required by its clients.

FBN, which has offices in Madrid, has exceeded the turnover of five million euros in
the last fiscal year, with outstanding operating benefits and a positive EBITDA of 0.82 M
EUR thanks to a workforce that has 25 professionals who provide their services to national
and international clients.

Taking into account the typology of its services and its current foreign clients, FBN
has considered its international consolidation as a strategic aspect. For this reason, FBN
has decided, on the one hand, to start an orderly deployment in The Hague (Netherlands)
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following some business opportunities with the Europol’s EC3 (European Cybercrime
Center) and, on the other hand, to restructure the company’s security under a normalizing
prism according to the proposed CSF. The new CSF of FBN should allow to

• Set strategic (long-term), tactical (medium-term), and operational (short-term) security
objectives aligned with the level of security required by third parties (e.g., Public
Administration, Europol) or the company itself;

• Plan and optimize costs and investments necessary to achieve the established objec-
tives;

• Define lines of coordination and control in the area of security;
• Know and evaluate, objectively and homogeneously, the maturity of the security

at FBN.

The implementation of this planned evolution in the security position of FBN towards
the proposed CSF goes through reviewing the current security status of the company and
analyzing the existing gap in front to the desired situation of CS, for then proceeding to
adapt the company.

4.2. Current Security Status

FBN is a national reference for expert support in information security and cryptogra-
phy that, even having a privileged position in the Spanish market, has decided to initiate
the internationalization of the company towards other markets.

This decision implies new opportunities, needs, and, therefore, threats to its assets,
which leads to evident requirements of proactive management of its CS. A CS that must
be systematic, homogeneous, specialized, and aligned with the quality and trust that
characterize the services offered by FBN.

4.2.1. Internal Analysis

From an internal point of view, the current organizational model of FBN in security
matters (see Figure 3) is manifestly dispersed within the company. Since its launch, FBN has
put the development and consolidation of other areas of the company—such as Research,
Development, and Innovation (hereafter, R&D&I), business development, or finance—
before a coherent, complete, and adjusted structure that fits real security requirements. The
root cause of this fact is that security, as a whole, is not considered as a strategic function.

In this sense, the main actors for the internal CS services, articulated around the
definition of the necessary security parameters for the development of the activity, the
implementation of the defined security requirements, the operation of the activities of
security around the business and the supervision or control of the proper functioning of
such activities, are as follows.

• In the first place, the Chairman stands out as responsible for the physical security of
FBN facilities. Specifically, the Chairman of FBN is the visible head of the company
in terms of physical security for clients and the public administration, in charge of
managing a contract with a security company that provides security for the company
facilities and assets;

• On the other hand, the IT and Computing Manager is in charge of the cybersecurity
of the information systems of FBN through the deployment and monitoring of basic
protection measures, such as antivirus, access control to internal network, active
directory permissions, server backup management, user provisioning, and credential
management;

• Additionally, there is no approved security policy and no internal security regulation
have been developed. Nevertheless, FBN has accredited international certifications in
quality [62], environmental [63], and occupational health and safety [64] management.
There is a quite few documented processes about security, as well as a minimum
monitoring and control on security;

• Very few security activities exists in FBN and these are scattered all over Madrid
offices, as well as the company’s organizational structure. No formalized committee
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or working group, supported by top management, coordinates security function. For
instance, company assets have not been classified according to their criticality yet;

• Employee awareness regarding security is low or very low, and there is no evidence
on audits or independent security reviews. This impact on the internal control of
the security;

• Business continuity in FBN is oriented to disaster recovery on information technolo-
gies and communications, leaving aside business continuity as itself (i.e., business
processes recovery according to people, facilities, critical providers, or information re-
quirements).

It is clear that current maturity of FBN, in terms of CS, is in an initial stage, where cer-
tain controls are appreciated but without proper management or centralized coordination
and, of course, an obvious organizational and functional lack regarding the proposed CSF.

Figure 3. FBN Current Organization Chart.

4.2.2. External Analysis

From an external point of view, the security and sectoral environment of FBN has
been analyzed in order to achieve a homogeneous criteria baseline. This baseline helps to
determine the most efficient comprehensive security mechanisms and structures, resulting
in the following conclusions:

• Security threats evolution that affect the main assets of FBN, such as intellectual
property, its publications, and its cryptographic products, is very high, so it is highly
recommended to take action on the daily operations of the company to manage and
control vulnerabilities;

• Comprehensive security function must have a specific budget dedicated to the start-up,
operation, maintenance, and control of security in the company’s business processes;

• Comprehensive security function must be aligned with FBN’s business units, holding
all the company’s existing asset protection functions;
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• The pressure derived from regulatory requirements, both from the FBN sector as
well as from its partners and clients, forces to improve the control and security levels
provided by the company in its daily basis processes.

4.2.3. Strengths, Weaknesses, Opportunities, and Threat Analysis

Previous gathered information leads to conclusions that can be drawn through a
Strengths, Weaknesses, Opportunities, and Threat Analysis:

• Strengths (i.e., positive elements that the company has in terms of CS): decision to
adopt the CSF; acceptance of outsourcing services that provide little or no added value
in CS to business processes; centralization of company’s security processes under the
new CS division (hereafter, CSD);

• Weaknesses (i.e., negative aspects that should be faced up to in the future, in terms
of CS): lack of a business continuity plan; absence of a security policy; lack of an
inventory of company assets; no documented and formal security procedures; low
compliance with regulations; poor security training and awareness; limited number of
employees with specific security experience;

• Opportunities (i.e., factors that are potential to develop or trends that positively affect
business processes and the CS with which these must be provided): have a CSF;
improve the current business model by incorporating new CS services; automate or
outsource certain CS processes related to cybersecurity; align the CS strategy with
the company’s existing strategic plans; take advantage of synergies between all the
company’s business areas;

• Threats (i.e., negative forecasts or unfavorable trends for the CS improvement): loss of
reputation due to security breaches; exposure to vulnerabilities and risks associated
with the evolution and changes in the company’s business strategy; compliance and
regulatory pressure; lack of CS specialized personnel; lack of dedicated budgets for CS.

4.3. New Comprehensive Security Objectives

The fundamental basis on which the CS will be developed in FBN will have as a
reference the following objectives:

• Guarantee the full protection of FBN business and its assets, both physical and logical
nature ones;

• Incorporate CS in internal processes, with special attention to intelligence duties;
• Support company’s security strategy in terms of CS risk management;
• Have an internal CS regulation that fits business needs;
• Have an optimal organizational structure regarding CS;
• Ensure compliance with regulations and other CS requirements that were applicable.

4.4. New Comprehensive Security Organization

The new CSD will be responsible for deploying the guidelines set by FBN with the
appropriate human, material, and economic resources, directly reporting to the Chief
Executive Officer of the company (see Figure 4), with sufficient visibility and voice on
company matters such as planning, objectives, and decision-making processes.

In this case, since main business areas remain the same, the FBN organization does
not change but the new CSD. As main responsible for the definition, planning, execution,
monitoring, and control of the CS at FBN, the CSD must specify the objectives and cor-
responding security strategies on the company’s assets, in addition to the management,
governance, and protection functions.

For this, the new CSD at FBN must be adjusted to the reality of the organization
(i.e., size, turnover, assets), so a basic organizational structure will be adopted, capable of
covering the functional needs of CS and concentrated in the figure of the Head of CSD
(hereafter, HCSD). The HCSD, organically and functionally dependent on the CEO of the
company, will be a new employee that will have more than five years of work experience
in similar positions.
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Figure 4. FBN New Organization Chart.

It is worth highlighting the main responsibilities of the new HCSD, as the highest
authority and responsible for the CS governance and protection within the company:

• Deploy the new CSF within FBN;
• Specify and promote the approval of an internal regulatory body for CS;
• Manage CS risks of FBN;
• Ensure the adequacy and implementation of CS in the company in accordance with the

strategy of FBN and with the appropriate solutions that are established, in technical,
functional, and organizational ways;

• Define the CS strategy for FBN;
• Describe the roles and responsibilities for job positions at CSD;
• Provide a CS risk analysis and management methodology for FBN;
• Promote CS awareness and training within the company;
• Act as a consultative element for top management in case of any CS doubt or incident;
• Regularly inform top management about the company’s CS status;
• Coordinate CS incidents that may occur and impact on the company’s activity or assets;
• Supervise and evaluate the CS activity in FBN, ensuring the achievement of the

objectives set;
• Maintain and coordinate existing continuity and contingency plans at FBN.

One IT and Computing administrator will be transferred to CSD as a new protection
technician. This one will have to be “recycled”, thus in a first and very precarious instance,
this role could be limited to the protection of information assets and the management of
supporting systems. However, in order to optimize the workload in CSD, this protection
technician should receive complete training in CS.

In addition to all of the above, the CSD will establish an internal CS forum or com-
mittee where all company executives can express their needs or doubts on security. This
way, FBN will take advantage of project synergies and provide enriching contribution for
the company.

The HCSD will be in charge of the execution of a security analysis to identify protection
measures to be addressed to mitigate existing risks over people, facilities, equipment,
information, or reputation, among others.
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4.5. Implementation Costs

The costs that FBN would have to assume to implement the proposed CSF would be
very limited.

Maybe, the biggest cost corresponds to the personnel chapter. In this regard, the
incorporation of a HCSD would represent almost a third of the total initial cost. In addition,
it would be an annual recurring cost.

Other item with high weight in the costs lies in the implementation of technical security
measures derived from risk assessment. Based on outsourced professional services, maybe
this item does not need a high initial outlay but it would be a recurring cost.

5. Conclusions

Finally, this section brings the main conclusions about the proposed CSF, paying
special attention to the convenience of implementing the model, the difficulties to be faced
during the first steps of its deployment in organizations, the benefits provided by the CSF,
and the main keys to be successful with the CSF.

Security is a necessary tool to avoid certain threats that negatively impact on the
sustainability development of organizations. Whether referring to physical security at-
tacks [65–67] or to cybersecurity attacks [68–70], organizations face a serious problem that
grows exponentially and inexorably. Unfortunately, no one can say they are out of danger.
Any asset of an organization or individual is susceptible to become a victim of an attack,
no matter it this is either physical, logical, or cyber-physical nature. In the context of
sustainable development, this situation could be framed within the chapter of social and
global threats, so the adoption of a framework such as the CSF presented in this work
contributes to the awareness of organizations on the security issues. Moreover, CSF is able
to optimize the use of resources aimed at assets protection, address a greater range of action
with the same resources, and avoid large security gaps because of disjointed approaches.

The following are the main conclusions:

• Transparency and Agility. This CSF proposal evolves the traditional concept of pro-
tection over the organization’s assets and incorporates activities (e.g., strategy, in-
telligence, regulations, risks) on which it reduces complexity and even operational
duplicity, with the consequent improvement of conflicts and confusions, and the opti-
mization of resources and workloads. Given a situation that must be managed from
security (e.g., financial fraud), the proposed CSF provides agility and responsiveness
when it comes to urgent consultations or making security decisions within the organi-
zation, thanks to the reduction of uncoordinated decision or consultation elements.
This can make the difference between success and failure while facing an incident;

• Egos and Gangs. Talking about assets protection, within most organizations, there
are two high-level factions that come from two well-differentiated origins, whose
composition is also very different and usually cohabit: they are physical security and
logical security. At present, the vast majority of organizations still maintain parallel
these structures, with separate and watertight operations, to address the security of
their assets. Regardless of whether, in some cases, physical security and logical security
can share elements such as people, intelligence, or infrastructure, the objectives of
both areas remain disparate, work platforms remain unconnected, budgets remain
independent, work standards are not coordinated, etc.;

• Reality and Need. Today, there are no isolated, exclusive or independent security
problems in any area of organizations because any incident has different impact di-
mensions that must be analyzed by coordinated professionals capable of containing
the incident and its negative implications. Perhaps when physical security depart-
ments investigate some case of fraud they do not request emails, personal computers
or mobile phones of the organization in order to reach certain conclusions and, where
appropriate, support a certain coercive action? Not to mention those circumstances
where autonomy and confidentiality (e.g., internal investigations, judicial require-
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ments), shared information, intelligence, and principles of action become an essential
need for the organization under a CS vision;

• Simplicity and Efficiency. The CSF proposed in this work simplifies the development
of the security function within the organization from a joint and singular perspective,
away from mistrust of multiple complex disciplines and providing a normalization
and demystification of security that allows organizations to focus on their priorities
and make efficient use of their dedication and efforts in the face of serious problems.
The day-to-day security is surrounded by problems. Problems of a very diverse nature
and importance, whose impact can range from strategic aspects to other operational
ones within the organization. This may affect tangible or intangible assets, whose
resolution may be immediate or need several “iterations” to be solved, which require
a lot of time and resources to face them or that, on the contrary, practically do not
require dedication. The effort to fix any security problem will always be less from a
CS level than from a divergent approach since, in the latter case the effort is managed
from teams of different disciplines, while in the first case the resources are organized
and coordinated. Therefore, the effort is managed through joint disciplines;

• Resolve and Perseverance. There is no single route to achieve the CSF within an
organization, but it will depend on the characteristics of each organization, in terms
of key business, volume of employees, customers, suppliers, existing organizational
structure, etc. However, the fact of having a CSF such as the one presented here
constitutes an interesting starting point to begin the journey towards the realization of
CS within an organization. The challenges that arise in an organization when facing
CS are not minor, but in no case should they block its implementation, especially if
we take into account the resulting benefits through a global and general vision of the
security of the assets of the organization. The presented concept of CS is undoubtedly
familiar to most organizations and security professionals (regardless of whether they
come from the physical or logical side). That, as it begins to materialize, is showing a
set of benefits that, ultimately, result in greater and better protection of their assets, a
rationalization of the media, an optimization of processes, an increase in productivity,
an improvement in the image of the organization, and, of course, all this constitutes
cost savings for the organization.
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