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Abstract: The main idea of this research is to examine how teleworking has affected employee
perceptions of organizational efficiency and cybersecurity before and during the COVID-19 pandemic.
The research is based on an analytical and empirical approach. The starting point of the research is a
critical and comprehensive analysis of the relevant literature regarding the efficiency of organizations
due to teleworking, digital information security, and cyber risk management. The quantitative
approach is based on designing a structural equation model (SEM) on a sample of 1101 respondents
from the category of employees in Montenegro. Within the model, we examine simultaneously the
impact of their perceptions on the risks of teleworking, changes in cyber-attacks during teleworking,
organizations’ capacity to respond to cyber-attacks, key challenges in achieving an adequate response
to cyber-attacks, as well as perceptions of key challenges related to cybersecurity. The empirical
aspects of our study involve constructing latent variables that correspond to different elements of
employee perception; namely, their perception of organizational efficiency and the extent to which
the digital information security of their organizations has been threatened during teleworking during
the pandemic.

Keywords: teleworking; cybersecurity; COVID-19; efficiency; digital information security

1. Introduction

Teleworking, also referred to as remote work, mobile work, or telecommuting, is not
a new concept, since it originated simultaneously with the energy crises of the 1970s [1].
The change in the social paradigm in the light of the expansion of telecommunications and
informed extrapolation played a crucial role in the emergence of the concept of teleworking.
Its further development took place under the special attention of analysts, who approached
it primarily from a sociological aspect, and a decade later teleworking was characterized as
the “next working environment revolution” [2]. However, despite the profound interest of
researchers in its study, for a long time there has been no comprehensive and formal defini-
tion of this work concept. Initial attempts to define teleworking involved its reduction to a
one-dimensional component—the place of work, organizational structure, characteristics of
employees, or the use of information technology [3–5]. This is also evident from the Frame-
work Agreement on Teleworking, adopted by ETUC, UNICE, UEAPME and CEEP with the
aim of modernizing the prevailing models of work, which offers the first official definition:
“Telework is a form of organising and/or performing work, using information technology,
in the context of an employment contract/relationship, where work, which could also
be performed at the employers premises, is carried out away from those premises on a
regular basis” [6]. The difficulties in defining this concept are two-fold: first, the fact that
the process of its implementation was quite timid and sporadic, which is why the literature
states that it represents a “never-ending promise” [7], and second, the basic essence of
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teleworking, which is mirrored in its flexibility and adaptability in order to successfully
respond to a wide range of different organizational requirements. Flexibility as a basic
determinant of teleworking is also emphasized in the Telework Enhancement Act of 2010,
which contains the most comprehensive definition: “The term ‘telework’ or ‘teleworking’
refers to a work flexibility arrangement under which an employee performs the duties
and responsibilities of such employee’s position, and other authorized activities, from an
approved worksite other than the location from which the employee would otherwise
work” [8].

The COVID-19 pandemic has resulted in a transformation of the work environment
marked by the accelerated digitization and decentralization of office activities as a result
of increased teleworking. According to a January 2021 report by the International Labour
Organization, about 93% of the world’s total workforce resides in countries with some
form of restrictions or modifications to the conventional work regime [9]. The global
response to the health crisis has required the introduction of alternative models of work
engagement, which, in turn, initiated the need to provide new answers to old questions
on the efficiency and cybersecurity of teleworking. The European Commission estimates
that in the period before the pandemic, only 15% of employees in the EU had practiced
teleworking at least once, while according to a Eurofound report, close to 40% of employees
switched exclusively to teleworking during the pandemic [10,11]. In the United States,
the number of teleworkers almost doubled, reaching 67% between mid-March and early
April [12]. The unexpected and rapidly growing bloom of teleworking has resulted in a
resurgence of interest from the scientific community [13,14], in light of the premise that
the pandemic, for white-collar workers, marked a definite crossing of the Rubicon and an
irreversible break with traditional work habits.

The fact that we have indeed entered a new business era has been confirmed by
numerous studies of employee perceptions that speak in favour of their readiness to at
least partially continue working remotely after the end of the pandemic [15,16]. In addition,
from the addresses of the most important international actors come increasingly loud
appeals for the wider introduction of teleworking and the need for its affirmation by policy
makers [9,17–19]. In contrast, the aggressive promotion of teleworking is continuously
raising concerns about the adequacy of its technological grounds, employee competencies,
and the cybersecurity dimensions of virtual offices. The decentralization of office activities,
which occurs as an inevitable consequence of teleworking, besides raising the essential
question of its efficiency, highlights also the question of their mutual correlation with the
cybersecurity of organizations. An increasing number of studies highlight the impact of
the pandemic on shaping the global remote working culture in view of the disturbing
escalation of security risks [19–21]. The tension of the drama is fostered by the fact that
the leading geopolitical forces, more than a decade ago, defined cyberspace as the fifth
operational domain of warfare, putting it at the very top of their security agendas [22].
On that account, the academic community brings cybersecurity into the context of the “21st
century battlefield” [23], issuing alarming warnings that the cybercrisis caused by a rising
dependence on information technology could easily escalate into a “new pandemic” [24].

2. Review of the Scientific Literature

Teleworking, taking into account the continuous changes in the business arena, is
becoming a topic of interest in theory and in practice, due to the wide-ranging implications
of this concept, from the organizational, legal, educational, economic, and sociological
standpoints. In such circumstances, cybersecurity is gaining importance as a global busi-
ness, and private interactions mostly take place in a digital environment. The state of play
in the field of teleworking is predominantly based on studies evaluating efficiency and
flexibility, potential cost savings, the feasibility of remote work tasks, ways of organizing
working hours, the availability and adequacy of communication technologies for remote
workers, and job satisfaction and work life balance (WHB). Despite theoretical efforts over
the past decades, the literature has failed to provide a sufficiently substantiated justification
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for the under-representation of teleworking in the pre-pandemic period [25]. The revival of
research enthusiasm for researching this concept is unequivocally the result of the COVID-
19 outbreak, thus creating a striking line of demarcation in theoretical studies between the
period before and after the pandemic.

In that sense, the most significant pre-pandemic theoretical achievements for the
development of current research are reflected in the identification of the characteristics of
the modern dominant model “telehomeworking” [26,27], and in indicating the potential of
the “digital transformation of labour” [28] as a catalyst of an expansion in remote work.
Despite obvious differences in the emphasis on different segments of remote work, research
from both periods share the same starting point, expressed in the view that the efficiency
of teleworking is the result of three key factors: the employee, the organization, and
society [29].

While during the pandemic remote work became for many organizations the only way
to maintain business continuity and consequently the ultimate measure of their efficiency,
the scientific scene in the previous period differed significantly in opinions. Thus, a
number of authors held the stance that teleworking has a positive impact on boosting
the efficiency of organizations [30–33], while the standpoint of others was that there is
no direct link, since the job performance of employees in the context of flexible working
arrangements depends on a number of factors: employee commitment [34], organizational
support [35], turnover intentions [36] and work-to-family conflict [37,38]. A certain amount
of empirical evidence speaks in favour of the negative implications of telework on the
efficiency of the organization, especially the risk of miscommunication that occurs as a
result of narrowing employee interaction, delayed responsiveness, reduced creativity and
responsibility, along with the risk of freewheeling [39]. On the other hand, it is precisely
these circumstances that some authors perceive as an additional incentive for employees to
prove their commitment to work tasks outside working hours [40]. Some studies look at
the correlation between efficiency and teleworking through the prism of the nature of the
job, emphasizing that employees “who held complex jobs, for those in jobs involving low
levels of interdependence and for those in jobs with low levels of social support, the extent
of telecommuting had a positive association with job performance” [41].

The pandemic-led renaissance of teleworking has led to a radical paradigm shift in
employees in terms of their efficiency in a range of diverse activities. Forecasts after the
abolition of physical distance measures highlight the increased readiness of employees to
reorient from the conventional work environment by intensifying telehomeworking [42],
reengineering office routines [43], and transitioning to the concept of “hybrid offices” as a
kind of symbiosis of the office and working from home. In addition, employers have seen
a decline in traditional skepticism about the effectiveness of flexible working arrangements
due to their positive effects during the pandemic, the rationalisation of time, and reductions
in operating costs [14,44]. The view of increased productivity due to remote work has
long been advocated for in the literature [45] and is explained by a causal link with job
satisfaction and work life balance that leads to better work performance [46–48].

However, despite the almost daily expansion of the list of benefits of teleworking, this
concept should not be glorified. There are authors who warn of the illusory flexibility of
teleworking [49], emphasizing the negative social implications of overlapping the home as
a specific social space with the place of work [50], and the “extensification of work” due to
the unification of the private and business spheres [51,52]. In addition, attention is drawn
to the negative implications of home teleworking on the health of employees [53]. Recent
studies also raise the issue of the impact of teleworking on career development in terms of
limited opportunities for advancement [54].

A significant number of studies highlight a direct positive link between telework-
ing and the use of information technology in the context of increasing employee auton-
omy [55,56]. Yet the greatest danger, in the context of teleworking, is the issue of data
protection mechanisms, due to the reluctance of many organizations to provide an ade-
quate defence response to a sudden wave of cybercrime [55,57]. Although the issue of
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cybersecurity has only become a focus of research recently due to the new circumstances,
the literature even before the pandemic highlighted the increased information vulnerability
of organizations with regard to teleworking [58,59]. While digital transformation has
previously been popularized as a determinant of organizational efficiency and competitive
advantage [60], it was only by acquiring the role of the hero of the pandemic that it has
gained paramount importance. The fourth industrial revolution is pushing companies
to develop highly innovative business strategies in order to stay competitive in the mar-
ketplace [61,62]. The recontextualization of the work environment has also imposed new
challenges on all organizations [63,64], almost reciprocal with the benefits it brings. This
is evident in the domain of risk management when it is taken into account that “in the
knowledge economy, knowledge risk represents a major factor in achieving organizational
performance” [65,66]. Namely, the limited ability to monitor remote workers and the
security disproportion between servers within organizations and the broadband networks
through which employees connect from home cause additional risks of information leakage,
especially in the service and public sectors [54]. In addition, the ubiquitous phenomenon
of the digital gap between employees represents a threat to the digital information security
of organizations [67,68], as they may fail to recognize the necessity of investing in human
capital in order to overcome this problem [69–71]. For this reason, the importance of educa-
tion in the field of cybersecurity and the need for its introduction into regular curricula,
with the aim of acquiring the necessary competencies in accordance with the forthcoming
changes in the labor market, are increasingly emphasized [72].

While recent research points out that “well-designed telework arrangements can
support development policies” [73], cybersecurity has for some time been characterized as
“an essential sustainable economic development factor” [74] and “a core need for providing
a sustainable and safe society” [75]. However, despite the extensive literature to date in this
area, it should be noted that it treats remote working as isolated from cybersecurity issues,
while the cross-section of their interactions is still unexplored territory. The COVID-19
crisis has brought this phenomenon closer than ever, and has imposed on the academic
and professional public the need to study their convergence as soon as possible, as this
is a new and increasingly important determinant of the sustainability of organizations.
Namely, pioneering efforts to investigate this convergence have led to the conclusion that
despite the rapid adaptability of many organizations to the mass transition to teleworking,
many of them have failed in the task of maintaining digital information security due to a
lack of technical capacity, failure to meet minimum safety standards, poorly configured
home ICT devices [75], rising cybercrime rates, lack of education, and gaps in employee
digital literacy [76,77]. The reason for this lies in the fact that the new business reality
was imposed in the form of a firefighting measure to extinguish an escalating fire so that
practical solutions were implemented before the theory could examine all their implications.
In this sense, the intention of our study is to emphasize to the academic community the
need to critically consider teleworking as a growing cybersecurity risk in order to accurately
identify necessary security adjustments in virtual offices.

3. The Conceptual Framework and Hypothesis Development

The COVID-19 pandemic is an unprecedented event which has had extraordinary
impact not only on society and business as a whole, but has also generated cybercrime-
related circumstances [78]. The main idea of the research is to analyse the perceptions of
employees with regard to efficiency and the degree of threat to the cybersecurity of organi-
zations in performing teleworking during the pandemic. We have based our conceptual
framework regarding cyber security on the methodology of Georgiadou, Mouzakitis and
Askounis [79], in an effort to develop a brief and comprehensive survey for the assessment
of the cyber security readiness of organizations during the crisis with particular emphasis
on employees’ thoughts and individuality. Their model defines two levels, organizational
and individual, which consist of different domains, with quantitative indicators. On the
other hand, the examination of the perception of employees in terms of efficiency was
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included in our analytical framework according to an appropriate part of the methodology
of Vyas and Butakhieo [77]. Thus, the following latent variables were formed: teleworking,
and perceptions of organizational efficiency and digital information security. Digital infor-
mation security is a latent variable that includes perceptions of the risks of teleworking,
changes in cyber-attacks during teleworking, response capabilities to cyber-attacks, key
challenges in achieving an adequate response to cyber-attacks, as well as perceptions of
key challenges related to digital information security. The latent variable of perception
of the key challenges related to digital information security is formed based on the most
vulnerable links of the digital information security system: information exposure, and
the violation of digital information security and cyber security. Our goal is to examine
how teleworking affects employees’ perceptions of organizational efficiency and digital
information security. Within the model, we examine simultaneously the impact of these
perceptions on the risks of teleworking, changes in cyber-attacks during teleworking, the
capacity to respond to cyber-attacks, key challenges in achieving an adequate response to
cyber-attacks, as well as perceptions of the key challenges related to cyber security. Thus,
the connection scheme in the model is presented in the Figure 1.
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Accordingly, the first formulated Hypothesis is:

Hypothesis 1. Teleworking has an impact on digital information security.
In addition to the above links, we examined the possible impact of an organization’s sector

on perceptions of organizational efficiency and digital information security, starting from the
second hypothesis.

Hypothesis 2. Teleworking has a positive impact on perceptions of organizational efficiency.
Finally, we also examined the interaction (correlation) between perceptions of organizational

efficiency and digital information security by formulating a third hypothesis.

Hypothesis 3. Perceptions of the key challenges related to digital information security has a strong
effect on digital information security.
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4. Materials and Methods

The empirical aspects of our study consist of constructing latent variables that cor-
respond to different elements of employee perception, both in terms of organizational
efficiency and organizations’ vulnerability to the digital information security threats of
teleworking during the COVID-19 pandemic. Multiple observed variables were used
and the structural equation model (SEM) was formed in order to investigate the causal
relationships amongst the factors.

The SEM is a well-known multivariate analysis model that provides robust use in
social sciences [80,81]. It is notably useful in testing theories that contain multiple equations
involving dependence relationships [82]. The model is most often used as a confirmatory
technique, but it can be used for exploratory analysis as well [83]. We evaluated the
structural equation model by the maximum likelihood estimation method with an R
package. Thus, all calculations were done with the R package, including the reliability
analysis prior to the SEM.

The reliability analysis showing whether the data is appropriate for the SEM should
precede the formation of the model. We calculated the Kayser–Meyer–Olkin (KMO) mea-
sure of sampling adequacy and Bartlett’s test of sphericity. The results are presented in
Table 1. The lower limit of the KMO of acceptability for the analysis was 0.6 [84]. Since the
KMO was 0.93, we found that the chosen data set was adequate for further multivariate
analysis; therefore, we were more than satisfied with the result obtained, and the whole set
of variables remained for the multivariate analysis of construct interrelations.

Table 1. Kayser–Meyer–Olkin (KMO) and Bartlett’s test of sphericity results.

Kayser–Meyer–Olkin measure of sampling adequacy 0.93

Bartlett’s test of sphericity
Approx. Chi-square 13,827

Df. 44

Sig. 0.001
Source: Authors’ calculation.

The null hypothesis of Bartlett’s test of sphericity implies the correlation matrix is
identical to the identity matrix. Bartlett’s test of sphericity should be statistically significant,
i.e., p < 0.05. If the p-value obtained is larger than 0.05 or 0.01, the null hypothesis is accepted
and it means that the correlation matrix is not significantly different from the identity
matrix, so the multivariate analysis has no sense in that case. As can be seen in Table 1,
the Chi-square statistics were large enough to reject the null hypothesis (p-value < 0.001),
so the chosen variables were adequate for multivariate analysis and the SEM.

Data Collection and Data Description

The authors developed a form of questionnaire according to defined research ques-
tions. A pilot survey which was carried out in order to examine the validity of the content
of the questionnaire was conducted on 30 employees (15 each from the public and private
sectors), in the period from 1 to 5 February 2021. Based on their suggestions, the final form
of the questionnaire was prepared. The questionnaire was prepared in the Montenegrin
and English languages, and its final form was distributed online over a period of seven
days (23 February to 3 March 2021). Because of the epidemiological situation during the
period of data collection (COVID-19 response measures were in force in Montenegro),
the data were collected through the online tool Google Forms, and the survey link was
distributed via e-mail to employees in businesses and public administration using publicly
available data and registers e-mail registers. Therefore, the survey covered employees
from the whole of Montenegro without applying geographical segmentation, although it
should be noted that economic activity in Montenegro is concentrated predominantly in
the central region; hence, the largest number of respondents come from the central region.
The response rate was 24.5% and the total number of completed questionnaires was 1101.
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Even though questions of the representativeness of the sample and the potential inability
to make general conclusions can be raised, it can be said that the number of respondents is
significant, especially because, according to the Statistical Office of Montenegro—Monstat,
there were as many as 219.4 thousand employees in Montenegro in 2020 [85].

Regarding the type of organization, 46% of respondents were from the public sector,
46.7% were from the private sector, 5.8% were from NGOs, while 1.5% were from political
parties (Table 2). In terms of the size of the organization, 56% of respondents belonged to
the category of employees in small enterprises, 25.2% to medium and 18.8% to large ones.
The three most represented activities were: state administration (15.8%), education (11.2%)
and trade (10.7%). Both sexes were symmetrically represented (50.3% women and 49.7%
men), while in terms of age structure the category between 31–40 years (40.2%) prevailed,
followed by 21–30 years (32.6%), 41–50 (15.6%), 51–60 (7.5%), and ages up to 20 (3.2%)
and over 61 (0.8%). Regarding work experience and the years of service of employees
who participated in the research, 32.9% of respondents were from the group with up to
5 years of service, 24.4% were from the group with between 6–10 years of service, 19.3%
were from the group with between 11–15 years of service, 10.2% were from the group
with 16–20 years of service, and 13.2% were from the group with over 21 years of service.
The structure of respondents was dominated by higher education (67.1%), followed by
post-secondary non-tertiary education (18%), while 14.3% of respondents reported that
they have secondary education.

Table 2. Socio-demographic characteristics.

Variable Variable Definition N %

Gender
Male 546 49.7

Female 554 50.3

Age

Up to 20 years 35 3.2
21–30 359 32.6
31–40 443 40.2
41–50 172 15.6
51–60 83 7.5

Aged 61 and older 9 0.8

Work experience

Up to 5 years 362 32.9
6–10 years 269 24.4

11–15 years 213 19.3
16–20 years 112 10.2

Over 21 years 145 13.2

Education

Elementary 7 0.6
Secondary 157 14.3

Post-secondary non-tertiary 198 18
Higher education 739 67.1

Type of organization

Public sector 506 46
Private sector 514 46.7

NGO 64 5.8
Political parties 17 1.5

Size of the organization
Small enterprise 617 56

Medium enterprise 277 25.2
Large enterprise 207 18.8

Teleworking before the Covid-19
pandemic

Never 529 48
Almost never 192 17.5

Sometimes 253 23
Relatively often 72 6.5

Often 55 5
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Table 2. Cont.

Variable Variable Definition N %

Teleworking during the
Covid-19 pandemic

Never 225 20.4
Almost never 125 11.4

Sometimes 367 33.3
Relatively often 189 17.2

Often 195 17.7
Source: Authors’ calculation.

Telework was measured using two variables: Teleworking before the COVID-19
pandemic (T1), and Teleworking during the COVID-19 pandemic (T2). Respondents rated
their agreement with a statement asking whether their organization practiced teleworking
before and during the COVID-19 pandemic on a 5-point Likert scale, and all items were
positively worded: (1) never, (2) almost never, (3) sometimes, (4) relatively often, and
(5) often. As can be seen from the data in Table 2, most respondents (about 80%) had
experienced working from home during the pandemic, which gives a favorable light to
the analysis. The percentage of respondents who had never had the opportunity to work
remotely before the pandemic was much higher (48%), and due to the pandemic this
percentage decreased to 20%. Hence, we can say that the analysis is a useful contribution of
the perceptions of such respondents, because for the first time they encountered such work,
especially since this event came unexpectedly and brought companies into a situation of
unpreparedness and rapid adaptations.

The sector is a variable that shows the activities of the organization of the respondents.
The sector includes the following activities: agriculture, forestry, hunting and fishing,
industry, construction, mining, manufacturing, transport, trade, tourism, catering, services,
education, health, culture, police, science, army, public administration, and others. It is
scaled from 1 to 20, respectively.

Organizational efficiency perceptions were formed by 3 variables: Impact of telework-
ing on the efficiency of the organization before and during the COVID-19 pandemic (OEP1
and OEP2, respectively), and the ideal organization of work (regardless of the pandemic
(OEP3). Scales for the first two variables, OEP1 and OEP2, were as follows: (1) Tele-
working significantly reduces the efficiency of the organization; (2) Teleworking slightly
reduces the efficiency of the organization; (3) Teleworking is just as effective as office
work; (4) Teleworking slightly increases the efficiency of the organization; (5) Teleworking
significantly increases the efficiency of the organization. OEP3 was scaled as follows, in
favour of teleworking: (1) exclusively office work; (2) predominantly office work; (3) equal
working hours distributed from the office and remotely; (4) predominantly teleworking;
(5) exclusively teleworking.

Risks of teleworking consisted of four variables, ROT1 to ROT4, which are named in
Table 3. Cyber-attack changes had five variables, CC1 to CC5, as can be seen also in Table 3.
All variables incorporated into these two constructs, Risks of teleworking and Cyber-attack
changes, were scaled by: (1) totally incorrect to (5) totally correct. Cyber-attack response
capabilities were formed based on four variables, CRC1 to CRC4, which are listed in Table 3.
These four variables were scaled as follows: (1) poorly; (2) satisfactory; (3) good; (4) very
good; (5) excellent.

Perceptions about the key challenges related to digital information security included
the following constructs: The most vulnerable entry points (variables MVEP1 to MVEP5),
Information exposure (IE1 to IE5), Disruption of digital information security (DISD1 to
DISD5), and Cyber security (CS1 to CS5). All those variables were scaled on a Likert scale:
(1) totally incorrect to (5) totally correct. The same stood for the construct named Key
challenges (KC1 to KC5).

Descriptive statistics of the variables used with a reliability analysis of data are shown
in Table 3. The reliability coefficients (Cronbach alpha) are presented in the last column of
Table 3. Obviously, the coefficients for all groups of variables have excellent values [82].
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Table 3. Variable measurement and descriptive statistics with reliability analysis.

Latent
Variables Code Variable Definition Mean S.D. Cronbach

Alpha

S Sector 13.5 5.4 -

Teleworking 0.61

T1 Teleworking before the COVID-19 pandemic 2 1.2
T2 Teleworking during the COVID-19 pandemic 3 1.3

Organizational Efficiency Perceptions 0.82

OEP1 Impact of teleworking on the efficiency of organization before the
COVID-19 pandemic 2.1 1.1

OEP2 Impact of teleworking on the efficiency of organization during the
COVID-19 pandemic 2.1 1.2

OEP3 The ideal organization of work (regardless of the pandemic) 2.2 1.0

Risks of Teleworking 0.9

ROT1 Impossibility to protect communication on external networks 2.8 1.2

ROT2 Lower security of personal digital devices of employees, which makes it easier
for cyber-criminals to access confidential data 3.0 1.2

ROT3 Employee devices can be infected with malware 3.0 1.3
ROT4 Phishing email scams and other forms of theft 2.9 1.3

Cyber-Attack Changes 0.84

CC1 Cyber-attacks have become more frequent 2.3 1.1

CC2 Cyber-attacks have become more sophisticated and dangerous in terms of
negative consequences 2.4 1.1

CC3 Cyber-attacks are of the same type as during office work 2.7 1.2
CC4 Cyber-attacks have become less frequent 2.4 1.1

CC5 Cyber-attacks have become less sophisticated and dangerous in terms of
negative consequences 2.4 1.1

Cyber-Attack Response Capabilities 0.9

CRC1 The capacity of organization to respond to a cyber-attack in the period before
the pandemic 2.6 1.3

CRC2 The capacity of organization to respond to a cyber-attack during the
Covid-19 pandemic 2.7 1.3

CRC3 Personal capacity (knowledge) to respond to a cyber-attack in the period before
the pandemic 2.4 1.3

CRC4 Personal capacity (knowledge) to respond to a cyber-attack during the
Covid-19 pandemic 2.4 1.3

Key Challenges 0.92

KC1 Lack of technical capacity 2.8 1.3
KC2 Lack of IT staff 2.9 1.4
KC3 Lack of financial resources 2.8 1.4
KC4 Lack of awareness of the seriousness of cyber risk 3.0 1.4
KC5 Lack of employee education on cyber-attack protection mechanisms 3.2 1.4

The Most Vulnerable Entry Points 0.88

MVEP1 Web server 3.1 1.2
MVEP2 Router 2.9 1.1
MVEP3 Cloud systems 3.0 1.1
MVEP4 PC and smart phone 3.3 1.2
MVEP5 Portable memory storage devices (USB, etc.) 3.1 1.2
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Table 3. Cont.

Latent
Variables Code Variable Definition Mean S.D. Cronbach

Alpha

Information Exposure 0.96

IE1 Personal data exposure 3.3 1.4

IE2 Business secrets exposure and exposure of confidential information of
the organization 3.4 1.4

IE3 Intellectual property exposure 3.2 1.3
IE4 Customer information exposure 3.4 1.4
IE5 Business correspondence exposure 3.3 1.3

Disruption of Digital Information Security 0.92

DISD1 External hacker attacks 2.7 1.2
DISD2 Operational errors 2.7 1.2
DISD3 Malicious insider 2.7 1.2
DISD4 Third party failure 2.8 1.2
DISD5 Inattention of employees 2.9 1.2

Cyber Security 0.95

CS1 Computer network protection 3.6 1.3
CS2 Endpoint Security 3.5 1.2
CS3 Application Security 3.6 1.2
CS4 Cyber Analytics 3.4 1.2
CS5 Remote Access 3.4 1.2

Source: Authors’ calculation.

5. Results and Discussion

The constructs developed were modelled together to empirically estimate the concep-
tual framework presented in Figure 1. Thus, a confirmatory SEM analysis was conducted
in this phase. The results of the estimated model were further confirmed by evaluat-
ing fit statistics, and are presented in Table 4. Namely, Steiger [86] noted the root mean
square error of approximation (RMSEA) with a value less than 0.07 indicated a good fit.
Moreover, Kline [87] denoted 0.1 as the upper acceptable boundary of the RMSEA. The
guidelines for the Comparative fit index (CFI) and the Tucker–Lewis index (TFI) were
found at Hair et al. [82]. These authors stated that when dealing with a more complex
model (number of variables used is larger than 30), the acceptable goodness-of-fit is above
0.90 for the CFI and TFI. Since we had 44 observed variables in our model, we recorded
quite good results, and all fit statistics were in an acceptable range. More specifically, the
root mean square error of approximation, the comparative fit index and the Tucker-Lewis
index of model fit all met the required thresholds.

Table 4. The structural equation model (SEM): Fit statistics.

Fit Statistics Value

X2 5345.402
Df 889

RMSEA 0.067
CFI (Comparative Fit Index) 0.914

TFI (Tucker-Lewis Index) 0.906
Source: Authors’ calculation.

Examination of the SEM estimation results revealed numerous significant relationships
at the 5% level. Table 5 presents non-normalized and normalized path coefficients.
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Table 5. Estimation results of the structural equation model (SEM).

Causal Relationship Non-Normalized
Path Coefficient S.E. p Normalized Path

Coefficient

Organizational efficiency perceptions Teleworking 0.435 0.038 0 0.572 ***
Organizational efficiency perceptions Sector 0.500 0.178 0.005 0.090 ***

Digital information security Teleworking 0.059 0.045 0.189 0.051
Digital information security Risks of teleworking 1.000 - - 0.068
Digital information security Cyber-attack changes 0.831 0.065 0 0.530 ***

Digital information security Cyber-attack response capabilities −0.353 0.069 0 −0.180 ***
Digital information security Key challenges 1.225 0.079 0 0.699 ***

Digital information security Key challenges perceptions 1.176 0.078 0 0.903 ***
Digital information security Sector 0. 790 0.286 0.006 0.093 ***

Key challenges perceptions The most vulnerable entry points 1.000 - - 0.853
Key challenges perceptions Information exposure 1.226 0.055 0 0.835 ***

Key challenges perceptions Disruption of digital information security 0.895 0.047 0 0.708 ***
Key challenges perceptions Cyber security 0.933 0.049 0 0.663 ***

T T1 1.000 - - 0.614
T T2 1.325 0.119 0 0.721 ***

OEP OEP1 1.000 - - 0.867
OEP OEP2 1.084 0.038 0 0.896 ***
OEP OEP3 0.608 0.031 0 0.576 ***
ROT ROT1 1.000 - - 0.772
ROT ROT2 1.152 0.038 0 0.858 ***
ROT ROT3 1.192 0.038 0 0.875 ***
ROT ROT4 1.175 0.039 0 0.850 ***

CC CC1 1.000 - - 0.868
CC CC2 1.020 0.030 0 0.883 ***
CC CC3 0.644 0.035 0 0.532 ***
CC CC4 0.605 0.031 0 0.563 ***
CC CC5 0.613 0.031 0 0.574 ***

CRC CRC1 1.000 - - 0.928
CRC CRC2 1.020 0.021 0 0.948 ***
CRC CRC3 0.687 0.026 0 0.669 ***
CRC CRC4 0.686 0.026 0 0.653 ***

KC KC1 1.000 - - 0.842
KC KC2 1.036 0.030 0 0.851 ***
KC KC3 0.972 0.031 0 0.797 ***
KC KC4 1.056 0.031 0 0.841 ***
KC KC5 1.072 0.030 0 0.853 ***

MVEP MVEP1 1.000 - - 0.804
MVEP MVEP2 0.756 0.031 0 0.688 ***
MVEP MVEP3 0.934 0.032 0 0.807 ***
MVEP MVEP4 1.024 0.034 0 0.828 ***
MVEP MVEP5 0.907 0.036 0 0.721 ***

IE IE1 1.000 - - 0.860
IE IE2 1.058 0.024 0 0.924 ***
IE IE3 0.981 0.024 0 0.892 ***
IE IE4 1.042 0.023 0 0.926 ***
IE IE5 0.998 0.023 0 0.904 ***

DISD DISD1 1.000 - - 0.841
DISD DISD2 0.953 0.027 0 0.854 ***
DISD DISD3 0.977 0.028 0 0.846 ***
DISD DISD4 0.978 0.026 0 0.881 ***
DISD DISD5 0.920 0.031 0 0.771 ***

CS CS1 1.000 - - 0.901
CS CS2 0.949 0.020 0 0.913 ***
CS CS3 0.971 0.020 0 0.911 ***
CS CS4 0.880 0.020 0 0.871 ***
CS CS5 0.868 0.021 0 0.848 ***

Source: Authors’ calculation. Note: “***” indicates significance at the level of 1%.
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The procedure for estimating the unstandardized path coefficients implies a reference
variable to be assigned to each latent construct. Thus, in Table 5 it appears the unstan-
dardized path coefficient is constrained to equal 1. In this respect, the latent variable is
measured in the same way as that reference variable. The results presented in Table 5
reveal that the endogenous construct (teleworking) has a positive and significant impact
on actual Organizational efficiency perceptions (standardized path coefficient is 0.572). The
variable Sector has a statistically significant but not very strong positive impact (0.090) on
Organizational efficiency perceptions.

Our results regarding the significant positive impact of teleworking on organizational
efficiency support the results obtained by many authors [82–92]. For example, some
studies showed that teleworking can increase employees’ productivity, along with having
other impacts on job engagement and job performance [93,94]. Similarly, Bhat, Pande,
and Ahuja [95] demonstrated key factors in virtual team effectiveness (virtual is equal
to remote work). In contrast, some research shows a negative impact of teleworking
on organizational efficiency in a way that causes a decline in employee motivation and
productivity [96], as well as a weakening of work self-discipline, which consequently
endangers the economic viability of the organization [73]. The results of our research
additionally contribute to the literature because they confirm that working from home
contributes to work efficiency even in a condition like the global pandemic, when certain
jobs were forced to be performed remotely.

The standardized coefficients presented in Table 4 suggest that in predicting digital
information security, key challenges’ perceptions related to digital information security
(0.903) are the strongest predictor of the six constructs and one variable (sector). This
estimate suggests that perceptions of key challenges related to digital information security
have a relatively strong effect on digital information security in conditions of pronounced
teleworking during the COVID-19 pandemic. The standardized coefficient for the key
challenges/digital information security (0.699) constructs implies that the key challenges
(Lack of employee education on cyber-attack protection mechanisms, Lack of IT staff,
Lack of technical capacity, Lack of awareness of the seriousness of cyber risk, and Lack
of financial resources) are the second strongest predictor of digital information security.
The third strongest predictor of digital information security is the construct Cyber-attack
changes (0.530). The risks of teleworking construct is the lowest of the six constructs in
terms of affecting digital information security, where the standardized coefficient is 0.068.
The results also show that the effect that teleworking has on actual digital information
security is not statistically significant, since the p-value corresponding to its path coefficient
exceeds 0.1 (0.187). The results also show that the effects that the first three predictors
(Key challenges’ perceptions related to digital information security, Key challenges and
Cyber-attack changes) have on actual digital information security are very strong, as the
standardized coefficients for these effects exceed 0.5.

These results are in line with similar studies. Like Georgiadou et al. [79], our research
reveals that human factors as a core sector of cyber security are still not accepted and
not well recognized, even in the context of this pandemic. The Montenegrin employees
rated lack of employee education, lack of IT staff, lack of technical capacity and lack
of awareness of seriousness of cyber risk as key components that challenge the digital
information security of their work organization. Evidently, most of the organizations
analysed were not adequately equipped with the IT mechanisms needed to enable their
employees to work remotely [97]. Furthermore, cyber-attack changes, as a strong predictor
of digital information security, have become more frequent and sophisticated during the
pandemic, as evidenced in recent studies [78]. Since risks of teleworking showed the least
impact (path coefficient of 0.068) in predicting digital information security, we can say that
Montenegrin employees do not recognize adequately enough the threat of phishing email
scams, the possibility of infecting their devices with malware, cyber-criminals’ easier access
to confidential data, etc. Existing literature about cyber security during the COVID-19
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outbreak is still scarce, but there are a few studies that emphasize the resilience of current
technology within employers’ existing cyber infrastructures [98–100].

Regarding the construct Perceptions of key challenges related to digital information
security, we investigated the impact of four latent constructs on these perceptions. The most
vulnerable entry points (PC and smart phone, Cloud systems, Web server, portable memory
storage devices (USB, etc.) and Router) have the strongest impact, measured by a stan-
dardized path coefficient of 0.853. Afterwards, the Information exposure construct is the
second strongest predictor of Perceptions of key challenges related to digital information
security, with a standardized path coefficient of 0.835. Finally, the Cyber security construct
is the lowest of the four constructs in terms of affecting Perceptions of key challenges
related to digital information security, but has the strongest impact where the standardized
coefficient is 0.663. Therefore, as Pranggono and Arabo [98] have stated, employees are
aware of vulnerable entry points, and it is important to physically protect home office
devices. In circumstances where the threat of cyber-crime is more prevalent than ever, orga-
nizations are forced to put the software, policies and tools in place that can ensure business
continuity and safeguard against the threat of ransomware [101]. In order to promptly
identify and overcome cyber threats, it is necessary that all employees are engaged because
cybersecurity risk management is increasingly becoming a vital factor in the security of
organizations [75].

Table 6 represents the covariance between two constructs: Organizational efficiency
perceptions, and Digital information security. The covariance was found not to be signifi-
cant. This result implies that perceptions about organizational efficiency and perceptions
about digital information security are not interrelated. This is a good aspect for our re-
search, since we have conceptually separated these two types of perceptions, and based
on the pilot research, formed the correct conceptual scheme of the model, with the links
presented in Figure 1. However, the exact form of this relationship in theory is uncertain,
since, to the best of our knowledge, there has been no similar empirical study to date.

Table 6. Estimation results of covariances of the structural equation model (SEM).

Variables Non-Normalized
Path Coefficient S.E. p Normalized

Path Coefficient

Organizational efficiency perceptions
⇔ Digital information security −0.036 0.022 0.098 −0.059

Source: Authors’ calculation.

Therefore, the main findings of the research are the following: teleworking has no
impact on digital information security; teleworking has a positive and significant impact
on organizational efficiency perceptions; finally, perceptions of key challenges related to
digital information security have a relatively strong effect on digital information security.
Based on the research, we emphasize these key findings and implications in the form of
recommendations for practitioners:

• Because we have shown that teleworking has no significant impact on digital in-
formation security in this analysis, and have thus rejected our hypothesis H1, our
conclusion is that the current state of employees’ perceptions of the importance of
digital information security has not improved much, even in the conditions of the
COVID-19 pandemic. Work organizations, not only in Montenegro but worldwide,
should insist on cyber security training and raising awareness of these issues. Namely,
many organizations obviously had not prepared their staff for this unexpected transi-
tion to remote work. That is why employers should make particular efforts to ensure
their employees have an adequate awareness of the cyber security policies and prac-
tices within their workplace [99]. Hence, raising cyber security awareness among
employees by constant training and education is important to reduce the risks of
cyber-attacks on an organization;
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• Teleworking has a positive and significant impact on organizational efficiency percep-
tions, which proves the second research hypothesis, H2. Hence, work from home can
be beneficial for both employers and employees [77]. This suggests that teleworking
can serve as an alternative to office work even after the COVID-19 pandemic, and
businesses should embrace this new working reality. This is especially true for jobs
that have proven to be feasible remotely, such as financial work, business management,
and professional and scientific services [102]. This recommendation is also in line with
a number of results in the existing literature that highlight the benefits of working
from home for employees, such as the flexibility of employees’ working time and
place of work, allowing them to balance work and private life [103].

• Proving that the third research hypothesis was correct, we have showed that percep-
tions of the key challenges related to digital information security have a relatively
strong effect on digital information security. The Montenegrin employees were aware
of the fact that all work devices should have strong endpoint protection measures to
secure working infrastructure. When dealing with information exposure, employers
should implement a company-wide policy regarding back-up servers and saving doc-
uments and data to a secure area, in order to protect business data [101]. Furthermore,
it is essential to have the appropriate, latest-generation software that can respond
adequately to the threat of serious cyber-attacks caused by malware, so organizations
can proactively avoid and reduce cyber-related risks. The fact of great importance that
the research has shown is that employees in a relatively small and still developing
country have a well-established attitude about the importance of working in a digitally
secure environment.

It is certainly useful to examine these results in more detail. Namely, it is important to
investigate whether the answers regarding organizational efficiency differed significantly
among respondents who did not have experience working from home during the pandemic,
from those who worked remotely, especially due to the fact that all the data were perception
based. Simply put, as people working from home felt comfortable and able to better
reconcile work with family responsibilities, it is possible that there was bias in their
responses to the organizational efficiency assessment (because that assessment is subjective).
The same applies to digital information security perceptions. This can be established by the
analysis of variance (ANOVA). Namely, the SEM model in this case cannot be evaluated
separately for respondents who did not have teleworking experience during the pandemic
(labeled by 1 in variable RT2), on the one hand, and for those respondents who had that
experience (labeled by 4 or 5 in variable RT2), on the other hand, due to the very nature of
the model. Such a matrix would not be positively definitive due to small deviations, if any,
in the crucial variable RT2 (Teleworking during the COVID-19 pandemic). Therefore, we
conducted an ANOVA test in order to examine those possible differences among the five
modality groups of variable RT2 (1) never, (2) almost never, (3) sometimes, (4) relatively
often, and (5) often practised teleworking during the COVID-19 pandemic). The main
variables that we chose to examine were regarding organizational efficiency perceptions
(OEP1, OEP2 and OEP3) and variables regarding digital information security perceptions
(cyber security, in particular, CS1 to CS5; the same can be showed for the rest of the
variables used).

The initial hypothesis of the ANOVA test states that the expected values of the vari-
ables examined for the respondents who had different levels of experience of teleworking
during the COVID-19 pandemic (variable RT2) would be the same. Based on the results
of the ANOVA tests presented in Table 7, it is noticed that there is a certain value of de-
viation of the average value of the variables per level of the variable RT2 compared to
the common average value of the variables for all respondents. The calculated value of
F statistics, presented in Table 7 and obtained by applying the factor-residual variance,
and the associated probability, indicated that for each variables examined, it is necessary
to reject any assumption of the equality of the expected values of the variables regarding
organizational efficiency perceptions (OEP1, OEP2 and OEP3) and the variables regarding
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digital information security perceptions (for example CS1 to CS5), which were measured
for groups of respondents with different levels of experience of teleworking during the
pandemic. The level of significance, which is made by the rejection of the null hypothesis
of the F test, is less than 5% for each variable. Post hoc analysis of Tukey’s test, presented in
Appendix A (Table A1), revealed there were basic differences of assessments in all variables
among certain groups, especially among those who were not teleworking (labeled by 1 in
variable RT2) and those who were often or relatively often teleworking (labeled by 4 or 5
in variable RT2). Hence, we have to be cautious when making conclusions regarding the
research results.

Table 7. ANOVA test results.

Sum of Squares df. Mean Square F Sig.

OEP1

Between Groups 147.114 4 36.778 33.327 0.000

Within Groups 1209.493 1096 1.104

Total 1356.607 1100

OEP2

Between Groups 197.101 4 49.275 41.682 0.000

Within Groups 1295.647 1096 1.182

Total 1492.748 1100

OEP3

Between Groups 131.819 4 32.955 35.965 0.000

Within Groups 1004.263 1096 0.916

Total 1136.082 1100

CS1

Between Groups 75.714 4 18.928 11.835 0.000

Within Groups 1752.959 1096 1.599

Total 1828.672 1100

CS2

Between Groups 64.885 4 16.221 11.548 0.000

Within Groups 1539.520 1096 1.405

Total 1604.405 1100

CS3

Between Groups 61.778 4 15.445 10.407 0.000

Within Groups 1626.501 1096 1.484

Total 1688.280 1100

CS4

Between Groups 38.159 4 9.540 7.072 0.000

Within Groups 1478.457 1096 1.349

Total 1516.616 1100

CS5

Between Groups 47.251 4 11.813 8.596 0.000

Within Groups 1506.114 1096 1.374

Total 1553.364 1100
Source: Authors’ calculation.

The main shortcomings of our paper are that organizational efficiency is evaluated on
the basis of a subjective category (perception). Therefore, the recommendation for future
research is to include some objective assessment of organizational efficiency. Further, the
target group of respondents should include only the employees who had a pronounced
experience of teleworking, so that the time spent working remotely is scaled as a time
interval. We strongly believe that these preliminary steps would provide more reliable
results, especially regarding the nexus between teleworking and work efficiency.
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6. Conclusions

Empirical studies conducted in the period before the pandemic came to different
results regarding the impact of teleworking on perceptions of organizational
efficiency [31,33,34,40]. In that sense, there is agreement in the literature only with re-
gard to the main identified determinants that affect the correlation between teleworking
and organizational efficiency (flexibility of work arrangements, employee autonomy, re-
duction of operating costs, risks of miscommunication, coordination of business activities,
possibility of supervision and organizational support), while the assessment of their im-
pact differs significantly. For example, despite the widely held view that the flexibility of
teleworking has a positive impact on efficiency gains, some empirical evidence shows a
decline in productivity, due to the merging of the private and business spheres [51,53,54].
However, the COVID-19 pandemic has resulted in a radical paradigm shift both in the
domain of the perception of organizational efficiency and in the very way of organizing
teleworking, which went overnight from an alternative concept to the predominate way of
functioning. Bearing in mind that in the pandemic period, teleworking’s introduction came
suddenly and en masse, there is a striking distinction in relation to the previous voluntary,
pre-planned, organized and work-adapted forms of remote work arrangements. In that
sense, the essential problem of the rapid expansion of teleworking in the COVID-19 era is its
incompatibility with certain sectors and competencies of employees. Namely, teleworking
has traditionally been associated with narrowly defined activities whose nature allowed
the smooth organization of work in this way (IT, financial services, scientific activities, real
estate [104]), as well as with highly qualified categories of employees—white collar work-
ers [105]. In addition to the type of activity, the efficiency of teleworking largely depends
on the size of the organization, since numerous studies have shown a greater degree of its
application in large organizations [106]. On the other hand, pandemic teleworking was
rapidly introduced, which had a negative impact on the efficiency of certain activities. For
this reason, the issue of teleworkability as a vital indicator of the impact of the pandemic on
teleworking efficiency has begun to be considered in the literature [107,108]. According to
the latest assessments, sectoral teleworkability mostly depends on the number of physical
handling tasks, since teleworking is not only inefficient, but also inapplicable to a number
of professions (firefighters, agricultural producers, medical staff, etc.) [106]. The high
level of teleworkability is closely related to the degree of digitalization of certain activities,
i.e., the technical feasibility of work tasks through modern technologies. Nevertheless,
although technological innovations are regularly glorified as basic generators of flexible
working arrangements [52,109], the pandemic has also shown their negative implications
on employee productivity. Namely, increased dependence on IoT and exposure to cyber
risks, being flooded with unnecessary information, difficult business communication, to-
gether with limited supervision and coordination of business activities have been perceived
as essential factors in the decline of organizational efficiency during the pandemic [105].

While the pandemic has imposed teleworking as the ultimate way to maintain business
continuity during emergencies, a growing body of research speaks in favour of its further
expansion in the post-pandemic period [110–112]. Although analyses of its positive and
negative aspects provoke sharp and divided attitudes, we should not lose sight of the
fact that teleworking, like any artifact, cannot in itself have an unambiguous attribute
of good or bad, but must be viewed through the perspective of its application. Given
that digital technologies have played a crucial role in establishing vital workplace links
during the pandemic, it is logical to expect that the further spread of teleworking will take
place simultaneously with their unstoppable development: “Digital assets result in the
digitalization of processes, which go beyond the digitalization of information, resources,
value creation and revenue growth” [113]. With that in mind, it is more than clear that
digital and flexible work patterns are becoming an imperative of the new age. To prepare
for the increased prevalence of teleworking, timely and comprehensive consideration
of cybersecurity is essential. Given the conspicuous potential of cyber-attacks in the
achievement of economic, political, and military goals [114], their expansion is inevitable
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in the years ahead. The reciprocal correlation of teleworking and the escalation of cyber-
attacks imposes the need to develop innovative defense mechanisms in organizations by
investing in information infrastructure, along with the continuous education of employees
in order to help them adopt a set of digital skills. Anticipation of future work dynamics
leads to the conclusion that the degree of resilience to cyber risks and the flexibility of work
arrangements will become one of the key determinants of the efficiency of organizations in
the era of the digital revolution.

The conducted research has several limitations, which can be the starting point for
future research. Primarily, the research covers a large number of unrelated activities, so it
does not provide a comparative overview of the degree of representation of teleworking
and the key challenges in terms of cybersecurity of individual activities. Bearing in mind
that there is a significant disparity between certain categories of activities with regard to
their efficiency of teleworking and exposure to cyber-attacks, we believe that future studies
should go in the direction of accurately identifying the specific needs of individual business
domains. In addition, the relevance of the results achieved is influenced by the personal
beliefs and preferences of employees, as well as the present scepticism towards expressing
views on sensitive issues related to the most vulnerable links of their organizations’ infor-
mation security systems. An important factor is the level of information literacy, as a result
of which some terminologically more complex questions could be misunderstood by the
respondents, which also calls into question the adequacy of the answers obtained. Also, the
research was done on the example of Montenegro, and although it is a significant sample
in proportion to the number of inhabitants, it should be borne in mind that this is a small
country in which the process of digital transformation has been quite slow. In this regard,
it would be particularly interesting to conduct a similar study in a more technologically
developed country in order to obtain a comparative overview of the situation in the field
of teleworking culture and their cybersecurity implications.
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Appendix A

Table A1. Tukey’s HSD test results.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

OEP1 10.00

20.00 −0.25600 0.11719 0.186 −0.5762 0.0642

30.00 −0.55717 * 0.08895 0.000 −0.8002 −0.3141

40.00 −0.76804 * 0.10365 0.000 −10.0513 −0.4848

50.00 −10.10154 * 0.10278 0.000 −10.3824 −0.8207
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Table A1. Cont.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

OEP1

20.00

10.00 0.25600 0.11719 0.186 −0.0642 0.5762

30.00 −0.30117 * 0.10879 0.045 −0.5984 −0.0039

40.00 −0.51204 * 0.12111 0.000 −0.8430 −0.1811

50.00 −0.84554 * 0.12036 0.000 −10.1744 −0.5167

30.00

10.00 0.55717 * 0.08895 0.000 0.3141 0.8002

20.00 0.30117 * 0.10879 0.045 0.0039 0.5984

40.00 −0.21088 0.09405 0.165 −0.4679 0.0461

50.00 −0.54437 * 0.09309 0.000 −0.7987 −0.2900

40.00

10.00 0.76804 * 0.10365 0.000 0.4848 10.0513

20.00 0.51204 * 0.12111 0.000 0.1811 0.8430

30.00 0.21088 0.09405 0.165 −0.0461 0.4679

50.00 −0.33350 * 0.10723 0.016 −0.6265 −0.0405

50.00

10.00 10.10154 * 0.10278 0.000 0.8207 10.3824

20.00 0.84554 * 0.12036 0.000 0.5167 10.1744

30.00 0.54437 * 0.09309 0.000 0.2900 0.7987

40.00 0.33350 * 0.10723 0.016 0.0405 0.6265

OEP2

10.00

20.00 −0.28800 0.12129 0.123 −0.6194 0.0434

30.00 −0.64621 * 0.09206 0.000 −0.8978 −0.3947

40.00 −0.88212 * 0.10728 0.000 −10.1752 −0.5890

50.00 −10.27487 * 0.10638 0.000 −10.5655 −0.9842

20.00

10.00 0.28800 0.12129 0.123 −0.0434 0.6194

30.00 −0.35821 * 0.11260 0.013 −0.6659 −0.0506

40.00 −0.59412 * 0.12535 0.000 −0.9366 −0.2516

50.00 −0.98687 * 0.12458 0.000 −10.3273 −0.6465

30.00

10.00 0.64621 * 0.09206 0.000 0.3947 0.8978

20.00 0.35821 * 0.11260 0.013 0.0506 0.6659

40.00 −0.23590 0.09734 0.110 −0.5019 0.0301

50.00 −0.62866 * 0.09635 0.000 −0.8919 −0.3654

40.00

10.00 0.88212 * 0.10728 0.000 0.5890 10.1752

20.00 0.59412 * 0.12535 0.000 0.2516 0.9366

30.00 0.23590 0.09734 0.110 −0.0301 0.5019

50.00 −0.39276 * 0.11098 0.004 −0.6960 −0.0895

50.00

10.00 10.27487 * 0.10638 0.000 0.9842 10.5655

20.00 0.98687 * 0.12458 0.000 0.6465 10.3273

30.00 0.62866 * 0.09635 0.000 0.3654 0.8919

40.00 0.39276 * 0.11098 0.004 0.0895 0.6960
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Table A1. Cont.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

OEP3

10.00

20.00 −0.20711 0.10678 0.297 −0.4989 0.0847

30.00 −0.64266 * 0.08105 0.000 −0.8641 −0.4212

40.00 −0.71619 * 0.09445 0.000 −0.9743 −0.4581

50.00 −10.00752 * 0.09366 0.000 −10.2634 −0.7516

20.00

10.00 0.20711 0.10678 0.297 −0.0847 0.4989

30.00 −0.43555 * 0.09913 0.000 −0.7064 −0.1647

40.00 −0.50908 * 0.11036 0.000 −0.8106 −0.2076

50.00 −0.80041 * 0.10968 0.000 −10.1001 −0.5007

30.00

10.00 0.64266 * 0.08105 0.000 0.4212 0.8641

20.00 0.43555 * 0.09913 0.000 0.1647 0.7064

40.00 −0.07353 0.08570 0.912 −0.3077 0.1606

50.00 −0.36486 * 0.08483 0.000 −0.5966 −0.1331

40.00

10.00 0.71619 * 0.09445 0.000 0.4581 0.9743

20.00 0.50908 * 0.11036 0.000 0.2076 0.8106

30.00 0.07353 0.08570 0.912 −0.1606 0.3077

50.00 −0.29133 * 0.09771 0.024 −0.5583 −0.0244

50.00

10.00 10.00752 * 0.09366 0.000 0.7516 10.2634

20.00 0.80041 * 0.10968 0.000 0.5007 10.1001

30.00 0.36486 * 0.08483 0.000 0.1331 0.5966

40.00 0.29133 * 0.09771 0.024 0.0244 0.5583

CS1

10.00

20.00 −0.22133 0.14108 0.518 −0.6068 0.1641

30.00 −0.35731 * 0.10708 0.008 −0.6499 −0.0647

40.00 −0.57460 * 0.12478 0.000 −0.9156 −0.2337

50.00 −0.78974 * 0.12374 0.000 −10.1278 −0.4517

20.00

10.00 0.22133 0.14108 0.518 −0.1641 0.6068

30.00 −0.13598 0.13097 0.838 −0.4938 0.2219

40.00 −0.35327 0.14580 0.110 −0.7516 0.0451

50.00 −0.56841 * 0.14490 0.001 −0.9643 −0.1725

30.00

10.00 0.35731 * 0.10708 0.008 0.0647 0.6499

20.00 0.13598 0.13097 0.838 −0.2219 0.4938

40.00 −0.21729 0.11323 0.308 −0.5267 0.0921

50.00 −0.43243 * 0.11207 0.001 −0.7386 −0.1262

40.00

10.00 0.57460 * 0.12478 0.000 0.2337 0.9156

20.00 0.35327 0.14580 0.110 −0.0451 0.7516

30.00 0.21729 0.11323 0.308 −0.0921 0.5267

50.00 −0.21514 0.12909 0.455 −0.5679 0.1376
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Table A1. Cont.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

CS1 50.00

10.00 0.78974 * 0.12374 0.000 0.4517 10.1278

20.00 0.56841 * 0.14490 0.001 0.1725 0.9643

30.00 0.43243 * 0.11207 0.001 0.1262 0.7386

40.00 0.21514 0.12909 0.455 −0.1376 0.5679

CS2

10.00

20.00 −0.10044 0.13221 0.942 −0.4617 0.2608

30.00 −0.33578 * 0.10035 0.008 −0.6100 −0.0616

40.00 −0.47111 * 0.11694 0.001 −0.7906 −0.1516

50.00 −0.72239 * 0.11596 0.000 −10.0392 −0.4056

20.00

10.00 0.10044 0.13221 0.942 −0.2608 0.4617

30.00 −0.23534 0.12274 0.309 −0.5707 0.1000

40.00 −0.37067 0.13664 0.053 −0.7440 0.0027

50.00 −0.62195 * 0.13580 0.000 −0.9930 −0.2509

30.00

10.00 0.33578 * 0.10035 0.008 0.0616 0.6100

20.00 0.23534 0.12274 0.309 −0.1000 0.5707

40.00 −0.13533 0.10611 0.706 −0.4253 0.1546

50.00 −0.38661 * 0.10503 0.002 −0.6736 −0.0996

40.00

10.00 0.47111 * 0.11694 0.001 0.1516 0.7906

20.00 0.37067 0.13664 0.053 −0.0027 0.7440

30.00 0.13533 0.10611 0.706 −0.1546 0.4253

50.00 −0.25128 0.12098 0.231 −0.5818 0.0793

50.00

10.00 0.72239 * 0.11596 0.000 0.4056 10.0392

20.00 0.62195 * 0.13580 0.000 0.2509 0.9930

30.00 0.38661 * 0.10503 0.002 0.0996 0.6736

40.00 0.25128 0.12098 0.231 −0.0793 0.5818

CS3

10.00

20.00 −0.12978 0.13590 0.875 −0.5011 0.2415

30.00 −0.26454 0.10315 0.078 −0.5464 0.0173

40.00 −0.44910 * 0.12020 0.002 −0.7775 −0.1207

50.00 −0.71316 * 0.11919 0.000 −10.0388 −0.3875

20.00

10.00 0.12978 0.13590 0.875 −0.2415 0.5011

30.00 −0.13476 0.12616 0.823 −0.4795 0.2099

40.00 −0.31932 0.14044 0.154 −0.7031 0.0644

50.00 −0.58338 * 0.13958 0.000 −0.9648 −0.2020

30.00

10.00 0.26454 0.10315 0.078 −0.0173 0.5464

20.00 0.13476 0.12616 0.823 −0.2099 0.4795

40.00 −0.18457 0.10907 0.439 −0.4826 0.1134

50.00 −0.44863 * 0.10795 0.000 −0.7436 −0.1537
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Table A1. Cont.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

CS3

40.00

10.00 0.44910 * 0.12020 0.002 0.1207 0.7775

20.00 0.31932 0.14044 0.154 −0.0644 0.7031

30.00 0.18457 0.10907 0.439 −0.1134 0.4826

50.00 −0.26406 0.12435 0.211 −0.6038 0.0757

50.00

10.00 0.71316 * 0.11919 0.000 0.3875 10.0388

20.00 0.58338 * 0.13958 0.000 0.2020 0.9648

30.00 0.44863 * 0.10795 0.000 0.1537 0.7436

40.00 0.26406 0.12435 0.211 −0.0757 0.6038

CS4

10.00

20.00 0.07644 0.12956 0.977 −0.2776 0.4305

30.00 −0.10705 0.09834 0.812 −0.3758 0.1616

40.00 −0.32698 * 0.11460 0.036 −0.6401 −0.0139

50.00 −0.47350 * 0.11364 0.000 −0.7840 −0.1630

20.00

10.00 −0.07644 0.12956 0.977 −0.4305 0.2776

30.00 −0.18350 0.12028 0.546 −0.5121 0.1451

40.00 −0.40343 * 0.13390 0.022 −0.7693 −0.0376

50.00 −0.54995 * 0.13308 0.000 −0.9136 −0.1863

30.00

10.00 0.10705 0.09834 0.812 −0.1616 0.3758

20.00 0.18350 0.12028 0.546 −0.1451 0.5121

40.00 −0.21993 0.10399 0.214 −0.5041 0.0642

50.00 −0.36645 * 0.10292 0.004 −0.6477 −0.0852

40.00

10.00 0.32698 * 0.11460 0.036 0.0139 0.6401

20.00 0.40343 * 0.13390 0.022 0.0376 0.7693

30.00 0.21993 0.10399 0.214 −0.0642 0.5041

50.00 −0.14652 0.11855 0.730 −0.4704 0.1774

50.00

10.00 0.47350 * 0.11364 0.000 0.1630 0.7840

20.00 0.54995 * 0.13308 0.000 0.1863 0.9136

30.00 0.36645 * 0.10292 0.004 0.0852 0.6477

40.00 0.14652 0.11855 0.730 −0.1774 0.4704

CS5

10.00

20.00 0.04178 0.13077 0.998 −0.3155 0.3991

30.00 −0.15279 0.09926 0.537 −0.4240 0.1184

40.00 −0.38011 * 0.11566 0.009 −0.6961 −0.0641

50.00 −0.55145 * 0.11469 0.000 −0.8648 −0.2381

20.00

10.00 −0.04178 0.13077 0.998 −0.3991 0.3155

30.00 −0.19457 0.12140 0.496 −0.5263 0.1371

40.00 −0.42188 * 0.13515 0.016 −0.7911 −0.0526

50.00 −0.59323 * 0.13432 0.000 −0.9602 −0.2262
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Table A1. Cont.

Dependent
Variable

(I) RT2 (J) RT2
Mean

Difference
(I − J)

Std.
Error

Sig.
95% Confidence Interval

Lower
Bound

Upper
Bound

CS5

30.00

10.00 0.15279 0.09926 0.537 −0.1184 0.4240

20.00 0.19457 0.12140 0.496 −0.1371 0.5263

40.00 −0.22731 0.10495 0.194 −0.5141 0.0595

50.00 −0.39866 * 0.10388 0.001 −0.6825 −0.1148

40.00

10.00 0.38011 * 0.11566 0.009 0.0641 0.6961

20.00 0.42188 * 0.13515 0.016 0.0526 0.7911

30.00 0.22731 0.10495 0.194 −0.0595 0.5141

50.00 −0.17135 0.11966 0.607 −0.4983 0.1556

50.00

10.00 0.55145 * 0.11469 0.000 0.2381 0.8648

20.00 0.59323 * 0.13432 0.000 0.2262 0.9602

30.00 0.39866 * 0.10388 0.001 0.1148 0.6825

40.00 0.17135 0.11966 0.607 −0.1556 0.4983
Note: * The mean difference is significant at the 0.05 level. Source: Authors’ calculation.
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103. Raišienė, A.G.; Rapuano, V.; Varkulevičiūtė, K.; Stachová, K. Working form Home–Who is Happy? A Survey of Lithuania’s

Employees during the COVID-19 Quarantine Period. Sustainability 2020, 12, 5332. [CrossRef]
104. Eurofond, Sixth European Working Conditions Survey. 2015. Available online: https://www.eurofound.europa.eu/surveys/

european-working-conditions-surveys/sixth-european-working-conditions-survey-2015 (accessed on 4 June 2021).
105. Thorstensson, E. The Influence of Working from Home on Employees’ Productivity: Comparative Document Analysis between

the Years 2000 and 2019–2020. Available online: http://urn.kb.se/resolve?urn=urn:nbn:se:kau:diva-78743\T1\textless{}/div\T1
\textgreater{} (accessed on 5 June 2021).

106. Sostero, M.; Milasi, S.; Hurley, J.; Fernández-Macías, E.; Bisello, M. Teleworkability and the COVID-19 Crisis: A New Digital Divide?
JRC121193; European Commission: Seville, Spain, 2020; Available online: https://ec.europa.eu/jrc/sites/jrcsh/files/jrc121193.
pdf (accessed on 4 June 2021).

107. Fana, M.; Tolan, S.; Torrejón, S.P.; Urzi Brancati, C.M.; Fernández-Macías, E. The COVID Confinement Measures and EU Labour
Markets; Publications Office of the European Union: Luxembourg, 2020. [CrossRef]

108. Milasi, S.; Bisello, M.; Hurley, J.; Sostero, M.; Fernández-Macías, E. The Potential for Teleworking in Europe and the Risk of a New
Digital Divide. VOX/CEPR. 2020. Available online: https://voxeu.org/article/potential-teleworking-europe-and-risk-new-
digital-divide (accessed on 6 June 2021).

http://doi.org/10.1080/25741292.2020.1863560
http://doi.org/10.1016/j.cose.2021.102248
http://doi.org/10.1057/s41284-021-00286-2
http://doi.org/10.3200/JOER.99.6.323-338
https://www.monstat.org/uploads/files/ARS/2020/ARS%20saopstenje_2020_cg.pdf
https://www.monstat.org/uploads/files/ARS/2020/ARS%20saopstenje_2020_cg.pdf
http://doi.org/10.1016/j.paid.2006.09.017
http://doi.org/10.1007/s10672-007-9051-1
http://doi.org/10.1108/ER-09-2017-0229
http://doi.org/10.1016/j.cstp.2015.04.004
http://doi.org/10.1177/030630709702300202
http://doi.org/10.1080/1359432X.2020.1774557
http://doi.org/10.1016/j.procs.2017.11.338
http://doi.org/10.3390/su12239804
http://doi.org/10.32604/iasc.2021.015845
http://doi.org/10.1002/itl2.247
http://doi.org/10.1016/S1361-3723(20)30084-1
http://doi.org/10.1109/ACCESS.2020.3006172
http://doi.org/10.1016/S1361-3723(20)30074-9
http://doi.org/10.1016/j.jpubeco.2020.104235
http://doi.org/10.3390/su12135332
https://www.eurofound.europa.eu/surveys/european-working-conditions-surveys/sixth-european-working-conditions-survey-2015
https://www.eurofound.europa.eu/surveys/european-working-conditions-surveys/sixth-european-working-conditions-survey-2015
http://urn.kb.se/resolve?urn=urn:nbn:se:kau:diva-78743\T1\textless {}/div\T1\textgreater {}
http://urn.kb.se/resolve?urn=urn:nbn:se:kau:diva-78743\T1\textless {}/div\T1\textgreater {}
https://ec.europa.eu/jrc/sites/jrcsh/files/jrc121193.pdf
https://ec.europa.eu/jrc/sites/jrcsh/files/jrc121193.pdf
http://doi.org/10.2760/69199
https://voxeu.org/article/potential-teleworking-europe-and-risk-new-digital-divide
https://voxeu.org/article/potential-teleworking-europe-and-risk-new-digital-divide


Sustainability 2021, 13, 6750 26 of 26

109. Frey, C.B.; Osborne, M.A. The future of employment: How susceptible are jobs to computerization? Technol. Soc. Chang. 2017, 114,
254–280. [CrossRef]

110. Nagel, L. The influence of the COVID-19 pandemic on the digital transformation of work. Int. J. Sociol. Soc. Policy 2020, 40,
861–875. [CrossRef]

111. Brakman, S.; Garretsen, H.; van Witteloostuijn, A. The turn from just-in-time to just-in- case globalization in and after times of
COVID-19: An essay on the risk re-appraisal of borders and buffers. Soc. Sci. Humanit. Open 2020, 2, 1–24. [CrossRef]

112. Tartavulea, C.V.; Albu, C.N.; Albu, N.; Dieaconescu, R.I.; Petre, S. Online Teaching Practices and the Effectiveness of the
Educational Process in the Wake of the COVID-19 Pandemic. Amfiteatru Econ. 2020, 22, 920–936. [CrossRef]

113. Tohănean, D.; Buzatu, A.I.; Baba, C.A.; Georgescu, B. Business Model Innovation Through the Use of Digital Technologies:
Managing Risks and Creating Sustainability. Amfiteatru Econ. 2020, 22, 758–774. [CrossRef]

114. Fan, Y.; Li, J.; Zhang, D.; Pi, J.; Song, J.; Zhao, G. Supporting Sustainable Maintenance of Substations under Cyber-Threats: An
Evaluation Method of Cybersecurity Risk for Power CPS. Sustainability 2019, 11, 982. [CrossRef]

http://doi.org/10.1016/j.techfore.2016.08.019
http://doi.org/10.1108/IJSSP-07-2020-0323
http://doi.org/10.1016/j.ssaho.2020.100034
http://doi.org/10.24818/EA/2020/55/920
http://doi.org/10.24818/EA/2020/55/758
http://doi.org/10.3390/su11040982

	Introduction 
	Review of the Scientific Literature 
	The Conceptual Framework and Hypothesis Development 
	Materials and Methods 
	Results and Discussion 
	Conclusions 
	
	References

