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Abstract: This conceptual paper discusses the potential of blockchain technology for Smart Tourism
Destinations. The main focus is placed on Smart Tourism Destinations’ four major goals that can
be achieved by using blockchain technology, namely: enhancing tourism experience, rewarding
sustainable behaviour, ensuring benefits for local communities, and reducing privacy concerns.
The paper also outlines the major challenges that need to be overcome to successfully implement
this innovative technology. This paper attempts to further advance the current knowledge about
the possible implications of blockchain technology within the smart tourism domain, and especially
Smart Tourism Destinations.
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1. Introduction

Over the last decade, the concept of ‘Smart Cities” has gained enormous popularity that has
resulted in the emergence of the topic of ‘Smart Tourism Destinations’ [1]. Smart Tourism Destinations
widely use information and communication technologies (ICTs) and promise to gain a market
advantage and positively contribute to sustainable tourism development by implementing sustainability
initiatives [2,3]. Previous research highlights that three forms of ICTs, Cloud Computing, Internet of
Things, and End-User Internet Service System, are of the highest importance for developing Smart
Tourism Destinations [4].

Smart Tourism Destinations need to provide a technological platform through which all tourism
data could be exchanged among all stakeholders [1]. Real-time information sharing is crucial to
all in Smart Tourism Destinations, however, because of the existing oligarchy of global distribution
system providers, small and local tourism businesses do not have access to data. This problem causes
additional costs for the users, (both tourists and small tourism businesses), and enables providers
to control prices [5]. Smart Tourism Destinations also face challenges regarding privacy issues and
struggle to find a solution to hide tourists’ real identities [1]. An emerging cutting-edge technology,
blockchain, may be used to address these challenges and assist in the development of Smart Tourism
Destinations. However, there is limited research on possible effects of blockchain within the smart
tourism domain, and especially Smart Tourism Destinations. The authors of [6] discussed the possible
links of blockchain technology with smart and sustainable tourism and made theoretical propositions
on future development of this technology in the tourism industry. The authors of [5] conducted an
explorative study to investigate how blockchain technology had been implemented within the context
of smart tourism.

To further academic debate around blockchain technology in smart tourism contexts,
this conceptual paper aims to shed light on the potential of blockchain technology in Smart Tourism
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Destinations. Despite an increasing interest in blockchain in the global market, the role of blockchain
technology in enabling Smart Tourism Destinations has not been explored yet. As such, this paper
attempts to contribute to and expand the existing literature about blockchain in tourism by discussing
how blockchain technology can help Smart Tourism Destinations achieve their major goals and address
privacy issues. The remainder of the paper is organised as follows. The second section provides
introductory definitions and explanations about Smart Tourism Destinations and blockchain technology.
The third section discusses the potential role of blockchain technology in achieving goals pursued
by Smart Tourism Destinations as well as the possible challenges of blockchain implementation in
Smart Tourism Destinations. Finally, the last section of the paper highlights implications and proposes
avenues for future research.

2. Literature Review

2.1. Smart Tourism Destinations

Smart tourism phenomena have emerged as a novel approach to tackle new realities in tourism
caused by the impact of the innovative information and communication technologies (ICTs) over the
destinations, travellers, and businesses [7]. Within the smart tourism research domain, the Smart
Tourism Destinations have received the most attention. Previous research conceptualised the framework
for Smart Tourism Destinations based on the development of smart cities [1], explored the potential of
Smart Tourism Destinations to enhance tourists” experience through personalisation of services [8],
developed a conceptual model for Smart Tourism Destination competitiveness [9], and examined
the effects of smart destination strategy and solutions on the destination management processes and
tourism experience [10].

The concept of Smart Tourism Destination can be understood as a relevant contribution to the very
concept of tourism destination [11], as well as a potential framework to manage the destinations [12].
Additionally, the concept is especially crucial for the destinations with one dominant attraction or with
numerous attractions, where it is difficult to make marketing connections [9]. The main aim of Smart
Tourism Destinations is enhancing tourism experience and improving the effectiveness of resource
management towards both destination competitiveness and tourists” satisfaction, as well as ensuring
sustainability over an extended period of time [1].

There is no unique definition of a Smart Tourism Destination. Exploring the concept, the researchers
define and conceptualise the term in different ways, however, most of them primarily emphasis the role
of ICTs. For instance, the authors of [13] argues that Smart Tourism Destinations are destinations that
apply different ICTs when developing and producing the tourism processes. In their first attempt to
conceptualise Smart Tourism Destinations, the authors of [1] put the emphasis on the interconnection
of different stakeholders in a destination through ICTs. The authors of [14] argue that the real
meaning of Smart Tourism Destinations is to focus and take care of tourists” needs using ICTs, with
the aim of promoting tourism service quality and improving tourism management. Furthermore [15],
defines Smart Tourism Destinations as places that use available technologies in order to co-create
value, pleasure, and experiences for tourists as well as provide benefits and profits for the tourism
organisations and destination. Additionally, the literature regarding Smart Tourism Destinations
characterises them as destinations that intensively collect and use data to understand tourists’ needs and
behaviour, to eventually provide better services and experiences in a more real-time and context-aware
form [16,17]. It is argued that the development of Smart Tourism Destinations would benefit the
tourism industry by enabling open access to data for both tourism organisations and tourists through a
common platform [18,19].

Overall, Smart Tourism Destinations differ from traditional tourism destinations in their ability to
encompass cutting-edge technologies and use large amounts of information to develop interconnections
among stakeholders, smart decision-making, and finally provide enhanced tourism experiences and
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improved destination competitiveness [8,20,21]. Table 1 outlines several differences between a traditional
tourism destination and a Smart Tourism Destination.

Table 1. Differences between traditional and smart tourism destinations (based on [1,11,22]).

Characteristics Traditional Tourism Destination Smart Tourism Destination

Concept Agglomeration of attractions and services Destinations that apply different ICTs
Collaboration ~ Negligence of collaboration with the destination =~ Collaboration among all stakeholders
Co-create experience; demand

Tourists Consume tourism products and services . -
personalised services
Government authority has stronger influence Participatory governance; information
Government than any other stakeholder group and does not  governance that supports data openness
incorporate community participation and regulates data privacy
Local Constantly connected; knowledgeable
. Non-participatory local community and technology savvy; creative and

community

empowered

Some technologies are especially important for the development of Smart Tourism Destinations [9],
as depicted in Table 2.

Table 2. Examples of Smart Tourism Destinations and adopted ICTs.

Smart Tourism Destination Adopted ICTs

Introduced the applications VeneziaUnica, which enables the tourists to
Venice directly communicate with service providers and share opinions and photos
with others.
Developed the application Salzburger Mittagdplaner that empowers the users
Salzburg to gather data on food service providers, including menus, prices, and
locations, and lets them select seats and decide what to eat in advance.
Using a map application that is developed through the combined use of
Weimar Internet of Things and augmented reality, the tourists can find the famous
landmarks and view historical photos on the screen of the mobile device.
Uses IoT including smart sensors to reduce energy costs and increase
road safety.

Local government with local tourism service providers makes use of all
digital channels to enhance the tourists” experiences. Additionally, the city’s
Gothenburg website allows the tourists to find any information about the city and if some

information cannot be found, the tourists can connect with the visitor centre
using a chat function.

Barcelona

Cloud computing, Internet of Things, and end-user internet service systems account for main
values in interacting at all levels of stakeholder in the tourism context [23]. Blockchain technology may
be another cutting-edge technology which can help address some challenges of data processing in
Smart Tourism Destination [5].

2.2. Blockchain Technology

Blockchain is a new disruptive technology with improved ability to verify and record the exchange
of assets among an interconnected set of users [24]. A blockchain can be considered as a disseminated
database of records of all digital events that have been performed and shared among all participating
members [25]. Blockchain technology enables a distributed peer-to-peer network, in which non-trusting
members can verifiably interact with each other without a trusted authority [26].

Blockchain can be viewed as a set of interconnected mechanisms that provide specific features to
the architecture, as depicted in Figure 1. At the lowest layer, there are signed transactions that are
grouped into blocks [27]. The second layer, the consensus layer, is responsible for ensuring that all
nodes agree on which transactions must be saved in the blockchain, to ensure the absence of corrupt
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branches and divergences [28]. The third layer, compute interface, is responsible for executing the
smart contracts. Last, the governance layer extends the blockchain architecture to cover the human
interactions in the physical world [27] and deals with how diverse actors join efforts to produce,
maintain, and change the inputs that make up a blockchain [29].
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Figure 1. A blockchain architecture [27].

Figure 2 demonstrates a typical blockchain process. When the transaction is made, a block appears.
Then, the block is broadcast to all nodes in the network. One of the nodes validates the block and
broadcasts it back to the network. If the block is verified, all nodes add it to their chain of blocks.
Each following block correctly references the previous block. In this process, each transaction receives
a unique sequence and timestamp. This guarantees more accuracy in data tracking [30]. Moreover,
once the transaction is validated, it cannot be easily changed or deleted. Transparency is strengthened
because the transactions are shared across the network, and everybody in the network can have access
to data in due time. At the same time, this helps to ensure security and trigger trust [31].
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Figure 2. A typical blockchain work flow [32].

Governance

The current literature argues that there are three generations of blockchain technology
development [6]. The first generation is the development of Bitcoin, the first digital currency.
The second generation is smart contracts, blockchain-based code that facilitate self-executing and
self-enforcing contracts [33,34]. The third generation is the current technology characterised by DApps,
which allow the users to interact with blockchain technology through smartphones or browsers.

According to the literature, there are three types of blockchains: public, private, and permissioned.
Public blockchains are kept across peer-to-peer networks in a completely decentralised and anonymous
manner, and anyone can join the network [35]. Private blockchains are characterised by the fact that
only certain organisations can join the networks [36]. Permissioned blockchains require a set of trusted
nodes responsible for creating the blocks, and only authorised organisations can join the network [36].

Due to blockchain technology’s specific features, the governments and organisations of different
industries have started to develop blockchain platforms to assess and potentially integrate the
technology into mainstream use [37]. The tourism industry also showed the intention to implement
blockchain technology. Along with the big tourism companies applying blockchain technology to
manage the distribution of inventories and assets, or facilitate payments, the academic interest
in exploring the potential of this innovative technology in the tourism sector grows as well.
Current research has examined the role of blockchains and cryptocurrencies in achieving tourism
related sustainable development goals [38]. It has also explored the impacts of blockchain technology
on the tourism industry from the lens of agency theory, transaction cost theory, a resource-based view
of the firms, and actor network theory [39]. Additionally, research has focused on the blockchain’s
potential for medical tourism [40]. Although most of the studies bear descriptive or conceptual
character, several studies provide empirical evidence regarding the level of blockchain implementation
in hospitality management [41] and the intention to use cryptocurrency by both travelers, and small
and medium tourism businesses.

3. Blockchain for Smart Tourism Destination

The development of Smart Tourism Destinations needs to meet some requirements and faces
several challenges. The Smart Tourism Destinations aim at enhancing travelers’ experience, providing a
more intelligent platform for gathering and distributing information within the destinations, facilitating
efficient distribution of tourism resources, and ensuring the benefits for local community [42]. Based on
the previous literature, this section will discuss, from a holistic view of sustainability, the role of
blockchain technology in contributing to the development of Smart Tourism Destinations through
assisting the achievement of their main aims, precisely, enhancing tourism experience, rewarding
sustainable behaviour, ensuring the benefits for local community, and reducing privacy concerns
(Figure 3).
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Environmental aspect Political aspect
Rewarding sustainable behaviour Reducing privacy concerns
Blockchain
for Smart
Tourism
Destination
Social aspect Economic aspect
Enhanced tourism experience Ensuring the benefits for local
community

Figure 3. Benefits of blockchain-enabled Smart Tourism Destination from a holistic view of sustainability.

3.1. Enhancing Tourism Experience

Smart Tourism Destinations aim at enhancing tourism experience through advance feedback
loop, open access to real-time information, and better customer service, to address factors that
potentially cause negative experiences (i.e., lost luggage, security concerns, delay, and long queues) [8].
To enhance tourism experience, Smart Tourism Destinations are expected to provide a number of
personalised services, namely: providing all relevant real-time information based on user profiling
to support planning phase before trip, ensuring access to real-time information to assist tourists in
exploring the destination, and enabling a decent feedback system that allows the tourists to review
their experiences [8]. Blockchain technology has a high potential to assist Smart Tourism Destinations
in achieving their goals and providing personalised services.

First of all, because of its ability to build trust, ensure more secure information exchange,
reduce costs, and enable transparency, blockchain technology can effectively remove the intermediaries
and distribute similar powers to both providers and consumers of tourism services [43]. Along with
major tourism businesses, small companies and local tourism service providers can offer their products
and services within Smart Tourism Destinations. The tourists will receive real time information about all
available tourism services and can access the authentic travel experiences that will possibly result in an
enhanced tourism experience. Moreover, Smart Tourism Destinations can use blockchain technology for
such guest services as tracking tourists, tracking luggage, managing lost luggage, providing fast check-in
procedures, and facilitating travel insurance in case of flight delay or cancellation, therefore greatly
enhancing the tourism experience [37]. Additionally, as blockchain-based cryptocurrencies enable
simple, direct, and safe peer-to-peer transactions without the need for trusted third parties [44],
some tourists may prefer to use cryptocurrency when paying for the tourism services in the Smart
Tourism Destination [24]. Additionally, tourists can leave genuine reviews and ratings on their
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experiences in the blockchain embedded ranking and review systems and be sure that nobody can
manipulate their reviews since blockchain technology can create a unique private key for each identity
with several independent verification processes [44]. From the other side, other tourists that seek
genuine and trustworthy reviews can gain benefits from such blockchain embedded review systems
as well. Overall, blockchain technology is capable of providing more accurate and trustworthy
information enabling personalised services, and therefore, enhancing the tourism experience and
tourists” satisfaction.

3.2. Rewarding Sustainable Behaviour

Sustainability is the main focus of Smart Tourism Destinations. Although blockchain technology
itself raises questions regarding its sustainability in terms of high energy consumption, Smart Tourism
Destinations can apply the technology for encouraging and rewarding sustainable behaviours of both
tourists and residents. Some people do not pay much attention to the impacts their behaviour could
have on the destinations’ environment, however incentives may positively change their attitudes
and behaviours [45]. Implementing blockchain technology Smart Tourism Destinations can create
a cryptocurrency-based reward system, which would allocate rewards to the tourists and residents
with sustainable behaviours. Thus, it can be assumed that tourists who would be rewarded for
their sustainable behaviour would be more likely, for example, to save water and energy in the
accommodation premises, clear the beaches, collect plastic from the sea for established recycles
centres to throw into special bins, or choose walking and biking over driving when at the destination.
A cryptocurrency-based reward system would offer rewards to the residents who could achieve
specified energy or water savings over a determined period of time, or would share their bikes with
tourists [46]. The rewards could be used for purchasing certain goods and services, or investing
into destinations’ infrastructure, boosting the local economy. Therefore, blockchain technology can
favourably reshape the behaviours of both tourists and residents in the Smart Tourism Destination and
contribute to its sustainability.

3.3. Ensuring the Benefits for Local Community

Addressing sustainability issues, Smart Tourism Destinations put emphasis on providing economic
benefits to local communities. As mentioned in the previous section, by virtue of specific characteristics
of blockchain technology embedded in Smart Tourism Destinations, local communities can have an
equal access to open data as well as directly reach the tourists and offer them different tourism services
and goods. Additionally, blockchain technology will enable diverse cryptocurrencies in Smart Tourism
Destinations, allowing both tourists and locals the possibility to make payments in a secure and
efficient way [6]. Moreover, local community can invent its own cryptocurrency and use it on local
tourism market, thus boosting local economy.

3.4. Reducing Privacy Concerns

The Smart Tourism Destinations must provide open access of real-time information to all citizens
and avoid vendor monopolies [47]. Meanwhile, some information about the tourists and their activities
could be highly personal; which raises issues regarding privacy [48]. Especially within Smart Tourism
Destinations, medical tourists may have higher concerns regarding their privacy [49]. Despite enabling
facilitation of the recall of information on medical procedures and details, the use of innovative ICTs
by Smart Tourism Destinations can aggravate medical tourists’ privacy concerns and create distrust.
The destinations should apply different techniques for distorting data with the aim to avoid direct
linkage between the tourists and their private information [1]. However, this approach faces another
challenge in finding the right balance between information loss and disclosure risk [50]. Blockchain
technology is capable of addressing these challenges, as it is regarded as a “privacy-by-design’ solution
for many privacy issues resulting from digitisation of tourists’ information [51]. Privacy and data
protection mechanisms are built in the blockchain system from the inception of the system’s design [40].



Sustainability 2020, 12, 9715 8of 11

With the use of blockchain-based digital ID, the tourists have more control over their personal
information and decide themselves which information, and with whom, they want to share [44].
The control and ownership over data reduces tourists’ privacy concerns as the tourists are aware of the
flow and use of their personal information [52].

4. Key Challenges to Overcome

Despite promising benefits, the adoption of blockchain technology in Smart Tourism Destinations
could face several challenges. First, blockchain technology’s conceptual complexity and excessive
market novelty impose the biggest challenge towards its adoption by Smart Tourism Destinations [53].
Some tourism organisations and tourism service providers are not ready to implement the
technology because of lack of expertise and knowledge about this new disruptive technology [41].
Tourists” understanding about the technology and the availability of the merchants implementing
blockchain technology is more important than technology efficiency or ease of use [54]. The use
of blockchain systems by tourists and residents within Smart Tourism Destinations are limited to
those who are tech-savvy and knowledgeable about its mechanism [55]. Therefore, Smart Tourism
Destination managers and policy-makers must provide expert training and industry workshops on
blockchain technology use in order to facilitate knowledge sharing, enhance business agility, promote
business innovation, and educate both tourists and residents.

Other challenges are related to security concerns and lack of awareness regarding data security [56].
Among the barriers that need to be addressed are: potential hacks, identity theft, loss of private
keys, misplacement of tokens, and safeguarding the privacy of personal records [57]. Additionally,
due to blockchains’ characteristics, it is almost impossible to cancel or reverse the realised transactions,
thus there is no recourse for mistakes [55]. Though blockchain technology intends to reduce corruption
and collusion, it could be used for money laundering [58].

Further challenges that would confront the adoption of blockchain technology in Smart Tourism
Destinations are related to the cost of its operation [59] and energy consumption. While Smart Tourism
Destinations aim at providing equal benefits for all stakeholders including local businesses, operating
blockchain technology like Bitcoin is currently considered unprofitable, especially for small scale
business ventures [60]. Moreover, ensuring privacy and security of blockchain transactions as well as
cryptocurrency mining demand a lot of energy [61]. It has been argued that blockchain technology can
consume more electricity than some countries [62].

5. Conclusions

This paper has conceptualised the role that blockchain technology can play within smart tourism
with special focus on supporting the achievement of the main goals of Smart Tourism Destinations.
Given the highly competitive and innovative trends confronting tourism destinations, blockchain
technology may present a viable solution to enhance tourism experience, reward sustainable behaviour,
ensure benefits for local communities, as well as reduce privacy concerns. Nevertheless, it needs to be
mentioned that this paper does not aim to diminish the role of other innovative technologies, but argues
that combining blockchain technology with such technologies as Internet of Things or artificial
intelligence will foster the development of Smart Tourism Destinations and positively contribute to
their goals.

Also, given the limited research on potential impacts of blockchain technology, the paper has
advanced current knowledge in the domain of applying blockchain systems to assist Smart Tourism
Destinations. Blockchain technology can change the way data are being collected, validated, owned,
and managed to co-create value [39]. Blockchain technology allows an equal, open access to data for
small and medium enterprises as well as enables tourists to own and control their data.

Additionally, the paper has outlined the major challenges that Smart Tourism Destinations need to
overcome to successfully implement blockchain technology. Knowing about risks related to blockchain
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adoption, the managers of Smart Tourism Destinations can come to a more reasonable decision whether
to invest in this technology or not, and make efforts to protect the interests of all stakeholders.

While this paper has shed some light on the possible implications of blockchain technology for
Smart Tourism Destinations, it bears some limitations. First, this study did not provide a critical
discussion of blockchain technology itself as the main aim of the research was to explore positive
benefits of the technology and downsides were out of the scope of this study. Second, this study
theoretically elaborated on the benefits of blockchain, so case studies and empirical data are needed to
test and confirm the propositions and further generate more in-depth understanding of the potentials
of blockchain technology within the smart tourism domain. Future studies may conduct surveys
among tourists and residents to assess and validate the impacts of blockchain technology on enhancing
tourism experience and rewarding sustainable behaviour within a particular Smart Tourism Destination,
or compare the results obtained from several Smart Destinations. In addition, the researchers may
further extend the propositions of this study by exploring other possible areas within Smart Tourism
Destinations that can be influenced by blockchain implementation.
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