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Abstract

:

University certificates can have a significant impact on people’s lives: they can help people get the job they want or allow companies to decide whether a candidate for a job has the appropriate skills. Despite their important social role, current systems for certifying academic achievements are slow, complicated, expensive, and vulnerable to forgery. In the education field, the Blockcerts project, an open source project launched by MIT and Learning Machine in 2016, seems to have the potential to become a new standard for issuing certificates using the Blockchain technology as a platform. It enables students to quickly and easily get a verifiable, tamper-proof version of their diploma. Additionally, the infrastructure provides permanence, convenience, and a level of security appropriate to the importance of the record, guaranteeing the legitimacy of the diploma. The University of Rome “Tor Vergata” started a pilot program in 2018 adopting the Blockcerts framework to issue digital diplomas. In this paper, we describe the whole process from a technical perspective and analyze the impact that a broad adoption of the Blockcerts standard might have, as compared to the current way of issuing diplomas at the University of “Tor Vergata”. Our aim is that our work might contribute to building momentum for the application of the Blockchain technology to digital certificates and stimulate further discussion with other institutions to fully exploit the potential of the technology.
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1. Introduction


A certificate is an official document attesting a fact and, broadly speaking, the term is often used with different meanings: guarantee, proof, authorization, authentication, verification, credentials, accreditation, testimonial, warrant, license, voucher, diploma, and more. For the purpose of this paper, we call “certificate” any certification of achievement or membership. We can safely claim that some certificates are more important than others; this is especially true for those certificates that can influence people’s choices. In particular, university degrees and professional certificates granted as an award for the completion of an educational program can help people get the job they want or allow companies to decide whether a candidate for a job has the appropriate skills.



Current systems for certifying academic achievements are slow, complicated, expensive, and exposed to counterfeiting. It is worth noting that, despite the currently widespread availability of decentralized online learning opportunities, there is no digital and standardized way to track and manage these accomplishments. As a result, the creation and adoption of a secure and decentralized digital certificate infrastructure based on the Blockchain technology have the potential to bring several advantages. First, they would enable students to quickly and easily get a verifiable, tamper-proof version of their diploma that they can share with employers, schools, family, and friends. Second, the Blockchain technology would guarantee, essentially for free, permanence, convenience, and a level of security appropriate to the importance of the student record.



1.1. BlockCerts at MIT


A remarkable initiative based on Blockchain for certification is the “Blockcerts” project by Learning Machine (https://www.learningmachine.com/) and the Medialab (https://learn.media.mit.edu/) at the Massachusetts Institute of Technology (MIT) [1], which takes the shape of a platform and standards that enable institutions to implement Blockchain in educational programs (http://www.blockcerts.org/guide/).



In 2015, Philipp Schmidt [2], the director of learning innovation at the MIT Media Lab, became interested in finding a “more modular credentialing environment, where you would get some kind of recognition for lots of things you did throughout your life”. Therefore, he began issuing internal, non-academic digital certificates to his team. Soon, Learning Machine (a Cambridge, Massachusetts, based software development company) and Schmidt’s team at the Media Lab discovered they had a mutual interest in developing secure official records and began to collaborate. Throughout 2016, using Schmidt’s team’s prototypes, they developed an open-source toolkit called Blockcerts, which any developer or school can use to issue and verify blockchain-based educational credentials.



By summer 2017, as part of a pilot program, a cohort of 111 graduates, with 43 choosing to take part, became the first to have the option to receive their diplomas on their smartphones via an app, in addition to the traditional format. The pilot resulted from a partnership between the MIT Registrar’s Office and Learning Machine. The app is called Blockcerts Wallet, and it enables students to quickly and easily get a verifiable, tamper-proof version of their diploma that they can share with employers, schools, family, and friends. To ensure the security of the diploma, the pilot utilizes the same Blockchain technology that powers the digital currency Bitcoin. It also integrates with MIT’s identity provider, Touchstone. While digital credentials are not new, the MIT pilot has been pioneering, because it gives students autonomy over their own records. Indeed, from the beginning, one of the primary motivations of this project has been to empower students to be the curators of their own credentials and be able to share them in a secure way with whomever they choose. Another important motivation was that this format of official records can exist even if the institution ceases to exist, and people can own and use their official records forever.



The software Learning Machine developed uses the Bitcoin Blockchain, and even though recently there has been a proliferation of new types of blockchains, the Bitcoin one remained the gold standard for Learning Machine’s purposes, because it prioritizes security over other qualities like speed, cost, or ease of use. Indeed, their purpose was to make official records that need to last a lifetime and work anywhere in the world.



Learning Machine also recognized there was a missing link in the system, despite the potential of Blockchain technology to make official, recipient-owned credentials a reality. In order for the information to be encrypted, the user also needs to obtain a public and private key—a set of unique numerical identifiers that represent them. This issue is a giant barrier, because asking students to generate publicprivate key pairs for the Bitcoin Blockchain is not easily comprehensible for the majority of them.



Blockcerts Wallet intended to solve this problem. After the student downloads the app, it generates the public–private key pair and sends the public key to MIT, where it is written into the digital record. Next, a one-way hash (a string of numbers that can be used for verification later) is added to the Blockchain. The diploma information itself does not go onto the Blockchain, just the timestamped transaction indicating that MIT created the digital record. Finally, MIT emails the digital diploma (a JavaScript Object Notation file, or JSON) with the student’s public key inscribed into it. As the mobile app on the student’s phone has his unique private key, the student can prove ownership of the diploma.



The utilization of this technology means that students can quickly share their virtual certificates with potential employers without involving an intermediary. Third parties can verify the legitimacy of the diploma by pasting the URL of the certificate into an MIT-hosted portal.



This portal can instantly verify the legitimacy of the certificate, negating the notarization step often required in the verification of paper certificates. Indeed, this generation of digital natives expects to share records in an easy way, but before Blockcerts, there was not a technology to support this need.




1.2. Blockchain over Bitcoin


Once the technology is consolidated, the obvious question is whether it should be applicable in other contexts equally complex and crucial, such as education. Indeed, although the technology of Blockchain is notably linked to Bitcoin, in the past two years, its utilization is extending.



Today all the business players—from banks to insurance companies, manufacturing companies, and the media—are taking an interest in Blockchain technology, and there are 579 projects (started or only announced) internationally registered from January 2016 to today, of which 46 are being tested or operative. These are the numbers of the Blockchain Observatory and Distributed Ledger of the School of Management of the Polytechnic of Milan [3].



There are also ongoing studies that challenge the sustainability of bitcoin, considering the environmental impacts, social issues, and economic aspects of the block-chain based infrastructure [4,5].



Moreover, despite the failure to identify clear business models and the absence of a globally defined standard, the blockchain is booming: the trials initiated or in the “proof of concept” phase in 2017 grew by 73% compared to the previous year, while the announcements, which often do not lead to concrete results, were 273% more. The vast majority of projects, equal to 59% of those surveyed to date, have been developed in the financial sector, but from 2017 we note a gradual expansion of the application areas that also affect government activity (9%), logistics (7.2%), utilities (3.9%), agrifood (3%), insurance (2.7%), health care (2.4%), air transport (2.4%), the media (1.8%), and telecommunications (1.2%). The blockchain today is mainly used for processes in payment systems (94 projects), tracking and supply chain (67), data and document management (64), and the capital market (51).



One of the most promising sectors is education. Blockchains are designed to be immutable. Once a block is written into a Blockchain, it cannot be changed. The trusted nature of Blockchain is one of its great potentials to be exploited: data on the Blockchain is legitimate, having been validated by multiple participants in the network. The main element influencing the possible successful proliferation and utilization of such credentials is that people can trust that they are immutable and easily verifiable. Trust indeed plays a key role in many social and economic interactions involving uncertainty and dependency [6,7,8] and, therefore, in educational credentials. Trust needs verification and the verification phase of credentials is indeed the most expensive activity in terms of time and therefore money. This is the aspect to leverage and to which to sensitize people involved in the process. Starting from these assumptions, we aim to explore this possibility: issue diploma certificates, record this “fact” in the Blockchain, and verify their existence in a tamper-proof way. This process enables us to save time and to simplify verification processes and, as a consequence, to save money and concentrate our efforts to make other processes more efficient.




1.3. Literature Review


The Blockchain is polarizing high scientific and media attention, while provoking enthusiasm about its potential uses and role in driving the decentralization of society [9] and freedom from central authorities. Much attention has been devoted to the positive or disruptive changes that the broad adoption of this technology will bring to our societies. Despite all this consideration, little literature has been dedicated to the challenges it may pose, apart from the technological ones. Beck and Muller-Bloch [10] stated that the advent of Blockchain can be compared to the invention of the Internet, showing the potential for radical transformations within a number of industries. Although, according to Yermack [11], a first analogical example of this technology was given by Haber and Stornetta’s work [12], which proposed a distributed ledger published in public media (e.g., newspapers) for time-stamping the creation of intellectual property, Nakamoto’s paper in 2008 [13] established the basis of modern blockchain-based cryptocurrency innovation. Nakamoto’s effort was the first to provide a trusted non-territorial digital currency, not depending on centralized and financial institutions, as affirmed by Catalini and Gans [14]. In fact, the majority of research was conducted in the Bitcoin environment, considering that Bitcoin is currently the most commonly used and important technology using Blockchain, with the largest user base. A decade after Nakamoto’s white paper, the Blockchain technology has moved beyond cryptocurrencies, but still little is known about its promised disruptive potential that goes beyond IT [10]. Indeed, it is surprising that the number of solutions using Blockchain other than Bitcoin is still small. In 80% of the selected papers, the research was conducted in the Bitcoin environment. Only 20% focus on other applications using Blockchain technology. Security was the one of the major research topics in Blockchain and Bitcoin, relating to challenges and limitations such as trends and impacts of security incidents; 51% focused on attacks, data malleability problems, and authentication and cryptography issues. Although several solutions to address these issues have been presented, many of them are just brief suggestions, lacking concrete evaluation of their effectiveness. Furthermore, the applications of this technology are almost foreseen in every human field, and in this light, the possible utilizations of Blockchain have attracted high expectations. The literature review undertaken underlined that much attention must be given to those aspects that, to date, could be identified as the most uncertain or problematic in relation to Blockchain, its features (i.e., a distributed ledger, consensus, and smart contracts), and its applications on a large scale (trust, law and regulation, decentralized government, and governance), because Blockchain promises to deeply transform them and the correlated institutions, and because its potential applications are much broader than currency [15] and well beyond financial services [16].



According to the aim of our paper to redefine trust for digital certificates, we undertook a literature review focusing on trust. The distrust suffered by institutions today, and the birth of a technology that allows the creation of autonomous networks, poses thoughtful challenges to be faced to achieve an unprejudiced, inclusive, and sustainable society. In every human transaction, trust must be in place. In fact, trust is not a behavior (e.g., cooperation), or a choice (e.g., taking a risk), but a primary psychological condition that can cause or result from such actions [8]. Moreover, it is not transitive [17]. Distributed ledger technology allows participants to trust the outcome of a system without trusting the individual participants, which is a precondition for economic efficiency and prosperity [18,19,20]. The Blockchain has often been described as a trust-less system, a trust machine, and it can constitute the foundation for genuinely trust-free economy [21]. Introduced by Greiner and Wang [22], the notion of trust-free systems proposes to utilize Blockchain technology’s “capability to automatically create an immutable, consensually agreed, and publicly available record of past transactions that is governed by the whole system to mitigate trust issues in peer-to-peer systems” [23]. Within the Blockchain, this happens with the so-called “consensus”: it means that participants in a network have confidence that their ledgers are both accurate and consistent [17]. The distributed consensus protocol ensures the data integrity of the transactions [24]. The ledger is based on cryptographic techniques (the hash function and the digital signature) [25], combined with game theory [13], capable of solving the so-called double-spending problem and the Byzantine generals problem. Although there were theoretical solutions given in a 1982 paper by Lamport et al. [26], Nakamoto’s implementation of Blockchain technology was the first to provide de facto Byzantine-fault-tolerant consensus [27]. Basically, the combination of security and transparency is what makes the Blockchain a trust-free technology [28]. Rachel Botsman, one of the pioneers of collaborative consumption, suggested that “the distribution of trust among people, accelerated by blockchain technology, will fundamentally transform the way trust is built” [23]. Therefore, the central question is not how to regulate blockchains, but how blockchains regulate [17]. Technologies can operate as a kind of law, regulating the behavior of their users [29]. The set-up of the Blockchain allows actors to trust the technology, which dispenses with the need to trust involved actors [30]. According to some researchers, with the Blockchain, a new form of algorithmic trust is created, distinguished from the more traditional typology of trust that was initially only between human agents [31], representing “a shift from trusting people to trusting math” [32,33]. At the bare minimum, trust must be placed in the underlying cryptography [34], allowing all the operation by everyone [35]. This transparency is what it seems enough to claim the unnecessity of trust and correlated institutions. As mentioned above, trust is about expectations and vulnerability of the parties. The Blockchain ensures that expectations are not disappointed and vulnerability is reduced or removed through immutability and consensus.





2. The Blockchain Paradigm and the Bitcoin System


The Bitcoin Blockchain [13] is an open, decentralized public ledger for transaction records. In this section, we briefly introduce the technology and summarize its main features relevant to the digital certificates’ application. We refer the reader interested in a complete description to [32,36].



In the “Bitcoin economy”, a fixed number of new bitcoins are minted every ten minutes on average. Informally speaking, bitcoins are always tied to bitcoin addresses (since the time they are minted), and they can be transferred from one address to another by means of transactions. Anyone can generate new addresses, receive some amount of bitcoins, and send them to other addresses. In principle, anyone is also allowed to participate in the “race” for generating new bitcoins. There is no “authority” regulating the minting process (mining in the language of Bitcoin) and no “bank” managing transactions. All this is possible due to an effective combination of a few classical cryptographic concepts (namely, cryptographic hash functions [37] and digital signature schemes [38]) with the flexibility of peer-to-peer networks [39].



All nodes participating in the Bitcoin system are connected toward an unstructured peer-to-peer network running on top of the Internet: every time the Bitcoin software is executed on a computer (or smartphone, tablet, or any other device with the appropriate computational and connectivity capabilities), that computer becomes a node of the network, i.e., the software connects to a small set of other nodes running the same software and those nodes become its neighbors. Neighbors bring the new node up-to-speed on the current state of the system and constantly keep exchanging small packets of information with it. When a node receives a packet from one of its neighbors, it has all the information needed to verify the validity of the packet; if the packet turns out valid, the node forwards it to all its other neighbors that in turn will check the validity and forward the packet to their own neighbors. In this way, each newly-generated valid packet reaches all the nodes of the network, within two seconds or so. The information contained in the packets exchanged by the nodes of the Bitcoin network is, in most cases, either a transaction or a block.



To simplify, we can say that a transaction is made by (one or more) input addresses, output addresses, digital signatures, and some room for a small optional message. The transaction reassigns to the output addresses the bitcoins currently assigned to the input addresses. In order to be valid, the digital signatures must be completed with the private keys associated to the input addresses. As mentioned in the previous paragraph, a valid transaction sent by a node of the network reaches all the nodes within a few seconds. At this stage, the transaction is still considered “unconfirmed”, even though all the nodes are already aware of the transfer of bitcoins from the input addresses to the output addresses, and they would not consider valid any other transaction with the same input addresses. The transaction becomes “confirmed” when a miner includes it in the next valid block.



Miners are nodes of the network that, in addition to the operations performed by any other node, use their computational power to try to generate the next valid block of the ledger. If they succeed, they get as a reward the newly minted bitcoins that come with it plus the transaction fees that come with any transaction they include in the block. In order to understand the details of this process, some preliminary technical notions about cryptographic hash functions are needed. However, for the purpose of this paper, it is enough to note that, in order to be considered valid, a block has to contain a link to the previous valid block, a timestamp, a digital fingerprint of the set of transactions included in the block, and a nonce, i.e., a number satisfying some properties. Finding such a nonce is a matter of brute-force search, and the chances that a specific miner finds one are directly proportional to the computational power the miner uses for that purpose. When a miner finds such a nonce for its own block, the miner sends the block to all nodes via the peer-to-peer network; each node can independently verify that the block is actually valid, and all miners will start considering that one as the last valid block to link. The sequence of blocks, each one linked to the previous one, up to the genesis block mined by Satoshi Nakamoto in January 2009, forms the Blockchain.



The Blockchain is growing, by design, at an average rate of one new block every ten minutes. Everyone can run a node of the Bitcoin network and keep a copy of all the blocks and all the transactions included in them since the genesis block. Moreover, anyone can send a transaction to the other nodes, and if the transaction is valid, it will be included in one of the next block by the miners. When the block including the transaction is followed by a small number of new blocks, that transaction can be safely considered “permanently stored” in the Blockchain. By suitably using the small room for a message allowed in Bitcoin transactions, one can thus use the Blockchain as a publicly-accessible, write-only, and timestamped storage medium. This is what makes it an effective platform for digital certificates, as we will see in the next sections.




3. The Diploma Certificate Process “as is” at University of Rome “Tor Vergata”


The issuing of a Diploma is a delicate process, because it has to take into account a lot of information that is not so difficult to modify. Moreover, the verification process of the achievement of a certain academic qualification is even more delicate and more easily editable.



The process is also expensive in terms of resources and time and therefore money.



At the University of Rome “Tor Vergata”, a student that needs the diploma certificate to be shared and utilized for his necessities has two possibilities to request a copy:




	
He or his delegate can go personally to the Student Secretariat desk and, after demonstrating his identity with personal documents and a matriculation number, request the graduation certificate that the Secretariat can issue and deliver directly to the student.



	
If the student cannot go personally to the Student Secretariat and none of his delegates can do so, the student can send the certificate request by email. For the verification of the identity of the student, the competent offices require some credentials already held by the University, such as the email address and telephone number that the student used during the university period and the scanned copies of two identity documents. After having carried out the necessary checks to verify the student’s credentials and the effective possession of the qualification, the competent offices proceed with the issuing of the certificate required with the appropriate seals and signatures in italics, important for recognition and validation. The certificate in an electronic format is sent via a certified email (Posta Elettronica Cartificata—PEC) to the student.



	
If the email address and the mobile number are different from those used by the student during the university period, the University will check the documents and the actual possession of the degree. If the process is successful, the competent offices proceed with the issuing of the authenticated certificate requested with the appropriate seals and signatures in italics, important for recognition and validation. The certificate in an electronic format is sent via certified email (PEC) to the student.








The procedure is different when a third party requires to the University if a student is really in possession of a specific qualification:




	
If the request is made by another Public Administration through PEC, the University, after the due verification of the actual possession of the qualification by the student, always through PEC, confirms or denies the title.



	
If the request comes from a company (Italian or foreign), the University is not required to provide information on the degree obtained by the student [40]. The request must be made by the student who, once the degree certificate is obtained, can then make the necessary use.








Abroad, there are companies that operate as the interface between the company that requires the verification of the certificate and the University. If the certificate of graduation is present in the request sent by email, the University will give a positive or negative response once the necessary checks have been made. If the certificate to be verified is not attached to the email, the student must request a copy of the degree certificate, and the University will proceed as previously illustrated.



The process was powered by Adonis Community Edition, and therefore we have been able to estimate its cost. At the University of Rome “Tor Vergata”, the verification process of a certificate diploma is about 3.48 Euros per certificate. The time lapse between the receipt of the request and the sending of the reply is on average 3 days. Considering an average number of graduates per year equals 5400, the total cost of this activity is about 18,792 Euros, which is not insignificant, even though in a University financial statement it could be negligible. In fact, our goal is not mere economic savings, but the efficiency and scalability of the process that would affect not only the process itself, but also other processes that could gain more time and resources. Fifteen minutes for every certificate is about 81,000 min, corresponding to 1350 h or 36.5 weeks of work.



Using the Bitcoin Blockchain technology, the University can record in one single transaction an entire graduation session. Indeed, while it is possible to issue one certificate with one Bitcoin transaction, it is far more efficient to use one Bitcoin transaction to issue a batch of certificates. The issuer builds a Merkle tree of certificate hashes and registers the Merkle root as one field in the Bitcoin transaction. Suppose the batch contains n certificates, and certificate i contains recipient i’s information. The issuer hashes each certificate and combines them into a Merkle tree.



A Bitcoin transaction is determined by the size of the transaction and the transaction fee. Blockcerts transaction sizes are static and small—they add a single fixed-size output on top of a standard single-input, single-output transaction. This is true no matter the number of certificates in a batch. Therefore, the cost to issue a batch of Blockcerts is largely influenced by the transaction fee, which is a fee paid to miners to ensure timely mining of transactions. The recommended fee changes over time; current recommended values can be obtained from the “To get in next block” section of Recommended Bitcoin Network Transaction Fees (https://bitcoinexchangerate.org/fees).



In the Blockcerts project, the transaction fee is configurable. The default value (0.0006 bitcoins, approximately five euros at the current BTC/EURO exchange rate) guarantees that the transaction with the Merkle root of the certificates is very likely to be inserted in the next mined block. This setting can be overridden in the source file to reduce the cost.



After this single operation on the Blockchain, students are immediately masters of their credentials without further interactions with the university or institute that delivered the diploma or certificate.




4. The Digital Diploma at University of Rome “Tor Vergata”


By winter 2018, the University of Rome “Tor Vergata”, and in particular a team of the Department of Enterprise Engineering, began to become familiar with the MIT project and to study and apply the open source programs made available by MIT and Learning Machine.



Many of the most remarkable challenges we encountered were technical in nature, because the Blockchain is a relatively new technology and its complexity and the fact that we were not the creators of the idea played an important role in becoming familiar with and starting to use it. Moreover, although we were in agreement with the concept of making students masters of their credentials and the positive economic return and efficiency of the process for the University, the immutable nature of such credentials makes it even more important to carefully consider the long-term effects of this technology. That is why we have taken small experimental steps, tested our system, and continue to make technical proofs.



The Blockcerts project source code (available at https://github.com/blockchain-certificates) consists of 26 repositories at the time of writing, and the software is currently under active development by the community. While most of the available software is already production-level code, several choices and customizations are required in order to start issuing and distributing Blockcerts-compatible certificates. In our deployment at the University of Rome “Tor Vergata”, we decided to run a Bitcoin full-node to generate the transactions containing the hashes of the certificates and to spread them to the Bitcoin network. On top of the Bitcoin full-node, we selected three main tools from the Blockcerts toolbox: cert-tools, cert-issuer, and cert-viewer.



	
Cert-tools details how to make a digital certificate, describing the data standard for digital certificates, essentially a JSON file with the necessary fields needed for cert-issuer code to place it on the Blockchain. The schema is as close to the Mozilla Open Badges specifications as possible. In order to generate the certificates, “cert-tools” configuration files need to be populated with several pieces of information (e.g., the Bitcoin address identifying the issuing institution) and integrated with the system containing the students’ data.



	
Cert-issuer takes the JSON certificate, creates the hash of the certificate, and issues a certificate by broadcasting a Bitcoin transaction from the issuing institution’s address to a recipient’s address on the Bitcoin Blockchain with the hash embedded. In order to generate valid Bitcoin transactions, cert-issuer needs access to the private key associated to the Bitcoin address of the issuing institution. Moreover, it needs to be configured to interact with the Bitcoin full-node that spreads the transactions to the Bitcoin network and allows them to be included in the Blockchain.



	
Cert-viewer is used to display and verify these certificates after they have been issued. The viewer code also provides the ability for users to request certificates and to generate a new Bitcoin identity. The Blockcerts wallet can also be used to display and verify the certificates.






By summer 2018, we had used and customized the above tools to issue some dummy certificates to test the overall procedure and to check their compliance with the Blockcerts wallet and the Blockcerts Universal Verifier (www.blockcerts.org).



We started our experimental pilot program with the 2018 Autumn/2019 Winter graduation sessions in the Department of Enterprise Engineering. In order to comply with the new EU General Data Protection Regulation (GDPR) [40], we decided to ask students participating in the pilot program to sign a statement agreement in which the procedure of the creation of digital certificates was explained and a primer of the principles behind Blockcerts was given. Indeed, parties wanting to use a public Blockchain to record off-chain assets face the problem related to real-world laws [16,41].



The subset of students selected for the pilot program were glad to participate to our innovative initiative, as like all the native digital people, they criticized the lack of such an instrument despite the proliferation of digital apps and online learning possibilities. We will test the procedure at larger scale in the future; in light of our pilot program, we see no obstacles to extending it to all the graduating students of the University of Rome “Tor Vergata”.



Another interesting evolution of the Blockchain certificate at the University of Rome “Tor Vergata” is to record the full academic carrier of the students on the Blockchain. This operation could give students an even greater independence and mastery of their credentials and could simplify the University procedures when dealing with the restarting of a course of study or transfer to another course of study or another University. This procedure will also be a further development of all was done initially by MIT and Learning Machine.




5. Discussion


During the last two years, blockchain-based projects have become a hot topic. It is likely that much of the rhetoric has been overstated, and the same is true for some of the criticism.



It would be a mistake to think that we are dealing with a technology of immediate application, or that changes can be implemented easily, because the Blockchain is a very novel and complex technology. We are rather in an initial exploratory period. The Blockchain is not the solution that will fix everything that is wrong with today’s credentials. However, it does offer some possibilities for improving the system we have today, and that is the reason why it is so interesting and challenging to explore [42].



The fervor with which some sectors have been pursuing Blockchain projects has raised alarm for the consequences that a literal application of this technology could have. At this time, speaking of the consequences of the possible implementations means to move into the field of speculation as much as the literature that is promoting it.



Blockchain is a disruptive technology that, after a few years of implementation as the basis of digital currency, is showing itself to be an open resource with possibilities in different fields. The key to the interest in this technology lies in its ability to move from a system of centralized data logging to a distributed system that ensures no alteration of the information and the maintenance of privacy. The real revolution of Blockchain is that redefines “trust” as “high-trust computing”, as you no longer need to trust anyone but an algorithm. It brings reliability, transparency, and security to all manner of data exchanges: financial transactions, contractual and legal agreements, changes of ownership, and certifications.



The Blockchain represents an unprecedented opportunity for the enterprise and the public sector.



Every institution capable of exploiting these technologies will have a chance to radically streamline and enhance existing processes, create entirely new business models, and develop innovative products and services for a new generation of consumers. However, this is not a vision of a utopian, tech-enabled future: the technological capabilities are available today to keep an unalterable record of every exchange, removing the need for trusted, third-party intermediaries in digital transactions. The consequence are faster processes, real-time transaction visibility, and reduced costs across every industrial, social, and economic sector. Gartner estimates that Blockchain could create US$176 billion of value-added revenue by 2025, revolutionizing the supply chain, enabling new business models, and disrupting existing ones.



Blockchain technology can also play an important role in securing information repositories and being a complementary aspect of information governance. Indeed, a lot of the literature focus has been placed on big data analytics for decision-making, however further research is needed about the security and clearance permissions in private settings, as noted by Mikalef et al. [43,44]. Blockchain can help in filling this gap, showing other potential applications and uses of this technology. Furthermore, the collaborative nature of big data analytics with Blockchain technology is a useful and significant topic to be deepened in future research.



As MIT and Learning Machine have been working on their project of Blockchain certificates, one of the most asked questions was why they choose Bitcoin Blockchain and not other ones, such as Ethereum. The answer was that when MIT started the project, Ethereum was still only a the beginning of an idea, whereas Bitcoin has been the most tested and consistent Blockchain to rely on. In addition, the relatively robust self-interest of miners, and the financial investment made into Bitcoin (and Bitcoin-related companies), make it likely that it will be utilized for a good while longer.



We followed the MIT idea; however, our solution is not locked to one particular Blockchain: it would be easy to also start publishing our credentials to other blockchains, but for most of what we want to do in the first phase of experimentation, the functionality of the Bitcoin Blockchain continues to be sufficient. That is not to say that we are not curious about the potential of smart contracts, and we are discussing the potential of Ethereum-based side-chains to reduce transaction cost and expand functionality [45,46]. We are also interested in the evolution of Certificate Transparency (https://www.certificate-transparency.org/)—an Internet security standard and open-source framework for monitoring and auditing digital certificates—and we believe that a lot has been done with trust in digital certificates, but a lot more can be done and in a different manner. This is the reason why the University of Rome “Tor Vergata” aims at continuing its studies of digital certificates, trying to contribute to the exploitation of an Internet security standard and open-source framework for monitoring and auditing digital certificates. Blockchain is undoubtedly transformative. In fact, much of its impact has yet to be explored, even on a theoretical level.
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