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Abstract: An emerging technology with a secure and a decentralized nature, blockchain has
the potential to transform conventional practices in an efficient and dynamic manner. However,
migrating to blockchain can be challenging due to the complexity of its infrastructure and processes.
The complexity of building applications on blockchain has been highlighted by many studies,
thus stressing the need to investigate practical solutions further. A commonly known software
engineering concept, software design pattern contributes to the acceleration of software development.
It offers a holistic reusable solution for commonly occurring problems in a given context. It helps to
identify problems that occur repetitively and describes best practices to address them. The present
study is one of the first investigations to inquire into design patterns for blockchain application.
Seeking to reduce the complexity in understanding and building applications on blockchain, this paper
identifies a design pattern elicitation framework from similar blockchain applications. Next, it provides
a demonstration of the Proof of Integrity (Pol) pattern elicited from two different applications on
the blockchain. The applicability of the pattern is evaluated by building a blockchain application
to verify the integrity of the academic certificates and by explaining how this integrity has been
achieved empirically.

Keywords: blockchain; software design pattern; integrity; authentication; Proof of Integrity

1. Introduction

Blockchain is a distributed ledger that contains a set of sequenced blocks of data [1,2]. Each block
records transaction data in a transparent, immutable, and secure fashion [2,3]. This offers a secure
platform empowered by furnishing integrity, efficiency, and productivity, time and cost reduction
for businesses. However, this platform is complex [4-6]. The literature outlines the complexity of
blockchain from technical and business perspectives. The technical perspective has been widely
addressed, focusing on technical infrastructure and processes such as peer-to-peer network [7,8],
distributed data structure [2,8], database [3,4,9], secure blocks of data [1], consensus protocols [10],
and encryption techniques [11]. However, there is limited research pertaining to the business
perspective, which is focused on adopting blockchain in business transformation, transactions between
participants, and impact analysis [5,12,13].

In this research, we focus on a holistic view of blockchain application. A holistic view addresses
what a system analysis requires to design a new solution on blockchain. This is important for supporting
the transformation into blockchain. It is important to facilitate understanding of blockchain from
both business and technical perspectives and then to develop the confidence to migrate to blockchain.
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A lack of research that caters to a holistic view of blockchain implementation is also identifiable in
literature [9].

Adopting the design pattern concept from software engineering, this paper proposes that design
pattern is a viable solution for addressing the issue focused upon in this study. This is because it
captures the similarities between software in a generic and abstract fashion. The pattern offers a
standard solution to problems occurring again and again in different domains. Using design pattern
fosters understanding of the problem and facilitates designing of the software solution. Moreover,
creating a pattern helps to share knowledge for rapidly developing solutions without sacrificing the
quality and service expected from solutions [3]. This research argues that adopting design pattern in
blockchain application development can enhance understandability and usability of the blockchain
system. This argument is aligned to a generic set of patterns for blockchain application [9]. However,
our work provides further depth by exploring the pattern technical design concept with reference to
empirical cases.

The paper introduces a pattern elicitation framework for blockchain application that is based
on capturing the commonalities among different applications through a sequence of three steps,
identification, analysis, and abstraction, directed at identifying a common functionality among
applications with a common blockchain setting. Analysis of the blockchain application structure using
design pattern language [14,15] within each application demonstrates an abstract and generic pattern
structure using the design pattern language. The paper demonstrates the process of adopting the
framework through empirical elicitation of the Proof of Integrity (Pol) pattern from two blockchain
applications, namely, land ownership and intellectual property, and then evaluates the applicability of
the identified pattern in a third application called e-certificate. The e-certificate application is developed
seamlessly on top of the blockchain network with the design guided by the identified Pol pattern.

This paper starts with a background section on blockchain, highlighting blockchain application
architecture, characteristics, and challenges. This section demonstrates the complex nature of the
blockchain platform and the utility of adopting concepts from conventional application development.
In Section 3 the design pattern concept is highlighted along with the value of adopting design pattern
for blockchain applications. Section 4 depicts the pattern elicitation framework for the blockchain
application proposed in this paper. The framework steps are illustrated with two examples in order
to give an example of adopting the framework. Section 5 provides an empirical evaluation of the
framework by adopting a third framework case. Finally, the paper ends with a brief summary of the
work conducted in this research

2. Blockchain’s Application Architecture, Characteristics, and Challenges

The power of blockchain lies in its secure and distributed architecture. It offers a secure
decentralized platform for peer-to-peer transactions without the need for a trusted central authority.
Blockchain complements the current technologies to integrate conventional business practices with a
new level of efficiency and security. However, building an application on the blockchain platform is a
complex process, compared to making use of the conventional distributed system. This complexity
increases due to the technology stack features of the blockchain infrastructure. This section highlights
the main features of blockchain infrastructure and characteristics that are important to understanding
the prior building of a blockchain application. The challenges of adopting blockchain applications
are also highlighted as these propel the present research to the goal of defining the design pattern for
blockchain applications.

In a nutshell, a blockchain is composed of a set of blocks, with each block containing a header
and transaction list [10]. The block header is made up of a root and a hash that uniquely identifies the
previous block. The transaction list contains sender, transaction, and receiver data, which are secured
by an encryption code [7]. Most of the studies have described blockchain architecture as having a
number of layers [2,3,16,17]. These layers are broadly highlighted in a generic layered architecture,
including application layer, architecture layer, and physical layer, as shown in Figure 1.
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Figure 1. Blockchain application architecture.

The application layer reflects the business domain of the blockchain application, the gateway for
users to access and use the blockchain. As well as this, it is responsible for the logic and operation of
transactions. It comprises the decentralized application (DApp), smart contract, and wallet. DApp
stands for decentralized application, and it is the front end application run on top of blockchain
technology. A smart contract is a computer code logic executed by a node within the network, and its
results are recorded in the blockchain [18]. It manages a set of rules and procedures for transactions in
the blockchain. It is worth mentioning that the DApp uses application program interfaces (APIs) to
communicate with the blockchain through smart contracts. The wallet, also known as the digital wallet,
takes care of authentication and ownership of transactions or assets on the blockchain application
through cartography, i.e., through storing both public and/or private keys. This is the first of the aspects
to secure the blockchain.

The participation layer is responsible for setting the layout features of the blockchain. It includes
different types of aspects that influence the design decision and scope of participation with the
blockchain. These layers include consensus, permissions, and control. The consensus is an algorithm
used for the decision-making process among nodes in the network, which makes it possible to accept any
transaction in the blockchain. It is another security aspect in the blockchain that insures the transaction
validity and history. There are a number of consensus algorithms, which can be of three types, including
a computation-based, a communication-based, and a hybrid type. The computation-based consensus
algorithm is based on solving a complex mathematical puzzle to mine the new blocks such as Proof
of Work (PoW). The communication-based type is used when the nodes of the networks accept the
new nodes. This type of consensus is mainly used because of a low overhead in computing power
and time. Examples of this type of algorithm are Practical Byzantine Fault Tolerance (PBFT), Proof of
Stake (PoS), and Proof of Importance. Hybrid types are Proof-of-Elapsed-Time (PoET) and Proof of
Authority (PoA) [10].

Permissions in the blockchain identify who can participate in the blockchain, and can be of two
main types: permissioned and permission-less [19]. Permissioned means only authorized participants
can read. Permission-less means everyone can read the data [20]. These are important to ensure the
privacy of data and transactions as well as to determine regulations such as Know Your Customer
(KYC) and Anti-Money-Laundering (AML).

Controls validating the transactions can be private, consortial, or public. In the private type,
the control is centralized where only one node controls and validates the data, whereas the other nodes
only have permission to read. In the consortial type, the control is shared among a few nodes in the
network and the rest of the nodes only have read permission. In the public type, such as Bitcoin, all the
nodes have permission to write and find consensus [21].

The physical layer refers to the distributed technologies for the blockchain platform, including
computing, nodes in the network, and blocks storing the transactions. Nodes in the blockchain
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represented as a set of servers are connected and all of them have the same authority. There are two
types of nodes, namely the full node and the light node. The full node contains a full copy of the
transactions and blocks, and it can be represented as a server. This type of node is responsible for
adding light nodes to the network and verifying transactions. On the other hand, the light node
contains only the client transactions. A light node is responsible only for transactions used by the
client, such as in the case of a student who has a blockchain of records for all of his or her qualifications.
The computing component includes the set of computers and storage connected over the network.
Each computer works as a server and is represented by a node on a peer-to-peer network.

The computing refers to the computing resources that host the blockchain, such as a high security
business network, cloud, and data center. The block is the place where the transactions data are stored.
The data are stored in the blocks in hashed form. Hashing is the process of chaining the blocks in
the blockchain, i.e., linking a new block to the previous one. Hashing is a computational algorithm
that uses the transaction data and address from the previous block as input to produce a fixed size
output called a hash [20]. As a hash is irreversible, this gives the blockchain a considerable third layer
of security. Storing transaction data in blockchain can be done on-chain or off-chain. The concept of
on-chain data refers to all transaction data stored on the blocks. Off-chain data refer to data stored
outside the blockchain, such as in cloud storage or in a relational database [8]. The decision of where
to store the transaction data is related to the importance of the data and the performance level.

The architecture of the blockchain application presents distinctive characteristics of blockchain
applications, which are highlighted as below:

Immutability means that it is impossible to remove or modify any transaction registered on the
blockchain. This feature can help to protect the transactions from deletion and counterfeiting [12].
Once a transaction is registered to the blockchain, it will be maintained permanently. The process of
saving records in the blockchain is different from that of the traditional database. In the blockchain, we
can only add new data and read it, but the records cannot be edited or deleted once recorded. Thus the
immutability characteristic makes blockchain a secure and accurate solution for recording transactions
and proves that the original data has not been changed [12].

Transparency refers to the viewing access of transactions available to participants who are
permitted to access the network. This information includes details of what the transaction is about,
the point at which the transaction was added to the blockchain, and users participating in the transaction.
The transparency feature is essential for auditing. Blockchain creates a shared technical infrastructure
between organizations to allow the participants to track and share the transactions in a transparent
and secure fashion [9].

Decentralization means that a full copy of the data is stored on each server (node) on the
network. All the nodes have the same features. This depends on the concept of peer-to-peer
network [8]. Decentralization can be described as a process where a record of contracts or transactions
is stored at several locations accessible to participants without a need for the central authority. In the
decentralization environment, all the nodes in the network are informed when a transaction is added.
Also, all nodes have a full copy of the transactions [3].

The advantages of an application with these characteristics are promising. Although blockchain
has been available since 2008, it is still considered a new technology as it has not been widely adopted
by many industries. This has been highlighted by Huaiqing et al. [22], who observed that the adoption
of blockchain technology in business is not at an appropriate level of maturity. The reasons highlighted
in the literature can be categorized in terms of business and technical challenges. Recent research states
that most of the research on blockchain technology tends to focus only on technical perspectives [11]
such as security, cryptography, privacy issues, storage, or integration with a legacy system [20].

On the other hand, the business challenges tend to pertain to difficulties of utilization and
understanding as well as usability and an unclear impact on business. A number of studies have
highlighted difficulties in using and understanding how blockchain works [3,4,6]. This also includes
user experience in terms of the difficulty of understanding the technical concepts of blockchain, such as
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consensus algorithm, private and public key, wallet, encryption, and hashing. Another challenge is the
limited usability of a blockchain application in terms of developer support and end user support [6].
Additionally, recourse limitation also explains why the adoption of blockchain in the wider business
domain has been limited [11].

There is dearth of research that addresses the holistic view of blockchain implementation [8,10].
This holistic view is important to facilities in understanding blockchain from both business and
technical perspectives and then developing the confidence to migrate to blockchain. As seen in
conventional distributed systems, the design pattern, model-driven architecture, and other reusable
approaches have a positive impact on the development of blockchain. There is a need for a holistic
means to facilitate and assist blockchain implementation as evident in conventional distributed systems.
Therefore, this research adopted an integrated design pattern concept within blockchain in order to
facilitate the understanding and adaptation of blockchain systems, as design pattern is considered one
of the key ways to understand new concepts [14] such as blockchain.

3. Design Pattern and Blockchain

This research proposes a holistic approach to improve the usability in building blockchain
applications using design pattern. The design pattern is one of the ways to understand new concepts
in e-business [15]. Design pattern comprises representation of the solution of a problem in a way that
is easily understood by both business users and technical users. It offers a holistic view by providing a
description of the architecture, functions, components, and interactions [14].

The patterns for e-business help to clarify the business problem by breaking down the steps of
the solution into smaller functions so that the solution can be implemented by using the pattern [23].
Used to establish the primary constructs of the solution, the pattern in software engineering is a useful
tool for gaining a better understanding of the relationship between business and technical solutions [23].
The process of design pattern in software engineering helps us to understand a problem occurring
commonly within a given context and describes the solution to the problem in such a way that the
solution can be used multiple times.

With regard to blockchain, studies have been carried out that discuss creating patterns for
blockchain [8,24]. Such research has covered general patterns of blockchain application including
Proof of Existence, Proof of Time, Proof of Identity, Proof of Order, Proof of Authorship, and Proof of
Ownership. However, the patterns discussed are generic in characterization and unaccompanied by
discussion of technical details.

In addition to a design pattern for smart contracts proposed by [25], we found that there
was classification of the patterns into Creational Pattern, Structural Pattern, and Inter-Behavioral
Pattern. A creational pattern focuses on explaining the creation of smart contracts, whereas the
structural pattern helps to manage the relationship among contracts, and the inter-behavioral pattern
enhances the flexibility when contract instances operate with each other. All of these patterns focus
on the structural design of the smart contract. Their contribution is focused only on that part of
smart contracts. These contracts explain patterns from the technical perspective by using a Solidity
programming-language-based smart contract. The present research is limited to smart contracts,
and other blockchain concepts are not included. Furthermore, the study supports the pattern with
examples of how to utilize these patterns within specific business scenarios.

A study proposed by [26] discussed the role of blockchain to solve problems of health care
records. They provided an excellent step for addressing the gap and trying to solve the health care
interoperability issues. Moreover, they presented a case study and DApp for Smart Health to explain
the challenges of duplicated resources and lack of scalability, and how software patterns contributed
to solving these problems. However, this study focused on creating patterns in the health care area
and was not abstract enough to cover other domains. Also, their study lacked exploration of other
potential patterns for handling issues in health care such as security and privacy.
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Research on design patterns for blockchain applications is increasing. Some researches focus on
the smart contract and data management in general [27], others [26,28-30] focus on platform-specific
smart contracts such as Solidity-based smart contract patterns. Fifteen system-level patterns outlined
with textual annotation of pattern features supported by real-world examples are proposed in [9].

Limited research exists on the utilizing of patterns to support the usability of blockchain
applications, thus creating support for our proposal that design patterns are important for addressing
the usability of blockchain applications. Related studies are still limited, and there is a lack of detail
in the description of a holistic approach to blockchain application with the support of examples
illustrating the utility of identified patterns.

4. Pattern Elicitation Framework for Blockchain Application

This section outlines the pattern elicitation framework for blockchain application. We learned
from software engineering literature that a pattern can be defined as a solution to a problem that
occurs many times. Thus, design patterns are not just concepts, but practical and actionable constructs
derived from experience in building real-life applications. Patterns are not created from scratch
but are identified and extracted from knowledge in a particular field [14,15]. This mobilized us to
design the pattern elicitation framework mainly by capturing the commonalities among similar cases.
The framework consisted of three main steps, which needed to be conducted in sequence to identify
a pattern, as shown in Figure 2. A detailed explanation of these steps with an empirical example
illustrating the Proof of Integrity (Pol) pattern is presented below:

Identify a common functionality among different
domains

N\

Analyse the identified cases using pattern language

N\

Extract a general pattern from different cases

Figure 2. Pattern elicitation framework for blockchain application.

First Step: Identify a common functionality among different domains. There is a vast range
of blockchain applications available in the literature. To identify common sets of applications with
common features, we set specific selection criteria. Our selection was based on functional objective,
blockchain scope, participant permission, and core asset of transaction. First, it was important to focus
on the main functional objective of the pattern needed in the illustration. In this example, a Proof
of Integrity for a high-value asset highlighted as immutability is one of the main characteristics of
blockchain. The scope is either private or public blockchain. The permission is related to network
participants having write or view permission. The core asset of a transaction refers to a digital or physical
asset. These are the three features of influence on the architecture decisions of blockchain application.

For a Pol pattern, we scoped our case on private blockchain, whereby privilege is given to
participants who can participate in the business network. With regard to permission, we looked into
applications that limited the write permission. Lastly, we looked into the blockchain application
that captured transaction of a physical asset. In particular, we focused on applications that captured
transactions related to a high-value asset. We identified commonalities in two blockchain applications
addressing the integrity of land ownership and intellectual property.

Second Step: Analysis of the identified cases using pattern language was undertaken. The two
applications were analyzed to demonstrate how integrity was addressed. We used design pattern
language to analyze and document the cases [15]. This helped us to understand the solution and capture
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the pattern generic features. The design pattern language is used to document patterns by describing
solution objectives, participants, and interactions between participants and data. This design pattern
language is designed to provide a convenient approach for understanding and explaining solutions.
It supports developing software architectures that are at the core of the IBM Rational Software Architect
and also supports the pattern-based engineering tool for model-driven development (MDD).

Furthermore, the design pattern language supports pattern-based software development and
offers many benefits as follows. First, it reduces the complexity of software designing by breaking down
the large system into a smaller one so the problem can be understood better. Second, this framework
displays a higher level of abstraction by focusing on the problem and on how the pattern can solve it.
Third, following this framework in designing patterns can contribute to improving productivity by
reducing the time of development and thus helping developers economize their efforts. Moreover,
this can help to increase the reusability of software by encapsulating the best solutions so that they can
be used in different cases by various developers. Therefore, we utilized this design pattern language
to illustrate the pattern of blockchain application. An illustration of how design pattern language
presented the Pol pattern from the two identified applications is discussed as follows:

A. Pol analysis for land ownership application on blockchain

Pattern Name: Pol for land ownership

Pattern Context: The conventional record-keeping systems of land ownership are primitive and
susceptible to abuse and fraud [31,32]. There are cases of claiming ownership of properties based on
fraudulent recording. These problems lead to mistrust, disturbance, and lack of integrity of the land
recording systems.

The current solutions do not address the complete process of ownership and transfer,
and considerable manual work is involved. In addition, not only is the error rate higher in the
manual process but also settling a real estate transaction is a slow process, typically taking many
weeks. Normally, the real estate transaction process involves third-party enforcement of the contracts.
The third party might be not trusted enough, or might lack adequate knowledge of ownership dispute.
Furthermore, solving these problems with a centralized database can entail a high security risk [31,32].

Blockchain Solution: Blockchain can prove the integrity of the property ownership agreement by
grouping all parties on one platform. It allows participants to transact securely without a centrally
trusted intermediary like a traditional real estate agent. The entire sequence of transactions is
recorded on the blockchain. All the transactions are visible to business parties, and if fraud transpires,
it can be detected easily. Integrity is ensured and checked through the hash algorithm technique in
blockchain [31,32].

Pattern Components:

Users:

e Issuer [government, real estate agent]

e  Buyer [recipient]

e  Verifier [buyer, a party demanding contract integrity]
e Seller [landowner]

Systems: Set of blockchain nodes including buyer, seller, buyer’s bank, and real estate agent.
Data: The hashes of the agreements that are stored in the blockchain.
Activities to register and verify the land ownership agreement on blockchain:

(1) A seller creates an account using the wallet through a real estate blockchain API (or DApp) and
then posts a request to sell the plot of land. This includes registering information about the land
and the price.

(2) Interested buyer creates an account using the wallet through the real estate DApp and then
registers personal and bank information.

(3) The buyer checks for lands available for selling and selects the appropriate land.
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The smart contract in the real estate DApp checks the credit status of the buyer by sending a
request to the buyer’s bank to check that the buyer can pay for the purchase.

The buyer’s bank sends the approval or rejection based on the buyer’s credit information to the
smart contract.

The smart contract transfers the ownership of the land to the new buyer and creates an agreement
between the buyer, the seller, and the buyer’s bank. The agreement contains information about
the purchase price, purchase date, buyer, and seller.

The blockchain digitally signs the transaction using the hash algorithm and stores the hash on
blockchain blocks.

Activities to verify integrity of land ownership registration on blockchain:

To prove the integrity of the agreement, the verifier uploads the electronic ownership agreement
in blockchain.

The blockchain generates the hash for the agreement and compares the resulting hash with the
hashes stored in the blockchain.

If the resulting hash matches one of the hashes stored on the blockchain, then the agreement is
considered authentic, and the integrity and the ownership of the agreement have been proved.
Figure 3 describes the activities for Proof of Integrity to verify land ownership.

Real estate agent Mgmt. Node
Check the proofof |
integl'ity e - [ Agreement B Hash |

/

Agreement C Hash |

/ . |

| N+2 N+l N I
]

BC Compares the Agreement hash

With the hashes stored in BC
Is the generated hash the same "

N
" as stored hash 1
! Agreement hash
Agreement is not yes
exist
L4
Agreement is exist and BC generates the
. s Hash of the file
the integrity is proved
BC API
‘ Upload the
ownership
The Agreement is verified | _ _ _ _ contract
o
.
Verifier

Figure 3. Pol structure for land ownership.

Benefits of using blockchain in land registration: The use of blockchain can solve many issues,

which include the incidence of fraud in the process of title transfers, the absence of the electronic

recording, problems of slowdown in registering real estate transactions that typically take a long time
to settle. Blockchain provides accurate records for high-value property such as real estate, and it can
identify the current owner and provide proof of the intended owner. Allinvolved parties have authentic
digital copies of the agreements. Furthermore, blockchain secures all the transactions using the hash to
prove ownership and identity and the hash algorithm to prove existence and authentication [31,33].
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B. Pol for intellectual property application on blockchain

Pattern Name: Pol for intellectual property

Pattern Context: The industry of intellectual property (IP) is an essential domain as new ideas,
patents, and brands are becoming prevalent. In the current scenario, each country around the world
has its own local patent office and a special system to register and check IP. However, the process of
checking the uniqueness of the patents in many offices around the world is difficult and requires more
time, cost, and efforts.

Meanwhile, as a result of the global nature of the IP industry, the process of checking the
authentication for a patent should be carried out at the international marketplace level so as to avoid
duplication of patents. The current practices are complicated by paperwork and complexity across
the globe, which is costly and time-consuming [5,12]. Proving integrity and authorship of intellectual
property and patents in the international marketplace is a challenge due to the fact that information
does not exist in a single source. Furthermore, the users sometimes do not know where to look for
current inventions and where to protect their new ideas.

Blockchain Solution: Blockchain solves the problem by grouping all the parties in one network,
which includes IP regulators, inventors, and invention records. Blockchain helps to keep a secure
record of intellectual property on one platform, which can help to simplify the process of verifying the
integrity of the patent record. Also, using blockchain to register patents and intellectual property (IP)
can reduce the overall number of contract disputes [34-37].

Pattern Components:

Users:

e Issuer [patent office]
e  Recipient [inventor]
e  Verifier [a party demanding patent integrity]

Systems: The set of nodes that represent patent offices, and nodes of inventors. Blockchain
network/platform, blockchain APL

Data: Set of hashes that represent records of the patent.

Activities to create an invention record on blockchain:

(1) The inventor establishes an account on the blockchain network. The account contains a private
and public key (address).

(2) The inventor registers information of his or her work through an API blockchain by creating a
new transaction, inputs all the required information such as personal information and invention
information, and then submits it.

(3) The IP regulators check the patent and then the information of the transaction registered at patent
office node.

(4) Blockchain creates the agreement of intellectual property and signs it by using the digital
signature. Hash involves using SHA256 algorithm and encrypting in accordance with the
inventor’s private key.

Activities to verify the integrity of the invention record on blockchain:

(1)  The verifier can verify the integrity of an invention by uploading the agreement to the blockchain
network and blockchain can provide the hash value for this agreement.

(2) The blockchain compares the hash value with the hashes stored in the blockchain.

(3) If the resulting hash matches one of the hashes stored on the blockchain, the agreement is
authentic, and blockchain proves the existence, integrity, and authorship of the invention [35-37].

Figure 4 describes the activities for Proof of Integrity that verify intellectual property.
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Figure 4. Pol structure for intellectual property.

Benefits of using blockchain in intellectual property:

(1)  Blockchain can be used as an authentic digital store for intellectual property.

(2) The notarizing work will be reduced or at least better adapted to online processes.

(3) Blockchain can replace intermediaries, thus saving money.

(4) Blockchain can provide electronic data as legal evidence.

(5) Blockchain reduces the potential for litigation due to trustworthy proof of ownership for
digital assets.

(6) Blockchain can convert the paper audit trails to digital records while keeping the data immutable.

Third Step: Extract a generic pattern from different cases. After analyzing the application using
pattern language, this step captures the commonalities among the applications in abstraction from
their domain. Generalization and abstraction are two features that foster pattern usability. The rest of
this section outlines the Pol pattern captured from the two applications. The pattern is represented
below by explaining how it achieves integrity using blockchain. The representation of the Pol pattern
is also demonstrated through the standard design pattern language cases [16] used in the Second Step.

Pattern Name: Proof of Integrity

Pattern Context: The Proof of Integrity (Pol) pattern can be used in applications that issue records
related to physical assets and verify the authenticity of the issued record. The record is the data related
to physical assets such as certificates, documents, data records, agreements, or contracts. The integrity
of the record is an important issue to address, especially in a distributed environment where different
parties are involved. Addressing record integrity using blockchain takes care of problems such as
counterfeiting and fraud in claiming ownership, authorship, authenticity, and identity.

Blockchain Solution: The Pol pattern for blockchain application addresses integrity proof in a
distributed environment. The pattern offers a solution for applications run over private blockchain.
The blockchain is set with permission to write for record issuers and permission to view for record
verifiers. The record captures the date of when a physical asset is hashed and stored in the blockchain
block. The process of integrity check is performed through DApp, which communicates with
the blockchain.
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Pattern Components:
Users:

Issuer [record creator]
Recipient [record owner]
Verifier [a party demanding record verification]

Systems: The set of nodes in the blockchain network and a private blockchain platform, DApp,

and blockchain network.

)

)
®)

@
2
®)
4)

Data: A set of hashes that represent records of a high-value asset are saved on blockchain blocks.
Proof of Integrity Pattern Processes:
Process 1: Creating a record in blockchain:

Issuer creates a record of an asset in e-document format, such as an agreement, contract,
and certificate.

A hash is created for the record using hash function.
The hash is stored in the blockchain’s block.

Process 2: Verifying a record in blockchain:

Through DApp, the verifier uploads the e-document into the blockchain.
A hash code is generated for the e-document using the blockchain hash function.
A check of the generated hash and the stored hashes in the blockchain is carried out.

The e-document is authentic if the hash is found in the blockchain, and if it is not found then the
e-document is not authentic.

Figure 5 illustrates the verifying process of the Pol pattern. The e-certification application is built

by using multi-chain and testing the process of verifying certificates [38].
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Figure 5. Verifying process for the Pol pattern.
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Pol Pattern application:

The Pol pattern can be used to store and verify the authenticity of e-documents related to physical
assets, including certificates, contracts, agreements, and patents. It can be used as proof of ownership,
authorship, authenticity, and identity.

Pol Pattern benefits:

(1) Protects the integrity of records in a decentralized platform.

(2) Increases availability through use of one platform for inquiring into the integrity of records.
(3) Improves service response rate and reliability.

(4) Increases trust and augments transparency.

(5) Generic pattern can capture records of assets from different domains, such as government,
real state, health care, and education.

5. Empirical Evaluation

The paper presented a pattern elicitation framework with empirical demonstration of a Pol
pattern captured from two blockchain systems. This section evaluates the applicability of the Pol
pattern in a third application for e-certificates. To conclude, the applicability of the identified pattern
in three applications was tested. Although we built the e-certificate system from scratch, using the
Pol pattern helped us to design and build the application on blockchain with certainty. The pattern
demonstration of the problem and the solution component were used as guidelines to build the
application. A demonstration of the adoption of Pol for the e-certificate application structure is
presented as below:

Pattern Name: Proof of Integrity for e-certificates on blockchain

Pattern Context:

Students receive their certificates upon graduation. They use these for employment or further
education. Some universities or employers ask for verification of certificates, which normally takes
up to three weeks. Using a blockchain to verify certificates provides responsiveness, transparency,
and simplicity in the authentication process.

Blockchain Solution:

Blockchain can provide a secure platform to store certificates. Educational institutes issue digital
certificate to their graduates. This digital certificate is passed to the future employer or educational
institutes to use for certificate verification.

Pattern Components:

Users:

e Issuer [academic institutes]
e  Recipient [graduates]
e  Verifier [employer or academic institutes]

Systems: A set of nodes in the blockchain network, private blockchain platform, DApp,
and blockchain network.

Data: Set of hashes that represent e-certificates are saved on blockchain.

Proof of Integrity Pattern for e-certificate processes:

Evaluation of the integrity of e-certificate is based on checking the hash value of the digital
certificate by comparing it to the hash stored on the blockchain, as shown in Figure 6.
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Figure 6. Pol pattern for e-certificates.

Process 1: Creating a certificate on blockchain:

(1) Academic institutes issue e-certificates for their graduates and upload the digital files onto
the blockchain.
(2) A hash value is calculated for each certificate and stored on the blockchain.

Process 2: Integrity proof of e-certificate on blockchain:

(1) Through DApp, the employer or new university uploads the certificate onto the blockchain.
(2) A hash code is generated for the e-certificates by using the blockchain hash function.

The value is compared with the hash stored on the blockchain. If the hashes match, the e-certificate
is considered authentic

E-Certificate implementation: The implementation took place by making use of an open source
platform called Multichain, which hosted the network on an Amazon Web Services (AWS) server.
A web interface was created for users to test the platform and this linked the blockchain with an API,
as shown in Figure 7. In addition, it generated the hash for the uploaded certificate. The two main
functions of the Pol pattern that interacted with the blockchain e-certificate creation and e-certificate
verification offer further details on the implementation in [38]. A snapshot of the code for registering
the certificate in order to create the certificate on the blockchain is shown in Figure 8. The function was
aimed at verifying the integrity of the certificate, as shown in Figure 9.

Proof of Integrity

Document hash: 6483113b0ea006ct4ccb45483a7eadbe245ed2936ece2cla3edelicd3b0addde

Browse... | 1500683Certificate.pdf

Store E-certificate Hash in Blockchain

Figure 7. Web page generating and uploading hash.
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/{ register and publish the hash over BC platform

$app->post (' /publish/{signature}’, function (Request %request,

Response $response) {

$signature = %$request->getAttribute('signature');
$client = new MultichainClient{"http://54.245_198_46:4386",

‘multichainrpc’, 'EPBGafcRMDXdJtRinodeZgwtzPtBAbiPPxvuSTQ7VHin',3)

Figure 8. Registration of certificate’s hash on the blockchain.

//Part of verify
$app->get('/verify/{signature}', function (Request $request,
Response $response) {

$signature = $request->getAttribute('signature’};

$client = new MultichainClient("http://54.245.198.46:4386",
‘multichainrpc’, 'EPBGafcRMDXdJtRinodeZgwtzPtB4biPPxvuSfQ7VHin',3),

$data = $client->setDebug(true)-

>executeApi('liststreamkeyitems', array("poe", $signature));

Figure 9. Code to retrieve the certificate’s hash for certificate verification.
6. Conclusions

Blockchain is an evolving technology that guarantees a secure platform for distributed applications.
However, this new technology is complex. This complexity is attributable to the new application
blockchain architecture, which is difficult to comprehend. In another words, identifying a business
case that can successfully be implemented in blockchain and also identifying the design feature of
the blockchain application are difficult. In a conventional environment, there are a range of software
engineering approaches used to address this complexity, such as pattern, web services, and components.
These solution help to reuse a solution design for different contexts. Design pattern language is a
commonly used approach in software engineering where a pattern is reused to aid in understanding
a common problem and to provide a proven design for a problem. Using this approach aids in
identifying common business cases and best practices for blockchain solutions. Therefore, the usability
in the context of this paper, is to reuse the identified pattern in designing a blockchain application.

The paper highlighted a pattern elicitation framework for blockchain application. A novel
conceptual framework consisted of three steps to document patterns for blockchain application.
The framework was based on capturing the commonalities among applications in a generic and
abstract form. Using design pattern language, the paper then analyzed the application components
and documented them. The paper also demonstrated the usability of the framework through empirical
examples to capture the Pol pattern with two applications in different domains (land ownership
and intellectual property). Thus, business cases that require record integrity can use this pattern.
This was validated by using the proposed pattern to build a blockchain application for a third domain
(e-certificate).

This paper highlighted the adaptation of the design pattern language for a Pol case in blockchain
application. The proposed framework can be used to document further patterns for blockchain
application such as KYC, insurance claims, etc. Following the steps of this framework will guide
software engineers in identifying the business cases and common solutions for blockchain applications.

Author Contributions: Conceptualization K.S., M.D.A. and A.V,; methodology, K.S.,, M.D.A., M.A.A. and D.A.;
software M.D.A. and K.S,; validation, M.D.M., D.A., A.V. and K.S.; writing—original draft preparation, K.S.,
M.D.A. and D.A; writing—review and editing, K.S., M.A.A. and A.V. All authors have read and agreed to the
published version of the manuscript.

Funding: This research received no external funding.



Sustainability 2020, 12, 8404 15 of 16

Conflicts of Interest: The authors declare no conflict of interest.

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Seebacher, S.; Schiiritz, R. Blockchain Technology as an Enabler of Service Systems: A Structured Literature
Review. In Exploring Services Science. IESS 2017. Lecture Notes in Business Information Processing; Za, S.,
Dragoicea, M., Cavallari, M., Eds.; Springer: Cham, Switzerland, 2017; Volume 279, pp. 12-23.

Zhang, F.; Cecchetti, E.; Croman, K,; Juels, A.; Shi, E. Town crier: An authenticated data feed for smart
contracts. In Proceedings of the 2016 aCM sIGSAC conference on computer and communications security,
Vienna, Austria, 24-28 October 2016; pp. 270-282. [CrossRef]

Lemieux, V. Trusting records: Is blockchain technology the answer? Rec. Manag. ]. 2016, 26, 110-139.
[CrossRef]

Melanie, S. Blockchain Blueprint for a New Economy, 1st ed.; O'Reilly Media: Newton, MA, USA, 2015; ISBN-13:
978-1491920497.

Beck, R.; Avital, M.; Rossi, M.; Thatcher, J. Blockchain Technology in Business and Information Systems
Research. Bus. Inf. Syst. Eng. 2017, 59, 381-384. [CrossRef]

Salehar, D. Pattern Based Evaluation of Blockchain Technology as a Catalyst for Business Model Innovation:
Exploratory Research with Focus on the Potential Implications for e-Health. Master’s Thesis, Delft University
of Technology, Delft, The Netherlands, 31 August 2017.

Hull, R. Blockchain: Distributed event-based processing in a data-centric world: Extended abstract.
In Proceedings of the DEBS "17: The 11th ACM International Conference on Distributed and Event-Based
Systems, Barcelona, Spain, 19-23 June 2017; p. 3. [CrossRef]

Dinh, T.; Wang, J.; Chen, G.; Liu, R.; Ooi, B.; Tan, K.-L. BLOCKBENCH: A framework for analyzing private
blockchains. In Proceedings of the 2017 ACM International Conference on Management of Data, Chicago, IL,
USA, 14-19 May 2017; Association for Computing Machinery: New York, NY, USA, 2017; pp. 1085-1100.
[CrossRef]

Xu, X.; Pautasso, C.; Zhu, L.; Lu, Q.; Weber, I. A pattern collection for blockchain-based applications.
In Proceedings of the 23rd European Conference on Pattern Languages of Programs, Irsee, Germany,
4-8 July 2018; Association for Computing Machinery (ACM): New York, NY, USA, 2018.

Yu, L.; Zhao, X.-F; Jin, Y.; Cai, H.-Y.; Wei, B.; Hu, B. Low powered blockchain consensus protocols based on
consistent hash. Front. Inf. Technol. Electron. Eng. 2019, 20, 1361-1377. [CrossRef]

Sicilia, M..; Visvizi, A. Blockchain and OECD data repositories: Opportunities and policymaking implications.
Libr. Hi Tech 2019, 37, 30—42. [CrossRef]

Zhang, C.; Fu, S.; Ao, W. A blockchain based searchable encryption scheme for multiple cloud storage.
In Cyberspace Safety and Security; Springer: Cham, Switzerland, 2019; pp. 585-600. [CrossRef]

Saeedi, K.A.; Alahmadi, D.; Babour, A.; AlQahtani, E; AlQahtani, R.; Khawaja, R.; Rabah, Z. Building a
blockchain application: A show case for healthcare providers and insurance companies. In Proceedings of the
Future Technologies Conference (FTC) 2019; Springer: Cham, Switzerland, 2019; pp. 785-801. [CrossRef]
Adams, J.; Koushik, S.; Galambos, G.; Vasudeva, G. Patterns for e-Business: A Strategy for Reuse; IBM Press:
Indianapolis, IN, USA, 2001.

Zhao, L.; Macaulay, L.; Adams, J.; Verschueren, P. A pattern language for designing e-business architecture.
J. Syst. Softw. 2008, 81, 1272-1287. [CrossRef]

Kakavand, H.; Sevres, N.; Chilton, B. The blockchain revolution: An analysis of regulation and technology
related to distributed ledger technologies. SSRN Electron. J. 2017, 27. [CrossRef]

Wu, T; Liang, X. Exploration and practice of inter-bank application based on blockchain. In Proceedings of
the 2017 12th International Conference on Computer Science and Education (ICCSE), Houston, TX, USA,
22-25 August 2017; pp. 219-224. [CrossRef]

Morabito, V. Business Innovation Through Blockchain the B3 Perspective, 1st ed.; Springer: Cham,
Switzerland, 2017. [CrossRef]

Zheng, Z.; Xie, S.; Dai, H.-N.; Chen, X.; Wang, H. Blockchain challenges and opportunities: A survey. Int. |.
Web Grid Serv. 2018, 14, 352. [CrossRef]

Yaga, D.; Mell, P; Roby, N.; Scarfone, K. Blockchain Technology Overview; National Inistitute of Standards
Technolog (NIST): Gaithersburg, MD, USA, 2019. [CrossRef]


http://dx.doi.org/10.1145/2976749.2978326
http://dx.doi.org/10.1108/RMJ-12-2015-0042
http://dx.doi.org/10.1007/s12599-017-0505-1
http://dx.doi.org/10.1145/3093742.3097982
http://dx.doi.org/10.1145/3035918.3064033
http://dx.doi.org/10.1631/FITEE.1800119
http://dx.doi.org/10.1108/LHT-12-2017-0276
http://dx.doi.org/10.1007/978-3-030-37337-5_48
http://dx.doi.org/10.1007/978-3-030-32520-6_57
http://dx.doi.org/10.1016/j.jss.2007.11.717
http://dx.doi.org/10.2139/ssrn.2849251
http://dx.doi.org/10.1109/ICCSE.2017.8085492
http://dx.doi.org/10.1007/978-3-319-48478-5
http://dx.doi.org/10.1504/IJWGS.2018.095647
http://dx.doi.org/10.6028/NIST.IR.8202

Sustainability 2020, 12, 8404 16 of 16

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Bashir, I. Mastering Blockchain—Master the Theoretical and Technical Foundations of Blockchain Technology and
Explore Future of Blockchain Technology, 1st ed.; Packt Publishing: Birmingham, UK, 2018; ISBN 9781787129290.
Wang, H.; Chen, K.; Xu, D. A maturity model for blockchain adoption. Financ. Innov. 2016, 2, 12. [CrossRef]
Glaser, F.; Bezzenberger, L. Beyond cryptocurrencies—A taxonomy of decentralized consensus systems.
In Proceedings of the 23rd European Conference on Information Systems (ECIS), Miinster, Germany,
1 March 2015.

Dell’Aversana, R. Verification of data aware business process models: A methodological survey of research
results and challenges. Adv. Intell. Syst. Comput. 2015, 373, 393-397. [CrossRef]

Kube, N. Daniel Drescher: Blockchain Basics: A Non-Technical Introduction in 25 Steps; Apress: New York, NY,
USA, 2017; ISBN 978-1484226032.

Liu, Y;; Lu, Q; Xu, X.; Zhu, L.; Yao, H. Applying design patterns in smart contracts. In Blockchain-ICBC 2018;
Springer: Cham, Switzerland, 2018. [CrossRef]

Lu, Q.; Xu, X; Liu, Y.; Zhang, W. Design pattern as a service for blockchain applications. In Proceedings of the
2018 IEEE International Conference on Data Mining Workshops (ICDMW), Singapore, 17-20 November 2018.
Bartoletti, M.; Pompianu, L. An empirical analysis of smart contracts: Platforms, applications, and design
patterns. In Financial Cryptography and Data Security; Springer: Cham, Switzerland, 2017.

Wohrer, M.; Zdun, U. Smart contracts: Security patterns in the ethereum ecosystem and solidity.
In Proceedings of the 2018 International Workshop on Blockchain Oriented Software Engineering (IWBOSE),
Campobasso, Italy, 20 March 2018.

Eberhardt, J.; Tai, S. On or off the blockchain? Insights on off-chaining computation and data.
In Service-Oriented and Cloud Computing; Springer: Cham, Switzerland, 2017.

Zhang, P; White, J.; Schmidt, D.; Lenz, G. Applying software patterns to address interoperability in
blockchain-based healthcare apps. In Proceedings of the 24th Pattern Languages of Programming Conference,
Vancouver, ON, Canada, 22-25 October 2017.

Kempe, M. The Land Registry in the Blockchain. Available online: https://www.kairosfuture.com/
publications/reports/the-land-registry-in-the-blockchain/ (accessed on 14 April 2020).

Almalki, M.; Saeedi, K. Pattern of Proof of Integrity for Applications on Blockchain Technology. JKAU Comput.
Inf. Technol. Sci. 2019, 8, 95-105.

Ministry of Economy, Trade and Industry (METI). Survey on Blockchain Technologies and Related Services,
Information Economy Division Commerce and Information Policy Bureau at Japan’s Ministry of Economy,
Trade and Industry. 2016. Available online: https://www.meti.go.jp/english/press/2016/pdf/0531_0le.pdf
(accessed on 5 April 2020).

Bernstein Technologies GmbH. Blockchain Certificates for Intellectual Property. 2019. Available online:
https://www.bernstein.io/ (accessed on 14 April 2020).

Skerko, A. Blockchain as an Object of Intellectual Property. Ross. Pravo Onlajn 2019. Available online: http:
//rus-law.online/articles/article 105127 html?issue=ruslawo-1-2019 (accessed on 10 August 2020). [CrossRef]
Halloush, Z.; Yaseen, Q. A blockchain model for preserving intellectual property. In Proceedings of the
International Conference on Data Science, E-learning and Information Systems 2019, Sponsored by UAE
ACM Chapter, Dubai, UAE, 2-5 December 2019; pp. 1-5. [CrossRef]

Shatkovskaya, T.V.; Shumilina, A.B.; Nebratenko, G.G.; Isakova, J.I; Sapozhnikova, E.Y. Impact of
technological blockchain paradigm on the movement of intellectual property in the digital space. Eur. Res.
Stud. J. 2018, 21, 397-406. [CrossRef]

@ © 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
@ article distributed under the terms and conditions of the Creative Commons Attribution

(CC BY) license (http://creativecommons.org/licenses/by/4.0/).


http://dx.doi.org/10.1186/s40854-016-0031-z
http://dx.doi.org/10.1007/978-3-319-19638-1_45
http://dx.doi.org/10.1007/978-3-319-94478-4_7
https://www.kairosfuture.com/publications/reports/the-land-registry-in-the-blockchain/
https://www.kairosfuture.com/publications/reports/the-land-registry-in-the-blockchain/
https://www.meti.go.jp/english/press/2016/pdf/0531_01e.pdf
https://www.bernstein.io/
http://rus-law.online/articles/article_105127.html?issue=ruslawo-1-2019
http://rus-law.online/articles/article_105127.html?issue=ruslawo-1-2019
http://dx.doi.org/10.17803/2542-2472-2019-9-1-053-060
http://dx.doi.org/10.1145/3368691.3368744
http://dx.doi.org/10.35808/ersj/1190
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction 
	Blockchain’s Application Architecture, Characteristics, and Challenges 
	Design Pattern and Blockchain 
	Pattern Elicitation Framework for Blockchain Application 
	Empirical Evaluation 
	Conclusions 
	References

