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Abstract: The United Nations Sustainable Development Goals (SDGs), adopted in 2015, are the most
relevant global agreements on 17 of the most important issues that are crucial to all countries and
their societies. The achievement of all SDGs requires a reduction in the scale of money laundering
destabilizing domestic economies. This original research study has shown that the supreme audit
institutions’ (SAI) capacity to audit and evaluate anti-money laundering system is limited for a
number of reasons including the lack of global SAI standards and guidelines for auditing anti-money
laundering systems. The aim of this research was to create a generally accepted approach to auditing
anti-money laundering outcomes. To address the research goal, interviews were conducted with
15 representatives of 11 SAIs. In addition, members of the International Organization of Supreme
Audit Institutions (INTOSAI) were interviewed and SAI audits of anti-money laundering entities
were analysed. A literature review was also carried out. Based on this research study, an original
approach both to managing anti-money laundering and auditing such activities was created. This
research provides the basis for strengthening risk management that supports an efficient realization
of SDGs. The proposed Sustainable Model for Anti-Money Laundering will enhance SAI’s audit
capacity and significantly improve parliamentary watchdogs’ investigative functions.

Keywords: sustainability; public sector auditing; audit methodology; external audit; performance
measurement; business excellence model; organizational pathology; money laundering

1. Introduction

To ensure that governments act in the best interests of their citizens and to realize the United
Nations Sustainable Development Goals (SDGs), governments and public sector entities need to
efficiently prevent different organizational pathologies in which money laundering plays a very
important role. Money laundering distorts the efficient and effective outcomes of economic activities
and serves as a catalyst for other types of crime, including corruption, fraud, drug trafficking,
and terrorism. Money laundering reduces transparency, accountability, and integrity, which are the
core values of good governance, and creates public distrust that negatively influences the markets and
innovation development [1–3]. Analysis of money laundering showed that its scale is not reducing
in the long term. Money laundering continues to cripple economies, distort international finances,
and harm citizens around the globe [4,5]. While one cannot guarantee the accuracy of the estimation
of the global economic impact of money laundering for many reasons, for example banking secrecy,
the scale of money laundering transactions is believed to be from 2 to 5 percent of global GDP [6].
Criminals, like drug traffickers, could have laundered around $1.6 trillion, or 2.7 percent of global GDP
in 2009 [7]. Current estimates of the amount of money laundered worldwide range from $500 billion to
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$1 trillion [8]. The scale of money laundering can also be presented using the Panama Papers case.
More than $1.2 billion was gathered by governments around the world after the 2016 investigation,
the Panama Papers [9].

Recent research underlines a need for different companies to actively and effectively engage in the
fight against money laundering, and thereby support the financial intelligence units (FIU) in this fight.
Furthermore, research underlines the necessity to combine anti-corruption and anti-money laundering
efforts in order to become successful [1,10,11]. A variety of entities operating in the socio-economic
system and the functioning of organizations creating a system to counteract money laundering
(anti-money laundering organizations, (AMLOs)) should be subject to performance measurement and
evaluation in how effectively they fulfil their tasks. Supreme audit institutions (SAIs), due to their
placement in state structures (independence from the executive branch of the state), can independently
evaluate the functioning of the entire anti-money laundering system from a broad perspective.
Providing concise and precise information to the parliament about anti-money laundering outcomes
helps legislative decision-makers in formulating laws that enable creating an efficient anti-money
laundering system.

Previous and current research studies were focused on the limitations of the performance audits
carried out by SAIs, e.g., [12,13], on the SAIs’ role in combating corruption, e.g., [1,14], or history of SAIs,
e.g., [15,16]. There is a lack of research related to role of the SAI (the key public evaluator of government
performance measurement) in counteracting money laundering. Therefore, this preliminary study
is intended to fill this research gap. The objective of the study is linked to the management sciences.
This research focused on the control function of management, whose necessity and importance were
underlined, for example by Fayol [17], Taylor [18,19], Adamiecki [20], Drucker, and Dobrowolski [1].

Our findings indicated that there is a lack of worldwide auditing standards of a anti-money
laundering system. The aim of this preliminary research was to formulate an audit methodology
that auditors from any country can use for auditing and evaluating domestic anti-money laundering
activity outcomes. This research can be extremely useful for the International Organization of Supreme
Audit Institutions (INTOSAI) in carrying out its global role in supporting SAIs by providing auditing
standards and guidelines.

2. Materials and Methods

Considering the aim of this study, the research effort was to identify and describe the key audit
program objectives that should be used in evaluating anti-money laundering activities and programs,
and propose an audit model to carry them out.

To address the research goal, interviews were conducted with SAI representatives participating
in meetings of the INTOSAI Working Group Fighting against Corruption and Money Laundering
(INTOSAI WGFACML). SAI representatives constituted a homogeneous research population. First of
all, they were auditors. Secondly, they were representatives of a SAI, being members of INTOSAI. This
means that they had to follow the same principles, including audit independence, quality management,
and risk management. The 15 representatives of SAIs from Poland, Germany, Austria, Czech Republic,
Russia, Indonesia, Malaysia, Tanzania, Zambia, Namibia, and Ecuador participated in the INTOSAI
WGFACML meetings and tasks due to their interest in combating public organizational pathologies.
Unstructured interviews were used in order to get unbiased answers from respondents. To address the
research goals, the SAI’s representatives were asked the following questions:

Q1. “What effect, if any, does work on audits of anti-money laundering programs have on auditor’s
credibility or stature?”

Q2. “Do SAI auditors who perform anti-money laundering programs typically have the knowledge
and experience needed to carry out efficient audits of entities creating and operating anti-money
laundering systems?”

Q3. “Will the trust in the supreme audit institution increase if the provision of audit services in the
field of anti-money laundering is required to follow the established INTOSAI standards?”
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In addition to the interviews, the audit of the FIU activity conducted by the SAI from Poland, one
of the EU member states, was analysed. In addition, the United States Government Accountability
Office (GAO) audit reports related to anti-money laundering were analysed. The literature review
included research on business excellence models and balanced scorecards. It was implicitly accepted
that the positive results of applying the two concepts (the business excellence model and balanced
scorecard) in the practice of management allowed the assumption that these concepts can be a starting
point for building a model for the effective audit of anti-money laundering outcomes.

3. Results

3.1. The Importance of Anti-Money Laundering for Sustainability

The concept of sustainability proposed by researchers (e.g., Holmberg, Reed, and Harris) consists
of three essential aspects of development: economic, environmental, and social. One can generalize
that an economically sustainable system exists, when constant production of goods and services goes
with maintaining manageable levels of government and external debt. This also means that there
is the need to avoid extreme sectoral imbalances that damage agricultural or industrial production.
An environmentally sustainable system requires establishing a stable resource base. Depleting non-
renewable resources is realized to the extent that investment is made in adequate substitutes. This means
a multidimensional approach to using the environment. For example, the maintenance of biodiversity,
atmospheric stability, and other ecosystem functions. A socially sustainable system means fairness
in distribution and opportunity. This includes, but is not limited to, an adequate provision of social
services, including health and education, gender equity, and political accountability and participation [21].
The concept of sustainability is multi-layered and could be adopted for complex social and economic
phenomena, such as power structure, quality of education, and social innovations [22–24]. Moreover,
it seems important to apply sustainability as the approach to resolve different, detailed, social,
and economic problems [25]. Urban poverty or stakeholder engagement and responsibility [26,27],
but also the anti-money laundering model [8] could serve as examples of this. To implement such
an approach, there is a necessity to establish an international platform for the sustainable model
supported on an institutional level. United States Nations Development Goals have a chance to fulfil
these criteria. In the process of achieving sustainability by macro-structures, meta-governance plays
an important role. The term “meta-governance” is understood as the process of steering devolved
governance processes or more simply as the “governance of governance” [28].

Harris aptly notes that economic sustainability requires that the different kinds of capital making
economic production possible must be maintained and developed. This means that manufactured and
natural capitals must be complemented by human and social capitals. It is essential that all four of these
capitals are maintained in the long term. From an ecological perspective, both human population and
total resource demand must be limited in scale [21]. This postulate; however, is difficult to fulfil. It is
very difficult to limit resource consumption in the conditions of economic development in China, India,
or Brazil where the total population is over 2 billion people. Reducing the cost of producing and using
alternative energy sources will reduce the demand for non-renewable resources. The achievement of
this goal is real, but the problem of meeting the food needs of the rapidly growing world population
remains unsolved. The United Nations Sustainable Development Goals (SDGs), adopted in 2015,
are the most relevant and recent attempt to obtain global agreement on 17 of the most important issues
that involve all countries and their economies and societies. Climate protection, reduction of poverty
and social exclusion, development of education, more equitable distribution of GDP, protection of
natural resources for future generations, innovations, and implementation of the idea of governance in
public life are goals that would benefit all inhabitants of our planet [29].

The implementation of these goals requires the allocation of significant financial resources for
different purposes. In many cases, the implementation of the objectives could involve excessive
expenditure and may lead to a public deficit or even a national debt. The increase in the tax burden
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can lead to domestic economies becoming a less attractive investment opportunity. Unbalanced public
finances make it difficult to implement the concept of an innovation in the state and its economy,
which seems to be necessary in the efficient realization of SDGs. The analysis of potential threats to
the implementation of SDGs emphasizes the need for seeking solutions that allow the government to
increase its income without the need to raise taxes or limit social privileges. It is also worth highlighting
that expenditure reduction does not help to implement innovative solutions in SDGs. Although budget
balance can be achieved, the cost of such a policy is enormous. This can involve a loss of a competitive
position in the global chain of cooperation based on innovations. Governments can maintain their
position in the chain of cooperation and competition through eliminating the scale of financial crime,
hence eliminating situations in which financial resources, instead of supporting the public budget and
realization of SDGs, go to the accounts of criminals using money laundering.

Money laundering is “the processing of these criminal proceeds to disguise their illegal origin.
This process is of critical importance, as it enables the criminal to enjoy these profits without jeopardizing
their source” [30], or “the method by which criminals disguise the illegal origins of their wealth and
protect their asset bases, so as to avoid the suspicion of law enforcement agencies and prevent leaving
a trail of incriminating evidence” [31], or the process through which criminals give an apparently
legitimate origin to proceeds of illegal activities [8]. The review of the literature [1,32–44] shows that
the definitions of money laundering proposed by various authors do not differ from those proposed
by the Financial Action Task Force (FATF), the United Nations Office on Drugs and Crime, and the
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of
Terrorism, as presented above in this article (Table 1).

Table 1. The concept of money laundering.

Author Definition Source

Alldrigde, P.
The process of transferring the
proceeds of illegal activities into
legitimate capital.

Alldrigde, P. Forfeiture, Confiscation, Civil Recovery,
Criminal Laundering and Taxation of the Proceeds of Crime;
Hart Publishing: Oxford and Portland, the United
States, 2003; p. 2.

Bartlett, B.L.

Money laundering is a problem
involving illicit developed country
funds being laundered in the
developing world.

Bartlett, B.L. The Negative Effects of Money Laundering
on Economic Development. For the Asian Development
Bank Regional Technical Assistance Project No. 5967
Counteracting Money Laundering in The Asian and
Pacific Region. 2018. Available online:
https://waleolusi.files.wordpress.com/2013/05/the-neg
ative-effects-of-money-laundering-on-econom.pdf/
(accessed on 12 June 2019).

Beare, M.E; Schneider, S.

Money laundering is tactical
imperative employed by
cash-intensive criminal
entrepreneurs to maximize their
ability to use and enjoy the fruits
of their illegal activity without
attracting suspicion and/or
government interdiction.

Beare, M.E; Schneider, S. Money Laundering in Canada.
Chasing Dirty and Dangerous Dollars; University of
Toronto Press Incorporated: Toronto, Canada, 2007; p. 3.

Bongard, K. The process of disguising the
illegal origin of money.

Bongard, K. Wirtschaftsfaktor Geldwäsche. Analyse und
Bekämpfung; Deutscher Universitäts-Verlag: Wiesbaden,
Germany, 2001; p. 12.

Booth, R.; Farrell QC, S.;
Bastable, G.; Yeo, N.

The deliberate washing clean of
dirty money accords quite closely
with the nature of the money
laundering offence.

Booth, R.; Farrell QC, S.; Bastable, G.; Yeo, N. Money
Laundering. Law and Regulation. A Practical Guide;
Oxford University Press: New York, the United States,
2011; p. 3.

Chatain, P.L.; McDowell, J.;
Mousset, C.; Schott, P.A.;
Van Der Does De Willebois, E.

Money laundering is a serious
crime that affects the economy as a
whole, impeding the social,
economic, political, and cultural
development of societies
worldwide.

Chatain, P.L.; McDowell, J.; Mousset, C.; Schott, P.A.;
Van Der Does De Willebois, E. Preventing Money
Laundering and Terrorist Financing. A Practical Guide for
Bank Supervisors; The International Bank for
Reconstruction and Development, the World Bank:
Washington D.C., the United States, 2009; p. xi.

https://waleolusi.files.wordpress.com/2013/05/the-negative-effects-of-money-laundering-on-econom.pdf/
https://waleolusi.files.wordpress.com/2013/05/the-negative-effects-of-money-laundering-on-econom.pdf/
https://waleolusi.files.wordpress.com/2013/05/the-negative-effects-of-money-laundering-on-econom.pdf/
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Table 1. Cont.

Author Definition Source

Cox, D.

The process, where the person
who has received some form of
ill-gotten gains will seek to ensure
that she/he can use these funds
without people realizing that
they are the result of
inappropriate behavior.

Cox, D. Handbook of Anti Money Laundering; John Wiley
& Sons, Ltd.: The Atrium, Southern Gate, Chichster,
West Sussex, the United Kingdom, 2014; pp. 6–7.

Hopton, D.

Money laundering is the process
by which criminals attempt to hide
the origins and ownership of the
proceeds of their criminal
activities.Money laundering
occurs every time any transaction
takes place or relationship is
formed which involved any form
of property or benefit, whether it is
tangible or intangible, which is
derived from criminal activity.

Hopton, D. Money Laundering. A Concise Guide for All
Business. Second Ed.; Routledge. Taylor & Francis Group:
New York, the United States, 2016; pp. 1–3.

Madinger, J.

Money laundering has been
defined as the use of the money
derived from illegal activity by
concealing the identity of the
individuals who obtained the
money and converting it to assets
that appear to have come from a
legitimate source.

Madinger, J. Money Laundering. A Guide for Criminal
Investigators. Second Ed.; CRS Press Taylor & Francis
Group: Boca Raton, the United States, 2006; p. 6.

Richards, J.R.

Money laundering is the process
of taking the proceeds of criminal
activity and making these
proceeds appear legal. Money
laundering is the act of converting
funds derived from illegal
activities into a spendable or
consumable form.

Richards, J.R. Transnational Criminal Organizations,
Cybercrime, and Money Laundering. A Handbook for Law
Enforcement Officers, Auditors, and Financial Investigators;
CRS Press Taylor & Francis Group: Boca Raton,
the United States, 1999; p. 43.

Schaap, C.D.

The process by which criminals
make their illegal proceeds from
crime and convert such proceeds
in such way that they look like
legally obtained money.

Schaap, C.D. Fighting Money Laundering with Comments
on the Legislation of the Netherlands Antilles and Aruba;
Kluwer Law International, Amsterdam,
the Netherlands, 1998; p. 9.

Stessens, G.
The process that results in the
injection of “dirty money” into the
legal economy.

Stessens, G. Money Laundering. A New International Law
Enforcement Model; the University Press: Cambridge,
the United Kingdom, 2000; p. 6.

Sullivan, K.

Money Laundering is the practice
of integrating the proceeds of
criminal enterprises into the
legitimate mainstream of the
financial community.

Sullivan, K. Anti-Money Laundering in a Nutshell.
Awareness and Compliance for Financial Personnel and
Business Managers; Apress, Springer Science and
Business Media: New York, the United States, 2015;
pp. 1–14.

Source: Own elaboration based on [1,32–44].

Whichever definition of money laundering is used, this process can be understood from its
purpose. Money laundering aims to reduce or eliminate the risk of seizure or forfeiture of illegal funds
obtained by criminals.

The threat of money laundering is underlined by De Koker and Turkington [45], and by Panibratov
and Michailova [46]. Money laundering is one of the essential types of organizational pathologies that
can be perceived through the prism of its impacts on the state, banking system, individual business,
and individuals. Money laundering is dangerous for the stability of states and their economies for
several reasons. First, it can disrupt a country’s banking system that relies heavily on trust. Second,
it can have a negative impact on a country’s monetary policy, including budgetary balance. Third,
it can negatively influence the predictability of a country’s financial markets by eroding public trust.
From the perspective of the proponents of the new institutional economics, a generalization can be
formulated that money laundering disturbs the institutional order. Money laundering catalyses other
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organizational pathologies and influences on the corporate image and public trust [1,10,11,47]. It can
also be the result of the existence of other pathologies. Therefore, money laundering should not be
analyzed in isolation from corruption, fraud or the shadow economy [1].

There are two reasons why criminals—either drug traffickers, corporate embezzlers or corrupt
public officials—need to launder money. The money obtained during illegal activities constitutes an
evidence of their crime, and the money itself is vulnerable to seizure and has to be protected [31].
Actions to strengthen the anti-money laundering system should, therefore, constantly increase the
risk of money laundering being revealed by public organizations. The increase in the cost of money
laundering will make this practice less profitable for those gaining profits from organized crime [1].

The money laundering, which aims to give the real value of items derived from the illegal
activities, is carried out using techniques such as “structuring”, “smurfing”, or “blending”. Splitting
large amounts of financial transactions into smaller amounts is intended to avoid detection of money
laundering. This procedure (“structuring”) can be implemented through multiple entities (“smurfing”),
which additionally makes it difficult to identify money laundering. “Structuring” and “smurfing” can
be used in the placement, which is the first stage of the process of money laundering and intends to
place illegal funds into the financial system. The second money laundering stage, entitled layering,
occurs after the illegal funds have entered the financial system. The aim of this stage is to separate
illegal gains from their criminal source. Funds can be transferred by check, money order, or bearer bond,
or transferred electronically to other accounts in various banks. The third stage, entitled integration,
involves the integration of funds into the legitimate economy. This is realized through the purchase of
assets, such as real estate or other luxury goods or by “blending”, which means providing illegal funds
to legal business by mixing such funds with legal incomes. In this stage accounting fraud is necessary.

3.2. Key Stakeholders of Anti-Money Laundering

The FATF is an inter-governmental organization established in 1989 by the ministers of its
member jurisdictions. The FATF aims to set standards and “promote effective implementation of
legal, regulatory and operational measures for combating money laundering, terrorist financing and
other related threats to the integrity of the international financial system” [48]. The FATF comprises of
35-member jurisdictions and 2 regional organizations, representing the most major financial centers
in all parts of the world [49]. FATF observer organizations include, among others, the African
Development Bank, Basel Committee on Banking Supervision, Egmont Group of Financial Intelligence
Units, European Bank for Reconstruction and Development, European Central Bank, Eurojust, Europol,
Inter-American Development Bank, International Monetary Fund (IMF), Interpol, Organization for
Economic Co-operation and Development (OECD), Organization for Security and Co-operation in
Europe (OSCE), United Nations—United Nations Office on Drugs and Crime (UNODC), United Nations
Counter-Terrorism Committee Executive Directorate (UNCTED), and the World Bank. FATF associate
members include, among others, the Council of Europe Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL) [49].

Typically, as presented in Figure 1, national anti-money laundering systems consist of four
main stakeholders. They include financial intelligence units (FIU), cooperating units (CU), obligated
institutions (OI), and law enforcement agencies (LEA). Domestic FIUs often cooperate with FIU from
other countries (foreign FIU–FFIU).
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Figure 1. National anti-money laundering system. Abbreviations: OI, obligated organizations; CU,
cooperating units; FIU, financial intelligence units; FFIU, foreign financial intelligence unit; LEA,
law enforcement agency. Source: Own elaboration based on [1,50].

Under existing national laws, FIUs may be a part of a ministry of finance, a law enforcement
institution or a central bank. They play a key role in national anti-money laundering systems.
According to FATF standards, FIU is usually involved in the process of acquiring, collecting, processing,
and analyzing information in the manner prescribed by law [1,50].

Domestic FIU (Table 2) undertake actions aimed at counteracting money laundering and terrorist
financing, particularly by [1,50].

Table 2. FIU activities.

FIU Tasks

1. Obtaining information on transactions and analysis of realization of the transaction

2. Carrying out a procedure for transaction suspension or bank account blocking in case of suspicion
that a transaction can be related to money laundering or terrorist financing

3. Taking decision on the release of frozen assets

4. Submitting to appropriate organizations the documentation supporting FIU suspicion of money
laundering or terrorist financing

5. Initiating and carrying out other activities to counteract money laundering and financing terrorism,
including training of the obligated institution’s staff within their responsibilities

6. Cooperation with foreign institutions and international organizations dealing with anti-money
laundering or combating terrorist financing

Source: Own elaboration based on [1,50].

Depending on the legal requirements, a FIU may be obliged to submit an annual report on its
activities to the prime minister, president, or parliament within a period of time after the end of the
year [1,50].

Obligated institutions include branches of a credit institution, any financial institutions, banks,
electronic money institutions, payment institutions, investment companies, custodian banks, legal
entities carrying out brokerage activities and commodity brokerage houses, entities operating in the
field of gambling, insurance companies, investment funds, investment fund management companies,
notaries in so far as operations concern trading in asset values, attorneys, legal advisers practicing their
profession outside their employment relationship with agencies providing services to the government
authorities and local government units, active tax advisers, entities operating in accounts bookkeeping
services, entities carrying out activities in currency exchange, entrepreneurs engaged in auction houses,
antique shops, business factoring, trading in metals or precious/semi-precious stones, commission sale
or real estate brokerage, foundations, associations, entrepreneurs receiving payment for commodities
in cash to a value equal to or exceeding some established by law quota of money, or when the payment
for a given product is made by more than one operation [1]. Banks play a key role in the modern
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financial system. However, the researchers underline the problem that shareholders are willing to take
on high-risk projects that maximize their values at the expense of the deposits and that such activities
have an influence on bank liquidity [51]. Banks are usually proper obligated institutions, but the case
of some Nordic banks showed that they may participate in money laundering knowingly, because of
the incentives of bank managers [52]. Therefore, the role of compliance systems in the prevention of
practices that harm sound economic relations is pointed out in the literature [53].

Obligated institutions have several duties related to counteracting money laundering (Table 3).

Table 3. Duties of obligated institutions in the anti-money laundering system.

Obligated Institutions Tasks

1. They have to register suspicious and high-value transactions

2. In addition to registering suspicious and high-value transactions, they must document them as well as
the data relating to the customer making such transactions

3. They must cooperate with FIU and the so-called cooperating units. They have to provide FIU
information about registered suspicious and high-value transactions

Source: Own elaboration based on [1,50].

Taking into accounts duties of obligated institutions, there is no doubt that in such a model of the
anti-money laundering system, the obligated institutions play a key role and their reliability, as well as
the effectiveness of the monitoring of anti-money laundering system performed by the FIU, determine
whether money laundering takes place. The effectiveness mentioned above also depends on the system
solutions in the field of counteracting the shadow economy. For example, an antiquarian shop can
register every tenth transaction made. Therefore, in this respect, FIU will have the required information
about clients of every tenth transaction. On the other hand, FIU will not have information regarding
other transactions not reported for taxation. There is, therefore, a close relationship between money
laundering and a shadow economy [1].

In accordance with FATF standards and national law, any obligated institution conducting a
transaction exceeding some amounts (for example 15,000 euros in the case of Poland) is required to
register such a transaction. The procedure also applies if it is carried out by more than one single
operation but the circumstances indicate that they are linked and that they were divided into operations
of lower value with the intent to avoid the registration requirement (“structuring”). The ability to link
the client’s transactions characterized by lower values and the ability to demonstrate that it was the
client’s attempt to circumvent the anti-money laundering system requires obliged institutions, not only
to have an appropriate IT system, but also staff with the required knowledge and skills. Regardless
of registering the transactions mentioned above, any obligated institution conducting a transaction,
the circumstances of which may suggest that it was related to money laundering or terrorist financing,
is required to register such a transaction, independently of its value and character [1].

Detection of suspicious transactions by obligated institutions requires employees of these
institutions to have specialist knowledge and skills. Certain requirements regarding the identification
of suspicious transactions should be established. For example, making transactions from certain
countries may be suspicious. Customer behavior should also be taken into account. This makes
one realize that in such cases, the role of FIU will consist in examining and assessing the criteria for
specifying suspicious transactions used by obligated institutions, evaluation of compliance by obligated
institutions with their requirements, and evaluation of the effectiveness of training of their employees.
FIU can also support the process of training employees of obligated institutions by offering specialized
courses. FIU’s cooperation with obligated institutions in training their employees is underlined in
literature as a way to improve anti-money laundering (AML) prevention [54]. As mentioned above,
an obligated institution has to carry out an ongoing analysis of the transactions carried out. The results
of those analyses need to be documented in paper or electronic form to be kept for a period established
by domestic law. An obligated institution that identifies a suspicious transaction is obliged to inform
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FIU about this fact in writing by passing all the data related to such suspicious transactions and is
obliged to cooperate with FIU in a manner prescribed by law. For example, an obligated institution
cannot carry out the transaction when the account is blockaded [1].

In addition to FIUs and obligated institutions, other competent institutions play an important role
in anti-money laundering systems. Their role and composition depend on legal solutions adopted in
a particular country. Other competent institutions can include prosecution offices, internal security
agencies, tax authorities, customs authorities, and even SAIs. Within their statutory authority, such
cooperating units (Table 4) are obliged to cooperate with FIU in efforts to prevent money laundering
and/or terrorism financing [1,50].

Table 4. Duties of cooperating units in the anti-money laundering system.

Cooperating Units Tasks

1. They have to immediately notify FIU of any suspicion involving committing money laundering and
terrorist financing

2.
They have to submit to FIU certified copies of documents relating to the transactions for which there is
a suspicion that they are related to the crime along with the information on the parties
of such transactions

3. They may also be obliged by law to review the activity of obligated institution to establish the
adequacy of anti-money laundering procedures used by them

4. Cooperating units are required to develop anti-money laundering guidelines

Source: Own elaboration based on [1,50].

FIUs cooperates with law enforcement agencies by notifying them of offences of money laundering
(Figure 2). Domestic FIUs cooperate with foreign FIUs based on bilateral agreements (Figure 3). FIUs
exchange information necessary to identify suspected financial transactions, individuals, and entities [1,50].

Figure 2. Cooperation between FIU and law enforcement agency. Source: Own elaboration based on [1].

Figure 3. Cooperation between FIU and foreign FIU. Source: Own elaboration based on [1,50].
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In addition, FIUs cooperate in training activities. For example, the Egmont Group organized in
Poland, on 23–25 April 2019, a workshop called “Group Corporate Vehicles and Financial Products”
for representatives of FIUs. Initially, the Egmont Group was established in 1995 in Brussels as an
organization gathering FIUs from European Union countries and the USA. In 2007, a decision was
made to transform this group, gathering financial intelligence units from 105 countries into a formal
international organization [55–57].

FIUs coordinate their other tasks. For example, the task of the Expert Group on Money Laundering
and Terrorist Financing (EGMLTF) is to support the European Commission in setting policy directions
in the field of counteracting money laundering and terrorist financing, preparing legal acts, as well as
advising at the stage of preparing proposals for implementing measures and coordinating cooperation
between EU Member States. At EGMLTF meetings, FIUs update information on the progress in the
preparation of national money laundering and terrorist financing risk assessments. EGMLTF collects
statistics from countries about the effectiveness of their systems to combat money laundering or terrorist
financing. They also establish the risk-laundering and terrorist financing risk assessment at an EU
level. As part of EGMLTF, a team was formed in 2018, consisting of FIU representatives from Denmark,
Estonia, Liechtenstein, Latvia, Germany, and Italy, who participated in the work of the Expert Group
of the Commission for Electronic Identification and Know-Your-Customer Processes. The effects of
the group’s work were presented at the FATF meeting in the context of a possible modification of
the Interpretative Note to Recommendation 10 FATF Customer Due Diligence in connection with
non-face-to-face transactions that generate higher risk. FIUs participate in the work of the EU-FIU
Platform, which is the European Commission advisory body for ongoing cooperation between the FIUs
of EU member states. During the meetings of the EU-FIU Platform, the new EU initiatives in the field of
counteracting money laundering and terrorist financing are discussed, as well as, proposals to improve
the exchange of information between financial intelligence units, issues of joint analysis of cases
with a cross-border element, the topic of transnational risk assessment, and reporting of suspicious
cross-border transactions. In 2018, an important topic of the meetings of the EU-FIU Platform was the
EU draft directive on the exchange of financial information and other information to combat certain
offenses [55].

As part of the EU-FIU Platform, the FIU.NET (a computer network enabling the cooperation
between the FIUs in the European Union) Advisory Group was established, which supports Europol
in creating development strategies for the FIU.NET network, helps in implementing innovations and
provides opinions on FIU applications outside the EU for connecting to the abovementioned network.
This group consists of representatives of the financial intelligence units of Austria, Belgium, Italy,
Luxembourg, Poland, Romania, and Sweden, as well as Europol. In 2019, FIU representatives from
Finland and Portugal joined the group [55].

The Role of Supreme Audit Institutions in Anti-Money Laundering

In contemporary western and developed countries, the role of SAIs for governments and societies
is critical because SAIs are important pillars of democracies that assist parliaments and legislatures in
the exercise of their rights, concerning actions carried out by executive branches. Although governments
have a key responsibility to create a system that does not favor or enables occurrence of irregularities,
SAIs have a key role to play as an advocate of good governance [1]. The important role SAIs play in
promoting good governance typically results from their special position with the government. SAIs
are nonpartisan organizations whose auditors provide crucial information to their countries and fellow
citizens. These organizations are subordinate only to their parliaments and they are independent of
their governments’ executives and judiciary branches. Having broad audit authorities, SAIs evaluate
the functioning of a whole government system. From such a broad perspective they can advise one
on how to strengthen public institutions. SAIs carry out the state budget, the realization of tasks
required by legislation, and other actions taken by the executive. In addition, the work of SAIs is
a tangible manifestation of a concern for the proper functioning of the state administration, proper
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implementation of public services, and the interest of citizens. Through these activities, SAIs help to
reinforce the legitimacy of the public government as well as enhance the democratization, thriftiness,
and effectiveness of the public sector through the implementation of the financial management principles
adopted in the private sector, and through activation of social control [1]. Given the role of SAIs in
modern countries, a generalization can be formulated that SAIs participate in “meta-governance”.
The term “meta-governance” is understood as the process of steering devolved governance processes
or more simply as the “governance of governance” [28]. The theoretical reasoning, with the earlier
research, showed the necessity of SAI involvement in combating corruption and other types of
organizational pathologies [1]. Considering the scale of money laundering in the world is the result of
relatively low-level of protection against money laundering, the research objective is justified.

3.3. Auditing the Anti-Money Laundering System—Auditors’ Dilemmas and Constraints

The problem which arises in the case of auditing anti-money laundering systems is the consequence
of domestic laws and regulations that provide the basis of the legal authority of the FIU and define
the scope of its cooperation with other AMLOs [1]. One can generalize that the position of FIU in the
macrostructure—the state—determines the possibility of auditing such organizations. For example,
in some countries (Poland), FIU was created within the Ministry of Finance, which enables SAI auditors
to gather the necessary evidence and carry out reviews and evaluation of FIU’s activities [55,58,59].
In other countries, FIUs may be part of the central bank or law enforcement authorities. Banking secrecy
can hamper efforts to obtain information about a FIU’s activities. In addition, information related to
criminal investigations is typically unavailable to auditors. For example, to develop information on
the vulnerabilities to money laundering in the credit card industry GAO asked officials from different
government agencies for information about any cases they were aware of pertaining to credit cards
and money laundering. GAO faced problems in obtaining requested information and documentation
because of confidentiality and privacy issues [60]. In the case of the Polish SAI, an audit of the FIU is
possible, as the FIU is the part of the Ministry of Finance. SAI revealed; however, that some groups of
obligated institutions were generally not audited by the FIU [58]. Due to the scale of FIU operations
(the number of obligated institutions), the SAI had to limit the scope of its audit [59].

Another problem is the fact that while it is easy to focus the auditor’s attention on monitoring
the implementation of international regulations in the domestic legal system, this does not mean
that the anti-money laundering system created by the law will efficiently combat money laundering.
For example, organizations using a “blending” approach (mixing legal and illegal business activity)
usually fulfil their tax obligations properly. Sometimes the lines between tax management and tax
evasion are blurred [61]. This means that the internal revenue service should analyze very good
taxpayers through the prism of whether sales and income declared by the taxpayer were documented
or if the transactions were fictitious. Reliable accounting systems as well as replacing cash transactions
using non-cash transactions will increase the effectiveness of combating money laundering. Taking
into account these issues, one can formulate a generalization that the anti-money laundering process
should be viewed from a broader perspective than only the activities of the FIU, obligated institutions,
and cooperating units, although they are crucial for the AML system. One needs to analyze both the
process of combating money laundering and activities restricting the scale of the shadow economy
and corruption [1]. Both GAO and Polish SAI did not analyze issues during their audits to the extent
described above [58–62].

During interviews, the SAI’s representatives who participated in activities of INTOSAI WGFACML
underlined (all of them) that there is a lack of a comprehensive audit approach to AMLOs’ activities
that enables an evaluation of the effectiveness of an AML system. SAIs carry out audits of single
organizations from an AML system or try to carry out such an audit on a bigger scale, evaluating some
parts of the cooperation between AMLOs. Such audits are usually focused on legal issues and rarely
enable the evaluation of the effectiveness of AMLOs, considering the effects of their cooperation with
other organizations. There is a lack of an audit of the whole AML system, especially evaluations of the
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achievement of established objectives, measures employed, and effectiveness of initiatives taken by all
AMLOs that are part of the AML system.

All SAI auditors who participated in interviews confirmed that the provision of audit services
related to anti-money laundering enhances auditors’ credibility. They formulated the opinion that the
auditors’ credibility increases through the improvement of effectiveness of the anti-money laundering
system. However, the SAI auditors (except the Polish ones) confirmed that they do not have sufficient
knowledge and experience in conducting the audit of entities creating an anti-money laundering
system. The auditors (all of them) confirmed that trust in a SAI will increase if the provision of audit
services by the SAI’s auditors is to require an adherence to some established INTOSAI standards.
However, such worldwide INTOSAI standards do not currently exist.

3.4. The Concept of Multiple Anti-Money Laundering Activity (MAMA) as a Universal Framework
of Anti-Money Laundering and an Assessment Tool for Auditors

The effective combating of money laundering requires not only the creation of appropriate
organizations, which build the anti-money laundering system, but resources that can guide, direct,
and support activities in this system to move towards innovative approaches. Introducing new
innovative methods of combating money laundering increases the cost of money laundering for
criminals. Thus, increasing costs makes this illegal process less and less profitable. Searching for new
solutions in the field of combating money laundering, it is worth using, after previous modification,
the European approach to achieving excellence through Total Quality Management. Such an approach
has been developed and tested in 17 public organizations in 7 EU member states. Early in the first
decade of the 21st century, the Common Assessment Framework became reality, providing its users
with a framework for assessing and improving their performance for achieving better quality in
government operations. This model was based on nine criteria. Five criteria, called enablers, address
what an organization does, whereas four results criteria address what an organization achieves [63,64].

The European approach to achieving excellence through Total Quality Management is a kind of
business excellence model. Business excellence models can be defined as frameworks that when applied
within an organization, can help to realize tasks in a more systematic and structured way that should
lead to increased performance. The models are holistic, in that they focus upon all areas and dimensions
of an organization and factors of performance. “These models are internationally recognized as both
providing a framework to assist the adoption of business excellence principles, and an effective way of
measuring how thoroughly this adoption has been incorporated. Several business excellence models
exist worldwide. While variations exist, these models are all remarkably similar. The most common
include: Baldrige (MBNQA)—Used in over 25 countries including US and UN; European Foundation for
Quality Management (EFQM)—Used throughout Europe; Singapore Quality Award Model—Singapore;
Japan Quality Award Model—Japan; Canadian Business Excellence Model—Canada; Australian
Business Excellence Framework (ABEF)—Australia” [63,64]. The proposed Anti-Money Laundering
Business Excellence Model is based on the European Foundation for Quality Management with
the usage of an assumption of a balanced scorecard. To combat money laundering, the use of the
concept of continuous improvement for business excellence along with the tool—Common Assessment
Framework, established in 2000 by the EU, enables structured organizational self-assessment of all
activities and comparison of the results, carried out by those organizations—AMLOs, who are the
members of an anti-money laundering system. Such self-assessment should be treated by AMLOs, as in
the case of other public organizations, as a diagnostic approach for improvement of their activity [63,64].
One can generalize that the MAMA model should be treated as an aid to organizations for reviewing
and evaluating their anti-money laundering practices, regardless of the type of organizations and the
countries they come from. It is reasonable to state that the MAMA model has therefore three main
purposes. First, the model should serve as an assessment tool for public organizations that want to
improve their anti-money laundering activities. Second, its purpose is to act as an initial assessment
tool during the risk analysis carried out by FIUs by implementing some measure of comparability
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between plans, processes, and the results of activities of obligated institutions. Thirdly, the model acts
as an assessment tool during the risk analysis for external auditors. Finally, it allows for comparison
studies between different organizations and anti-money laundering systems. Such a comparison
enables and facilitates benchmarking, learning, and introducing new practices in the systems.

The MAMA model, which is based on the concept of the European Foundation for Quality
Management Model, consists of eight criteria. Five of these are “enablers” and three are “results”.
The “enabler” criteria cover what the AMLO does. The “results” criteria cover what the AMLO
achieves. The MAMA model is based on the premise that results of activities with respect to
institutional stakeholder results, AMLO’s employee results are achieved through leadership, policy
and strategy, human resource management, partnership, resources, and processes. Figure 4 presents
the MAMA model.

Figure 4. Mama approach. Source: Own elaboration based on [64].

The MAMA model is presented above in a diagrammatic form. The arrows emphasizes the
dynamic nature of the model. They show that innovative solutions and learning help to improve
“enablers” that in turn lead to improved “results” [64]. The first criterion regards leadership. Without
a clear mission and vision, it is not possible to precisely define individual goals, tasks, measures,
resources, and responsible persons for anti-money laundering. Leadership enables the creation of
organizational involvement with customers, or more broadly, with stakeholders. The second criterion
concerns policy and strategy, which should undoubtedly be based on transparent and understandable
assumptions. It is also necessary to include in this criterion, both present and future needs of
stakeholders. The implementation of policy and strategy should be realized through the process of
cascading, aligning, prioritizing, agreeing, and communicating plans, objectives, and targets. Human
resource management is the third criterion. The process of hiring, career development, and employee’s
management should consider the necessity of continuously improving the ability to identify suspicious
transactions based on the analysis of the behavior of the customers of the obligated institutions. One can
formulate a generalization that human resource management should be aligned with the policy and
strategy, organizational structure, and anti-money laundering processes applied in the organization.
Such an analysis is necessary to develop skills and new competencies of AMLO employees. The fourth
criterion concerns partnership and resources. External relations may be the result of accidental
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actions or can be the consequence of planned undertakings. The latter situation is more beneficial
from the point of view of achieving the objectives of the anti-money laundering system. Therefore,
one can formulate a generalization that external partnership should be managed. This means that the
scope of cooperation within the anti-money laundering system requires not only the legal framework
but also planning, executing planned goals and tasks, as well as motivating employees to effective
collaboration with other organizations that belong to the anti-money laundering system. It also
requires the construction of an effective system for collecting and processing transaction information.
The fifth criterion concerns process and change management. Data collection and processing is a
process in which different constraints may occur. It is necessary that such constraints should be
foreseen and appropriate remedies should be planned. The organization operates in a turbulent
environment. Changes are, therefore, unavoidable. One should plan how the organization will deal
with these changes. How will money laundering techniques change? How will the legal and technical
environment influence the efficient anti-money laundering? The actions of the organizations that are a
part of the anti-money laundering system must produce specific and visible results. The organization,
in accordance with the sixth criterion, must be focused on institutional stakeholders’ satisfaction.
Simultaneously, following the seventh criterion, results should be achieved in accordance with the
employee’s needs and in relation to their competency development. The eighth criterion concerns the
impact on society. Money laundering should be efficiently reduced, but activities taken by SAIs should
also result in further preservation and sustainability of resources and creating public trust.

The MAMA model provides self-assessment that organizations need to carry out systematically,
identifying their strengths and weaknesses, and forming assumptions, objectives and measurable
goals for improvement plans. Such self-assessment requires an appropriate organizational culture,
which is based on reliability, integrity, and accountability. Taking into account the risk of unintentional
assessment errors, the data collected via self-assessment are analyzed and reviewed during “Enablers
Assessment” and “Results Assessment”. The first of these permits is the assessment of actions.
The second self-assessment presents the achieved results [63,64]. During the “Enablers Assessment”,
one needs to seek proper answers to the following statements (see Table 5. Enablers Assessment Scale
Template presented below).

Table 5. Enablers Assessment Scale Template.

Enabler Assessment Statement Please Put “X” Where Applicable

We have not started or implemented relevant actions to increase
the effectiveness of anti-money laundering (or I don’t know).

We have just started introduction of relevant actions to increase
the effectiveness of anti-money laundering.

We have partly implemented these actions.

A program of relevant actions increasing effectiveness of
anti-money laundering has been fully implemented.

We have introduced, in accordance with the plan, a permanent
improvement cycle of organization and its activities increasing
effectiveness of anti-money laundering.

Source: Own elaboration based on [63].

During the “Results Assessment”, one needs to seek proper answers to the following statements
(see Table 6. Results Assessment Scale Template presented below).

Both of the assessments presented above have to be supported by reliable evidence. Such evidence
needs to be stored. These two assessments and corresponding evidence are a valuable source of
information for external auditors.
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Table 6. Results Assessment Scale Template.

Enabler Assessment Statement Please Put “X” Where Applicable

No results have been measured or results are in decline (or I don’t know).

Results show some improvement in anti-money laundering.

Results show an improving trend in anti-money laundering over a number of years.

We have achieved targeted levels of performance.

Results are consistently achieved at the highest level of performance (by reference
to audits, external assessments, benchmarking).

Source: Own elaboration based on [63].

To some extent, the MAMA model is a modification of the EU Common Assessment Framework
defined as a quality management tool [63,64]. The innovative approach in the MAMA model is
conceptualized through acceptance that the Common Anti-Money Laundering Assessment Framework
is constructed as a spatial arrangement—a cuboid consisting of 8 horizontals (criteria of assessment)
and four vertical areas of measuring performance, corresponding to the balanced scorecard concept.
In relation to each criterion, four areas of organizational activities are linked. There are: (1) learning and
growth (to achieve a vision of the organization, how will the AMLO sustain the ability to change and
improve their activities?); (2) internal activities (to satisfy stakeholders and customers, what do AMLO
activities have to be excelled at?); (3) customers (to achieve organizational vision, how should AMLO
present itself to their customers?); and (4) financials (to succeed financially, how should AMLO appear
to their decision-makers?) (Authors’ concept is based on the concept from the Balanced Scorecard
Institute) [63–65].

For each objective on the strategy map, at least one key performance indicator (KPI) will be
identified and tracked over time (authors of this article did not formulate the KPI due to the fact that
such indicators should be formulated for individual organizations, which are different in structure and
financial sources). KPIs show progress towards a preferable outcome. KPIs monitor the implementation
and effectiveness of an AMLO’s strategies, determine the gap between actual and desirable performance,
and determine organization and operational effectiveness. KPIs have: (1) to provide an objective
way to see if the strategy of anti-money laundering is working; (2) to offer a comparison that helps
in estimating the degree of performance change over time; (3) to provide employees’ attention on
what matters most to achieve success in fighting against money laundering —the best identification
of suspected transactions; (4) to allow measurement of accomplishments; (5) to provide a common
language of communication; and (6) to help in reducing intangible uncertainty (the authors’ concept is
based on concept of the Balanced Scorecard Institute) [63,65,66].

Using the modified concept of balanced scorecard [65] enables organizations belonging to the
anti-money laundering system: (1) to communicate what these organizations are trying to accomplish;
(2) to align the day-to-day work that everyone is doing with organizational strategy; (3) to prioritize
projects, products, and services taking into account efficient anti-money laundering; and (4) to measure
and monitor progress towards strategic targets linked with AML.

The results of such an analysis carried out by AMLOs are important for external auditors. Based
on them, the risk assessment of inefficient counteracting of money laundering is made. The result of
the risk analysis allows the auditors to focus on those parts of AMLO activity that really need to be
audited and evaluated. Due to AMLOs’ self-assessment and external auditors verifying the reliability
of the analyses performed by an AMLO, a system of double reviewing of AMLO activities is created.

3.5. Proposed Audit Question That May Be Used by External Auditors during the Assessment of a Financial
Intelligence Unit

During the FIU audit activity, the following issues should be examined: FIU organization including
division of tasks, human resource management, IT data collection system, FIU inspection activity,



Sustainability 2020, 12, 244 16 of 23

and FIU collaboration with other external parties including law enforcement institutions. The proposed
original audit questions are presented below (Tables 7–12).

Table 7. Proposed anti-money laundering related audit questions to evaluate the overall management
structure of FIU.

Audit Question Comments

How, if at all, do the stated FIU objectives address:

• identification and quantification of money
laundering activities,

• cooperation of anti-money laundering efforts
nationally and internationally?

It is necessary to ensure that the objectives and tasks are properly
identified, that they are realized by appropriate FIU organizational
unit, and that resources are adequate to planned tasks.

To what extent, if at all, does the FIU’s organizational
structure, including the number and expertise of staff,
and agreements with other organizations facilitate its
anti-money laundering objectives?

This is a basic requirement of public management. Organizational
structure has to support the realization of goals and tasks.

What percentage of total staff time is spent on
activities or training related to money laundering?

The situation where the FIU employees who are supposed to deal
with the fight against money laundering have other tasks that are
not connected with fight against money laundering, should be
treated as an irregularity.

For what percentage of staff members are there
written position descriptions that clearly specify
responsibilities and activities related to
money laundering?

The responsibilities should be defined for each employee.

What percentage of staff members with responsibility
for conducting audits of internal or external
anti-money laundering activities have appropriate
audit experience and training?

The adequacy of the frequency of training provided to FIU
employees including the training methods and the training topics
should be assessed. The lack of properly trained FIU personnel
should be treated as an irregularity in FIU operations.

Source: Own initiative.

Table 8. Proposed audit questions to evaluate how FIU gathers and uses the information of financial
transactions.

Audit Question Comments

Does the electronic process of
transaction information to the FIU
electronic database comply with the
established requirements of this matter?

It is necessary to determine whether FIU establishes requirements related to:

• IT security against damage or theft of data,
• explanation of reasons for sending erroneous information about transactions

to the IT system,
• explanation of the reasons for not verifying incorrect information about

transactions entered into the IT system.

All cases of errors in data transmission should be immediately explained by an FIU.
It cannot be ruled out that these errors are deliberate, so as not to reveal suspicious
financial transactions. A case of sending viruses to temporarily block the FIU IT
system may have occurred. FIUs should anticipate situations of deliberate blocking
of the IT system and have remedies.

Has the IT system enabled verification of
all financial transactions?

If the IT system has not enabled the verification of all financial transactions, it is
necessary to establish causes, the scale of irregularities, and effects, as well as
individuals responsible for improper FIU activity. Lack of sufficient qualifications
of FIU analysts, frequent changes of FIU employees, inefficient IT system used by
the FIU can be causes of ineffective FIU activity. It is necessary to gather evidence to
further investigation carried out by law enforcement institutions.

How does FIU use information from its
IT data to determine the scale of its
field audits?

It is necessary to understand the FIU audit methodology; its assumptions,
requirements, and the ways in which the FIU uses IT data for audit planning. Does
the audit scope include transaction risk analysis carried out by
obligated institutions?
FIU should review documents of obligated institutions that are the basis of such
risk analysis.

Does FIU notify law enforcement
institutions in all cases required by law?

If the FIU has not notified law enforcement institutions in all cases required by law,
it is necessary to establish reasons of such decisions. Auditors cannot exclude some
illegal connection between FIU staff and external parties.

Source: Own initiative.
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Table 9. Proposed audit questions to evaluate how FIU audits the activities of obligated institutions.

Audit Question Comments

Does FIU draw up audit plans based on
risk analysis of money laundering?

It is necessary to establish whether the FIU prepares risk analysis of money
laundering based on past FIU audit experience and information provided by
cooperating organisations, for example by the FATF, foreign FIUs, and data
from the FIU IT system.

Does FIU audit cover all types of
obligated institutions and in particular,
those institutions that are not under the
supervision of cooperating units?

A situation in which an FIU does not cover all types of obligated institutions,
especially those pointed out by FATF, should be considered as irregularities in
the FIU activities. All potential channels of money laundering need to be
analyzed by the FIU.

Does FIU evaluate the effectiveness of
obligated institutions in
anti-money laundering?

There is a need to evaluate the activities of obligated institutions widely.
It means that the FIU during its audits cannot focus its attention only on
compliance issues, but also on how efficiently the obligated institutions use
appropriate measures to prevent and detect money laundering. Do IT systems
used by obligated institutions enable identification of any cases of avoidance of
registration of suspected transaction? To carry out such broad audits, an FIU
has to employ highly skilled staff and use IT technology which enable
evaluation of IT systems used by obligated institutions. Such a broad FIU audit
goes beyond a traditional compliance audit, wherein auditors focus on basic
law requirements fulfilled by obligated institutions.

Source: Own initiative.

Table 10. Proposed audit questions to evaluate how FIU collaborates with cooperating units.

Audit Question Comments

Does FIU draw up its audit plans based
on risk analysis prepared by
cooperating units?

Cooperating units play an important role in the anti-money laundering system.
They support FIUs through evaluation of the activity of obligated institutions.
For example, a central national bank may review the banking system from the
point of anti-money laundering. The fiscal office (internal revenue service) may
review the activity of antiques shops, taking into account money laundering
threats. Strong collaboration between FIU and cooperating units is necessary to
build an efficient anti-money laundering system.

How does FIU verify the audit plans
drawn up by the cooperating units?

Does the FIU analyze the justification for the selection of units designated for
evaluation in audit plans prepared by cooperation units? It is inappropriate for
the FIU to avoid collaboration with cooperating units at the stage of planning
audits. FIU has to build an anti-money laundering network.

Does FIU verify the information
prepared by cooperating units after their
audits of obligated institutions?

A lack of an FIU’s activities in the case of audit reports received from
cooperating units should be considered as an irregularity. FIUs need to use the
concept of “double check” to eliminate the risk of errors or irregularities in
cooperating units’ activities.

Source: Own initiative.

Table 11. Proposed audit questions to evaluate how FIU realizes training activities. Abbreviation: SAI,
supreme audit institution.

Audit Question Comments

Does FIU organize staff training
addressing various types of obligated
institutions? Does the subject of the
training aim at effectively fulfilling the
responsibilities of these institutions?

FIU should organize training regarding various types of obligated institutions
because of the fact that they play a crucial role in the anti-money
laundering system.

How does FIU select issues that are the
subject of trainings for its employees?

It is worth noting that an FIU may organize suitable training for staff of
obligated institution but not for the FIU staff. For example, the training offered
by an FIU to its employees may not fully meet the needs of an effective fight
against money laundering.
Trainings should be organized in such a way as to respond to the needs
identified at the stage of analyzing weaknesses in the FIU’s activities. It should
be determined whether the training contributed to the improvement of the
FIU’s activities or not. SAIs may conduct interviews with the FIU employees in
order to determine their opinion on the training needs and in which extent
training was useful for them.

Source: Own initiative.
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Table 12. Proposed audit questions to evaluate how FIU cooperates with its international partners.

Audit Question Comments

Does FIU have formal agreements with a foreign FIU
on the exchange of information on transactions and
entities? Does FIU establish goals and assessment
indicators of such cooperation? What is the effect of
such international cooperation in the field of
combating money laundering in relation to
established goals and indicators?

Combating money laundering requires effective
international cooperation.
It is necessary to determine the effects of international
FIU cooperation. All loopholes should be identified.
Their elimination serves to improve the effectiveness
of the FIU’s cooperation with foreign partners.
The activities of the FIU must; however, comply with
the provisions of laws determining the scope of
security policy.

Source: Own initiative.

When auditing FIU activity, one should become familiar with the results of FIU evaluation by
external entities, for example by MONEYVAL, which is a permanent monitoring body of the Council of
Europe that assesses FIU compliance with the underlying standards and methodology by the FATF and
the effectiveness of their implementation [67]. However, it is worth noting that the FATF initiatives to
carry out the assessment of the effectiveness of a country’s AML system are under criticism. The FAFT
has prepared the methodology for assessing the effectiveness of an AML system. For this assessment
the FATF adopted an approach focusing on a hierarchy of defined outcomes. Taking into account the
key objective that the economy is protected from the threats of money laundering and the financing
of terrorism and proliferation, the FATF proposed the framework for assessing effectiveness and
showed the relation between the high-level objective, the intermediate outcomes, and the immediate
outcomes [68]. The analysis of this FATF framework allows a formulation of a generalization that
imprecise wording of outcomes (they are not specific) or making them easy achievable may cause
outcomes to be fully achieved, but this will not be tantamount to improving AML. The constraints of
the FAFT and its approach was pointed out by Levy, Reuter and Pol [2,69,70].

The proposed audit questions (presented above) do not refer to the phase of trial by court.
However, it is worth noting that in the process of developing a wider AML audit criteria, one needs to
avoid perverse outcomes of audit criteria. For example, the effectiveness of an AML system should not
be measured by the number of convictions obtained, because it could incentivize law enforcement
to focus on many small run-of-the-mill cases instead of complex and serious crimes. Otherwise, law
enforcement could generate positive statistics by avoiding complex crime cases. This problem was
noticed by Levy, who critically assessed the FATF’s approach to assessment of the effectiveness of the
AML system [69].

4. Discussion

The study has enabled resolutions for research problems. The analysis of SAIs’ reports, INTOSAI
standards, guidelines, literature and interviews conducted with representatives of SAIs creating
INTOSAI Working Group Fighting against Corruption and Money Laundering showed that SAIs may
audit individual anti-money laundering organizations (AMLOs). Moreover, this research study also
demonstrated that the interviewed auditors were aware of the fact that the realization provision of
the audit services related to anti-money laundering, enhances auditors’ credibility and that they need
to cooperate worldwide through establishing generally accepted INTOSAI anti-money laundering
standards. However, such INTOSAI standards do not currently exist. Although SAI’s auditors were
aware of the importance of AML evaluation, they mostly confirmed that they have limited knowledge
and experience needed to carry out efficient audits of entities creating and operating AML systems.
The SAI’s auditors confirmed that they believe the trust in the supreme audit institution increases if the
provision of audit services in the field of AML is required to follow the established INTOSAI standards.

Focusing research on the role of SAIs in AML is not accidental. SAIs play a special role in their
countries. These are the organizations that audit the activities of governments and can assess the
interaction of various entities in the AML system. The efficient SAI audits of the functioning of national
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anti-money laundering systems and international cooperation in this area should contribute to the
increased effectiveness of anti-money laundering, and through limiting the scale of financial crime,
to wider implementation of the United Nations Sustainable Development Goals.

The research enabled the preparation of a universal and original approach that can be used worldwide
by SAIs during their audits of the anti-money laundering system outcomes. These audits will focus on the
phase of counteracting negative phenomena rather than on their detection. Audit questions allow for a
comprehensive evaluation of financial intelligence unit activities. The usage of the proposed auditing
approach to AML has practical implications. The innovative and unique approach both to managing
anti-money laundering and auditing such activities, proposed in this article, helps to improve processes
that in turn, lead to better results. This approach is based on the Common Assessment Framework and
balanced scorecard, verified by management practice and enabling the achieving of desired outcomes
by different organizations.

Research related to AML systems should be continued. One of the possible areas for future
research is the activities of cooperating units in terms of the effectiveness of their interaction with FIUs.
Furthermore, it is worth continuing comparative research, which enables identification of the best
practices of AML.
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