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Abstract: The concept of “Industry 4.0” is expected to bring a multitude of benefits for industrial
value creation. However, the associated risks hamper its implementation and lack a comprehensive
overview. In response, the paper proposes a framework of risks in the context of Industry 4.0 that
is related to the Triple Bottom Line of sustainability. The framework is developed from a literature
review, as well as from 14 in-depth expert interviews. With respect to economic risks, the risks that
are associated with high or false investments are outlined, as well as the threatened business models
and increased competition from new market entrants. From an ecological perspective, the increased
waste and energy consumption, as well as possible ecological risks related to the concept “lot size
one”, are described. From a social perspective, the job losses, risks associated with organizational
transformation, and employee requalification, as well as internal resistance, are among the aspects that
are considered. Additionally, risks can be associated with technical risks, e.g., technical integration,
information technology (IT)-related risks such as data security, and legal and political risks, such as
for instance unsolved legal clarity in terms of data possession. Conclusively, the paper discusses the
framework with the extant literature, proposes managerial and theoretical implications, and suggests
avenues for future research.

Keywords: Industry 4.0; Industrial Internet of Things; digital transformation; sustainability; Triple
Bottom Line; risk management; small and medium-sized enterprises; qualitative study

1. Introduction

Industry 4.0, internationally also referred to as the Industrial Internet of Things (IIoT), describes
the integration of Internet of Things (IoT) technologies into industrial value creation. The aim is to
create fully digitalized, networked, intelligent and decentralized value creation networks [1]. It is
assumed that this will initiate a new paradigm shift in industrial value creation, following the previous
industrial revolutions. The application of IoT technologies can address current challenges in industrial
value creation, such as shorter technology and innovation cycles, rising market volatility, and a highly
dynamic environment in the face of increasing competitive pressure [1–3].

Furthermore, society and policy makers expect the industry to continue creating sustainable value
in the future, i.e., to pursue economic, ecological, and social goals [4]. These three dimensions are
summarized in the so-called Triple Bottom Line of sustainability [5,6]. Only by generating value in all
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three dimensions, while carefully balancing the challenges between them, will unfold the full benefits
of the concept of Industry 4.0 [7].

The actual effects of Industry 4.0 on the dimension of sustainability are still uncertain, and little
attention has been paid to the risks in particular [7–9]. In managerial practice, detailed observations
have not yet been executed to a sufficient extent, as a comprehensive implementation of Industry 4.0 is
still pending. Researchers, politicians, and representatives of business practice contradict each other in
their statements on the potential benefits and risks [7]. The current scientific literature and research
studies are mainly devoted to the technical foundations and technical challenges of Industry 4.0 [10,11].
Overall, the potential risks of Industry 4.0 are one of the main topics in public debates, hampering
or questioning Industry 4.0 implementation. This is especially true for economic concerns, such
as the loss of competitive advantage through diminishing business models, resulting in decreasing
profits or even a relocation of manufacturing [12]. Further, social risks are mentioned, including
required training and the requalification of the workforce or expected job losses, especially for routine
or simple occupations [13]. This leads to a decreasing acceptance of the existing workforce, and
impedes organizational transformation [14,15]. However, so far, the risks have only been considered
in isolation without structure, meaning that little knowledge has been gained about them and their
interdependencies [7].

Further, small and medium-sized enterprises (SMEs) in particular, which, in the European Union,
are described as companies with an annual turnover of up to 50 million euros and a maximum of
250 employees, have been considered less when regarding the risks in the context of Industry 4.0.
However, SMEs in particular doubt or even fear the concept of Industry 4.0 [16,17]. In addition, the
empirical results show that risks in the context of Industry 4.0 are perceived differently by SMEs,
especially as they do not fully grasp the opportunities of new business models in contrast to larger
enterprises [8,18]. However, relating to the large importance of SMEs, their integration is a key success
factor to the concept of Industry 4.0 [17].

Against the background of the research gap of a comprehensive risk framework regarding Industry
4.0, this paper attempts to empirically and theoretically derive such a framework and specifically focus
on the requirements of SMEs.

The remainder of the paper is organized as follows: Section 2 describes the theoretical background
regarding Industry 4.0, the Triple Bottom Line of sustainability, and risk management. Section 3
presents the state of research, and Section 4 states the method used. Then, Section 5 describes the
results, followed by a discussion in Section 6, and a conclusion in Section 7.

2. Theoretical Background

In the following, Section 2.1 gives a brief overview of the concept of Industry 4.0. Section 2.2
introduces the Triple Bottom Line of sustainability, whereas Section 2.3 introduces risk management to
the reader.

2.1. Industry 4.0

Industry 4.0 refers to a paradigm shift. It integrates IoT technologies into industrial value creation,
and thus achieves digital interconnection across company boundaries in real time [1,2]. Industry 4.0
can be defined as a real-time, intelligent, horizontal, and vertical networking of people, machines,
objects, and information and communication systems with the aim of dynamically controlling complex
systems [8,11]. The exact and comprehensive definition of the concept is disputed among different
research disciplines, as each research discipline tends to highlight individual characteristics [19].

The technological core of Industry 4.0 is formed by Cyber-Physical Systems (CPS) that are
composed of sensors, data processors, and actuators [1]. These merge the real and the virtual world,
and enable data to be transferred between people and objects along the entire value chain in real
time [17]. Similar approaches have been developing worldwide, e.g., the “Internet Plus” initiative
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within the concept “Made in China 2025”, or the “Industrial Internet Consortium” in the United States
(USA), among others [11,20].

Industry 4.0 has the potential to help companies meet the current challenges of industrial value
creation [7]. Thus, Industry 4.0 can help companies adequately meet the increasing volatility of the
markets, the increasing demands and complexity of products and services, as well as the shortening
of innovation cycles. Furthermore, it is expected that the flexibility and adaptability of products
and services will be increased, raising the overall efficiency of industrial value creation. Finally, the
potential for ecological and social benefit following the concept of Industry 4.0 is predicted, e.g.,
reduced energy and material consumption, the reduction of exclusion and waste, as well as adaptive
working environments [1,2].

2.2. Triple Bottom Line of Sustainability

Society has recently become aware of the environmental impacts of industrial value creation,
particularly since the “Brundtland Report” of the World Commission on Environment and
Development [21,22]. As a result, a corporate philosophy that exclusively aims to maximize profits
and completely neglects other stakeholders is no longer accepted [23]. This change in awareness has
helped Corporate Social Responsibility reach its current and ongoing relevance [24].

The Triple Bottom Line of sustainability includes the three dimensions profit, planet, and people,
which represent economic, environmental, and social aspects [6,21]. Economic success is the basis of a
company’s profitability and liquidity, which ensures its existence [25–27]. From an ecological point of
view, companies act sustainably if they exclusively use resources that can be reproduced and if they
only produce emissions that can be managed by the natural ecosystem [28,29]. The social perspective
includes economic action that respects the human and social capital of a society, and complements the
Triple Bottom Line [25,28,30].

Due to the interdependencies between the economic, environmental, and social aspects, the
different dimensions of sustainability should be taken into account within strategic and organizational
considerations in the implementation of Industry 4.0 [6,27,31].

2.3. Risk Management

Until today, uncertainty about a universal understanding of the term “risk” persists, which is
reflected by numerous attempts to define it [32–34]. This it is not surprising, since the term “risk” is
multifarious, and can be categorized by diverse attributes [35]. Deloach defined risk as “the level of
exposure to uncertainties that the enterprise must understand and effectively manage as it executes its
strategies to achieve its business objectives and create value” [36]. March and Shapira referred to the
classical decision theory and defined it as “the distribution of possible outcomes, their likelihoods, and
their subjective values”, whereas Miller stated that “the label ‘risk’ has also commonly been assigned
to factors [that are] either external or internal to the firm that impact on the risk experienced by the
firm”. In this sense, “risk” actually refers to a source of risk. Some common examples of risk referring
to risk sources are terms such as “political risk” or “competitive risk” [37,38].

However, the lack of consensus on the definition of “risk” impairs communication and
collaboration between researchers, as well as practitioners [39]. To enhance the understanding of
the term “risk”, this work follows the prevalent classification, defining risks as measurable and
objective [40]. The quantitative interpretation allows a numerical calculation, and thus the definition
as the sum of uncertainty and damage [41].

In business, each process and decision is affected by risk and uncertainty, leading to potential
incorrect assessments, misjudgments, or unexpected changes, with versatile consequences for a
company [42]. In addition, risks are not limited to the boundaries of a single enterprise, but rather are
spread across an ecosystem, leading to interdependencies between suppliers, customers, competitors,
and the company itself [43].
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This is amplified through digital advancements such as CPS, IoT, and Cloud Computing, which
are subsumed under the term Industry 4.0 or IIoT. Identifying potential threats, analyzing them, and
developing the necessary responses are the key objectives of risk management [44,45]. The process
consists of four steps: identification, assessment, mitigation, and monitoring [46]. The sequence of
these elements can either be displayed as a successive progression or as a continuous circle. As an
extension to traditional risk management approaches, this work is characterized by an additional
cross-company orientation that is aimed at the identification and reduction of risks on a company level
as well as in the business ecosystem [47].

3. State of Research

The extant literature contains assumptions that, through digitalization and the interconnection of
industrial value creation—supported by comprehensive data analysis, machine learning, and artificial
intelligence—potential can be tapped in all three dimensions of sustainability [7,48]. Previous studies
on Industry 4.0 have essentially examined the topic from a technical point of view [20,49].

Furthermore, existing studies have described the individual, specific aspects without discussing
the interdependencies [7]. However, the adaptation and balancing of these dimensions among
themselves represents a decisive mechanism for adopting and disseminating technologies [50,51]. An
analysis of sustainability in the context of Industry 4.0, especially regarding the risks, is still lacking in
the extant literature.

From an economic point of view, process transparency and networking in the context of Industry
4.0 can lead to an optimization of value creation [52]. The efficiency and flexibility of manufacturing
processes, as well as the quality and the degree of individuality of products and services, can be
increased [1,2]. As a result of the increased process transparency in internal and inter-company
logistics, throughput and storage times, and therefore logistics costs, can be reduced [53–55]. New
business models are also expected as a result of database-driven products and services [56].

In relation to the ecological dimension of sustainability, Industry 4.0 creates further potential
benefits [57]. The intelligent planning of tasks and processes, which is achieved by demand and process
transparency, can optimize load distribution in a company. This can reduce the energy consumption of
the industrial value chain [58–60].

A company’s energy consumption can also be reduced through using process simulations and
intelligent energy management [61,62]. Digitization and networking technologies can also improve
product life cycle management and recycling processes, resulting in lower resource consumption and
less waste [63–65]. This also applies to the recycling of raw materials and tools, and the retrofitting of
machines [66].

Furthermore, Industry 4.0 can help companies avoid unnecessary material flows and reduce the
volume of internal and external freight transport, as errors in deliveries, unnecessary waiting times,
and damaged goods are averted by data transparency throughout the supply chain [63,67]. In this way,
Industry 4.0 can help reduce greenhouse gas emissions, and therefore a company’s CO2 footprint [47].

Industry 4.0 is also expected to create benefits with regard to the social dimension. For example,
intelligent assistance systems and adequate human–machine interfaces can lead to increased employee
satisfaction [48,68]. Another aspect of digitalization is the greater flexibility in the processing of certain
tasks. One example is working from home, which promotes the integration of business and family [69].

On the downside, Industry 4.0 risks are expected to occur in all of the dimensions of
sustainability [7]. However, research in the area of risks and their interdependencies have been
sparse. Initial indications can be found with regard to the economic dimension. For example, it is
assumed that the implementation of Industry 4.0 requires large investments with uncertain success as
well as profitability, leading to a high implementation barrier [70].

In the social dimension, it is discussed how occupational profiles and working habits will change,
how some tasks will fall to autonomous systems, and how the automation of simple tasks will continue
to progress, which can lead to job losses [49,71,72].
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In addition, most companies lack the knowledge that is required for an appropriate
implementation of Industry 4.0-related technologies [73]. Still, there is broad disagreement as to
whether Industry 4.0 will lead to an increase or decrease in jobs [71]. Statements and figures in this
context are disparate, and sometimes even contradictory [48].

In sum, there is still a research gap in the area of Industry 4.0-related risks, as there has been no
holistic framework that gives an overview of the possible risk dimensions of Industry 4.0. However, a
holistic approach that provides an overview is essential for research and practice. While future research
can build upon such a framework in order to better understand the implementation of Industry 4.0 in
specific cases, managerial practice can use the framework in order to transfer their own situation to
this overview.

4. Method

The aim of the study is to identify the risks that arise within the framework of Industry 4.0.
For this purpose, a qualitative, empirical study design was chosen, since a comprehensive and
systematic analysis of the risks is still lacking, and this research design is particularly suitable in
this context.

In order to create a general and comprehensive overview of risks, which already involves
presenting an extensive topic for the expert interviews, it was decided to solely focus on the risks
rather on the benefits of Industry 4.0, which are better understood [7,8].

The study is based on in-depth interviews conducted with experts from business practice [74,75].
This approach is used for a number of reasons. First, case studies provide well-founded information,
and help explore facts in depth [76,77]. Secondly, a case study design in the context of information
and communication systems has already been proven to be successful on several occasions [78,79].
Third, the approach is particularly appropriate in the context of complex, new, and evolving
phenomena [77,80]. The application of multiple case studies supports the accuracy, robustness,
reliability, and generalizability of the results [74,77,81]. Semi-structured expert interviews serve as
a data basis, which allow data to be collected in a structured way while maintaining the necessary
openness to include new and unexpected information [77,82].

The data sample of the study consists of interviews conducted between October 2017 and January
2018 with 14 managers from German industrial companies. All 14 companies come from established
industry sectors, and are not from purely information technology (IT)-related sectors. Six out of 14
enterprise representatives that were interviewed can be classified as SMEs, according to the definition
of the European Union [16]. The companies come from 13 different industries, and have all already
gained experience with Industry 4.0. Thereby, the paper attempts to generate a broad overview
of the risks that are related to Industry 4.0, and relevant to different industries and company sizes.
The only limitation was that all of the companies had to be active in business-to-business (B2B) contexts.
German companies were chosen due to the importance of Germany as an industrial nation, as well
as the acquired knowledge with Industry 4.0-related technologies, which is already available. The
heterogeneity in the sample allows the results to be generalized, and the potential negative effects of
the sample distortion to be counteracted [77]. The interviews lasted between 36 and 73 min, and were
conducted in German. For reasons of confidentiality, the names and entrepreneurs of the interviewees,
as well as their characteristics, were made anonymous. Table 1 gives an overview of the sample.

Table 1. Data sample. ICT: information and communication technology.

Expert Industry Sector Employees

E1 Mechanical and plant engineering Below 100
E2 Textile industry Below 100
E3 Medical engineering Below 100
E4 Electrical and ICT industry 100–1000
E5 Metrology Below 100
E6 Metal and steel industry 100–1000
E7 Aviation 1000–100,000
E8 Electrical and ICT industry Above 100,000
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Table 1. Cont.

Expert Industry Sector Employees

E9 Automotive 10,000–100,000
E10 Mechanical and plant engineering 10,000–100,000
E11 Food industry 1000–10,000
E12 Electrical and ICT Above 100,000
E13 Automation industry 10,000–100,000
E14 Automotive Above 100,000

The interview guide is based on the scientific literature, but followed the principles of openness
and flexibility [83,84]. In order to check the length, comprehensibility, content, and plausibility, two
interviews were conducted in advance with two independent managers. After minor adjustments
were made, the interview guide consisted of two parts. In the first part, questions about the company
and the person were asked, e.g., the current position and career of the interviewee. In the second part,
a risk assessment of Industry 4.0 was carried out.

Thereby, interviewees were specifically asked to refer to risks that they had encountered in their
practical experience with Industry 4.0, rather than quote knowledge that they had acquired from third
parties. Inspired by the overview of the potentials and challenges of Industry 4.0 by Kiel et al. [7], the
following six questions were asked:

‚ Which economic risks did you encounter when implementing Industry 4.0?
‚ Which ecological risks did you encounter when implementing Industry 4.0?
‚ Which social risks did you encounter when implementing Industry 4.0?
‚ Which technical risks did you encounter when implementing Industry 4.0?
‚ Which IT-related risks did you encounter when implementing Industry 4.0?
‚ Which legal or political risks did you encounter when implementing Industry 4.0?

In order to prevent falsification and be able to concentrate fully on the conversation, all of
the interviews were audio recorded and transcribed. The transcripts were then examined using a
qualitative content analysis [85]. As much supplementary secondary data as possible was also collected
to verify the statements from the expert interview (e.g., company websites or annual reports) [77,86].

In the qualitative content analysis, inductive coding was applied. The coding process of Gioia et
al. was used [87]. As an initial step, first-order categories were developed. In the second step, these
categories were synthesized into superordinate categories. Finally, the topics were summarized in
the risk dimensions: economic, ecological, social, technical, information and security risks, and
political/legal risks. The developed categories were simultaneously enriched by the scientific
literature [77,88]. This was done in order to allow new trains of thought to emerge, and not limit the
approach by predefined hypotheses [89,90].

The entire process was conducted by a research team comprising all five authors of this article
in order to increase the validity and objectivity of the coding procedure [91]. Prior to this process, all
of the team members separately suggested coding categories. Using these, we calculated inter-coder
reliability that resulted in a high value following Holsti [92]. Following this, we compared and
carefully discussed the individual coding, rethought and if necessary revised the categories, and lastly
consolidated them into our final framework.

The categories and risk dimensions can be found in Tables 2 and 3.

5. Results

The results of the study reveal six risk dimensions with 27 sub-dimensions that occur during
the implementation of Industry 4.0. Risks exist for individuals, for SMEs, and for entire national
economies. Table 2 gives an overview of the dimensions and categories identified in the study,
including exemplary statements by the interviewed experts that are related to the Triple Bottom Line
of sustainability. Further, Table 3 summarizes the risk dimensions that were derived in the context of
technological, IT-related, and legal or political risks.
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Table 2. Topcodes and subcodes within risk dimensions of the Triple Bottom Line.

Dimension Topcode a Subcode b Exemplary Expert Statement

Economic risks

[7,8,14,17,19,20,70]

Financial (14)
Long and uncertain amortization (12)
High investments (8)
Personnel costs (5)

“ . . . high costs with long and unclear amortization.” (E1)
“SMEs (small and medium-sized enterprises) are reluctant with respect to
investments.” (E2)
“Higher investments need to be amortized [...] Will I get this investment back?”

Time and manner of investments (10)
Risk of false investments (8)
Decision in what to invest when (6)
Too late investments (6)

“The whole concept is difficult to predict. When should one invest where?” (E11)
“Many technologies are not at a mature stage yet; we are unsure where to invest.”
(E13)

Changing business models (9)

Loss of core competencies (5)
Customer demands/acceptance (3)
Transformation of business models (2)
Lacking understanding of data-driven business models
(3)
Business model will only continue in niche (1)

“From our point of view, as a company with a SME culture, it is a risk that we will
not generate any ideas [ . . . ] regarding new business models [ . . . ] especially
transferring B2C [Business-to-Customer] business models to B2B
[Business-to-Business] contexts.” (E7)

Competition (5)

New competitors (4)
Diminishing barriers to market entrance (4)
Competitive pressure (3)
Transparency of data can be misused (2)

“Let’s take an established mechanical engineering enterprise, that is now overtaken
by a software firm [ . . . ] This generates new competition, which would otherwise
not exist.” [E9]
“ . . . that a competitor, or an unknown disruptor, gets in between us and our
customer.” [E10]

Dependencies (4) [3] Power shifts (3)
System suppliers (2)

“There is a large dependence on some suppliers. Only this supplier has the
knowledge and can therefore ask for any price.” (E4)

Ecological risks

[9,47,49,57–63,67]
Consumption (3) Raw materials (2)

Energy (2)
“Following digital transformation, our power costs have risen by a factor of five.”
(E1)

Pollution (2) Waste (2)
Emissions (1) “For new machines required, new resources will also be required.” (E2)

Lot size one (1) “Anyone can configure everything free of choice [ . . . ] many products will not be
reused, as those are highly customized, producing additional waste.” (E8)

Social risks

[7–9,13,15,17,19,20,48,
49,63,65,67–69,71,72]

Job losses (14)
Shifts of competencies (9)
Automation (8)
Reduction of process steps (6)

“Many jobs will disappear completely.” (E1)
“Society has to provide an answer to people whose jobs will not be required
anymore.” (E4)
“More skilled workers will be required; unskilled workers might not find a job
anymore.” (E8)

Organizational structure and leadership (11)
Organizational transformation (7)
Communication (4)
Awareness (3)

“Where should I place the topic, where should it be led? If there is no clear
communication, it will be dead in a short time.” (E8)
“Leading the employees to new tools and methods requires organizational change.”
(E14)
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Table 2. Cont.

Dimension Topcode a Subcode b Exemplary Expert Statement

Internal resistance and corporate culture (9)

Older employees (9)
Resistance (4)
Error culture (2)
Fear (2)

“One has to realize that without digitization, we will not succeed in the market.”
(E5)
“We often hear ‘we have done this like that forever’ or ‘the machines have run like
that for several years’.” (E10)
“Employees are reluctant toward this topic; they simply fear losing their jobs.” (E13)

New requirements for training (9) Training on the job (5)
Apprentices (4)

“We need special skills, especially for workers in the IT area. They need to be
appropriate for the job and receive training.” (E7)
“It is a huge risk that employees cannot become qualified quickly enough.” (13)

Stress (5)
Mental stress (3)
Missing social interaction (2)
Permanent availability (1)

“Our employees are stressed anyway. How should they be able to focus on further
tasks?” (E2)

Lack of qualified personnel (7) Information technology (IT) (5)
Interdisciplinary thinking (3) “Computer programmers can go anywhere they want.” (E2)

Concerns regarding Artificial Intelligence
(AI) (4)

Distrust in AI (2)
Traceability (2)
Liability (2)

“What happens if machines decide by themselves?” (E11)
“A first company writes an algorithm, a second one uses it, and a third one does not
receive suppliers.” (E12)

Manufacturing relocation (3) “Industry 4.0 could lead to factories being shut down or relocated.” (E9)
a (number of mentions), b (number of mentions), multiple answers possible.
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5.1. Economic Risks

5.1.1. Financial

Industry 4.0 technologies require large investments, with an unknown duration for amortization
together with uncertain success. Technically, it would be possible to automate, digitize, and
network many processes of operational value creation. However, this requires large expenditures
for the infrastructure, implementation, and maintenance. It is assumed that the digitization and
interconnection of industrial value creation is characterized by a high degree of complexity. It is
questionable which processes will actually be economically profitable in the long term.

The short to medium-term profitability of investments in Industry 4.0 technologies can often
be negative. This is due to several reasons. First, high investments are required, which come along
with complex implementations. Second, the benefits only occur with a time lag. Third, the total
benefit cannot be measured in monetary terms. Ultimately, this leads to a balancing of costs and
benefits, which can only be decided on a company-specific and case-by-case basis. It should also not be
forgotten that pressure can be built up from outside a company, for example by important customers
and long-standing partners, forcing the company to digitize and link the value-added process. The
latter case requires a decision under strategic considerations; however, it does have a direct influence
on profitability.

There is also a high risk with regard to the necessary provision of resources. The implementation
of digitization and networking technologies requires large monetary investments such as complex
machines and systems. On the one hand, this means a high financial risk, as there is a time lag between
the investment and the amortization, which must be covered by the company’s own financial resources.
On the other hand, these investments are highly uncertain.

In this context, there is a particular risk for SMEs that such investments may exceed their available
resources and opportunities. In this case, these companies may be driven out of the market by large
companies. In addition, such investments for SMEs usually mean that an entire enterprise is “betted”,
with a potentially life-threatening outcome.

Furthermore, the development, implementation and use of digitization and networking
technologies require large amounts of raw materials. The global reserves of these raw materials
are limited. It is questionable to what extent the economy can be supplied with sufficient resources in
the future, and what the global price of development will be. Therefore, companies are exposed to the
risk that raw materials may become more expensive, raw materials may become scarce, and supplies
may be uncertain, or raw materials may not even be available.

High investments are also expected regarding experts with new and rare skills, for instance,
computer science, programming, data security, or data scientists. The scarcity of such experts is a risk
that will be discussed in detail within Section 5.3, social risks. From a purely financial perspective, those
skill sets are hard to obtain, as they are rare on the market, and therefore require large investments.
This becomes especially relevant for SMEs, as they cannot afford IT-related experts in many cases.
Further, the variety of IT experts that is needed is huge, which cannot be accomplished by a single
IT expert. For instance, SMEs would require expertise in various fields, such as data security for
programming. However, the small size of SMEs does not allow them to employ ever type of required
expert. Therefore, SMEs tend to have a trade-off between general IT experts and specialists, as they
would require the latter, but can only afford the former.

5.1.2. Time and Importance of Investments

Based on the aspects mentioned above, many interviewees raise concerns over whether to
invest in certain technologies. Especially for SMEs, which tend to have a limited resource base,
it remains a challenging task to grasp the importance and relevance of specific technologies. Hereby,
interviewees face the risk of false investments, for instance in poor and often immature technologies.
The technologies are fraught with uncertainty, which will be truly necessary and will succeed. As the
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new technologies that are associated with Industry 4.0 require large investments, focusing on the
wrong technologies can be a fatal decision, especially for SMEs with a small resource base.

Building on the risk of false investments, many companies are confronted with the decision of
when to invest in certain technologies. The difficulty for the right time and manner of investments,
which need to be distributed between different technologies and the different departments of a
company, can be seen as a crucial success factor regarding Industry 4.0. Especially smaller enterprises,
which often do not possess the needed expertise for this decision, seem to be overwhelmed with the
possible choices.

Concomitant with the risk associated with false investments that drive companies to delay
investments, postponing them too much is seen as an equally important risk associated with Industry
4.0. As a result, the risk of late investments arises, leading companies to miss trends as well as the
opportunity to position themselves on the market. Overall, this circumstance is identified as a major
factor that delays the implementation of Industry 4.0.

5.1.3. Changing Business Models

The appearance of Industry 4.0 leads to changes in a multitude of layers. It can fundamentally
change the ways that enterprises work, as well as the required skills. Therefore, companies can, for
example, lose vital core competencies, market success, or profitability. Among others, mechanical
quality and expertise, personal contact, and highly flexible solutions that do not build on digitized
solutions are in particular named by the experts. These core competencies are especially highlighted
by SMEs who fear that their key assets might no longer be attractive to customers. Instead, the IT
capabilities of products or purely IT-based services might be what customers are willing to pay for, but
SMEs struggle to develop these competencies.

In the same regard, changing customer demands and lacking customer acceptance of Industry
4.0-related technologies must be regarded. As named above, customers might increasingly focus
on the new capabilities of products and services. However, another group of customers might be
reluctant to pay for new technologies. Furthermore, investments in such new technologies need to
be amortized by the providers of such technologies, requiring customers to pay for it. Therefore, the
emergence and success of Industry 4.0 technologies depend on a two-sided phenomenon: on the one
hand, the providers of such technologies can only develop these if customers are willing to pay for
them. However, customers are not yet willing to pay for the new technologies, possibly leading to the
entire supply chain missing the trend. SMEs in particular are highly dependent on their customers
to deliver the required financial resources in order to finance their research and development (R&D)
activities. Therefore, this risk needs to be regarded from an ecosystem perspective.

As a further aspect, Industry 4.0 promotes the emergence of new business models, such as
platforms. These have the potential to cannibalize existing business models, making implementation
difficult. At present, many companies are (still) focused on marketing their products. In the future, the
focus will rather be on providing solutions and addressing customer problems. Therefore, companies
are faced with the risk that their business model will not be able to adapt quickly enough to these future
requirements. At the same time, radical changes are necessary in order to implement new models,
which inherently creates severe challenges for companies with a variety of potential issues. Since
these developments are difficult to predict, there are particularly considerable risks for the existence of
a company.

Further, lacking expertise in developing data-driven business models can be derived from the
expert statements. Relating to the non-IT nature of several of the enterprises regarded in his paper,
there is a tendency toward traditional thinking, which is product-driven rather than data-driven.
This means that many of the decision makers do not know how to generate value from data. SMEs
especially describe that their current business models are not compatible with deriving value from data,
which is related to the small amount of data that can be collected within their value creation. Also, a
single interviewee expresses the risk of being driven into a niche segment following the developments
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housed under the term Industry 4.0. If data is the “new gold” in Industry 4.0, old competencies might
only be valuable in niches.

5.1.4. Competition

Although Industry 4.0 was originally intended as a countermeasure, geographical borders seem
to disappear, increasing the competition from previously unnoticed regions. This is accompanied
by lowering entry barriers, whereby new competitors can emerge from the market very quickly and
unnoticed. As previously described, these could stem from IT-related disciplines that attempt to enter
traditional industrial markets. Therefore, established manufacturers need to react to new market
entrants from other industries, with entrance barriers diminishing or shifting toward conditions that
are favorable for new market entrants.

The paradigm shift of Industry 4.0 will also lead to an increase in performance, price, and
cost pressure. With the help of digitization and networking technologies, individualized services
can be provided at the cost of mass production. Traditional manufacturers in particular expect
that their products will be in markets with even more competitive pressure. This also relates, as
explained above, to customers’ decreasing willingness to pay for certain capabilities—particularly,
non-IT related capabilities.

Another aspect raised by several interviewees is that the increased transparency of data, which is
also visible to other stakeholders within a supply chain, can lead to increased pressure from their side.
For instance, knowing key figures such as the overall equipment effectiveness, cycle times, scrap rates,
or similar might be used in order to negotiate prices and conditions. SME representatives in particular
have mentioned here that their lower bargaining power—expressed by a smaller share in the value
chain, especially in terms of data—might be used to their disadvantage. Hence, SMEs see it as a risk to
share information and data digitally with other stakeholders in a supply chain.

5.1.5. Dependencies

Several interviewees raise concerns regarding whether Industry 4.0 will raise new dependencies
from certain key suppliers, especially in purely IT-related fields. Traditional manufacturers fear that
their competencies might be less valued, whereas new competencies will lead to customers’ higher
willingness to pay, as explained above, which is also related to the rarity of these new competencies.
Hence, traditional manufacturers fear a loss of power, leading to power shifts that are unfavorable
for them.

The integration of external partners helps compensate for a lack of skills or resources, but leads to
a high degree of dependency. SMEs, in particular, usually do not have sufficient skills or resources of
their own to develop the technologies independently and implement them. They often have to fully
rely on external partners.

For example, the development of suitable software solutions is often outsourced. In the short term,
this approach is certainly effective and time-saving, but in the long run, it leads to a dependency from
which it is difficult for the companies to escape. This is mainly because knowledge remains with the
partner, and further work—such as repairs or updates—can no longer be carried out independently.

The result is a sort of monopoly position by the provider vis-à-vis the procuring company, and
the provider company can demand a correspondingly high price. This phenomenon occurs with all
types of solution providers, but the effect is even more pronounced with so-called system suppliers.

5.2. Ecological Risks

5.2.1. Consumption

The implementation of Industry 4.0 in business practice and the application of digitization and
new technologies involves various ecological risks. For example, they require and consume a large
amount of raw materials. The extraction, transport, and processing of raw materials have mostly
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negative effects on the environment. One example is the extraction of rare earths in China, where the
extraction process produces acidic sludge, radioactive substances, and other toxic waste, all of which
pose a threat to the environment.

New machines are needed in order to transform the company’s value chain, and their production
requires raw materials as well. In this respect, it is assumed that the use of digitization and networking
technologies will have a negative impact on the environment.

The application of Industry 4.0-related technology also leads to high energy consumption. It is
questionable to what extent the increases in efficiency as a result of digital networking exceed the
financial expenditure for energy. In addition, companies will become progressively dependent on
energy producers and suppliers, and thus on their prices. From a holistic perspective, the question is
also raised as to what extent efficiency gains, in the context of digitization and interconnection, exceed
the energy required to promote them (“energy balance”).

If, for example, the generation, transport, and storage of energy for the implementation and use
of Industry 4.0 technologies consumes more energy than the efficiency gains that would be generated,
then assuming the complete internalization of all external effects is at least questionable from a
macroeconomic point of view. This relates especially to data transmission, decentralized systems such
as blockchain, or required server capabilities that consume a large amount of energy.

5.2.2. Pollution

Among the ecological risks, as stated by the interviewees, are increased waste generation and
emissions. The implementation of Industry 4.0 requires the machinery and equipment within an
enterprise to be made Industry 4.0-capable. The economy is already making efforts to retrofit the
existing machinery and equipment to save costs and resources. However, this will not be possible for
the vast majority, due to the great complexity and required new technological capabilities.

Many of the existing machines and systems will have to be replaced by a new generation.
Although attempts can be made to recycle at least parts of the old machines or plants and install them
in the new ones, the majority has to be discarded and ends up in landfills.

This represents a burden on the global environment, especially since the decomposition and
degradation of many waste materials takes a very long time. In addition to waste, it is conceivable
that Industry 4.0 will cause further environmental pollution. It is being discussed as to what extent
Industry 4.0 promotes, among other things, the emission of environmentally harmful gases and thus
has a negative environmental impact. This relates to, for example, CPS that need to be manufactured.

High-tech machinery in particular can be named in terms of creating high levels of pollution,
especially in the manufacturing process.

5.2.3. Lot Size One

Another point raised by the interviewees is that the concept of “lot size one”, mass customization,
and a high degree of individualization cannot only be seen from a positive side. A higher level of
standardization of products also includes the possibility of using the product again, for instance, by
reselling it.

However, the more individualized products become, the more difficult it is for another firm or
person to reuse those products. Therefore, waste might be increased, and recycling might become
more difficult with non-standardized products.

5.3. Social Risks

5.3.1. Job Losses

A social risk is the possible loss of jobs. The employees expect there to be a shift in the necessary
competencies within companies in the future. This particularly affects those activities, which can be
automated as well as activities within the range of the information and communication technology.
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This shift can lead to job losses if employees are not able to adapt quickly enough and satisfy the new
requirements. Hereby, it has to be noted that, in addition to the roles performed by personnel with low
qualifications such as repetitive tasks, planning and decision-making could also become automated,
meaning that more highly qualified personnel could also be at risk of job loss. Therefore, personnel
with different competencies need to be able to develop new competencies, which is a major risk in the
social dimension of Industry 4.0.

Based on this shift of competencies and the reduction of process steps, the integration of Industry
4.0 can lead to an opening of the social gap. Part of the workforce will be able to meet the changed
requirements and prepare adequately for the challenges of the future through further training and
education. It is unclear what will happen to those who do not succeed in this development—either
because they do not want to, or because they cannot. It can be assumed that this will lead to social
tensions within enterprises as well as in society. Therefore, society is encouraged to discuss this
challenge and possible solutions.

5.3.2. Organizational Structure and Leadership

In order to successfully transform an organization, the organizational structure needs to be
adapted to the requirements of Industry 4.0. Giving IT-related departments more influential power, for
instance through the establishment of a Chief Digital Officer (CDO) function or similar, is only one of
the most prominent examples named by the interviewees. The interviewees further name it as a risk
to stick to existing organizational structures, as well as transform existing organizational structures
too radically. In particular, medium-level management representatives are named as hindrances to
successful organizational transformation if their department receives cost cuttings or a loss of power.
Therefore, successful organizational transformation is of vital importance that needs to be carried
out thoroughly, but also with respect to the personal interests of several stakeholders in the existing
organizational structure. Further, traditional manufacturers are described as requiring more flexibility
in their organizational structures, as the development of business models or software cannot be
accomplished by traditional R&D teams, but instead needs new, more flexible teams. Entrepreneurial
spirit is an aspect that is often heard of, but is regarded as a major risk to Industry 4.0 being unsuccessful
in traditional manufacturing enterprises.

Adequate communication within the company, especially from management and leading
personnel, needs to be established. According to the interviewees, the necessities of change will only be
accepted by employees if the requirements and a clear strategy can be presented. Otherwise, internal
resistance will be a result of unclear or dishonest communication from management to employees.

A third aspect that is often raised by the representatives of SMEs is that management also has to
be aware of the developments and necessities that are associated with Industry 4.0. Hereby, especially
older decision makers—who are, in the case of SMEs, often also owners of the enterprise—are described
as being reluctant or even resistant. In particular, the shift from traditional organizational structures,
i.e., the integration of IT-related expertise and their influence on decision-making, is named to be a
major risk in this context. Further, if the company seems to be running well, an augmented resistance
against new change can be encountered.

5.3.3. Internal Resistance and Corporate Culture

Among others, additional risks arise from internal resistance and an inadequate corporate culture.
Company employees should accept the changes that are described above and required, in particular
toward digitalization and organizational transformation. However, several interviewees mention
resistance from employees and also from medium-level management, especially relating to older
employees. Here, it remains a risk that older employees or medium-level managers do not support
the necessities of organizational transformation. However, their knowledge is regarded as essential in
order to successfully transform the enterprise. Therefore, there has to be a careful balance between
integrating older employees whilst maintaining the pace of change needed for Industry 4.0.
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Additionally, a culture that constructively analyzes and does not conceal errors should be
developed within the company to encourage the employees to try something new, even if they
might fail. If failure is stigmatized, employees run the risk of falling into ignorance. The risk for
an organization to be paralyzed and miss important developments due to a lack of openness and
courage to do something new is critical. New systems and processes should be accepted and used.
The company should arrange all of the necessary preparations, such as training. In particular, the
management level should set a good example. Currently, traditional manufacturers are described as
being all about preventing error and decreasing failure rates. However, new IT or data-related business
models cannot be implemented without trying something new that could fail. Furthermore, vital
features such as communication and the exchange of information have to be ensured. Otherwise, the
risk of information and knowledge islands arises, especially in the organizational areas of information
and communication technology.

Another aspect raised is that, as a result of social concerns, foremost job losses or the loss of
influence and power, makes employees afraid, and therefore they do not support the concept. This is
named as a further risk that needs to be counteracted by the several measures stated above, most of all
communication and adaptive organizational structures.

5.3.4. New Requirements for Training

According to the interviewees, two measures need to be successfully developed in order to
address the risk of skill shortages and necessary organizational transformation: training on the job for
existing employees, and the training of apprentices. Both measures are regarded as necessary by the
interviewees, but are also regarded as a risk. Whereas training on the job is expected to meet resistance
by employees and lead to shortages in the existing tasks, adequate apprentices are noted as hard to
find. Further, IT-inclined apprentices are described as rare and difficult to find on the market. SMEs, in
particular, state that they do not have the capabilities to send employees on training courses for a long
period of time, making them less attractive to potential apprentices in comparison to larger enterprises.
Hence, it remains a significant risk for a company if it is not able to retrain its personnel and employ
the required new apprentices.

5.3.5. Lack of Qualified Personnel

In order to successfully establish Industry 4.0, there is a call for a changed requirement profile
for employees. In particular, IT-related skills will be in demand in the future, as will interdisciplinary
thinking and acting. Training, advanced training, and new training programs are required to prepare
employees, as described in the section prior. However, not all of the employees will have the necessary
openness for this, which will lead to internal problems.

For the implementation of Industry 4.0, sufficient competencies have to be developed in order
to ensure sufficiently skilled personnel. Due to the competitive pressure on the labor market and the
large number of alternatives for specialists, skilled personnel in particular is associated with high
costs. Alternatively, IT-related experts can be accessed via external service providers, which can be
contracted, but also are expensive and generate new dependencies. In particular, SMEs describe that
they would prefer to have IT competencies in their own enterprise, but this is hardly possible.

Further, it is necessary to create incentives for suitable specialists so that they remain in a company
with their competence and expertise. Since competitive pressure and the supply of alternatives are
high, it is becoming increasingly difficult to retain skilled workers, such as programmers, in a company
in the long term.

SMEs in particular face this challenge, because they cannot provide the same monetary and
non-monetary incentives, such as social benefits and pensions, as large companies. Additionally,
several interviewees described that while it is important to have the adequate specialists in
IT-related fields, generalists must be installed between traditional and new competence fields, and
interdisciplinary thinking must be supported.
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Several interviewees state that it is not only IT-related personnel who are beneficial, but also
personnel who understand the traditional core business of the enterprises as well as new, IT-related
fields in order to mediate between both. However, getting access to such generalists with expert
knowledge in both fields is difficult, as those are hard to find on the market, especially for SMEs.

5.3.6. Stress and Overextension

New demands on employees and additional tasks at work can lead to overload and strain. As
explained above, new competencies are required for employees. Among others, more competencies
in the field of information and communication technology as well as a high degree of flexibility will
be required. The handling of new systems and the use of technical components will place additional
demands on employees, which will increase the pressure to learn and change.

There will be also further tasks for employees in the future. If previously manual tasks become
completely automated, employees need to be able to obtain new tasks. For instance, an operator of a
machine could become a “manager” of several machines. The new requirements, coupled with the
new tasks, entail the risk that some employees will receive more responsibility, which is perceived as a
heavy burden, and could result in the feeling of being overtaxed and overloaded in their job.

Further, the loss of social interaction, as tasks are given increasingly to computers and automated
services, is named as a further social risk by the interviewees. Some employees might struggle to
spend more time in front of the computer, and less time interacting with other humans. Especially
for SMEs, their family-like structure with a strong social interaction is seen as a key asset that might
be lost. Furthermore, the need for the permanent availability of employees, since their tasks could
become more complex and they could be in charge of global supply chains, puts additional stress on
employees that must be overcome.

5.3.7. Concerns Regarding Artificial Intelligence

Artificial Intelligence is a set of technologies that can raise distrust among employees and
decision makers. Several interviewees stated that distrust in decisions, especially if they are incorrect,
questionable, or with negative consequences, can be seen as a major hindrance for the acceptance of
the technology by humans. Thus, giving power to Artificial Intelligence and losing human control
is seen as a major social concern that must be addressed for implementing data-based Artificial
Intelligence approaches.

Comparably, if mistakes occur, several interviewees wonder if it will be possible to track and
clearly assign the error to the Artificial Intelligence, or the person who designed the Artificial
Intelligence. Although such considerations might seem quite futuristic, interviewees stated that
these are already concerns, and therefore must be considered from a social perspective on Industry 4.0.

In a similar regard, several interviewees questioned liability in a world where Artificial Intelligence
makes decisions. Can an algorithm, including from a legal perspective, be blamed for a decision, or
should the person who designed the algorithm be blamed? The interviews suspected social concerns
heading in such directions, especially in an industrial supply chain with several stakeholders.

5.3.8. Manufacturing Relocation

Relating to several economic and social risks, interviewees expressed the risk that manufacturing
relocation could be a result. This relates to economic considerations, such as an attempt to bundle
investments, as well as social risks. For instance, employees’ resistance or lack of qualified personnel
could drive manufacturers to relocate their factories to areas of the world where both aspects do
not play such a major role. Hence, several interviewees regarded factory closures or relocation of
manufacturing facilities as a social risk that needed to be considered in the context of Industry 4.0.

Table 3 summarizes the topcodes and subcodes within the technological, IT-related, and legal or
political risk dimensions.
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Table 3. Topcodes and subcodes within risk dimensions.

Dimension Topcode a Subcode b Exemplary Expert Statement

Technical risks

[7,8,17,20,50,51,68,73]

Technical Integration (7)
Technical complexity (4)
Retrofitting (3)
Software (2)

“Saying “we need sensors” is easy, but in a tool that has a very high temperature, sensors
will be destroyed.” (E7)

Dependency (4) System failure (4) “What if a data hub, which is vital for many parts, fails?” (E5)

Standards (4) Multitude of standards (4)
Definition of interfaces (2)

“Where is the definition for standards worldwide?” (E5)
“The market requires technological standards, especially regarding communication and
interfaces. The customer does not want to run several systems.” (E14)

IT risks

[7,8,17,20,68,73]

Cyberattacks (8) Technical solutions (6)
Awareness and organizational structure (4)

“We have 500 to 600 cyberattacks per day” (E6)
“Someone could cripple production from outside.” (E7)

Data possession (8) Data ownership (8)
“If I use the data of a customer and gain more valuable data. [ . . . ] do I have to reward him
or give him the data back?” (E10)
“Who owns the additional value generated by data?” (E14)

Data security (5) Protection of intellectual property (5)
Loss of competitive advantages (3)

“How can one protect against competitors if data becomes transparent and everyone is
connected?” (E3)
“Data security is required so that production figures and know-how do not leave the
company.” (E7)
“If every address of each sensor is on the Internet, this becomes a problem.” (E10)

Data handling (4)

Data amount (2)
Data quality (1)
Multitude of data types (1)
Data consistency (1)
Data competence (1)

“You can receive so much data from production that the server can’t handle it anymore.”
(E6)
“Getting correlations from data is possible, but one needs the competencies to interpret
them” (E12)
“We don’t know which data we will require. [ . . . ] We need data consistency from design
to service.” (E14)

Cloud Computing (2)
Overextension (2)
Data storage (1)
Real-time capabilities (1)

“Are the networks stable, if I need real-time interconnection via the cloud?” (E12)

Legal/political risks

[7,17,20,48,68]

Infrastructure (9) Broadband internet (8)
Mobile network (1) “Suddenly, you realize that there is just a 10 Mbit line available in Berlin.” (E6)

Legal aspects (6)

Working time regulations (3)
Data protection (2)
International standards differ (2)
Increasing legal complexity (1)
Online contracts (1)

“Working time regulations are a major point that need to be changed for Industry 4.0” (E4)
“Who owns the data? I don’t think that our legal system has the right answers for that” (E7)

a (number of mentions), b (number of mentions), multiple answers possible.
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5.4. Technological Risks

5.4.1. Technical Integration

The implementation and use of Industry 4.0 solutions involves technical risks. Several
interviewees mentioned that technical complexity might increase once again, resulting from a merging
of mechanical and IT systems across several stakeholders in a supply chain. The integrated approach
of Industry 4.0—horizontal and vertical interconnection—might bring a great deal of potential, but
also is associated with a high level of complexity in order to be implemented.

Not conquering those risks on a satisfactory level is a risk itself, as digital transformation needs to
happen quickly in order to successfully unfold, but the technical complexity that arises from aspects
mentioned below also needs to be considered.

The retrofitting of existing machinery is a possible way of decreasing the costs of Industry 4.0
implementation. However, from a technical point of view, this poses large technical challenges. For
instance, purely mechanical machines must be converted so that they can be operated automatically.

In particular, SMEs are hereby hampered by the so-called “legacy barrier” that their successful
path in the past—which was often achieved with only basic machinery, flexible solutions, and a low
degree of automation—can no longer be the approach going forward in the concept of Industry 4.0.
Such approaches might have secured niches for SMEs for years, but they do not provide the necessary
data transparency that is required across the supply chain in Industry 4.0.

Another example is that sensors need to be integrated in existing machinery, which can be
challenging, but is necessary in order to collect the data that is required for interconnection.

Software development that is compatible with existing technical solutions also represents a
risk according to the interviewees. Whereas existing systems might not be easily compatible, new
developments would cost a lot of resources. Therefore, making software compatible with existing IT
solutions in the manufacturing industry is described as a large risk.

5.4.2. Dependency

According to the interviewees, there is a great dependency on technology and software in the
concept of Industry 4.0. The experts argue that in the event of a software or a system failure, the entire
operational value chain could break down. Accordingly, the enterprise or even the entire supply chain
becomes highly dependent on the functionality of the technical systems.

Therefore, the interviewees argued that the systems must be as resilient and redundant as possible,
and that there must be a “fall back” solution in order to ensure production in the event of a part of the
system failing.

5.4.3. Standards

The technical integration of Industry 4.0 also poses risks related to unified standards. According
to the interviewees, enterprise resource planning (ERP) systems and manufacturing execution systems
(MES) alone pose a multitude of possible standards that must be unified or made compatible.

In particular, SMEs tend to have even less clear standards, often having non-standard solutions in
place that require a lot of manual work in order to make data interchangeable across systems. However,
in order to generate value from data and allow data analysis, data needs to be on a level that ensures
quality and consistency, calling for unified standards across different functions that currently all have
their own ones.

Further, the clear definition of interfaces, especially across companies, is of vital importance.
It is not sufficient to approve extensive investments in machines and systems without anchoring
the processing and interpretation of the acquired data in the organization. Rather, explicit areas
of responsibility have to be defined, and the new technology needs to be integrated into the
operational organization.
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A technical integration into the operational processes requires the selection of the best-fitting
system for the respective operational context. However, in the diversity of existing systems, this
purpose is never easy. According to the interviewees, clear interfaces must be drawn between systems,
and standards must be established. This becomes increasingly difficult if interfaces must be established
across the supply chain, but already differ between departments within a company.

5.5. IT Risks

5.5.1. Cyberattacks

The use of information and communication technology in industrial value creation opens the
gates to attacks from the virtual world. The larger the network and the more interfaces that exist, the
larger the potential attack surface for cyberattacks. Therefore, preparations must be made in order to
minimize these risks on a technical and organizational level.

For example, employee training courses are conceivable to raise awareness of cybercrime. Possible
technical solutions include firewalls and virtual private network connections. Another example
includes so-called “honeypots” that can be used to attract cyberattacks and thus distract from a
company’s core systems.

Furthermore, so-called “white hat hackers” can continuously search for security vulnerabilities.
According to the experts, securely configured clouds are a method of storing data securely and remotely
and making programs available virtually. Still, such systems are expensive, the required experts are
hard to find, and existing systems have to be compatible with such solutions.

5.5.2. Data Possession

The issue of data protection is critical, as intellectual property has to be protected. Competitive
advantages can be lost if information falls in the hands of competitors or third parties. This is not
only a question of how to protect data from third parties, but also to know which kind of data belongs
to whom.

SMEs in the sample in particular state that they want to keep their data and trade secrets to
themselves at all costs, as their bargaining power is already lower and their share in data generation is
less than that of larger enterprises. In the concept of Industry 4.0, data ownership remains a central
question, because if data is shared along the entire supply chain and on clouds, it becomes hard to
control where the data came from and who is allowed to use the data. Even if this can be controlled
from a technical point of view, it remains a legal question.

For instance, the question remains that if one stakeholder of the supply chain generates value,
but several stakeholders collected data, whether the profiteer must reward the other supply chain
stakeholders. In the concept of Industry 4.0, it is deemed critical that data is shared across the supply
chain, but this will only be done on a larger extent if all of the stakeholders feel that they will be
rewarded for their efforts, and that someone else will not get the benefits alone.

In this regard, SMEs especially state that they fear that they might be the ones contributing to
success, but the larger enterprises or original equipment manufacturers (OEMs) might collect the
benefits. Therefore, for a successful implementation of Industry 4.0, legal and reward-based solutions
must be found that also include SMEs.

5.5.3. Data Handling

Relating to data itself, the interviewees named several risks that they associated with this topic.
The amount of data generated and handled must be controlled. For instance, if infrastructure is no
longer able to cope with the large amount of data, server overloads are constantly increasing. Further,
appropriate data quality must be ensured across a multitude of data types. This also relates to the
aspects of technical integration and required standards.
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Also, data consistency must be ensured horizontally and vertically across a supply chain, which
requires large organizational as well as technical efforts. Finally, data competence must be built up,
ensuring that the data that is generated is put to a meaningful purpose and interpreted in a right way,
which can be especially challenging for SMEs, as they do not possess access to the required experts
with profound knowledge in data handling.

5.5.4. Cloud Computing

Cloud computing is seen as a central feature of Industry 4.0, but is also associated with risks
relating to the employees. The security of data storage on a cloud, the dependence if it fails, connection
speeds, and that cloud servers are often situated in other countries are named in this context. Further,
the real-time capabilities of cloud computing are questioned. Real-time capabilities are seen as a central
feature of Industry 4.0, but are not easily achievable via cloud computing.

5.6. Legal and Political Risks

5.6.1. Infrastructure

According to the interviewees, politicians must ensure that an appropriate infrastructure is
provided. According to the interview partners, the Federal Republic of Germany is lagging far behind
its European neighbors in terms of network expansion, network coverage, and speed.

Additionally, the supply of sufficient energy must be ensured. If digitization and networking
are to find their way into the economy, the infrastructure must support and positively influence these
efforts. For companies, an inadequate infrastructure poses a major risk to their competitiveness in
the global market. SMEs are disproportionately affected by these risks. Their headquarters are often
located outside the major conurbations, where the infrastructure is underdeveloped.

For instance, this applies to 5G mobile networks. Therefore, the interviewees regarded the
technical infrastructure as a major risk, and that the politicians here must better support digital
transformation in the context of Industry 4.0, especially regarding SMEs.

5.6.2. Legal Aspects

From a legal point of view, open questions need to be clarified with regard to data protection,
working time, jurisdiction, and the Occupational Health and Safety Act. In particular, software-related
work would require different working time regulations than traditional industrial manufacturing.
If no suitable data protection guidelines are in place, there will be major risks for companies that
are to promote digitization and interconnection under these conditions. Digitization and increasing
interconnection between companies are leading to global networking.

Another risk is the lack of standards, which hampers cross-border cooperation. Here, politicians
are called upon to find solutions at the supranational level and define suitable standards. Against this
background, some questions of jurisdiction remain unresolved, such as for example when a transaction
with a foreign company is carried out via the Internet or the role of online contracts or even “smart
contracts” that are made automatically.

The current legal situation also offers obstacles with regard to occupational health and safety.
For example, there is a risk that the current legal situation will not allow the necessary flexibility and
working hours. In terms of occupational safety, too, obstacles stand in the way of interconnection, for
example, as far as human–machine interaction is concerned.

6. Discussion and Risk Framework

Industry 4.0 has the potential for an enormous change in the entire value creation, which would
be both positive and negative. These changes would affect the entire supply chain, from large OEMs to
small suppliers. In order to ensure successful implementation, risks have to be identified first. In the
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following, due to the sparse body of the current literature, we will systematically reflect and discuss
our key findings by reference to our holistic model while considering the recent literature.

Tables 2 and 3 illustrate the manifold dimensions of Industry 4.0-related risks, including:
economical, ecological, social, technical, IT-related, and legal or political. The further subdivision of the
dimensions reflects the high variety of individual risks. These range from high financial investments
with uncertain benefit, increasing pollution, and the fear of job losses to unresolved political questions.

However, not only the high number of risks, but also the ambiguous interrelationship between the
dimensions and the individual risks, significantly increase the complexity. This is supported by further
research findings, and can be considered an essential reason for the marginal practical implementation
of Industry 4.0 [8,11,93].

In general, risks occur in all dimensions, which hampers the implementation of Industry 4.0.
However, the uncertainty through risks is particularly high in the economic dimension, which is
reflected by the frequency of denomination.

In order to not miss the trend or secure the advantage of the first mover, companies have to
authorize high investments and show commitment. However, these economic decisions are influenced
by a multitude of factors such as expensive technologies, changing business models, new competitors,
and uncertain amortization periods, with a low number of reference projects or isolated applications.

In this regard, industrial manufacturers have to ensure that their existing customers value their
efforts regarding Industry 4.0 in order to not be drawn into niche segments where system suppliers
or platform providers get the most out of revenues. Accordingly, the communication of new product
capabilities and the overall B2B marketing strategy has to be adapted [7,94].

In particular, SMEs, which do not have the monetary resources, suffer from this dichotomy, since
they do not fully grasp the opportunities in contrast to larger enterprises [8,19,95]. This is in line with
further literature emphasizing the importance of developing and commercializing customer-oriented
novel business models. These should be based on innovative hybrid product and service solutions as
well as individualization as another way to increase competitiveness. Especially for SME providers of
Industry 4.0-based solutions, the retrofitting of existing machinery with customer-tailored service and
an orientation to address actual customer requirements could represent a prosperous path [7,96].

Since Industry 4.0 is developing in multiple directions, it is also difficult to give a reliable forecast.
A potential solution for SMEs could be networks and alliances, which help smaller companies overcome
resource restraints and improve their capacity to take advantage of these new opportunities [17].

However, the linking of several partners in an ecosystem entails risks such as interdependencies
and coordination difficulties, which calls for an alignment of the business model with the value network
as well as strategic risk management in order to enable the ecosystem to be profitable, sustainable, and
co-create value [12,43].

The ecological dimension is, in terms of citations, the least considered. This is surprising, because
although the number is small, the long-term impact is even more important. This applies in particular
to the risk of pollution and the increasing consumption of scarce raw materials, such as lithium and
heavy rare earth, which are required for hardware [97]. These raw materials are particularly difficult to
extract, treat, purify, and recycle, while the demand, through the dissemination of Industry 4.0 related
technologies, is increasing.

Furthermore, the required implementation of new devices, such as sensors and actuators for
the integrated production infrastructure, entails the disposal of obsolete equipment. This leads to an
additional load of electronic waste [98]. The small number of mentions of ecological risks reflects the
companies having dealt with these risks only to a very limited extent.

However, the authors regard this as an important issue, because sustainability aspects such
as resource consumption and waste are becoming increasingly significant, and therefore should be
included in the decision processes. In particular, focal firms, such as Nestlé, Zara, or Kimberly and
Clark, are affected by ecological factors, as customers hold the focal firm responsible for incidents and
behaviors in the upstream supply chain [4].
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This shows that the responsibility in this regard could be primarily with large companies.
However, this can be seen as an advantage, since on the one hand, financial resources are available,
and on the other hand coordination can be carried out by the focal company, which could contribute to
simplification in today’s complex network structure. Still, SMEs could also profit from ecology-driven
business models in the future, since public demand and opinion in particular have changed in
this respect.

Further ecological concerns, such as increased energy consumption through server nodes and
data hubs, are advised to be closely balanced with smart grids or microgrids that allow efficiently
introducing renewable energy sources [26].

Therefore, we would like to raise the awareness for this dimension, as the long-term effects of
Industry 4.0 related-risks could be tremendous. The link to other dimensions, such as legal/political
as presented above, is supported by further literature that encourages public policy, society, academia,
governmental institutions, and international organizations to address these problems through
interdisciplinary cooperation [97].

Further, the interviewees perceived the social dimension as the most important, which reflects
the strong influence of Industry 4.0 on the workforce. For example, the dimension comprises internal
resistance resulting from the fear of changes in working habits, new job requirements, or the loss of
jobs. These fears should receive great attention, as they tremendously reduce employee acceptance
and thus hamper organizational transformation as well as the successful implementation of Industry
4.0 [7].

Also, macroeconomic factors, such as a relocation of manufacturing, must be considered [15].
Therefore, the creation of new business models should not only consider economic factors, but in
particular social ones [7]. In this context, the complex connection to further dimensions, as visualized in
Figure 1, becomes apparent. For example, the technological design of Industry 4.0-related technologies
could be an aspect to reduce the fear of employee staff.
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Further guidance, in addition to top management support, can be provided by political guidelines
focusing on the reduction of the fear of the employees. For example, staff with a high degree of tacit
knowledge working on simple tasks could take over supporting functions in the implementation of
new machines, the training of new colleagues, or the guidance of customers.

However, not only are the requirements for current employees changing, but the search of the
human resource department for new experts is also proving to be more difficult, which is reflected by
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the need for novel soft skills. For example, this includes better self-organization or complexity and
thinking in terms of overlapping processes [13].

A further aspect to consider is the societal perspective, relating to data protection and privacy
rights. These include concerns, such as privacy issues or surveillance caused by IoT applications. The
usage of this data is a social as well as a legal concern, which requires clear statements from politics,
legal institutions, and from, for instance, agreements between enterprises and workers’ councils or
comparable committees.

The technical and IT-related dimension contains fundamental risks that are primarily discussed
in the literature [10,11]; however, this does not diminish their importance. These include, for example,
dependence on providers, the integration of new technologies, cyberattacks, and data protection.
Above all, technical and IT-related aspects play an essential role in the implementation, since only an
agreement on standards and the reduction of interoperability problems will enable the widespread
dissemination of Industry 4.0-related technologies.

In practice, the fear of dependence on individual providers leads to the emergence of a multitude
of isolated solutions, which in turn impede interoperability. In particular, SMEs are required to have
access to scalable solutions that are easy to implement and fit the characteristics of SMEs, but are
compatible with the overall approach.

In the long term, the problem of, for instance, reconfiguring production facilities is likely to pose
another major risk. Old and outdated machinery, which meets current production requirements, might
not be sufficient for the interconnection and data capabilities that are required for Industry 4.0. Since
replacing is not an option, technical challenges are posed in order to retrofit existing systems. On the
other hand, this opens up the exciting possibility for SMEs to maintain their core strengths as well as
their individual and tailor-made solutions to specific customer demands [7].

Regarding the social dimension, the political and legal dimension should help solve problems
such as data ownership or standards. However, this is exacerbating the global nature of Industry 4.0.
Therefore, a solution, alongside legal proposals, would be cooperation among the companies that
includes considering the current state of research.

In addition to the supportive function of the political or legal dimension, it will be important to
adapt the speed of Industry 4.0. As already discussed, standards and guidelines have to be obtained in
order to promote the development. Therefore, they are seen by the authors as the main aspect for a
successful implementation of Industry 4.0, especially across companies.

However, particularly in Germany, problems such as insufficient network expansion severely
restrict the development of Industry 4.0 [17]. This is primarily a task for politics and public
institutions. Still, enterprises and industry associations are well advised to highlight this problem and
demand improvements.

Another interesting aspect that is notable is cross-border cooperation, which could also be helpful
in order to mutually benefit from programs such as “Made in China 2025”, or the “Industrial Internet
Consortium”. Since all programs have their distinct aims and characteristics, whilst highlighting or
neglecting specific aspects, learning from each other could be a beneficial option from a macroeconomic
and microeconomic perspective [20].

7. Conclusions

Industry 4.0 has the potential to change the industrial value chain and reveal many benefits. It is
assumed that digitization and interconnection along the entire value chain will lead to numerous
potential for all participants. However, in order to be able to implement Industry 4.0 holistically, a
systematic consideration of the risks is also essential. Since the risks of Industry 4.0, especially with
regard to SMEs, have not yet been systematically investigated, the aim of this contribution is to create
an initial and holistic understanding of the risks expected by Industry 4.0.
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The results of the study show economic, ecological, and social risks that arise in the
implementation of Industry 4.0 in the context of SMEs. Further, technical, IT-related, and political or
legal risks arise as a result of the concept.

From a theoretical point of view, this paper integrates risk dimensions within the Triple Bottom
Line of sustainability with further associated risks to Industry 4.0. Hereby, the paper poses a framework
for future research in order to investigate risks of Industry 4.0 systematically. The study contributes to
the scientific discourse by not only considering the potential benefits, but also the risks of Industry 4.0.
SMEs in particular have so far received little attention in research on Industry 4.0. Here, the present
study succeeds in extending the discussion to SMEs as essential components of a value-added network
and thus moving them into the focus of business research.

From a practical business perspective, the results of the study are also of great benefit. For
example, the results can serve as a guideline for the risks that arise during the implementation of
Industry 4.0. It is then necessary to decide, on a case and company-specific basis, which risks will be
countered and how. Thus, this study lays the foundation for the discussion of how risks can be dealt
with from the point of view of the entire value chain. For example, possible solutions here include
cross-company and cross-sector cooperation with new and existing partners. Thus, this contribution
stimulates the joint solving of the challenges of the future.

The results of the study should provide the initial foundation for further research and has some
limitations. A general constrain is based on only 14 interviews from Germany being conducted.
In the future, other industries that are not limited exclusively to the German market should be given
particular consideration. In this way, the results of the existing studies can be confirmed in other
contexts. Furthermore, at this stage, the study is not yet able to definitively make statements on the
interplay and interactions of risks. Here, further investigations can help investigate interdependencies
and thereby complete the risk assessment. Furthermore, although the study can identify and name
risks, further research efforts should also address in more detail the question of how the identified
risks can be adequately countered, depending on different corporate and environmental contexts.

Further, although the interviews revealed a certain number of the respective risks, it must be
noted that this does not give quantitative information about their importance. Therefore, an extension
of the framework to identify further aspects, such as for instance the significance of risks or their short,
medium, and long-term management, would be an interesting perspective for future research. Also,
their independence among each other, such as the frequent coexistence of risks or risks amplifying
each other mutually, must be better understood.

Naturally, in order to better understand and support the implementation of Industry 4.0, the
interplay of risks found within the framework provided in this paper with expected potentials of
Industry 4.0 must be deepened.
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