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Abstract: This paper addresses the energy challenges related to the weak protection of renewable
energy from reverse energy flow and expanding access to high-quality energy at the same time.
Furthermore, this paper focuses on participation in the global transition to clean and low-carbon
energy systems. Moreover, the increased demand for renewable energy seems to likely depend
on whether it will be possible to greatly accelerate rates of progress toward increased efficiency,
de-carbonization, greater generating diversity and lower pollutant emissions. This paper focuses
on the protection of renewable energy technologies because they can be particularly attractive in
dispersed areas and therefore, represent an important option for rural areas that lack electrical
energy and distribution infrastructure. This paper proposes an improved protection device for a
reverse power protection system using a new intelligent decision support system (IDSS). The IDSS
is a support system for decision making, which makes extensive use of artificial intelligence (AI)
techniques. The new method integrates the powerful specification for neural networks and fuzzy
inference systems. The main advantage of this method is that it causes a decrease in the steady state
oscillation for the reverse power relay. In addition, the proposed method has the ability to monitor
extreme environmental conditions. The generator can be converted into a motor when the steam
supply to a turbine is interrupted while the generator is still connected to a grid (or operates in
parallel with another generator). As a result, the generator will become a synchronous motor and
will actually cause significant mechanical damage. The reverse energy protection device should
be included in the generator protection scheme. Smart grids use communication networks with
sophisticated algorithms to ensure coordination between protection systems. ZigBee is a newly
developed technology that can be used in wireless sensor networks (WSNs) to comply with the IEEE
802.15.4 standard. Low data rates, low power consumption and low cost are key features of ZigBee.
The execution of star, tree and mesh topologies as well as support comparison is based on end-to-end
delay, throughput, medium access control load in addition to sent and received traffic parameters.
The use of star topology obtained a delay of 0.2 s. The simulation results show that this method is
superior to the traditional method in terms of speed and steady-state oscillation.

Keywords: smart grids; reverse power relays; neuro-fuzzy network; wireless sensor network (WSN)

1. Introduction

Microgrid distribution networks are the next generation of electric power. The purpose of smart
distribution networks is to overcome the problems of traditional electrical energy. Traditional energy
systems are generally used to transport power from a central generator to customers [1,2]. In contrast,
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a smart grid utilizes bi-directional flows of electrical energy and information to create an advanced
and automated power distribution network. Table 1 presents a brief comparison between the existing
grid and the smart grid. In general, a smart grid can respond more efficiently to events that occur
anywhere on the network through acting on appropriate strategies during electrical energy production,
transmission, distribution and consumption.

Table 1. Smart Grid Infrastructure.

Current Grid Smart Grid

Topology Radial Network

Optimizes assets and
operates efficiently

Minimal integration of limited
operational data with Asset Management

processes and technologies.

Grid technologies deeply integrated with
asset management processes to most
effectively manage assets and costs.

Communication None or One-way Two-way
Power Supply Support Centralized generation Distributed generation

Power flow control limited Spared throughout
O&M Manual monitoring Remote monitoring

Restoration Manual restoration Self-healing
Resists attack Failures and blackouts Flexible for attack and natural disasters

Control Limited Pervasive
Meter Type Electromechanical Digital

Customer Interaction Limited Major

Using a communication networks ensures full coordination between generation and protection.
The reliable flow of real-time information among all network components is critical to the success of the
smart grid process. The process can be reliable and efficient with the use of modern communication [3].
A wireless sensor network (WSN) is distributed between the generation station and the load, where
many sensors are wirelessly connected to communicate with one another. These electronic applications
are known as detectors or sensors, which detect physical units. Sensors have the capability to detect
many physical units, such as electric current, voltage, resistance, magnetic flux density and so on.
Different types of sensor nodes are available in the market, such as micaZ (San Jose, CA, USA), TelosA
(Palo Alto, CA, USA) and IMote2 (San Jose, CA, USA), which are able to generate WSNs (Chicago, IL,
USA) [4,5].

Many wireless standards are used in industrial applications [6–11]. ZigBee is one of the most
useful technologies in WSNs, which is based on the IEEE 802.154 standard created in 2003. The ZigBee
system is different from other communication standards, such as WiFi, Bluetooth and Worldwide
Interoperability for Microwave Access (WiMAX), and has the advantages of small data transmission
and low power consumption. In addition, the ZigBee system is more cost-effective than other wireless
communication standard sensors because it provides flexible bandwidth performance, scalability and
self-organization [12].

This paper is structured as follows: Section 2 compares the communication infrastructure between
traditional power grids and smart grids. Section 3 provides a general description of the communication,
which can be implemented in the smart grid. Section 4 analyses the proposed method of the protection
model and the use of the OPNET simulator. Section 6 analyses the results of the simulation and three
scenarios applied to the results. Section 6 presents the results of the study.

2. Brief Description of the Communications Infrastructure

The communications infrastructure of the power system is designed to support the one-way
flow of power from central power stations to consumers, with limited efficiency in the exchange
of information. Therefore, the smart grid has a number of sensors that are larger than those of
the traditional network [13,14]. These sensors are used in the collection of data and exchange of
information between devices and data centers. They are optimized to control all network components.
To cope with this large data flow, the smart grid communication infrastructure should be reliable and
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powerful in addition to having the ability to secure communication in real time. In addition, it should
automatically adapt to changes.

3. Overview Communication Technology for Smart Grid

The communication infrastructure is based on three types of networks: home area network,
neighborhood area network and wide area network, which is shown in Figure 1. We have provided
some techniques that can be applied in the following sections.

Figure 1. Smart grid communication infrastructure.

3.1. ZigBee

ZigBee is based on the Standard IEEE 802.15 and is used in applications that require a low data
rate, long battery life, low cost and network security. Its applications include smart meters and
industrial equipment, which require a short range of wireless data transmission and a relatively low
cost. ZigBee has the capability to connect up to 60,000 devices in one network [15,16]. This technology
has been developed to be simpler, easier to implement and more cost-effective than other wireless
networks. The ZigBee network provides a 128-Bit symmetric encryption key. The use of this
application allows for the integration of smart meters in the ZigBee network with other devices.
These intelligent measurement devices can collect information from integrated devices and act as
monitoring systems [17,18].

3.2. Wireless Local Area Network (WLAN)

WLAN uses spread-spectrum techniques or frequency-division multiplexing, which is usually
performed by connecting two or more devices to a network through an access point. It enables the user
to move in the field of the local coverage and to connect to a network. Most wireless local networks use
the 802.11 modern standard in the market under the brand name WiFi. WLAN can be easily integrated
into the network due to its large and widespread deployment in the world. WLAN works in the range
of 2.4–3.5 GHz. Its advantages are its low-cost equipment and wide application throughout the world.
The main drawback of this network is the high likelihood of interference with communication devices
in the same frequency [19,20].
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3.3. Cellular Networks

Most countries are working toward the deployment of a mobile network and the establishment
of infrastructure. Cellular networks enable high-speed data communication of up to 100 Mbps and
they can be used in the interaction between various components of the network and devices of a smart
grid. WiMAX cellular communication technology is the most remarkable application of smart grid
deployment [21]. Working at a data exchange frequency of 2.5, 3.5 and 70 Mbps and coverage of up to
50 km, WiMAX is integrated into the smart meter (smart grid) through deployment. A mobile network
has a wide area deployment, high data transmission and secure communication. The main drawback
of this system is that it is shared with other systems that are not fully dedicated to a smart grid and
can cause a serious emergency situation [22,23].

3.4. Power Line Communication

Transmission lines enable data exchange between devices on the power line. A power line carrier
communication system is implemented to realize the modulation of a carrier signal. The orthogonal
frequency division multiplexing-based data rate of information may be several Mbps, while the carrier
frequency on transmission lines is about 100–200 kHz. However, the circuit can be many kilometers in
length [24].

Different types of contact in power lines use different frequency bands. The purpose of the
power distribution system is the initial transmission of the AC power source in a typical frequency
of 50 or 60 Hz. Therefore, the line power is only able to perform at high frequencies. The problem is
the propagation of a limiting factor in the communication of the wires. In addition, interference of
communication signals may exist and high harmonics are generated by the non-linear loads present
in the grids. An advanced active filter must be used to overcome these problems. In smart grid
applications, the Powerline Carrier (PLC) system is used in the connection of the communication area
network between the smart meter and the local data concentrator. The advantage of PLC is related to
its building costs, as its extensive infrastructure reduces installation costs. Its shortcomings include the
existence of high-order harmonics, interference of the communication signal and limited frequency of
communication [25].

4. Power System Protection

When the engine fails, the generator stops producing power and begins to draw power from
parallel sources. This situation can damage the prime mover (turbine or motor) and this situation is
undesirable. Therefore, the reverse power state should be detected and the power supply should be
disconnected to reduce losses in the prime mover, thus protecting the generator from damage.

4.1. Reversed Power Flow Detection

Reversed Power Relay (RPR) are power directional relays, which are used to monitor the power
flow and enact appropriate actions during abnormal conditions. Under an exceptional condition,
the power direction changes from the Busbar to the generator. This situation usually occurs when the
prime mover has failed. It is natural for the power in the grid to be sufficiently lower than the rated
power of the generator [26].

The current stator phase shift is commonly referred to as the Maximum Torque Angle (MTA).
The system uses a power directional relay with a MTA of 180◦, which is shown in Figure 2. As a result,
the system can detect the loss of the prime mover. Accordingly, the phasor current is reversed and
enters the trip zone. However, the reverse flow of the current is smaller than the moving average
and the current of the actual power generator should only be carried out in the off-turbine loss and
driving. Therefore, directional relays in detecting loss require a higher degree of sensitivity compared
to overcurrent relays [27,28].
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Figure 2. Vector diagram of current and voltage according to the Reversed Power Relay in the system.

The best protection can be achieved using a Rogowski coil current sensor instead of the current
transformer (CT), which avoids the erroneous behavior caused by the fault [29,30]. When the power
response provided by the generator is substantially closer to the zero power factor, incorrect behavior is
avoided due to the phase–angle error of the current transformer. If the angle between the vector of the
current and voltage is ∆, the load flow in the normal direction is between −90◦ < ∆ < 90◦ in the reverse
case, while the flow of power is at +90◦ < ∆ < 270◦. The overlap between the voltage and current
ranges is greater than their non-overlapping intervals under normal circumstances. Nevertheless,
this overlap reduces to a lower level when reversing the flow of energy. The difference in the overlap
interval during natural flow is used and the flow of energy is reversed in the implementation of the
directional relay component [31].

Figure 3 shows the implementation of the RPR component. The low signals of the current and
voltage of the current transformer and voltage transformer have been found to change to the form of a
square wave, which has a value of “±1”. After this, these levels of signals are multiplied to yield a
positive number in the overlap interval and a negative number in the non-overlap interval [32].

Figure 3. Implementation of a directional component.

In the diagram, the upper limit of integration for the system is set to zero, so that the integral of
the load is always less than zero in normal conditions. However, in the reverse trend, the production
conditions include integral parts that tend to decline until they reach a threshold constant. In this
case, the constant is set to 0.01. However, no value can be selected according to the reverse power
amount. The application of RPR for directional characteristics based on Simulink is shown in Figure 4.
The output of the element Block RPR is sent to a decision, in which the output is 1 for the tripping
signals during normal operations and 0 under abnormal conditions [33].
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Figure 4. Modeling of a directional element on MATLAB and Simulink.

Figure 5a shows the three-phase current directions, cos ø and power factor, while Figure 5b shows
the same concepts of the PQ power plane.

Figure 5. (a) Quadrants of current/voltage in a phasor diagram plane and (b) Quadrants of a
power plane.

4.2. Implementation Neuro-Fuzzy Controller

An intelligent decision support system (IDSS) is a support system for decision making that
makes extensive use of artificial intelligence (AI) techniques. A new AI technique integrates powerful
specification for neural networks and fuzzy inference systems. In contrast, fuzzy logic performs an
inference mechanism under cognitive uncertainty using neural networks and exciting skills, such as
learning and adaptation. The fuzzy unit is designed according to the linguistic form of the rules of
control. However, the translation of the linguistic rules for the theory of fuzzy sets depends on the
choice of parameters. The optimization of these parameters can be obtained by neural networks,
which are designed to verify the data. In this proposal, the fuzzy control unit and the neural network
are combined. The neuro-fuzzy wizard shows a fuzzy logic controller (FLC) with self-tuning scale
factors, which are based on the structure of an artificial neural network (Figure 5). The first part uses
the fuzzy logic rules for the control, before utilizing the neural network structure to automatically
adjust the output. The reference power (input 1) is calculated with respect to the existing power (input
2), product e(t) and incremental change ∆e(t).

The main drawback of the conventional controller is its lack of ability to react to immediate
changes in the error signal, because it is only able to determine the instantaneous value of the error
signal without considering any changes in the increase and reduction of the error. To resolve these
drawbacks, we used the intelligent decision support system. In this paper, we proposed the integration
of the fuzzy logic with the neural network to form the new processor. This adaptive built-in system
modifies the characteristics of rules and the topology of the fuzzy sets. The fundamental concept of
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the control model Neuro-Fuzzy is the use of learning algorithms structures to find logical rules that
are mostly appropriate, before applying the algorithms and learning parameters to adjust the function
of membership and other parameters. The determination of the output control signal is conducted in
an inference engine with the rule of IF-THEN in the form of [34,35]:

IF error signal is . . . AND derivative of error signal is . . . THEN output is . . . , (1)

∆eN(t) = ∆e(t).G∆e, (2)

eN(t) = e(t).Ge. (3)

Based on this rule, the value of output is changed according to the value of the error and the
derivative of error signals. A neuro-fuzzy controller has two input variables. Both variables have seven
Gaussian type fuzzy membership functions, which are labeled as Positive Big (PB), Positive Medium
(PM), Positive Small (PS), Zero (Z), Negative Small (NS), Negative Medium (NM) and Negative Big
(NB). The fuzzy control rule is illustrated in Table 2.

Table 2. Matrix representation of the fuzzy rules.

∆e(t)

e(t)

NL NM NS ZR PS PM PL
NL PL PL PM PM PS PS ZR
NM PL PM PM PS PS ZR NS
NS PM PM PS PS ZR NS NS
ZR PM PS PS ZR NS NS NM
PS PS PS ZR NS NS NM NM
PM PS ZR NS NS NM NM NL
PL ZR NS NS NM NM NL NL

The eN and ∆eN scale factors are the outputs, which are considered to be the input signals for the
fuzzy logic controller. The output signal of the fuzzy logic controller is ∆uN, which is the input for
the scale factor. The neural network has two inputs, e(t) and ∆e(t), while the α neural network signal
output is used to fine-tune the worker output control (Figure 6). The output signal of the scale factor
can be expressed by the following equation [36,37]:

∆u(t) = ∆uN(t)α.G∆u. (4)

The neuro-fuzzy controller output signal can be written as follows:

u(t) = ∆u(t) + u(t − 1). (5)

Figure 6. Block diagram of the adaptive neuro-fuzzy approach.
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The selected fuzzy set and the membership functions were determined, which is shown in Figure 7.
A FLC rule represents the set of selected fuzzy rules.

Figure 7. Membership functions of FL.

The structure of the neural network consists of three layers (two input layers, one output layer
and three hidden layers).

The input structure for neural networks has the same number of input signals and outputs as
the fuzzy observer in Figure 8. The signal of the output layer α has a certain value of −1 to +1.
The activated function for the nodes in the hidden layer is determined as follows [38,39]:

f (x) =
1 − e−x

1 + e−x . (6)

The activation function neuron in the output layer is:

h(x) =
1

1 + e−x . (7)

The intelligent decision support system output signal u(t) is scaled to control the tripping signal.
The resulting switching can be written as follows:

θnew = θinitial − k.u, (8)

where the θinitial is the initial switching output and k is a constant.
It should be noted that the simulation in the MatLab program is suitable for the simulation of

mathematical modeling and feedback control, while OPNET is a software tool that can simulate the
behavior of network communication. Furthermore, simulating the communication behavior of the
decentralized type of wireless network within MATLAB is difficult. This is because it is also difficult
to create and manipulate complex queue models, which is simple in OPNET.

Figure 8. Block diagram of the neural network structures.



Sustainability 2018, 10, 1059 9 of 19

4.3. ZigBee Based on Wireless Sensor Networks

The advantages of ZigBee are listed as follows:

• Setting up the network is very simple and easy.
• It does not have a central controller and loads are distributed evenly across the network.
• It is easy to monitor and control appliances from the remote.
• This will replace existing infrared technology-based devices. This will save the cost of battery

replacement as ZigBee uses lithium batteries, which lasts for a long period of time.
• The network is scalable and it is easy to add/remove the ZigBee end device to/from the network.

The WSN of ZigBee technology is easier to use than other WSN simulators. The IEEE 802.15.4
network is renowned for its low power consumption, low data transfer rate, low cost and long
battery life. The ZigBee protocol was developed to address low-power wireless networks, which is
characterized by reliability, security and is usually easy to implement. The scenario includes a
workstation with one coordinator, six routers and eight terminals for a total of 15 nodes, which is
shown in Figure 9. These nodes are placed at a distance of 100 m from one another. The sole purpose
of this scenario is to simulate a scenario in OPNET for properly participating in the calculation of the
system variables. In each case, a large number of variable systems and indicators available for OPNET
collections provide two types of statistical uses: local and global statistics. The local statistics are not
adequate for informing a specific node in the system model. However, in this case, when studying
network performance, we are more interested in obtaining quantitative information about the entire
system. Therefore, this research works with data derived from global statistics. Device parameter
values are shown in Figure 10, while the router parameter values are shown in Figure 11. The device
parameter values are shown in Figure 10, while the router parameter values are shown in Figure 11.

The transmission power level is increased in the scenario. The transmitted power is set to 0.1 W
as shown below.

The ZigBee coordinator parameters are illustrated in Figure 12.

Figure 9. Basic scenario consisting of a one coordinator, (6) routers and (8) end devices.
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Figure 10. End-device parameters.

Figure 11. Router parameters.

Figure 12. ZigBee coordinator parameters.
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5. Results & Discussion

5.1. Simulation Results of the Proposed Method

As shown in the Figure 13, reversible power data are collected for the synchronous generator at
200 MVA/11 KVA, 60 Hz, Load10 MW and 3 MVAR. The reverse energy relay function is to prevent a
reverse energy state in which the energy flow from the Basbar is towards the generator. In Figure 4,
the proposed security migration function appears. The inverted power data collected during the
transition from the abnormal state of the generator to the engine position will be monitored using
current, voltage, active and reactive data. In this sense, this will be monitoring the changes in the time
domain of mechanical power, rotor speed and frequency, which is shown in the Figure 14b.

Figure 13. Model of a Reverse Power Relay for Smart Villages.

Figure 14. (a) Performance of input–output power; and (b) relay status.
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We used protective relays to collect reverse power data. The relay can also detect interference.
When these disturbances occur, all signals are processed through the fuzzy neural unit, including the
fault and after the fault interval. We believe that the connection to the wireless sensor network can
obtain reverse energy data measurements.

The structure of our neuro-fuzzy controller is depicted in Figure 4. The nodes input_1 and input_2
represent the input variables and deliver their crisp values to the modules containing the respective
membership functions. The relay is tested under various scenarios. We have also provided details of
this system in Appendix A Table A2.

Case 1: Under normal conditions, the mechanical input of the generators varies in the range of
0.6–0.7 pu at 1–2 s. The input/output power and the observed status are shown in Figure 14. In this
case, the relay does not trip.

Case 2: In this case, the input of the mechanical generator changes from 0.7 to −0.1 pu at 2–3 s.
The status of power and relay during the input/output power is illustrated in Figure 15. The relay
delay is about 0.15 s after the error has occurred for more than 2 s. After this, the relay is triggered.

For the reverse current and delay timing adjustment knob, the minimum reverse current before
tripping the setting is in the range of 2–20%. The trip time delay setting is in the range of 0–20 s,
which is shown in Appendix A Table A1.

Figure 15. (a) Performance of the input–output power and (b) relay status.
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5.2. Simulation Results of the ZigBee WSN

The results of the assessment show that the new algorithm provides good efficiency in reducing
management and maintenance costs. In addition, the system can also provide an alarm for
the fault in order to protect the equipment and can be used for tracking the location of service
faults. Mobile solutions for most potential applications provides promising services, with wireless
networks supporting:

• Low data rate,
• Low power consumption,
• Security and
• Reliability.

In this section, simulations are performed for different WSN topologies. The effects of different
topologies on network efficiency are also discussed.

5.2.1. Throughput

Throughput is the average number of bits or packets that are successfully transmitted from the
source to the destination. The results of the steady state are 0.041, 0.034 and 0.028 Mbit/s for the star,
mesh and tree topologies, respectively (Figure 16). The maximum throughput can be achieved in the
star topology. The mesh topology has the second highest throughput, followed by the tree topology.
The reason for this finding is that the star topology interacts with the personal area network (PAN)
coordinators and ZigBee devices, which are more efficient than the end devices of the system.

Figure 16. Throughput case.

5.2.2. Data Traffic Sent

Data flow is defined as the total number of bits of data sent from the source to the destination per
unit of time, which occurs independently of whether all the data bits have reached their destination.
Figure 17 shows that the transmitted data rates are 0.165, 0.0385 and 0.0325 Mbit/s for the star, mesh
and tree topologies. This result indicates that the maximum data traffic occurs in the topology of the
stars because this type of topology allows the use of the coordinator and the router for communication.
A full-function device (FFD) is responsible for generating traffic and maintaining a routing table in a
PAN coordinator.
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Figure 17. Total number of data bits transmitted.

5.2.3. Data Traffic Received

Data traffic describes the movement of data received per unit of time. Figure 18 shows that the
received data traffic is 0.650, 0.540 and 0.3805 Mbp/s for the star, mesh and tree topology, respectively.
This discovery means that the received traffic reaches its maximum in the star topology since all
devices communicate via the FFD or PAN coordinator and are responsible for traffic generation and
routing. Fewer collisions and reduced packet loss cause the maximum data traffic in the star topology.
The received data traffic is the smallest in the tree topology, especially considering that the use of the
device (RFD) must be communicated through the coordinator. The communication topology increases
the data communication between the device and the PAN coordinator. Moreover, the cause and effect
of increased data packet loss can reduce the data traffic received.

Figure 18. Data traffic received.

5.2.4. End-to-End Delay

Figure 19 shows that the delay is 9.6 and 7.9 ms for the mesh/tree and star topologies, respectively.
These results indicate that the mesh and tree topologies have a longer delay than the star topology.
In the star topology, only one parent is represented by the ZigBee coordinator. Therefore, the final
device mobility causes a certain delay.
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Figure 19. Rate of data arrival compared to delay.

5.2.5. Medium Access Control (MAC) Load

In this paragraph, we proposed the application of MAC to wireless sensor networks.
Wireless sensor networks use battery-operated and sensing devices. A network of these devices
can act synchronously for monitoring. We expect that these sensor networks will be deployed in an ad
hoc fashion, with nodes remaining largely in the monitoring mode for a long time, before becoming
suddenly active when a fault is detected. This strategy places strong emphasis on energy efficiency.
Energy conservation and self-configuration are the main goals, while per-node fairness and latency are
less important. MAC uses a technique to reduce energy consumption and support self-configuration.
It enables low-duty-cycle operation in a multi-hop network. Finally, the MAC applies the delivery
of messages to reduce the disputed latency used for data processing that needs to be in the network,
which is shown in Figure 20.

Figure 20. Simulation scenario against a MAC load.

As mentioned in Table 3, the local routing information only covers a small area. The routing
protocols for mobile ad-hoc networks tend to face the challenge of frequently changing topology and
asymmetric links. The issue was related to small zones (diameter of the test distance was about 250 m)
to some extent, which is shown in Figure 9.
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Table 3. Summary of the simulation parameters.

Definition Value

Test Zone (Radius) ~100 m
Number of end devices 8

Number of routers 6
Number of coordinators 1

Mobility model Random
Simulation duration 1200 s

6. Conclusions

Smart grid systems are often referred to as the next-generation system as many believe that these
systems are the revolutionary and evolutionary replacement of existing power grids. The smart grid is
expected to significantly increase the efficiency and reliability of future energy systems with renewable
energy resources. WSN has excellent characteristics, such as high precision in sensing and low cost.
Therefore, it can be useful in the development of interesting applications for remote sensing.

The generator is an important part of the power system. In order to ensure the quality and
reliability of power supply, this generator should be constantly monitored and protected. Otherwise,
when failure or improper operation occurs, the reverse power condition may occur. If the reverse
current is not considered in the design of the protection system, this will create massive problems.
The purpose of this study was to investigate the reverse power of generation units. After this,
the reverse power data are collected from the generator protection relay. Relays are capable of
detecting interference and the occurrence of disturbances. The point of tripping is adjustable in the
range of 2–20% of the rated current through the control unit. There is also an adjustable time delay of
0.2–20 s to avoid unwanted tripping. The scheme is implemented on the AI controller. This method
proves the effectiveness of the hardware platform in developing novel protection functions.

In this study, the performance analysis based on the technology of the ZigBee wireless
network topology was conducted using the OPNET 14.5 simulator. The standard ZigBee wireless
communication protocol and its high-level structure were also analyzed in relation to its low power
consumption, efficient battery usage and low cost.

Based on four parameters, the network topologies of star, tree and mesh are compared in terms
of end-to-end delay, throughput, MAC of the load of traffic and traffic parameters of sending and
receiving. The star topology performs best with respect to throughput and has a higher MAC load and
similar movements of the resultant values compared to the mesh topology.
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Appendix A

Table A1. Technical data for Reverse power monitoring.

Set Point Value

Range ~2–20% reverse current
Time delay Adjustable 0–20 s
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Table A2. Microgrid simulator parameters.

Microgrid Parameters Value

Generator Voltage 11 k V L−L, S = 200 MVA
Transformer Voltage VP/VS (L−L) = 11 kV/220 kV

Frequency 60 Hz
Feeders Line impedance R = 0.02 X, L = 0.64 mH

15 km Feeder R/km = 0.4 Ω, X/km = 0.3 Ω
Load Dyn load 10 MW, 3 MVAR

References

1. Abdulwahid, A.; Wang, S. Application of Differential Protection Technique of Domestic Solar Photovoltaic
Based Microgrid. Int. J. Control Autom. 2016, 9, 371–386. [CrossRef]

2. Khan, M.S.; Woo, M.; Nam, K.; Chathoth, P.K. Smart City and Smart Tourism: A Case of Dubai. Sustainability
2017, 9, 2279. [CrossRef]

3. Amzucu, D.; Fledderus, E. Indoor radio propagation and interference in 2.4 GHz wireless sensor networks:
Measurements and analysis. Wirel. Pers. Commun. 2014, 76, 245–269. [CrossRef]

4. Baronti, P.; Pillai, P.; Chook, V.W.C.; Chesta, S.; Gotta, S.A.; Hu, Y.F. Wireless sensor networks: A survey on
the state of the art and the 802.15.4 and ZigBee standards. Comput. Commun. 2007, 30, 1655–1695. [CrossRef]

5. Akram, U.; Khalid, M.; Shafiq, S. Optimal sizing of a wind/solar/battery hybrid grid-connected microgrid
system. IET Renew. Power Gener. 2018, 12, 72–80. [CrossRef]

6. Llaria, A.; Terrasson, G.; Curea, O.; Jiménez, J. Application of Wireless Sensor and Actuator Networks to
Achieve Intelligent Microgrids: A Promising Approach towards a Global Smart Grid Deployment. Appl. Sci.
2016, 6, 61. [CrossRef]

7. Cagnetti, M.; Leccese, F.; Proietti, A. Energy saving project for heating system with ZigBee wireless control
network. In Proceedings of the 11th International Conference on Environment and Electrical Engineering,
Venice, Italy, 18–25 May 2012; pp. 580–585. [CrossRef]

8. Mishra, B.C.; Panda, A.S.; Rout, N.K. A Novel Efficient Design of Intelligent Street Lighting Monitoring
System Using ZigBee Network of Devices and Sensors on Embedded Internet Technology. In Proceedings of
the 14th International Conference on Information Technology, Bhubaneswar, India, 21–23 December 2015;
pp. 200–205. [CrossRef]

9. Kaleem, Z.; Ahmad, I.; Lee, C. Smart and Energy Efficient LED Street Light Control System Using ZigBee
Network. In Proceedings of the 12th International Conference on Frontiers of Information Technology,
Islamabad, Pakistan, 17–19 December 2014; pp. 361–365. [CrossRef]

10. Martinez-Sandoval, R.; Garcia-Sanchez, A.-J.; Garcia-Sanchez, F.; Garcia-Haro, J.; Flynn, D. A Comprehensive
WSN-Based Approach to Efficiently Manage a Smart Grid. Sensors 2014, 14, 18748–18783. [CrossRef]
[PubMed]

11. Leccese, F.; Leonowicz, Z. Intelligent wireless street lighting system. In Proceedings of the 11th International
Conference on Environment and Electrical Engineering, Venice, Italy, 18–25 May 2012; pp. 958–961.
[CrossRef]

12. Chen, K.-L.; Chen, Y.-R.; Tsai, Y.-P.; Chen, N. A Novel Wireless Multifunctional Electronic Current
Transformer Based on ZigBee-Based Communication. IEEE Trans. Smart Grid 2017, 8, 1888–1897. [CrossRef]

13. Berger, L.T.; Schwager, A.; Escudero-Garzás, J.J. Power line communications for smart grid applications.
J. Electr. Comput. Eng. 2013, 2013, 712376. [CrossRef]

14. Uribe-Pérez, N.; Angulo, I.; Vega, D.; Arzuaga, T.; Fernández, I.; Arrinda, A. Smart Grid Applications for
a Practical Implementation of IP over Narrowband Power Line Communications. Energies 2017, 10, 1782.
[CrossRef]

15. Maw, H.A.; Xiao, H.; Christianson, B. A Survey of Access Control Models in Wireless Sensor Networks.
J. Sens. Actuator Netw. 2014, 3, 150–180. [CrossRef]

16. Callaway, E.; Gorday, P. Hester, Home networking with IEEE 802.15.4: A developing standard for low-rate
wireless personal area networks. IEEE Commun. Mag. 2002, 40, 70–77. [CrossRef]

http://dx.doi.org/10.14257/ijca.2016.9.1.32
http://dx.doi.org/10.3390/su9122279
http://dx.doi.org/10.1007/s11277-014-1694-2
http://dx.doi.org/10.1016/j.comcom.2006.12.020
http://dx.doi.org/10.1049/iet-rpg.2017.0010
http://dx.doi.org/10.3390/app6030061
http://dx.doi.org/10.1109/EEEIC.2012.6221443
http://dx.doi.org/10.1109/ICIT.2015.37
http://dx.doi.org/10.1109/FIT.2014.74
http://dx.doi.org/10.3390/s141018748
http://www.ncbi.nlm.nih.gov/pubmed/25310468
http://dx.doi.org/10.1109/EEEIC.2012.6221515
http://dx.doi.org/10.1109/TSG.2015.2510325
http://dx.doi.org/10.1155/2013/712376
http://dx.doi.org/10.3390/en10111782
http://dx.doi.org/10.3390/jsan3020150
http://dx.doi.org/10.1109/MCOM.2002.1024418


Sustainability 2018, 10, 1059 18 of 19

17. Youn, M.; Lee, J. Topology control algorithm considering antenna radiation pattern in three-dimensional
wireless sensor networks. Int. J. Distrib. Sens. Netw. 2014, 11. [CrossRef]

18. Leccese, F.; Cagnetti, M.; Trinca, D. A Smart City Application: A Fully Controlled Street Lighting Isle Based
on Raspberry-Pi Card, a ZigBee Sensor Network and WiMAX. Sensors 2014, 14, 24408–24424. [CrossRef]
[PubMed]
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