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Abstract

Vehicle Ad Hoc Networks (VANETs) face critical challenges in trust management, privacy
preservation, and scalability, particularly with the integration of 5G networks in Intelligent
Transportation Systems (ITS). Traditional centralized trust models present single points
of failure and privacy concerns that compromise network security and user anonymity.
This paper presents a novel decentralized trust model leveraging blockchain technology,
Interplanetary File System (IPFS) integration, and post-quantum cryptographic algorithms
to address these limitations. Our proposed TrustChain-VANET framework implements ad-
vanced privacy-preserving encryption techniques including threshold and homomorphic
encryption, geographical sharding for scalability, and edge-assisted consensus mecha-
nisms. Performance evaluation demonstrates significant improvements: 40% reduction
in authentication latency (90–120 ms vs. 150–300 ms), 90% malicious node detection rate
(+15% improvement), 300% increase in transaction throughput (2000–2150 TPS), and 100%
scalability enhancement supporting up to 5000 nodes. The system integrates seamlessly
with 5G network slicing (URLLC, eMBB, mMTC) while maintaining quantum resistance
through CRYSTALS-Dilithium, KYBER, and FALCON algorithms. Real-world deployment
considerations including OBU computational constraints, standardization gaps, and energy
efficiency are comprehensively analyzed. Results indicate that the proposed decentralized
approach provides robust security, enhanced privacy, and improved scalability for next-
generation vehicular networks, making it suitable for large-scale ITS deployment. The main
contribution of this work is the development of a unified TrustChain-VA 48NET framework.
The proposed framework integrates blockchain-based trust management, IPFS-assisted
storage, 5G network slicing, Mobile Edge Computing (MEC), geographical sharding, and
post-quantum cryptographic mechanisms within a single architecture for next-generation
VANET environments. While these technologies have been investigated separately in
previous studies, this work presents a consolidated framework that analyzes their interop-
erability, identifies integration challenges, and evaluates their combined impact on trust
management, scalability, privacy preservation, and deployment feasibility in Intelligent
Transportation Systems.
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1. Introduction
1.1. Background on VANETs and ITS

Vehicle Ad Hoc Networks (VANETs) represent a cornerstone technology for Intelli-
gent Transportation Systems (ITS), enabling V2V, V2I, and V2X communications among
vehicles, infrastructure, and traffic management systems [1]. These networks provide the
foundational layer for safety-critical applications including collision avoidance, cooperative
adaptive cruise control, and traffic optimization [2]. The integration of 5G technology offers
sub-millisecond latency and 99.999% reliability for safety-critical applications [3]. How-
ever, dynamic topology, high mobility, and heterogeneous network composition introduce
significant security and trust challenges where establishing persistent trust relationships
becomes computationally demanding [4].

Traditional VANET security architectures rely on centralized Certificate Authorities
(CAs) and Public Key Infrastructure (PKI) standardized through IEEE 1609.2 [5]. These
centralized approaches suffer from critical limitations: single points of failure where CA
compromise collapses the entire trust infrastructure [6], scalability bottlenecks handling
millions of certificate requests [7], privacy vulnerabilities enabling vehicle tracking through
authentication correlation [8], and network partitioning in rural areas or tunnels disrupting
trust establishment [9].

Real-world breaches incidents demonstrate these vulnerabilities. Blockchain tech-
nology provides a paradigm shift from centralized to distributed trust establishment [10].
Distributed consensus eliminates single points of failure and creates resilience against
malicious attacks [11]. Immutable distributed ledgers enable comprehensive audit trails
and cryptographic verification without trusted third parties [12]. Byzantine fault tolerance
ensures network operations continue even when nodes fail or are compromised [13].

The TrustChain-VANET framework demonstrates practical viability, achieving 15%
better malicious vehicle detection, 20% transaction cost reduction, and 30% storage over-
head decrease through IPFS integration. 5G integration with blockchain-based VANETs
unlocks transformative capabilities. URLLC provides sub-millisecond latency and 99.999%
reliability for safety-critical blockchain consensus [14]. Network slicing creates dedicated
virtual networks—URLLC slices for safety messages, eMBB for infotainment, and mMTC
for sensor data [15]. Mobile Edge Computing (MEC) brings computation to the network
edge, enabling blockchain preprocessing, lightweight consensus, and caching strategies
that reduce latency while maintaining security [16].

This research develops a comprehensive framework balancing security, performance,
scalability, and privacy. Research objectives include: developing decentralized trust archi-
tecture integrating blockchain with 5G through edge-assisted validation; implementing
privacy-preserving mechanisms (threshold encryption, homomorphic encryption, zero-
knowledge proofs); designing scalable consensus with geographical sharding; and integrat-
ing post-quantum cryptographic algorithms (CRYSTALS-Dilithium, KYBER, FALCON).
Key contributions include: TrustChain-VANETs with IPFS achieving 30% storage reduction,
edge-assisted consensus achieving 40% latency reduction, post-quantum cryptography
demonstrating 40% performance improvement, geographical sharding enabling 100%
scalability improvement supporting 5000 nodes, and performance evaluation demonstrat-
ing 2000–2150 TPS throughput (300% increase) and 90% malicious node detection rate
(15% improvement).
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Novelty and Original Contributions: The novelty of this work does not lie in introduc-
ing a new blockchain protocol, cryptographic algorithm, or 5G communication mechanism
individually. Instead, the contribution is the development of a unified TrustChain-VANET
framework. The proposed framework integrates blockchain-based trust management,
IPFS-assisted storage, 5G network slicing, Mobile Edge Computing (MEC), geographical
sharding, and post-quantum cryptographic mechanisms within a single architecture for
next-generation VANET environments. While these technologies have been investigated
separately in previous studies, this work presents a consolidated framework that analyzes
their interoperability, identifies integration challenges, and evaluates their combined im-
pact on trust management, scalability, privacy preservation, and deployment feasibility in
Intelligent Transportation Systems.

1.2. Paper Organization

The remainder of this paper is organized as follows: Section 2 provides a comprehen-
sive literature review covering traditional VANET security, blockchain integration, and
emerging technologies. Section 3 presents our proposed TrustChain-VANET architecture
with detailed system components. Section 4 describes the trust management protocol and
consensus mechanisms. Section 5 discusses advanced features including 5G integration
and post-quantum cryptography. Section 6 presents comprehensive performance evalu-
ation results. Section 7 provides discussion of advantages, limitations, and deployment
considerations. Section 8 outlines future research directions, and Section 9 concludes
the paper.

2. Literature Review
The evolution of VANET security has followed a trajectory from centralized architec-

tures toward distributed trust models, driven by the limitations of traditional approaches
in meeting the demanding requirements of modern vehicular networks. Early systems
relied extensively on Public Key Infrastructure (PKI) and Certificate Authorities (CAs)
for authentication and credential management [17], with IEEE 1609.2 establishing founda-
tional security frameworks for Wireless Access in Vehicular Environments that specified
cryptographic protocols, certificate formats, and secure message structures [18].

Raya and Hubaux [19] pioneered pseudonym certificate systems where vehicles re-
ceive multiple short-lived certificates to enable privacy-preserving authentication without
revealing persistent identities. While theoretically sound, these approaches suffered from
practical limitations including certificate management complexity requiring coordination of
thousands of certificates per vehicle, scalability bottlenecks when CAs must handle millions
of certificate requests, and catastrophic single-point-of-failure vulnerabilities demonstrated
by real-world PKI breaches.

Traditional reputation-based trust systems [20] attempted to evaluate node trustwor-
thiness through historical behavior analysis and interaction patterns, with Chen et al. [21]
employing Bayesian networks for probabilistic reputation management that could adap-
tively update trust scores based on observed behavior.

However, these systems proved fundamentally vulnerable to sophisticated attacks
including Sybil attacks where adversaries create multiple fake identities to manipulate
reputation scores, and collusion attacks where malicious nodes cooperate to boost each
other’s reputations, particularly problematic in dynamic, large-scale vehicular environ-
ments where vehicles have brief interaction windows. Blockchain technology emerged as a
transformative solution to the fundamental limitations of centralized trust architectures,
offering distributed consensus mechanisms that eliminate single points of failure.
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Lei et al. [22] pioneered blockchain applications in vehicular communications through
credit-based payment systems that enable direct vehicle-to-vehicle transactions without
trusted intermediaries, demonstrating blockchain’s potential for trustless economic in-
teractions. Kang et al. [23] advanced this direction by introducing smart contract-based
reputation management systems that automate trust evaluation through deterministic,
tamper-resistant code execution, providing cryptographically verifiable audit trails for all
reputation changes. Despite these security improvements, early blockchain implemen-
tations faced severe scalability constraints—public blockchains like Bitcoin achieve only
7 TPS and Ethereum approximately 15 TPS, far below the thousands of transactions per
second required for large-scale vehicular networks with hundreds of thousands of vehicles
generating continuous authentication requests.

The critical breakthrough came with Zhang et al.’s TrustChain-VANET framework,
which innovatively integrated blockchain with the InterPlanetary File System (IPFS) to
achieve 2000–2150 transactions per second (TPS) throughput with only 7.1% latency vari-
ation under varying load conditions, representing a 30% reduction in storage overhead
by offloading large data objects to IPFS while maintaining cryptographic hash pointers
on-chain, 20% decrease in transaction costs through optimized smart contract design,
and 15% improvement in malicious vehicle detection accuracy through enhanced trust
evaluation algorithms.

Kumar et al. [24] proposed an alternative consortium blockchain architecture where
Regional Service Managers (RSMs)—trusted infrastructure entities—participate in consen-
sus operations rather than all vehicles, achieving faster consensus times typically ranging
from 200–500 ms while maintaining Byzantine fault tolerance guarantees through Practical
Byzantine Fault Tolerance (PBFT) among regional validators.

The comprehensive taxonomy of trust management models has been systematically
analyzed by Shaikh and Alzahrani [25], who categorized approaches into three fundamen-
tal types: entity-oriented trust that evaluates vehicle trustworthiness based on credentials
and behavioral history [26], data-oriented trust that assesses message validity through
cross-validation and plausibility checking regardless of source identity [27], and hybrid
models combining both approaches for comprehensive trust evaluation [28], each address-
ing different trust evaluation dimensions suited to specific threat models and deployment
scenarios. Machine learning and artificial intelligence techniques have significantly en-
hanced trust management sophistication by enabling pattern recognition and anomaly
detection capabilities that surpass rule-based approaches.

Li et al. [29] developed deep learning-based trust evaluation systems utilizing con-
volutional neural networks (CNNs) that analyze spatiotemporal features from vehicle
trajectories, communication patterns, and message content to achieve 85% accuracy in
detecting various malicious activities including false information dissemination, selective
forwarding attacks, and distributed denial-of-service attacks. Their approach processes
multi-dimensional behavioral features to identify subtle anomalies that evade traditional
signature-based detection.

Boneh et al. [30] introduced threshold cryptographic schemes where decryption re-
quires cooperation from multiple parties (k-of-n threshold), preventing any single en-
tity from unilaterally accessing private information—in VANETs, this enables privacy-
preserving communication where individual RSUs cannot decrypt messages alone, dis-
tributing trust across multiple network entities. Gentry’s [31] groundbreaking work in
fully homomorphic encryption (FHE) opened possibilities for arbitrary computation on
encrypted data without decryption, though initial constructions proved computationally
prohibitive for real-time applications.
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Alouache et al. [32] demonstrated practical applications of partially homomorphic
encryption in VANETs for privacy-preserving traffic analysis, enabling transportation
authorities to compute aggregate statistics like traffic density and flow patterns without
accessing individual vehicle location data. Zero-knowledge proof systems [33], particu-
larly modern constructions like zk-SNARKs (Zero-Knowledge Succinct Non-Interactive
Arguments of Knowledge) [34], provide extremely compact cryptographic proofs (typically
128–256 bytes) that can be verified efficiently even on resource-constrained devices, en-
abling vehicles to prove possession of valid credentials without revealing identity, certificate
details, or linking multiple transactions to the same vehicle.

Ring signatures introduced by Rivest et al. [35] provide unconditional anonymity
by allowing users to sign on behalf of a group without revealing which member gen-
erated the signature, ideal for anonymous incident reporting [36], though the trade-off
involves signature sizes that grow linearly with group size, creating bandwidth overhead
in communication-constrained vehicular networks.

The evolution from 4G to 5G cellular networks fundamentally transforms vehicu-
lar communication capabilities through architectural innovations specifically designed
to meet diverse performance requirements. 5G’s three main service categories—Ultra-
Reliable Low-Latency Communications (URLLC), enhanced Mobile Broadband (eMBB),
and massive Machine-Type Communications (mMTC)—address fundamentally different
VANET application requirements through customized protocol stacks and resource alloca-
tion strategies [37]. URLLC provides sub-millisecond latency targets (as low as 1 ms) and
ultra-high reliability (99.999% packet delivery) essential for safety-critical applications such
as emergency braking, collision avoidance, and cooperative lane changes [38], representing
order-of-magnitude improvements over 4G LTE’s typical 50 ms latency.

Quantum computing poses existential threats to current cryptographic systems that
rely on the computational hardness of integer factorization (RSA) and discrete logarithm
(ECC/DSA) problems [39]. Shor’s quantum algorithm, first proposed in 1994, demonstrates
that sufficiently powerful quantum computers can solve these problems in polynomial
time, rendering current public-key cryptography vulnerable. While practical quantum
computers capable of breaking 2048-bit RSA remain years away, the “harvest now, de-
crypt later” threat—where adversaries capture encrypted communications today for future
decryption once quantum computers become available—motivates immediate deploy-
ment of quantum-resistant cryptography, particularly critical for vehicles with 10–15 year
operational lifespans. NIST’s Post-Quantum Cryptography Standardization process [40]
conducted rigorous multi-year evaluation of candidate algorithms, with final Federal In-
formation Processing Standards, published by the National Institute of Standards and
Technology NIST; FIPS 203/204/205 [41] officially approved in August 2024, providing
algorithm specifications suitable for practical deployment.

CRYSTALS-Dilithium, standardized as FIPS 204, provides digital signatures based
on the Module Learning with Errors (M-LWE) lattice problem believed to resist both
classical and quantum attacks [42]. Empirical measurements on automotive-grade ARM
Cortex-A53 processors demonstrate that Dilithium achieves 35–40% faster signing and
verification operations compared to RSA-2048, with key generation completing in 50–80 µs,
signing in 80–120 µs, and verification in 90–130 µs, though at the cost of significantly larger
signatures (2420 bytes compared to RSA’s 256 bytes). KYBER (FIPS 203) [43] provides
quantum-resistant key encapsulation mechanisms for secure session key establishment,
achieving key generation in 30–50 µs, encapsulation in 40–70 µs, and decapsulation in
45–75 µs on similar hardware platforms. FALCON (FIPS 205) [44] offers an alternative
signature scheme with compact signatures (690 bytes) specifically optimized for bandwidth-
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constrained environments, though with more complex implementation requirements due
to floating-point arithmetic in signing operations.

Practical implementation challenges include computational overhead on resource-
constrained OBUs, increased memory requirements for larger keys and signatures, and
bandwidth overhead from larger message sizes—these are being addressed through hard-
ware acceleration using cryptographic coprocessors, hybrid transition modes that support
both classical and post-quantum algorithms during migration periods, and optimized
implementations for embedded automotive systems [45].

Wang et al. [46] extended this paradigm through federated learning frameworks
that enable collaborative model training across distributed vehicles while preserving data
privacy—each vehicle trains locally on its own data and contributes only model parameter
updates rather than raw data to the global model, addressing privacy concerns while
leveraging collective intelligence from the entire vehicular network. Privacy preservation in
VANETs requires sophisticated cryptographic mechanisms that extend far beyond simple
pseudonymization schemes.

Empirical measurements by Gyawali et al. [47] in real-world suburban 5G deployments
confirmed end-to-end latency below 5 ms for 99% of packets, validating theoretical perfor-
mance predictions though noting that dense urban environments exhibit higher latency
variance due to signal propagation challenges and network congestion. Network slicing,
a revolutionary 5G capability, enables dynamic creation of dedicated virtual networks
with customized configurations tailored to specific application requirements [39]—safety
messages utilize URLLC slices configured for minimum latency and maximum reliability,
infotainment services leverage eMBB slices optimized for high throughput, and vehicle
telemetry exploits mMTC slices designed for massive device connectivity.

Campolo et al. [48] demonstrated that dynamic slice allocation based on real-time traf-
fic patterns and application demands can improve overall network resource utilization by
30–40% compared to static slice configurations, enabling more efficient spectrum usage. Mo-
bile Edge Computing (MEC) [40], tightly integrated with 5G network architecture, brings
computational and storage resources to the network edge in close physical proximity to ve-
hicles, fundamentally reducing communication latency and enabling real-time processing.
Abbas et al. proposed edge-assisted blockchain architectures where MEC servers maintain
synchronized blockchain replicas and perform preprocessing tasks including transaction
validation, signature verification, and block proposal, demonstrating that this approach
reduces end-to-end blockchain transaction latency by 40–60% compared to vehicle-only
consensus while maintaining security properties through cryptographic verification.

Looking toward next-generation 6G networks anticipated for deployment around
2030, Letaief et al. [49] envision AI-native network architectures with integrated machine
learning capabilities for intelligent resource allocation, terahertz frequency communications
enabling data rates exceeding 100 Gbps, and holographic beamforming techniques provid-
ing sub-centimeter positioning accuracy that could enable location-based cryptographic
verification [41].

Recent work by Menezes and Sarkar [50] provides detailed analysis of practical de-
ployment timelines and migration strategies for large-scale systems, while Chen et al. [51]
examine automotive-specific constraints including real-time performance requirements,
power consumption limitations, and safety certification processes for cryptographic imple-
mentations. Despite significant research advances in blockchain-based VANET security,
critical research gaps and practical deployment challenges remain largely unaddressed. The
fundamental scalability–security trade-off persists as an open challenge—while numerous
solutions claim to address either scalability or security individually, few maintain both high
transaction throughput (exceeding 2000 TPS) and strong security guarantees (Byzantine
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fault tolerance with f < n/3) simultaneously in realistic large-scale deployments exceeding
5000 vehicles generating continuous authentication and transaction requests.

Real-world deployment considerations including OBU computational limitations
(typical automotive processors have 1–2 GHz clock speeds and 2–8 GB RAM, far less
than desktop computers), energy consumption constraints particularly critical for electric
vehicles where cryptographic operations must not significantly impact driving range,
and seamless integration with existing automotive electronic control units (ECUs) and
communication systems receive insufficient attention in predominantly theoretical research.

Standardization gaps present significant barriers to practical interoperability and
commercial deployment—while current standards including IEEE 1609.2 (under revision),
ETSI TS 123 287 [52], and 3GPP Release 18 provide frameworks for V2X communication,
they lack comprehensive specifications for blockchain integration, creating risks of in-
compatible implementations that could fragment the vehicular ecosystem and prevent
cross-manufacturer communication. The post-quantum cryptography transition challenge
remains largely unaddressed in existing VANET research, particularly regarding practical
migration strategies that maintain backward compatibility with legacy vehicles during
the extended 10–15 year vehicle replacement cycle, requiring hybrid cryptographic modes
that support both classical and post-quantum algorithms simultaneously while meeting
stringent real-time performance requirements.

Cross-layer optimization opportunities between blockchain consensus protocols, 5G
network slicing configurations, and specific vehicular application requirements remain
largely unexplored—coordinated optimization across network layers could potentially
yield significant performance improvements beyond what isolated layer-specific optimiza-
tions can achieve. This paper directly addresses these identified research gaps through a
comprehensive framework that tightly integrates advanced blockchain technologies with
5G network infrastructure, post-quantum cryptographic algorithms, and edge computing
capabilities. Our approach specifically targets the scalability–security trade-off through
innovative geographical Sharding mechanisms and edge-assisted consensus, addresses
real-world deployment constraints through lightweight client architectures optimized for
resource-constrained OBUs and energy-aware participation strategies, contributes to stan-
dardization efforts by proposing hybrid operation modes that support gradual migration
from legacy systems, and provides detailed quantitative analysis of post-quantum cryp-
tography integration with concrete performance measurements on commercially available
automotive-grade hardware platforms [53].

At this phase, and before proceeding to our proposal, we would like to state clearly the
difference between existing technologies and our next coming proposal. Table 1 illustrates
a distinction between adopted technologies and original contributions.

Table 1. Distinction between exiting technologies and our proposal.

Component Source

Blockchain Existing literature

PBFT Existing literature

IPFS Existing literature

5G Slicing Existing literature

CRYSTALS-Dilithium/KYBER/FALCON Existing literature

Trust score formula Adapted from literature

Integrated TrustChain-VANET architecture Proposed in this work

Cross-layer integration framework Proposed in this work
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Table 1. Cont.

Component Source

Deployment analysis Proposed in this work

Comparative evaluation Proposed in this work

3. Proposed Architecture
3.1. System Overview

Our proposed TrustChain-VANET architecture represents a comprehensive integra-
tion of blockchain technology, 5G network infrastructure, IPFS distributed storage, and
post-quantum cryptographic mechanisms. The system is designed to address the funda-
mental challenges of trust management, scalability, and privacy preservation in large-scale
vehicular networks. Figure 1 illustrates VANET System Architecture, with 5G Integration
showing multi-layer architecture with vehicles, RSUs, 5G base stations, and ITS services
interconnected through V2V, V2I, and V2X communication channels.

Figure 1. VANET System Architecture.

The architecture comprises multiple interconnected layers that work synergistically
to provide robust, scalable, and efficient trust management. The physical layer consists
of vehicles equipped with On-Board Units (OBUs), Road Side Units (RSUs), and 5G base
stations (gNBs). The network layer integrates blockchain consensus nodes, IPFS storage
networks, and Mobile Edge Computing (MEC) servers. The application layer encompasses
ITS services including traffic management, safety applications, and infotainment services.

3.2. Centralized vs. Decentralized Trust Paradigm

Traditional VANET architectures rely on centralized trust authorities, creating inher-
ent vulnerabilities and scalability limitations. Our decentralized approach fundamentally
transforms the trust establishment process. Figure 2 depicts the difference between Cen-
tralized vs. Decentralized Trust Model Comparison, showing single point of failure in the
centralized CA-based model contrasted with the distributed blockchain approach with no
central authority.
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Figure 2. Centralized vs. Decentralized Trust Model.

The centralized model exhibits several critical weaknesses: single point of failure
susceptibility, scalability bottlenecks, privacy concerns, and network partitioning issues. In
contrast, our decentralized model distributes trust decisions across multiple blockchain
nodes, eliminates single points of failure, and provides transparent, auditable trust man-
agement through immutable ledger technology.

Key advantages of the decentralized approach include:

• Fault Tolerance: Network operation continues even if up to f < n/3 nodes fail or are
compromised, where n is the total number of consensus nodes.

• Transparency: All trust-related decisions are recorded on the blockchain, providing
complete audit trails and accountability.

• Scalability: Geographical sharding and edge-assisted consensus enable horizontal
scaling to support thousands of vehicles.

• Privacy: Cryptographic techniques ensure user anonymity while maintaining authen-
tication capabilities.

3.3. TrustChain-VANET Architecture with IPFS Integration

The TrustChain-VANET framework represents a breakthrough in blockchain-based
vehicular networks, integrating IPFS (InterPlanetary File System) for optimized data storage
and retrieval. Figure 3 illustrates TrustChain-VANET Architecture with IPFS Integration
(2024 framework) showing blockchain consensus layer, IPFS off-chain storage for large
data, smart contract integration, and hash pointer mechanisms.

The architecture implements a hybrid storage approach where small, frequently ac-
cessed data (trust scores, authentication tokens, transaction records) are stored on-chain
for immediate availability and immutability, while large data objects (HD maps, multi-
media content, detailed sensor data) are stored in IPFS with hash pointers maintained on
the blockchain.

This hybrid approach achieves significant performance improvements:

• 30% reduction in storage overhead through intelligent data partitioning
• 20% reduction in transaction costs by storing large data off-chain
• 15% improvement in malicious vehicle detection through enhanced data

integrity verification
• 2000–2150 TPS throughput with only 7.1% latency variation under load

https://doi.org/10.3390/wevj17070375
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Figure 3. TrustChain-VANET Architecture.

4. Trust Management Protocol
The proposed TrustChain-VANET architecture does not introduce entirely new cryp-

tographic or networking primitives. Instead, its novelty lies in the systematic integration
of blockchain-based trust management, IPFS-enabled distributed storage, PBFT consen-
sus, geographical sharding, MEC-assisted processing, and post-quantum cryptography
into a unified framework specifically designed for secure and scalable VANET environ-
ments. Each component was selected to address a specific limitation of existing VANET
trust systems, while their coordinated interaction constitutes the principal contribution of
this work.

IPFS is adopted to overcome the storage scalability limitations of conventional
blockchain systems by storing large vehicular data objects off-chain while preserving
integrity through blockchain hash references.

Geographical sharding is introduced to improve scalability by limiting consensus
operations to regional vehicle groups, thereby reducing communication overhead and
consensus latency.

MEC is incorporated to reduce authentication latency through local preprocessing
while preserving blockchain security guarantees.

Post-quantum cryptography is integrated to ensure long-term security against future
quantum attacks affecting long-life vehicular systems.

4.1. Trust Management Overview

The trust management protocol forms the core of our decentralized VANET architec-
ture, implementing sophisticated mechanisms for trust evaluation, consensus-based valida-
tion, and privacy-preserving authentication. The protocol operates through a multi-stage
process that ensures robust security while maintaining efficiency required for real-time
vehicular communications. Figure 4 depicts an Enhanced Blockchain-Based Trust Manage-
ment Flow showing comprehensive 5-lane swimlane workflow with message validation,
PBFT consensus mechanism (620 ms latency), trust score updates for both malicious and
honest behavior paths, and Byzantine fault tolerance (f < n/3).
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Figure 4. Enhanced Blockchain-Based Trust Management Flow.

The trust management flow encompasses five distinct phases: message generation
and signing, initial validation by receiving nodes, blockchain-based consensus validation,
trust score updates (both positive and negative paths), and final blockchain commitment
with network propagation. This comprehensive approach ensures thorough validation
while maintaining the sub-100 ms latency requirements for safety-critical applications.

4.2. Privacy-Preserving Communication Protocol

Our privacy-preserving communication protocol integrates advanced cryptographic
techniques to protect user anonymity while enabling trust verification and malicious
behavior detection. Figure 5 shows Privacy-Preserving Communication Protocol sequence
diagram illustrating threshold encryption, homomorphic operations for privacy-preserving
computation, and secure message delivery between vehicles through RSU/validators.

 

Figure 5. Privacy-Preserving Communication Protocol sequence diagram.

The protocol implements a multi-layered approach combining threshold encryption
for collaborative decryption, homomorphic encryption for privacy-preserving compu-
tations, and zero-knowledge proofs for anonymous authentication. This ensures that
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trust evaluations can be performed without compromising individual vehicle privacy or
revealing sensitive location information.

4.3. Trust Evaluation Model

The trust evaluation model employs a multifaceted approach that considers direct inter-
actions, indirect reputation, and behavioral history to compute comprehensive trust scores.

Ttotal = w1 × Tdirect + w2 × Tindirect + w3 × Thistory

where w1 = 0.5, w2 = 0.3, and w3 = 0.2 represent the weighted importance of each
trust component.

Direct Trust (Tdirect): Computed based on direct interactions between vehicles, in-
cluding message validation success rates, response times, and behavioral consistency. This
component provides immediate feedback on recent interactions.

Indirect Trust (Tindirect): Derived from recommendations and reputation reports from
other trusted vehicles in the network. This component leverages community consensus to
identify trustworthy and malicious entities.

Historical Trust (Thistory): Reflects long-term behavior patterns stored on the
blockchain, providing stability and preventing rapid trust score manipulation through
temporary good behavior.

Trust scores are normalized to a range of [0, 100], where scores below 20 trigger
enhanced verification procedures, and scores below 10 result in certificate revocation and
network exclusion.

4.4. Consensus Mechanism (PBFT)

The Practical Byzantine Fault Tolerance (PBFT) consensus mechanism has been
optimized for vehicular network requirements, balancing security guarantees with
performance constraints.

Consensus Phases:

1. Pre-prepare: Primary node proposes a transaction block containing trust updates and
message validations.

2. Prepare: Backup nodes validate the proposal and broadcast prepare messages if the
block is valid.

3. Commit: Nodes that receive sufficient prepare messages broadcast commit messages
and execute the transaction.

Our optimized PBFT implementation achieves 620 ms average latency for consensus
operations, representing a significant improvement over standard PoW mechanisms that
typically require 890 ms or more. The algorithm tolerates up to f < n/3 Byzantine failures,
where n is the total number of participating consensus nodes.

It should be noted that PBFT consensus is not executed in the critical path of safety-
related vehicular communications. Safety-critical messages such as collision warnings,
emergency braking alerts, and cooperative driving notifications are transmitted directly
through the URLLC communication slice after local cryptographic verification and trust
pre-screening at nearby MEC nodes. The PBFT process is reserved for non-time-critical
operations including trust score updates, reputation management, certificate lifecycle
management, and blockchain record commitment. This separation ensures that real-time
vehicular safety requirements remain unaffected by blockchain consensus latency.

Performance Optimizations:

• Batch Processing: Multiple trust updates are aggregated into single consensus rounds
to improve throughput.
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• Pipelining: Overlapping consensus phases reduce overall latency while maintaining
safety properties.

• View Change Optimization: Efficient primary node replacement mechanisms ensure
rapid recovery from failures.

4.5. Certificate Management

Certificate management in our decentralized system employs blockchain-based cer-
tificate lifecycle management with distributed Certificate Revocation Lists (CRLs) and
automated renewal procedures.

Certificate Issuance: New vehicles obtain certificates through a distributed issuance
process where multiple Regional Service Managers (RSMs) collaborate to validate identity
and issue cryptographic credentials.

Certificate Renewal: Automated smart contracts handle certificate renewal based on
trust scores and behavioral history, eliminating the need for centralized renewal authorities.

Certificate Revocation: Malicious vehicles with trust scores below critical thresholds
have their certificates automatically revoked through smart contract execution, with re-
vocation information distributed via IPFS for rapid propagation. Figure 6 demonstrates
the integrated decentralized framework showing the interconnected operation of four
core protocols: pbft consensus, trust evaluation, privacy-preserving broadcasting, and
distributed key management.

 

Figure 6. Integrated Decentralized Framework.

4.6. Integrated Decentralized Framework Overview

The Integrated Decentralized Framework Flowchart illustrates the synergistic opera-
tion of our four fundamental algorithms, demonstrating how they collectively establish a
comprehensive trust management ecosystem for vehicular networks. This visualization
reveals the critical interdependencies and information flows that enable secure, privacy-
preserving, and efficient blockchain-based VANET operations.

Component 1: PBFT Consensus Mechanism (Top-Left, Blue) forms the founda-
tion of distributed decision-making through a three-phase protocol. The circular
workflow—Broadcast → Prepare → Commit → Abort—ensures Byzantine fault toler-
ance where consensus is achieved only when at least 2f + 1 nodes agree, tolerating up
to f malicious nodes in a network of 3f + 1 total nodes. Each successful consensus cy-
cle produces secure blockchain updates that feed into both the trust evaluation and key
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management systems, creating an immutable audit trail of all network decisions. The
PBFT mechanism’s 620 ms average latency represents the security–performance trade-off
necessary for achieving distributed consensus while maintaining real-time responsiveness
for non-critical operations.

Component 2: Decentralized Trust Evaluation (Bottom-Left, Orange) processes vehicle
beacon messages through dual pathways computing both direct trust (based on first-
hand interactions) and indirect trust (derived from network reputation feedback). The
bidirectional arrows connecting to “Blockchain Updates” highlight the continuous feedback
loop where trust scores are both retrieved from and committed to the blockchain, ensuring
consistency across all network participants. This component implements the weighted
trust formula

T = w1 · Tdirect + w2· Tindeirect + w3· Thistory

where w1 = 0.5; w2 = 0.3; and w3 = 0.2. The weighting factors were selected based on com-
monly adopted trust-management principles in VANET research, where direct observations
are generally considered more reliable than indirect recommendations. Consequently, direct
trust was assigned the highest weight (0.5), followed by indirect trust (0.3), while historical
trust was assigned a smaller contribution (0.2) to preserve long-term behavioral context
without excessively penalizing temporary changes in behavior. Future work will investigate
adaptive weight optimization using machine-learning and sensitivity-analysis techniques.

The weighting factors were selected according to commonly adopted trust-management
principles in VANET literature. Direct trust was assigned the highest weight (0.5) because
it is derived from first-hand observations. Indirect trust received a moderate weight (0.3)
due to potential recommendation bias, while historical trust was assigned a weight of 0.2
to preserve long-term behavioral information without overly penalizing recent behavior
changes. Table 2 shows the trust weight parameters.

Table 2. Trust weight parameters.

Component Weight Reason

Direct Trust 0.5 Most reliable source

Indirect Trust 0.3 Community feedback

Historical Trust 0.2 Long-term stability

This formula enables dynamic reputation management that adapts to behavioral
changes while maintaining historical context. The trust evaluation outputs directly influ-
ence consensus decisions, creating a self-reinforcing security mechanism where low-trust
nodes face increased scrutiny.

Component 3: Privacy-Preserving Message Broadcasting (Top-Right, Green) demon-
strates adaptive security through three distinct privacy levels. The high privacy path
employs threshold encryption and homomorphic operations for maximum anonymity in
sensitive scenarios; medium privacy utilizes session-based hybrid encryption balancing per-
formance and protection; while low privacy applies lightweight signatures for non-sensitive
data. The convergence of all paths into “Secure Broadcast” indicates that regardless of
privacy level selected, messages maintain cryptographic integrity and authentication guar-
antees. This flexibility enables applications to optimize the privacy-performance trade-off
based on message criticality, with safety alerts potentially using medium privacy for faster
processing while location-sensitive data employs maximum protection.

Component 4: Distributed Key Management (Bottom-Right, Purple) orchestrates
the complete cryptographic lifecycle through three operations: Key Generation initial-
izes post-quantum secure key pairs using CRYSTALS-Dilithium for signing and KYBER
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for encryption; Secure Key Storage maintains cryptographic material in tamper-resistant
hardware modules; and Key Revocation invalidates compromised credentials through
blockchain-propagated certificate revocation lists. The central positioning of “Secure
Key Storage” emphasizes its role as the cryptographic foundation supporting all other
components—consensus signatures, trust score authentication, and message encryption all
depend on properly managed key material.

System Integration and Information Flows: The multi-colored arrows connecting
all four components reveal the framework’s holistic design. Purple arrows show how
consensus results trigger trust updates and key rotations; yellow arrows indicate trust scores
influencing consensus weights and privacy decisions; teal arrows demonstrate privacy
operations requiring key management services; gradient arrows represent composite data
flows involving multiple protocol interactions. This interconnected architecture ensures
that security, privacy, and trust properties emerge from the collective operation rather than
isolated components, with each protocol reinforcing the others’ guarantees. The blockchain
serves as the central coordination mechanism (represented by the central “Blockchain
Updates” hub), providing the shared state necessary for distributed consensus, trust score
synchronization, and revocation list distribution, ultimately achieving the decentralized
trust management objectives while maintaining the sub-second response times required for
vehicular applications.

5. Advanced Features (2024 Research Integration)
5.1. 5G Network Slicing for VANET Applications

The integration of 5G network slicing represents a transformative advancement in
vehicular communications, enabling dedicated virtual networks optimized for specific
application requirements. Our architecture leverages three distinct network slices to address
diverse VANET communication needs. Figure 7 illustrates 5G Network Slicing for VANET
Applications showing three dedicated slices: URLLC for safety-critical messages (<1 ms
latency, 99.999% reliability), eMBB for infotainment (>100 Mbps), and mMTC for IoT sensor
data (1 M devices/km2).

Figure 7. 5G Network Slicing for VANET Applications.

Ultra-Reliable Low-Latency Communications (URLLC) Slice: Dedicated to safety-
critical applications requiring sub-millisecond latency and 99.999% reliability. This slice
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handles emergency braking notifications, collision warnings, and cooperative driving
messages. Performance characteristics include:

• End-to-end latency: <1 ms
• Reliability: 99.999%
• Packet error rate: <10−5

• Availability: 99.9999%

Enhanced Mobile Broadband (eMBB) Slice: Optimized for high-throughput applica-
tions including HD map updates, infotainment content delivery, and blockchain synchro-
nization. This slice provides:

• Peak data rate: >100 Mbps
• User experienced data rate: >50 Mbps
• Latency: <10 ms
• Mobility support: up to 500 km/h

Massive Machine-Type Communications (mMTC) Slice: Designed for high-density
sensor deployments and IoT applications with energy efficiency priorities. Characteristics
include:

• Connection density: 1 M devices/km2

• Battery life: >10 years
• Latency tolerance: seconds to minutes
• Coverage: enhanced indoor and rural coverage

5.2. Geographical Sharding with Regional Blockchain Segments

Geographical sharding addresses the fundamental scalability limitations of traditional
blockchain architectures by partitioning the network into regional segments, each main-
taining its own blockchain while enabling cross-shard communication for inter-regional
transactions. Figure 8 depicts Geographical Sharding with Regional Blockchain Segments
(2024) showing 4 geographic zones with independent blockchain shards, cross-shard com-
munication protocols for inter-regional transactions, and global coordinator chain for
network-wide consensus.

Figure 8. Geographical Sharding with Regional Blockchain Segments.

The sharding architecture divides geographic regions into manageable segments,
typically based on administrative boundaries or traffic patterns. Each shard operates
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semi-independently while maintaining connectivity to adjacent shards and a global
coordination layer.

Shard Architecture Benefits:

• Horizontal Scalability: Support for 4000–5000 vehicles per shard compared to
1000–2000 in monolithic systems

• Reduced Latency: Local consensus operations complete faster with fewer participating nodes
• Fault Isolation: Problems in one shard do not affect others, improving overall

system resilience
• Load Distribution: Computational and storage loads are distributed across

multiple shards

Cross-Shard Communication Protocol: Vehicles traveling between shards require
seamless trust transfer mechanisms. Our protocol implements atomic cross-shard transac-
tions using a two-phase commit protocol with cryptographic proofs to ensure trust score
integrity during shard transitions.

Cross-Shard Coordination: Vehicles moving between geographical regions are dynam-
ically reassigned to the corresponding shard through the nearest RSU or MEC node. During
this transition, the previous shard securely transfers the vehicle’s trust state and relevant
metadata to the destination shard, ensuring continuity of trust evaluation. Cross-shard
transactions are coordinated through hash references recorded on the global blockchain
layer, while PBFT consensus within each shard maintains local consistency. This hierarchi-
cal coordination preserves data integrity and minimizes synchronization overhead during
frequent vehicle mobility.

5.3. Edge-Assisted Consensus Architecture with MEC

Mobile Edge Computing (MEC) integration creates a hierarchical consensus archi-
tecture that leverages edge computing resources to accelerate trust management opera-
tions while maintaining blockchain security properties. Figure 9 illustrates Edge-Assisted
Consensus Architecture with MEC Integration (2024) showing a hierarchical three-tier
architecture: vehicles at the bottom, MEC servers for preprocessing and initial validation
(20 ms), and core blockchain consensus nodes for final commitment (100 ms).

 

Figure 9. Edge-Assisted Consensus Architecture.

The edge-assisted architecture implements a two-tier validation system:
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Tier 1—Edge Preprocessing: MEC servers perform initial message validation, cryp-
tographic verification, and preliminary trust score computation. This tier handles high-
frequency, low-complexity operations with response times under 20 ms.

Tier 2—Core Consensus: Blockchain consensus nodes handle final validation, trust
score updates, and blockchain commitment operations. This tier focuses on high-security,
consensus-critical operations with typical completion times around 100 ms.

The proposed architecture follows a dual-path processing model. Time-sensitive safety
communications are processed through the MEC-assisted fast path, achieving response
times below 20 ms, whereas blockchain consensus is executed asynchronously in the
background to maintain a verifiable trust history and network-wide state consistency.

Performance Improvements:

• 40% reduction in end-to-end authentication latency
• 60% reduction in computational load on vehicles
• Enhanced fault tolerance through redundant edge nodes
• Improved energy efficiency for battery-powered vehicles

5.4. Post-Quantum Cryptography Integration

The integration of NIST-standardized post-quantum cryptographic algorithms ensures
long-term security against quantum computing threats while maintaining acceptable per-
formance in resource-constrained vehicular environments. Figure 10 depicts Post-Quantum
Cryptography Integration showing NIST-approved algorithms: CRYSTALS-Dilithium for
digital signatures, KYBER for key encapsulation, and FALCON for compact signatures,
all providing 128-bit post-quantum security with 40% performance improvement over
traditional RSA-2048 and quantum-vulnerable ECC.

 

Figure 10. Post-Quantum Cryptography Integration.

CRYSTALS-Dilithium Integration: Implemented for digital signatures in message
authentication and blockchain transactions. Performance benchmarks show:

• Signature generation: 40% faster than RSA-2048
• Signature verification: 35% faster than RSA-2048
• Signature size: 2420 bytes (comparable to RSA)
• Public key size: 1312 bytes
• 128-bit post-quantum security level

KYBER Key Encapsulation: Used for secure session key establishment and confidential
message encryption:
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• Key generation: 45% faster than traditional ECDH
• Encapsulation: 38% faster than RSA encryption
• Decapsulation: 42% faster than RSA decryption
• Ciphertext size: 1088 bytes
• Public key size: 800 bytes

FALCON Compact Signatures: Optimized for memory-constrained OBUs requiring
smaller signature sizes:

• Signature size: 690 bytes (compact variant)
• Verification speed: 50% faster than traditional DSA
• Memory footprint: 60% smaller than Dilithium
• Ideal for real-time safety message signing

Message-Load Consideration: The reported microsecond-level timings correspond
to individual cryptographic operations. In practical VANET deployments, vehicles may
generate safety messages at rates up to 10 Hz as modeled in our simulation setup. Under
this workload, an OBU performs approximately 10 signing operations per second for
its own safety messages and multiple verification operations for neighboring vehicles.
Using the measured Dilithium signing time (80–120 µs), local message signing requires
approximately 0.8–1.2 ms of CPU time per second, while verification load scales with
neighborhood density. The proposed architecture mitigates this effect through MEC-
assisted preprocessing, batch verification, and trust-based message filtering, reducing the
number of cryptographic operations that must be processed directly by the vehicle.

5.5. Implementation Considerations

Transition Strategy: The transition to post-quantum cryptography is expected to
occur gradually because vehicles typically remain operational for 10–15 years. During this
migration period, the proposed framework supports a hybrid cryptographic mode in which
classical algorithms (e.g., ECC-based IEEE 1609.2 certificates) coexist with post-quantum
mechanisms such as CRYSTALS-Dilithium and KYBER. Vehicles equipped only with legacy
cryptography continue to communicate using existing standards, while newer vehicles can
utilize hybrid certificates containing both classical and post-quantum credentials. RSUs
and MEC nodes act as interoperability gateways, validating both certificate types and
facilitating backward compatibility until full post-quantum deployment becomes practical.

Performance Optimization: Algorithm implementations leverage hardware accel-
eration where available, including AES-NI instructions and specialized cryptographic
coprocessors in modern vehicle ECUs.

Key Management: Post-quantum keys require larger storage and bandwidth compared
to traditional algorithms. Our key management system implements efficient compression
and caching strategies to minimize overhead.

This increased overhead is particularly relevant for resource-constrained OBUs, where
memory capacity, communication bandwidth, and processing power are limited. For ex-
ample, Dilithium and FALCON signatures are significantly larger than conventional ECC
signatures, increasing message sizes and storage requirements for certificate repositories
and blockchain records. To mitigate these effects, the proposed framework employs selec-
tive use of compact signatures (e.g., FALCON for safety messages), certificate caching at
MEC nodes, data compression techniques, and off-chain storage through IPFS to reduce
blockchain storage growth.

Standardization Alignment: Implementation follows NIST SP 800-208 guidelines [46]
for post-quantum cryptographic key management and integrates with emerging IEEE
1609.2 amendments for post-quantum VANET security.
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6. Results and Performance Analysis
It should be noted that several performance indicators reported in this paper are

derived from benchmark values and validated findings reported in recent literature on
blockchain-enabled VANETs, IPFS integration, edge-assisted consensus, and post-quantum
cryptography. The purpose of the present study is not to claim the independent implemen-
tation of every underlying technology, but rather to evaluate and compare the expected
performance of the proposed integrated framework using representative results from es-
tablished studies. The simulation environment focuses on assessing the feasibility of the
overall architecture and its deployment implications within large-scale VANET scenarios.

6.1. Simulation Setup

Comprehensive performance evaluation was conducted using industry-standard
simulation tools and realistic vehicular scenarios to validate the proposed TrustChain-
VANET architecture. The simulation environment integrates multiple specialized tools to
accurately model network behavior, vehicular mobility, and blockchain operations.

Network Simulation: NS-3 (Network Simulator 3) version 3.38 was employed for
detailed network protocol simulation, including 5G NR implementation, IEEE 802.11p
WAVE communications, and TCP/UDP protocol stacks. Custom modules were developed
to simulate blockchain consensus operations, IPFS storage interactions, and post-quantum
cryptographic operations.

Mobility Modeling: SUMO (Simulation of Urban Mobility) version 1.18 provided real-
istic vehicular movement patterns based on real-world traffic data from urban, suburban,
and highway scenarios. Integration with NS-3 through TraCI (Traffic Control Interface)
enabled dynamic topology updates reflecting actual vehicle movements.

Blockchain Simulation: A custom blockchain simulator was developed to model PBFT
consensus operations, trust score calculations, and transaction processing. The simulator
incorporates realistic computational delays, network propagation times, and Byzantine
failure scenarios. Table 3 details the simulation parameters.

Table 3. Simulation Parameters.

Parameter Value Description

Simulation Area 10 km × 10 km Urban area with mixed road types

Vehicle Density 50–500 vehicles/km2 Variable density for scalability testing

Vehicle Speed 30–120 km/h Mixed urban and highway speeds

1-h scenarios for statistical significance

Blockchain Nodes 50–200 nodes Distributed consensus participants

PBFT Fault Tolerance f < n/3 Up to 33% Byzantine failures

Message Frequency 10 Hz (safety), 1 Hz (beacon) IEEE 1609.4 compliant rates

Communication Range 300–1000 m (5G), 300 m (802.11p) Technology-dependent ranges

Malicious Nodes 0–20% of total nodes Various attack intensities

Network Latency 1–50 ms (5G), 10–100 ms (WAVE) Realistic propagation delays

6.1.1. Simulation Workflow

The simulation workflow consisted of five sequential stages: (1) generation of real-
istic vehicle mobility traces in SUMO, (2) import of mobility traces into NS-3 through
TraCI integration, (3) deployment of RSUs, MEC servers, and blockchain consensus nodes,
(4) execution of communication, trust-evaluation, and PBFT consensus processes, and
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(5) collection of performance metrics including authentication latency, throughput, packet
delivery ratio, and malicious-node detection rate. The workflow was repeated under
different vehicle densities and attack intensities to assess scalability and robustness.

6.1.2. Attack Model

Malicious vehicles were simulated as nodes generating false traffic information, forged
reputation reports, and Sybil identities. The percentage of malicious nodes varied from 0%
to 20% of the total vehicle population. Detection performance was evaluated by comparing
the number of correctly identified malicious nodes against the total number of malicious
nodes present in each simulation scenario.

6.1.3. Blockchain Configuration and Consensus Node Distribution

Consensus nodes were deployed on RSUs and MEC servers rather than on individual
vehicles. Depending on the scenario, between 50 and 200 validator nodes participated in
PBFT consensus. Validators were uniformly distributed across the simulation area to avoid
geographical concentration and to support the proposed sharding architecture. Table 4
details the blockchain configuration parameters.

Table 4. Blockchain configuration parameters.

Parameter Value

Consensus PBFT

Validators 50–200

Fault tolerance f < n/3

Block generation interval 1 s

Trust update interval 5 s

Storage model Blockchain + IPFS

Smart contracts Enabled

7. Trust Score Update Procedure: Pseudo-Code or Simple Flowchart
Performance Metrics and Benchmarks

The evaluation focuses on critical performance indicators that directly impact real-
world deployment viability and user experience in vehicular networks. Figure 11 illustrates
Authentication Latency Comparison showing 40% reduction: Traditional VANET (150–300
ms) vs. Blockchain-Enhanced (90–120 ms) with 2024 benchmark data. And Figure 12
shows the Scalability Analysis Graph showing dual-axis comparison: Traditional VANET
throughput (500–800 TPS, plateaus at 1000 nodes) vs. Blockchain-Enhanced (2000–2150
TPS, scales to 5000 nodes) with stable latency performance.

Figure 13 depicts the flowchart of the trust evaluation process that we follow in
our work. The baseline values reported in Table 2 represent performance characteristics
commonly reported for traditional VANET and blockchain-enabled VANET architectures in
the literature. To facilitate comparative analysis, all benchmark values were normalized to
the simulation assumptions adopted in this study, including vehicle density, communication
range, mobility conditions, and network latency parameters. The objective is to compare the
relative performance trends of the proposed integrated framework against representative
conventional architectures rather than to claim direct implementation of every baseline
system. Table 5 illustrates a comparative performance analysis based on simulation results
and literature benchmarks.
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Figure 11. Authentication Latency Comparison.

Figure 12. Scalability Analysis Graph.

Figure 13. Trust Evaluation Process Flowchart.
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Table 5. Comparative Performance Analysis Based on Simulation Results and Literature Benchmarks.

Metric Traditional VANET Blockchain-Enhanced Improvement Significance

Authentication Latency 150–300 ms 90–120 ms 40% reduction Meets safety requirements

Malicious Detection Rate 75% 90% +15%
improvement Enhanced security

Transaction Throughput 500–800 TPS 2000–2150 TPS 300% increase High scalability

Scalability (Max Nodes) 1000–2000
nodes 4000–5000 nodes 100% increase Large-scale deployment

Energy Efficiency Baseline +35% 35%
improvement

Extended vehicle
battery life

Storage Overhead 100% (baseline) 70% 30% reduction IPFS integration benefit

Packet Delivery Ratio 85% 94% +9%
improvement Higher reliability

End-to-End Latency 120 ms 85 ms 29% reduction Real-time performance

Consensus Time 890 ms (PoW) 620 ms (PBFT) 30% faster Improved responsiveness

8. Detailed Analysis
Authentication Latency Analysis: The 40% reduction in authentication latency repre-

sents a critical improvement for safety-critical applications. Traditional PKI-based systems
require communication with centralized authorities, introducing variable delays espe-
cially in high-mobility scenarios. Our blockchain-based approach leverages edge-assisted
validation and local blockchain copies, enabling faster authentication while maintaining
security guarantees.

Malicious Node Detection: The improvement from 75% to 90% detection rate stems
from the multi-faceted trust evaluation model combining direct interactions, indirect reputa-
tion, and blockchain-verified history. Traditional reputation systems rely primarily on local
observations, while our approach leverages distributed consensus to identify sophisticated
attacks including Sybil attacks, location spoofing, and coordinated malicious behavior.

Throughput and Scalability: Achieving 2000–2150 TPS with support for 4000–5000 nodes
represents a breakthrough in blockchain scalability for vehicular networks. This per-
formance is enabled through geographical sharding, which partitions the network into
manageable regions, and edge-assisted preprocessing, which reduces the computational
burden on core consensus nodes.

Energy Efficiency: The 35% improvement in energy efficiency is crucial for electric
and hybrid vehicles where computational overhead directly impacts driving range. Opti-
mizations include batch processing of trust updates, efficient post-quantum cryptographic
implementations leveraging hardware acceleration, and intelligent caching strategies that
minimize redundant computations.

8.1. Comparative Performance Under Various Conditions

High-Density Urban Scenarios: In dense urban environments with 400–500 vehicles/km2,
the system maintains stable performance with only 8.2% latency increase compared to low-
density scenarios. Geographical sharding proves particularly effective in these conditions,
preventing consensus bottlenecks.

High-Mobility Highway Scenarios: At speeds up to 120 km/h, the system achieves
92% packet delivery ratio and maintains trust score accuracy within 5% deviation. Rapid
shard transitions and predictive trust score prefetching minimize handover delays.

Byzantine Attack Scenarios: Under coordinated attacks with up to 20% malicious
nodes, the PBFT consensus mechanism maintains network integrity with 98.5% success rate
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in identifying and isolating malicious behavior. The distributed nature of trust evaluation
prevents single-point compromises.

8.2. Security–Performance Trade-Offs

While the proposed framework significantly enhances trust management, privacy, and
security, it also introduces several practical trade-offs. The incorporation of homomorphic
encryption, threshold encryption, and post-quantum cryptographic techniques strengthens
data confidentiality and future-proofs the system against quantum threats, but inevitably
increases both computational complexity and communication overhead. Likewise, the
use of the PBFT consensus protocol ensures resilience against Byzantine faults, although
its consensus delay tends to increase as the validator set expands. In addition, post-
quantum digital signatures require larger keys and signatures than traditional elliptic
curve cryptography (ECC), resulting in higher bandwidth utilization and greater storage
demands. Another challenge arises from enhanced privacy preservation, as limiting the
exposure of user information can reduce the amount of evidence available for accurate trust
assessment, requiring a careful balance between anonymity and malicious node detection.
To alleviate these limitations, the framework employs Multi-access Edge Computing (MEC)
together with geographical sharding, which distribute computational tasks across multiple
edge regions and reduce end-to-end processing latency, thereby compensating for much of
the additional cryptographic overhead.

8.3. Potential Limitation of the Proposed Solution

Although the proposed TrustChain-VANET framework demonstrates promising im-
provements in trust management, security, and scalability, several limitations remain.
The evaluation is based on simulation using NS-3 and SUMO rather than real-world
vehicular deployments, which may not fully capture practical communication dynam-
ics and hardware constraints. The framework also introduces additional computational,
communication, and storage overhead associated with blockchain operations and post-
quantum cryptography, particularly for resource-constrained onboard units (OBUs). Fur-
thermore, interoperability with legacy vehicular infrastructures and large-scale deployment
across heterogeneous transportation environments requires further investigation. Future
work will focus on prototype implementation, real-world validation, and optimization of
resource utilization.

The performance evaluation presented in this work is based on integrated NS-3 and
SUMO simulations, which provide a controlled and reproducible environment for assessing
communication performance and trust management mechanisms. However, simulation-
based evaluation cannot fully capture practical wireless channel impairments, hardware
constraints, and operational characteristics of real 5G vehicular networks. Therefore, real-
vehicle experiments or hardware-in-the-loop (HIL) validation remain important future
research directions to further verify the framework under realistic deployment conditions.

9. Discussion
9.1. Security Features Comparison

The proposed blockchain-based trust architecture demonstrates significant advan-
tages over traditional PKI systems across multiple security dimensions. Our distributed
consensus model eliminates single-point-of-failure vulnerabilities inherent in centralized
Certificate Authorities (CAs), requiring adversaries to compromise 34% of consensus nodes
(f < n/3 Byzantine tolerance) rather than a single CA. Historical PKI breaches demonstrate
the fragility of centralized trust, affecting millions of users through emergency browser
updates. In contrast, our PBFT-based consensus provides mathematically quantifiable
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security that scales with network size—at 100 nodes, 34 simultaneous compromises are
required; at 200 nodes, 67 compromises are needed.

Privacy protection extends beyond pseudonyms through three complementary layers:
Zero-Knowledge Proofs enable proving statement validity (e.g., “valid insurance”) without
revealing underlying data; Homomorphic Encryption permits trust score aggregation on
encrypted values without decryption; and Threshold Encryption (k-of-n) prevents single-
party surveillance. This multi-layer approach achieves k-anonymity with k ≥ 100 in urban
scenarios, providing 6–7 bits of entropy (groups of 64–128 vehicles) compared to traditional
pseudonyms’ 3–5 bits (8–32 vehicles).

Post-quantum cryptography addresses imminent threats from quantum computing.
NIST’s 2024 standardization of lattice-based algorithms (Dilithium, KYBER, FALCON)
protects against Shor’s algorithm, which breaks RSA/ECC. The “harvest now, decrypt
later” threat motivates immediate adoption—adversaries capturing today’s encrypted
communications can decrypt them when quantum computers emerge (projected 2030–2035).
Our implementation provides >10ˆ15 security margin against projected 2050 quantum
capabilities, ensuring protection throughout vehicles’ 10–15 year operational lifespans.
Geographical sharding achieves O(log n) scalability through hierarchical organization
(regional → metropolitan → national shards), while edge-assisted preprocessing (20–25 ms
MEC validation) filters 30–40% invalid messages before blockchain consensus, optimizing
the security–performance trade-off.

9.2. Security–Performance Trade-Offs

Although the proposed framework improves trust management and security, several
trade-offs must be considered. Increasing privacy protection through homomorphic en-
cryption, threshold encryption, and post-quantum cryptographic mechanisms introduces
additional computational and communication overhead. Similarly, PBFT consensus pro-
vides strong Byzantine fault tolerance but may increase consensus latency as the number of
validators grows. The adoption of post-quantum signatures improves long-term security
against quantum attacks; however, signature and public-key sizes are larger than those
of conventional ECC-based approaches, potentially increasing bandwidth consumption
and storage requirements. Furthermore, stronger privacy mechanisms may reduce the
amount of observable information available for trust evaluation, creating a balance between
anonymity and detection accuracy. The integration of MEC and geographical sharding mit-
igates part of this overhead by reducing processing latency and distributing computational
load across multiple network segments.

9.3. Post-Quantum Cryptography

Although post-quantum cryptography improves long-term security, it introduces
additional communication and storage overhead due to larger key and signature sizes. The
proposed architecture mitigates these effects through edge-assisted processing, IPFS-based
off-chain storage, and hybrid deployment strategies. Nevertheless, the security–overhead
trade-off remains an important consideration for future large-scale deployments.

10. Conclusions
This paper presents a comprehensive decentralized trust management framework for

Vehicle Ad Hoc Networks (VANETs) that successfully integrates blockchain technology, 5G
network infrastructure, and post-quantum cryptography to address critical challenges in
trust management, privacy preservation, and scalability.

https://doi.org/10.3390/wevj17070375

https://doi.org/10.3390/wevj17070375


World Electr. Veh. J. 2026, 17, 375 26 of 29

Based on simulation analysis and benchmarked results from recent studies, the pro-
posed integrated architecture is expected to achieve significant performance improvements
across multiple dimensions:

• 40% reduction in authentication latency (90–120 ms vs. 150–300 ms) through edge-
assisted consensus and optimized PBFT implementation

• 90% malicious node detection rate (+15% improvement over traditional approaches)
via multi-faceted trust evaluation combining direct interactions, indirect reputation,
and blockchain-verified history

• 300% increase in transaction throughput (2000–2150 TPS) enabled by geographical
sharding and IPFS integration

• 100% scalability enhancement supporting 4000–5000 nodes per shard compared to
1000–2000 in traditional systems

• 30% storage overhead reduction through intelligent hybrid storage leveraging IPFS
for large data objects

• 35% energy efficiency improvement critical for electric vehicle deployments

The integration of NIST-approved post-quantum cryptographic algorithms (CRYSTALS-
Dilithium, KYBER, FALCON) ensures future-proof security against quantum computing
threats while achieving 40% performance improvement over traditional RSA-2048 imple-
mentations. This represents a crucial advancement for vehicular systems with 10–15 year
operational lifecycles.

Our comprehensive evaluation through NS-3 network simulation and SUMO mobility
modeling demonstrates the framework’s viability under diverse real-world conditions
including high-density urban scenarios (400–500 vehicles/km2), high-mobility highway
environments (up to 120 km/h), and Byzantine attack scenarios with up to 20% malicious
nodes. The system maintains robust performance with stable latency characteristics and
98.5% success rate in identifying and isolating malicious behavior.

The 5G network slicing integration optimizes resource allocation through dedicated
virtual networks: URLLC for safety-critical messages (<1 ms latency), eMBB for blockchain
synchronization (>100 Mbps throughput), and mMTC for high-density sensor deployments
(1 M devices/km2). This multi-slice architecture ensures quality-of-service guarantees for
diverse vehicular applications while maximizing network efficiency.

Real-world deployment considerations including OBU computational constraints
(1–2 GHz processors, 2–8 GB RAM), standardization gaps (IEEE 1609.2, 3GPP Release
18), and energy consumption concerns have been comprehensively analyzed. Our edge-
computing-assisted approach provides practical solutions to these challenges, enabling
incremental deployment strategies and backward compatibility with existing infrastructure.

10.1. Key Contributions

1. Novel TrustChain-VANET architecture with IPFS integration achieving significant
storage and cost reductions

2. Edge-assisted consensus mechanism providing 40% latency reduction while main-
taining Byzantine fault tolerance (f < n/3)

3. Comprehensive post-quantum cryptography integration with superior performance
characteristics

4. Geographical sharding framework enabling horizontal scalability to support large-
scale deployments

5. Detailed real-world deployment analysis addressing practical constraints and stan-
dardization requirements

The proposed framework addresses critical research gaps identified in existing litera-
ture, particularly the scalability–security trade-off, real-world deployment viability, and
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post-quantum security transition. Our approach demonstrates that decentralized trust
management can achieve both high performance and strong security guarantees, making it
suitable for production deployment in next-generation Intelligent Transportation Systems.

Impact on ITS and Smart Transportation: The successful deployment of this framework
will enable:

• Enhanced road safety through reliable, tamper-proof communication channels
• Privacy-preserving traffic management respecting user anonymity
• Scalable infrastructure supporting millions of connected vehicles
• Future-proof security ensuring long-term protection against evolving threats
• Foundation for autonomous vehicle coordination requiring high-trust environments

As vehicular networks evolve toward autonomous driving and smart city integration,
the decentralized trust management approach presented in this work provides essential
security and scalability foundations. The framework’s modular architecture supports
incremental deployment and continuous evolution, accommodating future advancements
in 6G communications, artificial intelligence, and quantum-resistant cryptography.

This research represents a significant step toward realizing secure, scalable, and
privacy-preserving vehicular networks that will form the backbone of next-generation
Intelligent Transportation Systems, ultimately contributing to safer, more efficient, and
more sustainable transportation ecosystems worldwide.

10.2. Future Work

We acknowledge that a comprehensive statistical analysis with repeated simulation
runs and confidence intervals would provide additional validation and have identified this
as an important direction for future work.

Future work will focus on validating the proposed framework using hardware-in-the-
loop platforms and real vehicular testbeds with 5G-enabled communication.
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