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Abstract

Connected and Automated Electric Vehicles (CAEVs) are rapidly evolving into complex
Cyber-Physical-Social Systems (CPSS), generating structural tensions between technologi-
cal innovation and public safety. Current research in public governance exhibits significant
fragmentation. Scholars frequently isolate data privacy compliance from algorithmic
safety auditing, treating them as distinct silos. To bridge this gap, this study applies the
PRISMA framework to systematically synthesize 135 core peer-reviewed articles, expos-
ing the endogenous limitations of unidimensional regulatory paradigms. Our analysis
yields three central insights. First, traditional “notice-and-consent” models fail under the
ubiquitous data collection demands of modern V2X environments. Macro-level policies
must translate into foundational Privacy-Enhancing Technologies (PETs) through “Law-
as-Code” mechanisms. Second, the opacity of end-to-end algorithmic decision-making
deconstructs traditional tort liability systems. This necessitates ex-ante quantitative audit-
ing mechanisms—such as Explainable Artificial Intelligence (XAI) and enhanced Threat
Analysis and Risk Assessment (TARA 2.0)—to mitigate adversarial attacks and physical-
level safety hazards. Third, overcoming cross-national regulatory fragmentation requires
constructing a “dual-track synergistic” governance architecture. This framework institu-
tionalizes the coupling of data lifecycle quality workflows with the algorithmic Safety of the
Intended Functionality (SOTIF). Ultimately, this review advocates for adaptive regulatory
sandboxes and advances the harmonization and mutual recognition of global standards
(e.g., ISO/SAE 21434, UN R155/156). Addressing current methodological and empiri-
cal data constraints, future academic inquiry must pivot. Researchers should target the
value alignment challenges of Large Language Models (LLMs) in autonomous driving
and implement multi-stakeholder participatory policy pilots designed to reconcile diverse
social values.

Keywords: connected and automated electric vehicles; systematic literature review;
dual-track synergistic regulation; data security governance; algorithmic accountability;
Law-as-Code; socio-technical systems

1. Introduction and Problem Statement

Connected and Automated Electric Vehicles (CAEVs) are undergoing a profound
evolution from hardware-centric functionalities to software-defined architectures [1]. Oper-
ating as highly data-dependent “servgoods,” their core mechanism relies on algorithms to
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replicate, and progressively supplant, human driving agency [2,3]. Ceding control certainly
aligns with the long-term vision of shared mobility in modern smart cities [4,5]. However,
it inevitably integrates formerly closed physical vehicles entirely into open digital infras-
tructures. The deep convergence of underlying communication networks and in-vehicle
sensors allows external threats against transportation systems to breach traditional physical
boundaries, evolving into interdisciplinary coupled cyber-physical attacks [6,7]. Recent
collisions and foundational data contamination incidents have starkly exposed the systemic
vulnerabilities of autonomous driving systems to complex weather conditions and mali-
cious hacking [8]. Confronted with escalating systemic intrusion risks, the industry largely
views Al-driven cybersecurity defenses as the primary technical pathway to intercept
attacks [9]. Yet, this addresses only the technical dimension of risk governance.

When technological evolution creates friction with established institutions, the struc-
tural lag of legal norms becomes glaringly apparent. Current road traffic regulations often
fall into a regulatory vacuum when confronting highly automated driving systems, pri-
marily due to the absence of directly applicable liability clauses [10]. The core bottleneck
lies in the ambiguous legal status and definition of artificial intelligence itself, forming a
critical barrier to the commercial deployment of this technology [11]. Faced with the opacity
of algorithmic decision-making and potential legal disputes over electronic personhood,
traditional actuarial models and the logic of tort attribution are severely challenged. A
deep disciplinary chasm separates code design from legal culpability [12]. This fracture
extends into post-accident response mechanisms, subjecting traditional vehicle accident in-
vestigation organizations to severe institutional dilemmas regarding data retrieval, liability
demarcation, and cross-national jurisdiction [13].

The intersection of highly uncertain technological trajectories and complex social ethi-
cal demands has transformed CAEV regulation into a highly complex wicked problem [14].
To prevent early regulations from stifling technological innovation, global regulatory bodies
generally lean toward non-binding guidelines or the establishment of ad hoc advisory com-
mittees. Consequently, the governance landscape exhibits significant fragmentation [15].
Taking early-adopter regions of autonomous driving as an example, the decentralization
of licensing authority and testing standards to the local level not only exacerbates insti-
tutional inconsistencies but also strands public mobility data in a regulatory blind spot
lacking privacy protections [16,17]. This asynchrony between technology and regulation
is markedly ubiquitous. The misalignment of global regulatory pacing is evident across
various contexts: Europe’s ethical dilemmas and policy barriers surfacing amid multi-
stakeholder bargaining [18], the Middle East exposing cybersecurity regulatory gaps while
advancing long-term technological visions [19], and China facing transitional pressure
to forge a holistic governance system balancing early industry subsidies with prudent
market oversight [20]. This siloed state is similarly reflected in the severe divergence of
public road-testing guidelines across nations, directly severing the foundation of mutual
trust required for the cross-national mutual recognition and sustainable deployment of
autonomous technologies [21].

Public reaction to this institutional disconnect is direct and sensitive. Empirical sur-
veys indicate that emerging technology markets actually harbor high social acceptance
and expectations for the commercialization of autonomous driving. This bottom-up con-
sumer preference forces governments and automakers to accelerate their strategic deploy-
ments [22]. Paradoxically, these high expectations driven by technological convenience
make the current regulatory vacuum all the more conspicuous. Concerns over ambigu-
ous liability demarcations and absent safety mechanisms continue to erode this initially
robust foundation of social trust [23]. A joint experiment targeting the United States, Japan,
and Germany confirmed that despite divergent political beliefs and cultural backgrounds
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among respondents, a strong cross-cultural consensus exists in demanding strict legal lia-
bility for manufacturers and advocating for stringent product regulation [24]. Prospective
scenario analyses issue a clear warning: if the regulatory system maintains its passive
stance, the deep-seated contradictions among privacy violations, liability vacuums, and
safety risks will rapidly erupt, forming a systemic social risk that impedes deployment [25].
System dynamics models further reveal that fragmented technical fixes divorced from a
macro rule-of-law framework are highly prone to deviating from regulatory targets due to
time-lag effects between defensive measures and market penetration, potentially triggering
a more profound systemic collapse [26]. Bibliometric trends also confirm that foundational
attack prevention technologies must achieve institutional coupling with top-level compli-
ance regulatory frameworks [27]. Accordingly, this review strictly confines its research
boundaries to the high-risk, complex scenarios of connected and automated vehicles. By
stripping away pure engineering discussions of hardware and software, we systematically
dissect the evolutionary trajectories of data security and algorithmic auditing to explore a
dual-track synergistic regulatory framework capable of resolving the structural fracture
between code and law.

2. Literature Screening Process and Descriptive Analysis

The technological characteristics of CAEVs substantively disrupt existing liability
allocation and data compliance frameworks. To objectively map the evolutionary trajectory
of public governance research in this domain and overcome the subjective sampling bias
inherent in traditional narrative reviews, this study established a rigorous literature acqui-
sition and review protocol based on the PRISMA (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) standard framework [28]. A structured literature screening
mechanism effectively strips away non-relevant literature focused purely on underlying
mechanical engineering or conventional encryption algorithm optimization. This ensures
the final analytical sample aligns precisely with the core concerns of public policy and
technology governance.

2.1. PRISMA-Based Literature Retrieval and Double-Blind Screening Procedure

Constructing a robust retrieval strategy is a prerequisite for accurately capturing
literature at the intersection of policy and technology. To address the regional and linguistic
limitations of single databases—and to comprehensively encompass the academic and
policy discourse of China, the world’s largest new energy vehicle market—this study
integrated three major databases: the Web of Science (WoS) Core Collection, Scopus,
and the China National Knowledge Infrastructure (CNKI) (restricted to CSSCI-indexed
papers). The research team uniformly anchored the retrieval cutoff date to 24 June 2026,
eliminating risks of temporal mismatch across databases. The retrieval strategy constructed
a Boolean logic matrix (Table 1) comprising three semantic modules: “Physical Carriers and
Connectivity Features,” “Data Security and Algorithmic Risks,” and “Policy Compliance
and Governance Dimensions.” This matrix deliberately incorporated the latest technical
and legislative terminology, such as OTA, V2X, software-defined vehicles, the Al Act [29],
and UN R155 [30]. A logical intersection (AND) operation was implemented across the
modules, with no hard cutoff applied to publication years.
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Table 1. Core Retrieval Strategy and Boolean Logic Matrix.

Retrieval Module Core Semantic Category Boolean Logic and Keyword Strings (TS)
“intelligent connected vehicle *” OR “autonomous
Module 1 Physical Carriers and vehicle *” OR “connected and automated vehicle *” OR
Connectivity Features “self-driving car *” OR “software-defined vehicle *” OR
“V2X” OR “V2G” OR “OTA”
Module 2 Data Security and “data security” OR “privacy” OR “algorithm * regulation”
Algorithmic Risks OR “cybersecurity” OR “algorithmic accountability”
. . govern * OR policy OR policies OR regulat * OR
Module 3 Policy Compliance and compliance OR law OR “AI Act” OR “UN R155” OR

Governance Dimensions “ISO/SAE 21434 [31]” OR “ISO 21434”

The asterisk represents a wildcard character used for truncation in the database search strategy to capture various
word endings.

Confronting the literature redundancy typical of interdisciplinary fields, the research
team implemented a cascaded double-blind screening procedure. Two independent review-
ers, possessing cross-disciplinary backgrounds in public policy and vehicle engineering,
conducted a parallel assessment of the 976 initial records remaining after deduplication.
In the first round of preliminary screening, the double-blind observed agreement reached
89.23%, yielding a Cohen’s Kappa coefficient of 0.7687 [32]. This phase intercepted short
reports lacking substantive research subjects (Category C3, 387 articles), generalized IoT
studies deviating from traffic application scenarios (Category C2, 154 articles), pure engi-
neering simulations (Category C4, 54 articles), and non-target language texts (Category Cl1,
25 articles).

The retained 356 articles successfully entered the second round of in-depth full-text re-
view. At this stage, the double-blind agreement surged to 91.07% (Cohen’s Kappa = 0.8208).
A third senior researcher reviewed and adjudicated the rare classification disputes. To
guarantee academic rigor, the screening team initially purged 65 articles identified during
the full-text phase as book chapters or non-peer-reviewed conference abstracts (EX-0).
Subsequently, the team filtered out 123 psychological questionnaire studies that solely
examined public acceptance without supporting compliance frameworks (EX-1). They also
excluded energy and civil engineering literature focused on non-governance issues like grid
load scheduling (EX-2, 15 articles), and cleared residual mechanical optimization analyses
(EX-3, 10 articles) alongside marginal literature deviating from regulatory attributes (EX-4,
8 articles). Following this meticulous cleansing process, the team established a final sample
of 135 highly relevant, high-quality articles (Figure 1).

Regarding the exclusion logic for interdisciplinary literature, this study clarifies the
following: although pure mechanical control engineering literature (EX-3) was excluded,
we deliberately retained computer science literature addressing Privacy-Enhancing Tech-
nologies (PETs), edge computing, federated learning, and Explainable Artificial Intelli-
gence (XAI). Within the governance context of modern connected and automated vehicles,
“Law-as-Code” has emerged as a critical trend. These underlying architectural designs
fundamentally represent the engineering mapping of “Compliance-by-Design,” directly
constituting the core empirical foundation for macro-policy implementation.

2.2. Multidimensional Descriptive Statistical Characteristics of Core Literature

The final inclusion of 135 articles provides an objective sample for observing the
evolution of global vehicle data governance. External policy agendas frequently drive the
trajectory of knowledge production. The temporal distribution of publications (Figure 2)
reveals that related research largely stagnated in a slow exploratory phase between 2015
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and 2020. A definitive turning point emerged in 2021. Annual publication volume surged
into double digits (12 articles) and subsequently maintained a high trajectory, reaching
25 articles in both 2024 and 2025. This surge temporally and spatially aligns with the
initiation of specialized vehicle data legislation across major global jurisdictions. More

profoundly, it reflects the academic urgency of mandating human oversight, technical
robustness, and privacy governance within autonomous driving ethical guidelines [33].
The sudden escalation of industry compliance pressure rapidly translated into academic

productivity at the policy research level.

Identification
Records Identified via 3 Databases
(Search Date: 2026.06.24)

Initial Records (Dupli-
cates Removed): 976

Records Excluded in Round 1 (Total: 620)

 C8: Short reports lacking substantial research objects (387)

» ©2: Generalized 10T studies deviating from transport contexts
(154)

 C4: Pure enginee:

& C1: Non-target I

Round 1: Title and Abstract Screening
Parallel Independent Double-
Blind Screening (n = 976)
[Observed Agreement: 89.23%)
[Cohen’s Kappa: 0.7687]

| Retained for Full-Text Review |
H
| Transition Records: 356 |

Round 2: Full-Text Eligibility Review
Cascaded Double-Blind Re-
view of Full Texts (n = 356)
[Observed Agreement: 91.07%)]
[Cohen’s Kappa: 0.8208]

(Discrepancies resolved by a third senior researcher)

Full-Text Articles Excluded (Total: 221)
© EX-0: Book chapters or non-peer-reviewed conference abstracts
(65)

« EX-1: Psychological surveys lacking regulatory framework sup-

port (123)

« EX-2: Energy/civil literature on topics (15)

© EX-3: Underlying mechanical optimization (PETs/XAI retained)
(10)

® EX-4: Marginal literature deviating from regulatory attributes (8)

Studies Included in Qualitative Synthesis
Clore Database for Inter-
disciplinary Governance

Final Sample Size: 135

Figure 1. Flowchart of Literature Retrieval and Cascaded Screening Based on PRISMA Standards.
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Figure 2. Annual Publication Volume Trend of Core Literature on CAEV Regulation, 2012-2026.
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Theoretical & Policy Review

Research Methodology

Engineering / Architecture Design

Qualitative Research

Quantitative Research

Regarding methodological preferences, knowledge construction exhibits a striking
disequilibrium (Figure 3). Fully 84 articles adopted the normative theoretical and policy re-
view paradigm, followed by engineering experiments and architectural design (30 articles).
Empirical investigations—represented by qualitative research (10 articles), quantitative
analysis (8 articles), and mixed methods (3 articles)—remain relatively scarce. This configu-
ration stems from a chronic misalignment between theoretical focus and industry priorities.
Academic discourse languished for years in abstract moral quagmires such as the “trolley
problem.” Conversely, automakers operating at the technological frontier focus their actual
demands sharply on collision avoidance and liability risk minimization design [34]. Con-
strained by barriers to acquiring real-world data from underlying vehicular networks, most
policy effectiveness evaluations stall at conceptual deduction. This urgently necessitates
the introduction of a comparative sociotechnical design perspective to locate empirical
anchors for cross-national policy coordination across multiple dimensions, including safety
and privacy [35].

Mixed Methods

T T T T T T T T

0 10 20 30 40 50 60 70 80
Number of Publications

Figure 3. Categories and Distribution Proportions of Research Methods Adopted in The
Core Literature.

Projecting the sample across the spatial dimension exposes a phenomenon of geopo-
litical agglomeration in research (Figure 4). After removing pure theoretical deductions
(Theoretical, 46 articles) and global macro-level discourses (Global, 31 articles), the United
States (20 articles), China (17 articles), and the European Union (13 articles) constitute the
primary sources of academic output. Under the purview of the Holistic Approach to Na-
tional Security, the operation of connected and automated vehicles generates complex risk
spillovers that transcend the cyber-physical-social ternary space [36]. This effect inherently
aligns with the distribution of commercial testbeds for high-level autonomous driving
worldwide, driving high-frequency academic output from the US, China, and the EU amid
their jurisprudential contestation.

To precisely anchor the governance focus of the core literature and respond to the
complexities of policy-making, the review team established four mutually exclusive The-
matic Coding Rules during the data extraction phase. Specifically, the “Data Privacy and
Security Governance” category exclusively designates literature exploring vehicular data
rights allocation, the failure of informed consent, and data leakage prevention mechanisms.
The “Macro-Policy and Standard Comparison” category aggregates textual evolution com-
parisons of top-tier international legislation, such as the AI Act. The “Algorithmic Auditing
and Technical Compliance” category is strictly limited to micro-level studies focusing on
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algorithmic transparency, the Safety of the Intended Functionality (SOTIF), and collision ac-
countability. Meanwhile, the “Dual-Track Synergistic Regulation of Data and Algorithms”
category encompasses only those studies that explicitly explore the mutual constraint
mechanisms between data workflows and algorithmic decision-making, attempting to
construct a lifecycle coordination framework. For cross-disciplinary studies spanning
multiple thematic boundaries, the review team adopted a “primary contribution priority”
principle during the coding phase. If a study addressed multiple issues, it was uniquely
categorized based on its core methodological contribution or the primary regulatory bot-
tleneck it sought to resolve. Notably, if a study substantively proposed and validated a
comprehensive framework integrating data lifecycle management with algorithmic security,
it was elevated and exclusively assigned to the “dual-track synergistic regulation” category.

Theoretical 46
Global

United States
China
European Union
United Kingdom

Germany

Australia

Study Region / Context

Japan

Singapore

South Korea

Saudi Arabia

0 10 20 30 40
Number of Publications

Figure 4. Spatial Distribution Characteristics of Jurisdictions in Empirical Cases Within The
Core Literature.

Viewed through these coding criteria, the structural blind spots of the current academic
knowledge landscape become apparent (Figure 5). Among the 135 samples, a staggering
82 articles fixate their research perspective solely on the “Data Privacy and Security Gover-
nance” quadrant. Because vehicle operational logic demands infrastructural surveillance of
the environment, this ontological shift overturns traditional privacy boundaries [37]. Con-
sequently, it forces scholars to integrate the contextual integrity framework to reconstruct
data flow evaluation systems [38]. However, physical perception is fundamentally a deep
coupling of data inputs and algorithmic outputs. Currently, explorations into “Algorithmic
Auditing and Technical Compliance” number a mere 8 articles. Literature attempting to
coordinate both dimensions under “Dual-Track Synergistic Regulation” remains in a state
of relative scarcity (7 articles).

This unidimensional research trajectory, which artificially severs data from algorithms,
severely undermines the regulatory system’s efficacy in addressing systemic risks. Evolu-
tionary game analysis confirms that stakeholders’ micro-decisions in privacy and security
governance are deeply constrained by the perceived value of compliance costs [39]. Facing
continuously evolving cyberattacks, the automotive industry’s defense lines can no longer
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Primary Regulatory Focus

rely on single-point defenses divorced from the algorithmic context. Constructing bundled
risk management frameworks and embracing cross-boundary threat intelligence sharing
has become an inevitable choice [40]. Deeply integrating data regulation with algorithmic
auditing and establishing an iterative evaluation system of “anticipate, include, reflect, and
respond” from the perspective of Responsible Research and Innovation (RRI) [41] is not
merely an objective necessity to shatter current theoretical bottlenecks. It constitutes the
core logical departure point for this paper’s subsequent substantive construction of the
dual-track synergistic mechanism.

Data Privacy & Security Governance - 82

Macro-Policy & Standards Comparison

Algorithm Audit & Tech Compliance

Dual-Track Synergistic Regulation

0 10 20 30 40 50 60 70 80

Number of Publications

Figure 5. Horizontal Distribution Characteristics of Regulatory Targets in The Core Literature.

3. Dimensions of Data Security and Privacy Governance in Connected
and Automated Vehicles

3.1. Infrastructural Surveillance and the Deconstruction of Privacy Protection Paradigms

The global automotive market’s structural transition toward Battery Electric Vehicles
(BEV) and Plug-in Hybrid Electric Vehicles (PHEV) does more than fundamentally reshape
energy propulsion. It substantively propels the escalation of vehicular Level of Auton-
omy [42]. This deep intertwining of electrification and intelligence dictates that high-level
autonomous vehicles must rely on widely distributed charging infrastructure [43]. Physical
energy replenishment triggers high-frequency data interactions within the Vehicle-to-Grid
(V2G) environment. The vehicle’s formerly closed physical shell dissolves. It evolves into
a mobile sensing node that continuously streams trajectories, preferences, and identity
characteristics to the smart grid and cloud, thereby subjecting vehicle location privacy
within traditional grid architectures to structural exposure risks [44].

Throughout this process, the routine activation of in-vehicle biometric devices (such as
facial recognition and eye tracking) [45] compounds with the mandatory, continuous state
exchanges exacted by emergency systems like eCall [46]. Together, they cause the protective
boundaries of personal data to dissolve [47]. Modern V2X perception of occupants and the
environment transcends the logic of traditional data “capture.” It sweeps indiscriminate
external pedestrians—not just drivers—into a round-the-clock surveillance network. This
state, defined by academia as “panoptic data surveillance,” substantively deprives individ-
uals of their relative anonymity within mobile spaces [48]. Highly sensitive information,
such as movement trajectories, morphs into commercially lucrative operational assets for
platform enterprises. This commodification breeds the risk of unfair standard form data
contracts that exploit the behavioral vulnerabilities of occupants [49].

Confronting continuous and imperceptible data flows, the long-established “notice-
and-consent” principles across major global jurisdictions fall into a structural dilemma [50].

https:/ /doi.org/10.3390/wevj17070372


https://doi.org/10.3390/wevj17070372

World Electr. Veh. ]. 2026, 17, 372

9 of 26

Risks of excessive automotive data collection, leakage, and the outflow of critical data
continue to escalate, forming a pronounced “three-level, three-category” risk posture [51].
Empirical evaluations confirm a troubling reality. The static compliance standards of the
EU’s GDPR [52], the existing notice-and-consent mechanisms in Germany and the wider
EU [53], and Australia’s evolving privacy frameworks [54] all exhibit glaring regulatory
blind spots when managing high-frequency interactive vehicular data streams.

Conceptual lag surrounding state intervention deepens this crisis. In the United
States, for instance, the traditional Fourth Amendment “automobile exception”—which
permits warrantless searches based on a vehicle’s physical mobility—becomes untenable in
a data-driven context [55]. Urban administrators implement real-time location monitoring
through the Mobility Data Specification (MDS). This practice breaches highly sensitive
privacy thresholds, constituting de facto administrative searches [56]. The enactment of the
UK'’s Investigatory Powers Act [57] issues a similar warning. Its mandatory data retention
mechanisms objectively force Original Equipment Manufacturers (OEMs) to act as covert
extension nodes for state mass surveillance [58].

3.2. Cross-National Regulatory Fragmentation and the Contestation over Public-Private
Data Ownership

The multidimensional threats of data abuse compel nations to tighten regulations on
cross-border data flows. Consequently, global data governance exhibits profound frag-
mentation. Text clustering analysis based on BERTopic reveals that the GDPR, CCPA [59],
and South Korea’s PIPA [60] harbor significant structural fissures regarding mobility data
jurisdiction and liability exemption clauses [61]. In China, the world’s largest market for
connected and automated vehicles, regulatory logic attempts to strike a dynamic balance
between the baseline of national security and the interconnected development of the in-
dustry [62-64]. However, an empirical examination of privacy policies from the top ten
domestic connected vehicle manufacturers reveals a stark reality. Enterprises hold a dis-
tinct advantage in the contestation over data ownership, frequently subjecting consumers’
statutory data rights to covert curtailment [65]. This confirms that the data security of
autonomous driving confronts compounding challenges from technical vulnerabilities,
legal lag, and social ethics [66].

The rapid emergence of novel business models continuously strains the carrying
capacity of existing rules. Usage-Based Insurance (UBI) reshapes the traditional dual
relationship between policyholders and insurers. The actuarial thirst for granular driving
data fundamentally conflicts with current high privacy standards [67]. Resolving this
requires the urgent introduction of a tiered regulatory framework of “standardization-
validation-remedy” to reconstruct the boundaries of the obligation to inform [68]. In ride-
hailing and Robotaxi services, the public’s deep-seated concerns regarding data abuse have
become a critical social barrier hindering large-scale deployment [69]. Surveys targeting
emerging markets like Serbia confirm that a privacy trust deficit is the primary negative
factor delaying the popularization of high-level autonomous driving [70].

Dismantling this trust crisis urgently requires reconstructing the governance paradigm.
Regulators must abandon isolated rights protection centered on “absolute personal con-
trol” and pivot toward “altruism” and synergistic control by multiple stakeholders [71].
Effective arrangements to resolve ownership disputes are emerging. These include estab-
lishing a two-tier public-private cooperative protection architecture where “administrative
agencies regulate automakers, and automakers protect user privacy” [72], or building a
government-led Open Data Platform (CAV-ODP) to integrate public and private inter-
ests [73]. Furthermore, introducing a regulatory sandbox mechanism from a Legal Design
perspective provides a crucial institutional buffer to conduct policy pilots in a controlled
environment and achieve classified and graded data regulation [74,75].
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3.3. Law-as-Code: The Underlying Technical Mapping of Data Compliance

Abstract policy reviews divorced from underlying code architectures fundamentally
fail to address the systemic risks confronting connected and automated vehicles. Data
governance within the automotive industry is undergoing a paradigm shift from ex-post
legal accountability toward Privacy-by-Design [76]. This “Law-as-Code” trend dictates that
macro-compliance frameworks must map precisely onto both vehicular hardware nodes
and cloud computing infrastructure.

The technical prerequisite for implementing classified and graded regulation lies in
precisely quantifying data misuse risks. The Misuse Risk scoring model (MR-score), con-
structed via metrics of sensitivity, scale, and identifiability, provides regulatory agencies with
a quantitative analytical fulcrum to intercept high-risk datasets [77]. Regarding cybersecurity
risk assessment, traditional Threat Analysis and Risk Assessment (TARA) methods are
undergoing readaptation. Their coverage radius extends beyond merely preventing hacker
attacks to encompassing full-lifecycle compliance reviews of data [78]. Synergizing Privacy
Impact Assessments (PIA) with misuse case modeling enables manufacturers to substantively
block unauthorized user profiling pathways early in the product design phase [79].

Confronting the high mobility and short-duration connectivity of vehicles, relying
solely on centralized cloud encryption proves increasingly inadequate. Edge computing
architectures permit instantaneous data desensitization at the on-board terminal near the
perception source. This generates “non-personal data” devoid of specific identity pointers,
technically circumventing stringent privacy reviews at the source [80]. The synergistic
deployment of Federated Learning (FL) and Differential Privacy (DP) mandates that vehi-
cles exchange only model parameters rather than raw driving data. This fundamentally
eliminates the leakage risk associated with Single Point of Failure (SPOF) attacks on central
servers [81]. Within dynamic V2X environments, fusing federated learning with permis-
sioned blockchains further resolves the chronic scalability deficits of traditional privacy
protection mechanisms [82].

To establish the immutability and credibility of data workflows, permissioned
blockchains and Zero-Knowledge Proofs (ZKP) are widely embedded within V2X ar-
chitectures [83]. Although decentralized cryptographic mechanisms substantially enhance
data audit transparency, their indelible nature objectively generates inherent tension with
the “right to be forgotten” codified in data protection regulations [84]. To bridge this
techno-policy fracture, constructing Trusted Data Spaces (TDS) that integrate edge-cloud
federated architectures emerges as the technical foundation for the full-lifecycle governance
of multi-source heterogeneous data [85]. As system dynamics modeling reveals, an effective
cybersecurity regulatory framework must strike a rational dynamic balance among data
accessibility, control thresholds, commercial investment, and privacy redlines [86]. To visu-
ally demonstrate how compliance mandates materialize into concrete technical practices,
Table 2 systematically maps the pathways of key data policies into underlying architectures.

Table 2. Data Security Compliance Demands and Underlying Technical Mapping Mechanisms
in CAEVs.

Mapped Underlying Engineering Implementation

Core Regulatory/Policy Privacy-Enhancing : . e Core Supporting
Demand Dimensions Technologies (PETs) & Mechanisms & Coml?hance Verification Literature
. . Logic
Security Architectures
Classified and Graded Data . . Instantaneously desensitizes data at the
Reculation & Minimization of Edge Computing & Misuse source to generate non-personal data; [77,80]
& Risk scoring (MR-score) utilizes MR-score to quantify dataset !

Collection

sensitivity and match access privileges.
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Table 2. Cont.

Mapped Underlying

Engineering Implementation

Core Regulatory/Policy Privacy-Enhancing . . e o Core Supporting
Demand Dimensions Technologies (PETs) & Mechanisms & Coml?llance Verification Literature
. . Logic
Security Architectures
Local on-board trained models exchange
Prevention of Raw Data Federated Learning (FL) & f)nly grgdlenf parameters; injects
Leakage & Blockage of Differential Privacy (DP) differential noise to prevent reverse [81,82]
Cross-Border Workflows y engineering by attackers, breaking down
data silos.

Joint Modeling of TARA & Trans.la.tes excessive collection .rlskS.H‘.ltO

Source Blockage of . quantified threat nodes, operationalizing
. ; Privacy Impact . . . [76,78,79]

Full-Lifecycle Privacy Threats Privacy-by-Design to achieve early
Assessment (PIA) o2 .
vulnerability interception.
Distributed ledgers record data
Data Immutability & Audit Permissioned Blockchains & invocation hash values to ensure [83,84]
Transparency Enhancement Zero-Knowledge Proofs (ZKP)  traceability; ZKP verifies identity validity !
without disclosing data content.
Constructs a controlled testing
. environment integrating edge-cloud
Data Sandbox Testing for . -

High-Risk Trusted Data Spaces (TDS) & federated architectures, providing a [74,75,35]

Cross-Domain Scenarios

Regulatory Sandboxes technical prototype for legitimate data
workflows between governments

and automakers.

4. Restructuring Liability and Quantitative Auditing in
Algorithmic Regulation

4.1. The Fracture of Attribution Logic Triggered by Algorithmic Decision-Making

The substantive transfer of control in connected and automated vehicles triggers a
systemic restructuring of the traffic accident liability allocation framework. The techno-
logical replication of human driving behavior by autonomous systems decouples the core
regulatory arena from physical operations into deep code spaces, exposing the dilemma of
inconsistent liability attribution standards globally [87]. This displacement triggers an ap-
plicability crisis for negligence tort law. Al decision-support tools interpose complex code
driven by statistical probabilities between human operators and harmful outcomes. This
configuration subjects traditional attribution pathways grounded in the duty of reasonable
care to severe applicability constraints [88]. The realm of criminal liability confronts parallel
challenges. Traditional criminal law’s identification of mens rea and actus reus struggles to
untangle algorithmic decision logic, while the evidentiary cost of tracing whether manufac-
turers or users breached their duty of care remains prohibitively high [89]. Bridging this
chasm urgently requires introducing a hybrid attribution framework at the legislative level
that balances strict liability and vicarious liability [90].

Confronting the latent moral dilemmas of algorithmic decision-making, scholars pre-
viously attempted to construct circular ethical frameworks for anticipatory regulation [91].
However, pure ethical speculation divorced from engineering practice fails to address the
real-world product liability and systemic risks induced by autonomous driving [92]. The
lag in judicial practice forces private voluntary standards to substantively fill the vacuum
of safety governance. In tort litigation, whether manufacturers comply with these private
standards has become the core benchmark for evaluating their duty of care [93].

Establishing mandatory mechanisms for risk interception and transfer is a critical
countermeasure. Vehicular big data provides a real-time basis for granular Usage-Based
Insurance (UBI) pricing [94]. Yet, when responding to collective systemic failures triggered
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by large-scale cyberattacks, traditional commercial insurance models expose shortfalls in
carrying capacity. This demands that regulators explore establishing national compensation
agencies or reinsurance pools to safeguard victim rights [95]. A more operable institutional
vision advocates constructing mandatory liability insurance centered dually on product
liability and cybersecurity, concurrently mandating vehicles to equip event data recorders
(EDRs) or “black box” technologies. Solidifying the temporal states of algorithmic deci-
sions effectively enhances the traceability of the accident process, thereby resolving the
evidentiary deadlock for victims [96].

4.2. Explainable Al and the Engineering Implementation of Ex-Ante Auditing

Overcoming the technical opacity of algorithms cannot rely solely on ex-post liability
retrospection. The deep penetration of Al components in vehicles disrupts traditional
physical testing protocols. Consequently, establishing an ex-ante auditing methodology
encompassing transparency, robustness, and fairness has become a consensus [97]. As end-
to-end autonomous driving architectures highly couple perception with control, decision-
making opacity intensifies significantly. Mandating the embedding of Explainable Artificial
Intelligence (XAI) mechanisms is a prerequisite for demarcating the liability boundaries
between manufacturers and users, constituting the technical support for achieving multi-
level regulatory alignment [98].

Constructing trustworthy decision models requires XAl to provide ex-post explana-
tions that transcend mere code presentation. This enables regulators without technical
backgrounds to accurately evaluate the causal weights of behaviors such as lane changing
and braking [99]. Nevertheless, software-dimensional explainability remains at risk of
malicious tampering without constraints from the underlying hardware architecture. The
EGIS dual-brain controller architecture provides a definitive engineering reference. By
establishing an independent, hardware-isolated safety monitoring layer outside the main
system, and by implementing human override control and file state rollbacks, this archi-
tecture satisfies the mandatory compliance standards of the EU Al Act regarding human
oversight and recoverability for high-risk systems [100].

In-depth algorithmic auditing demands a systemic upgrade of existing Threat Analysis
and Risk Assessment (TARA) processes. Analytical methods oriented toward traditional
vehicles struggle to adapt to high-level autonomous driving scenarios devoid of human
driver intervention. By integrating Privacy Impact Assessments with expert subjectivity
calibration, the TARA 2.0 framework provides an enhanced risk management pathway
for operationalizing the ISO/SAE 21434 standard [101]. Bridging the isolated functional-
oriented and component-oriented threat analysis pathways within automotive systems
directly translates cybersecurity requirements into specific use-case defense designs. This
effectively eliminates latent vulnerabilities and redundancies within the system-level archi-
tecture of software-defined vehicles [102].

4.3. Quantifying Algorithmic Bias and Standardizing Safety Risk Management

Algorithmic compliance auditing must ultimately transition from qualitative descrip-
tions to quantitative evaluations based on traffic safety impacts. Statistical biases and
distorted safety incentive mechanisms latent within algorithmic decision-making imper-
ceptibly breed road-level inequities and physical collision hazards [103]. Quantifying
and rectifying such biases presupposes dismantling the blurred boundaries between al-
gorithmic inputs and outputs. Based on top-tier legal sources such as the Data Security
Law [104], structurally categorizing the data sustaining algorithmic operations into training
data, operational data, and derived data—while implementing principles of recording and
transparency across the entire algorithmic pipeline—constitutes the core prerequisite for
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severing bias contagion and quantifying evaluation deviations [105]. The deep conver-
gence of technical safety, cybersecurity, and ethical risks breaks the singular perspective of
traditional functional safety, establishing a three-dimensional constraint space for unified
algorithmic safety standards [106].

The core challenge confronting current algorithmic auditing has evolved from internal
logical deviations to external Adversarial Machine Learning (AML) attacks. Attack vectors
such as evasion and data poisoning directly disrupt traffic perception networks, inducing
catastrophic consequences. Traditional safety evaluations lack fine-grained control over
covert threats. Introducing a tailored extension profile to the NIST Cybersecurity Frame-
work (NIST CSF)—thereby directly anchoring core functions like Identify, Protect, and
Respond to the mitigation of adversarial threats—fills the evaluation void at the opera-
tional level of transportation network systems [107]. Deeply synergizing adversarial attack
defenses with emerging standards like the NIST Al Risk Management Framework and
MITRE ATLAS signifies that algorithmic safety has transitioned from a pure laboratory
robustness proposition into a standardized governance engineering effort spanning the
full lifecycle [108]. Table 3 delineates the primary current demands for algorithmic safety
compliance and their corresponding engineering quantification and auditing mechanisms.

Table 3.
tive Mechanisms.

Mapping of Algorithmic Regulatory Demands to Ex-Ante Auditing and Quantita-

Core Regul.a tory Corr(?s.p onding Algor.lthfnlc Audit Execution Mechanisms and Core Supporting
and Compliance Auditing and Quantitative Regulatory Verification Logic Literature
Demand Dimensions Technical Tools gulatory 8 U
Deciphering Algorithmic Black Explainable AI (XAI) and Mandatgs Fhe output of causa 1 weights
. " p for decision features; solidifies and
Boxes and Retroactive Black Box . . . . [96,98,99,105]
Liability Tracing Technologies (EDRs) retains operational and derived data in
real-time for forensic identification.
An independent monitoring layer
. . continuously verifies primary
Human Oversight and Physically Isolated.Dual-Bram algorithmic behavior, mandating
. Controller Architectures . [100]
System Recoverability human override control and state
(e.g., EGIS) .
rollbacks upon deviation from
safety thresholds.
Strips the human driver assumption,
Full-Lifecycle Vulnerability and TARA 2.0 and mtegra.tes use-case and componenfc
i Functional-Component boundaries, and mandates adversarial [97,101,102]
Robustness Auditing . 1 . .
Integration Models vulnerability enumeration during early

design phases.

Adversarial Attack Defense and

Bias Quantification

Indexes data poisoning and evasion
attacks; implements quantitative bias
isolation on training data to align with
standards such as MITRE ATLAS.

Tailored NIST CSF Profiles

Aligned with AML Standards [103,106-108]

5. Dual-Track Synergistic Governance Mechanism for Data and
Algorithms in CAEVs

5.1. From Isolated Functional Safety to Dual-Track Synergistic Design

The exponential leap in the systemic complexity of connected and automated vehi-
cles precipitates an applicability crisis for traditional static-rule-based certification meth-
ods [109]. This compels regulatory paradigms to undergo a systemic evolution toward
goal-oriented and risk-defense-based assurance case frameworks. Historically, automotive
safety engineering relied heavily on the ISO 26262 [110] standard, its purview firmly con-
fined to physical hazards induced by the inherent faults of electrical and electronic (E/E)
systems. Confronting highly open vehicular communication environments, this singular
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“functional safety” perspective struggles to counter complex cyberattacks triggered by
malicious data injection. This necessitates the comprehensive introduction of cybersecurity
engineering lifecycle methods, epitomized by ISO/SAE 21434 [111]. The industry has
initiated attempts to shatter the segregation of these two standards. By constructing a
unified Cybersecurity and Safety Management System (CSSMS) that integrates functional
safety with cybersecurity, stakeholders simultaneously reduce redundant compliance costs
and dissolve latent redundancies within development workflows [112].

The core essence of dual-track synergistic governance lies in establishing a unidirec-
tional veto relationship of “data quality” over “algorithmic physical safety.” Divorced
from real-world physical scenarios, “data contamination” is by no means confined to static
privacy breaches. Its more fatal threat lies in directly triggering the catastrophic failure of
the algorithm’s Safety of the Intended Functionality (SOTIF). Threat modeling targeting
autonomous driving cyber-physical systems (CPS) confirms that minuscule adversarial
perturbations at the environmental data layer can breach the robustness boundaries of
machine learning algorithms, compelling controllers to output lethal steering or braking
commands [113]. However, a mature synergistic framework transcends this unidirectional
constraint by establishing a bidirectional feedback loop. When ex-ante or run-time al-
gorithmic safety risks are detected—such as a sudden drop in adversarial robustness or
anomalous decision weights exposed by Explainable Al (XAI)—these algorithmic anoma-
lies must serve as active triggers to initiate renewed data validation and governance
protocols. For instance, if an autonomous controller’s inference output deviates from the
established safety baseline, the system should automatically retroactively audit the source
data, purging potential poisoning nodes or recalibrating the dataset’s sampling distribution.
This reverse-trigger mechanism ensures dynamic error-correction and the mutual evolution
of both data and algorithms.

Taking systemic cascading impacts within Vehicle-to-Everything (V2X) ecosystems as
an example, quantitative simulation evaluations expose pronounced systemic vulnerabili-
ties. In a typical cyber-physical attack scenario, compromised Roadside Units (RSUs) con-
tinuously broadcast fabricated Variable Speed Limits (VSL) or phantom lane closures into
the road network. Once decision-making algorithms in connected vehicles unconditionally
adopt these contaminated command data, they directly trigger large-scale chain-reaction
rear-end collisions and systemic traffic paralysis across the highway network [114]. The
feasibility of attacks in such dynamic scenarios depends heavily on the real-time state
of external data sources. Traditional static qualitative assessments fail to capture the full
spectrum of these threats. Therefore, data-driven quantitative simulation models must be in-
troduced to precisely measure the attacker’s “Window of Opportunity” [115]. Constructing
a trustworthy Al ecosystem requires uniformly embedding data protection, explainability,
and adversarial robustness into full-lifecycle Trust, Risk and Security Management (TRiSM)
workflows. This ultimately completes a holistic governance chain at the foundational level,
seamlessly linking data input sanitization with algorithmic output accountability [116].

5.2. Engineering Mapping of Law-as-Code and Standard Validation

Before implementing “Law-as-Code,” it is imperative to clearly delineate the legal
efficacy and implementation hierarchy of the various regulatory instruments discussed,
as this constitutes the jurisprudential foundation for compliance mapping. The current
governance ecosystem for connected and automated vehicles is primarily structured across
three hierarchical levels. First, macro-level statutory laws (such as the EU GDPR and the Al
Act) possess the highest legal binding force, establishing inviolable baseline principles and
severe punitive measures for non-compliance. Second, type-approval regulations (such
as UNECE R155/R156) function as mandatory prerequisites for market access; they wield
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transnational administrative enforcement power, directly determining whether a vehicle is
legally permitted on public roads. Third, voluntary technical standards (such as ISO/SAE
21434) serve as operational engineering guidelines. While lacking direct statutory mandate,
these standards are frequently weaponized in judicial tort litigation as a critical compliance
shield to assess whether a manufacturer has fulfilled its “duty of reasonable care.”

Bridging the implementation gap between macro-regulatory intentions and micro-
code execution relies heavily on the systematic anchoring of full-ecosystem certification
routes by the Standards Coverage Map (SCM) [117]. Within this mapping process, Over-
the-Air (OTA) technology acts as the core pipeline connecting external data clouds with
in-vehicle execution algorithms, constituting a critical node in the offensive-defensive
contest. Constructing a secure OTA update ecosystem requires manufacturers globally to
translate mandatory UN R155 and UN R156 [118] regulations into operational paradigms
spanning the entire vehicle lifecycle [119]. Industry practice has begun systematically
embedding open security frameworks like Uptane into OTA update cycles. This approach
adopts a “Security-by-Design” philosophy to defend against downgrade and malicious
firmware flashing attacks [120]. Taking the OTA upgrade of the Lane Keeping Assist (LKA)
function as an example, rigorous Threat Analysis and Risk Assessment (TARA) enables
engineering teams to precisely identify dozens of attack vectors and deploy targeted
cryptographic defenses. This execution provides a highly valuable empirical sample for
the compliant implementation of advanced driver assistance systems [121]. The Chinese
market has similarly established a data encryption and Root of Trust (RoT) protection
technology system covering the “cloud-pipe-device” end-to-end architecture by deeply
integrating UNECE protocols with mandatory national standards [122].

Achieving cross-dimensional dual-track synergy requires shattering the long-standing
organizational silos separating privacy protection from security analysis. By integrating
the LINDDUN privacy model with traditional security attributes, the Privacy-enhanced
Threat Analysis and Risk Assessment (PeTARA) method synchronously intercepts privacy
leakage and system hijacking risks during the initial design phases of vehicular electrical
and electronic architectures [123]. Addressing the operational vacuum in the implementa-
tion process of ISO/SAE 21434, academia is accelerating the engineering transformation
of methodologies. The HEAVENS 2.0 model compensates for the flaws of preceding
architectures, achieving precise responsiveness to United Nations vehicle cybersecurity reg-
ulations [124]. Concurrently, the MARISMA-CAR model creatively incorporates the threat
tiering mechanism of the European Union Agency for Cybersecurity (ENISA), providing ac-
tionable operational guidelines that extend directly into the component design phase [125].
Furthermore, the Model-based Overall Defense Assurance framework (ODFa2) optimizes
the tradeoff algorithms for defense strategies, substantially enhancing the timeliness of
engineering validation [126].

The diversity of engineering implementations dictates that compliance auditing must
possess robust cross-tier evaluation capabilities. Standardized analytical models demon-
strate formidable universality. They effectively compare the security protection levels
of centralized High-Performance Computing (HPC) against distributed node architec-
tures [127], assess OSI model-layer threats and regulatory mapping for in-vehicle Ether-
net [128], and systematically define attack surfaces for emerging Remote Monitoring and
Teleoperation (RMTO) scenarios [129]. To dissolve the semantic barriers between abstract
regulatory provisions and concrete development tasks, mapping regulatory requirements
directly onto mature software weakness enumeration dictionaries—such as STRIDE and
CAPEC—provides upstream and downstream supply chains with unambiguous vulner-
ability defense checklists [130,131]. Simultaneously, integrating toolchains based on the
Business Process Model and Notation (BPMN) and the EAST-ADL language drastically
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lowers the cognitive threshold for non-technical managers attempting to comprehend
complex attack trees [132,133]. During the mass-production validation phase, coupling
the prioritization review system of the Analytic Hierarchy Process (AHP) with in-depth
penetration testing furnishes regulatory agencies with quantitative bases and practical
empirical tools to rapidly assess the compliance maturity of massive automaker supply
chains [134-137]. Table 4 visually encapsulates this complex transmission mechanism.

Table 4. Engineering Mapping Mechanisms of Dual-Track Synergistic Governance for CAEVs.

Accommodating Engineering

Regulatory Demands and Technical Mapping Mechanisms and Core Supporting
. Standards and . . .
Legal Source Domains . Implementation Efficacy Literature
Evaluation Frameworks
Overall Ecological Securit Categorizes heterogeneous network
a’ Beolog ecumty Standards Coverage Map (SCM) and data privacy standards to construct [117]
Certification Coordination . .
an integrated compliance pathway.
Software Update Lifecycle . . " Est.a bhshes. er}ld—to—end.
OTA Security Architecture cloud-pipe-device” encryption to
Management (e.g., UN R156, . . [119-122]
Design and Uptane Framework defend against downgrade attacks and
GB standards [138]) o, . .
malicious firmware flashing.
Intended Functionality and Quantifies the systemic cascading
Data Contamination Simulation-level TARA and physical impacts of externally [114,115,139]
Interception (Addressing WOLVES Framework contaminated data (e.g., RSU spoofing) T
SOTIF risks) on decision-making algorithms.
Synchronously introduces the
Synergistic Privacy and PeTARA and HEAVENS 2.0 LINDDUN model during the initial [123,124]
Security Development Integration Methods architecture design phase to eliminate !
compliance review blind spots.
Supply Chain Compliance STRIDE/CAPEC Threat Translates abstract regulations into
. L . specific software weakness codes,
Context Alignment Dictionary Mapping and lowerine the review coenitive [130-132]
(Implementing UN R155) BPMN Visualization & &

threshold for non-technical managers.

5.3. Cross-National Policy Coordination and Adaptive Regulatory Pathways

The high homogeneity of underlying engineering languages cannot mask the pro-
found divergence of macro-regulatory systems. Constrained by indigenous legal traditions
and industrial interests, nations exhibit starkly different institutional resilience and evolu-
tionary trajectories when advancing dual-track synergistic mechanisms. The early federal
policy framework of the United States appeared particularly dispersed when addressing
autonomous driving. Authority over privacy, cybersecurity, and driving regulation was
severed and dispersed across distinct functional departments. This jurisdictional frag-
mentation severely restricted the systemic efficacy of the U.S. in coordinating responses
to compound risks [140]. Even within the framework of the UN 158 Agreement [141],
which attempts to establish unified global standards, member states retained substantial
disparities regarding the stringency and execution details of verification testing procedures
during the operational translation of UN R155 into domestic legislation. These variances
are driven largely by territorial administrative conventions [142].

Confronting the ethical dilemmas and governance disconnections brought by dis-
ruptive technologies, select jurisdictions have pioneered highly forward-looking adaptive
regulatory pathways. Singapore’s governance logic intertwines the “prescriptive” and the
“experimental.” By establishing highly controlled regulatory sandboxes, the city-state not
only accomplished closed-loop testing of data collection and algorithmic decision-making
within physically isolated environments. More importantly, it effectively absorbed public-
level ethical concerns into ad hoc regulatory frameworks through broad multi-stakeholder
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participation [143,144]. Conversely, China demonstrates pronounced characteristics of
incremental evolution. While comprehensive national-level legislation ferments, China
leverages high-density policy pilot zones, such as Beijing, to conduct cross-regional syner-
gistic legislative pilots, thereby accumulating institutional reserves through local regulatory
competition [139,145]. Concurrently, it positions ex-ante mandatory cybersecurity techni-
cal standards as core safeguards. This rigid baseline effectively reconciles the structural
tension between rapid technological evolution and legal stability [146]. The European
Union, relying on its massive regional synergistic advantage, funds 5G Cooperative, Con-
nected and Automated Mobility (CCAM) pilot projects. This bottoms-up approach drives
the standardization process for complex scenarios, such as backward-facing perception
safety [147].

Ultimately, bridging global regulatory fissures relies on constructing a highly inclusive
Comprehensive Cybersecurity Regulatory Framework (CRF). This framework necessitates
breaking through traditional unilateral administrative directives. Instead, it must inte-
supply,
suasion.” Such integration systemically diffuses technological reliability defects, privacy-

e a

grate four major policy tools: “regulation, economic incentives,” and “moral
ceding anxieties, and the latent inequities that algorithmic decision-making might inflict
upon Vulnerable Road Users (VRUs) [148]. Dynamic modeling analysis issues a further
warning: a future CRF must achieve a dynamic equilibrium across four dimensions—data
accessibility constraints, regulatory control thresholds, the protection of automakers’ com-
mercial investments, and the boundaries of public data privacy [149]. Only upon the
bedrock of mutual recognition of technical standards and cross-border trust in data can the
globalized deployment of connected and automated vehicles truly fulfill its social promise
to enhance the overall resilience and efficiency of transportation systems.

6. Discussion and Conclusions

6.1. Paradigm Evolution of Dual-Track Synergistic Regulation and Cross-Disciplinary
Literature Dialogue

As quintessential Cyber-Physical-Social Systems (CPSS), CAEVs undergo a regulatory
architectural evolution that fundamentally epitomizes the continuous contestation between
technological advancement and institutional resilience. The “dual-track synergistic reg-
ulation of data and algorithms” governance mechanism proposed in this review aims to
systemically overcome the theoretical limitations of “unidimensional governance” that
have long plagued both academia and industry. Engaging in a deep horizontal and vertical
dialogue between our theoretical deductions and existing mainstream research clearly
delineates the incremental theoretical contribution of this synergistic mechanism.

A substantial body of existing academic literature tends to treat cybersecurity and data
privacy as mutually parallel compliance tracks. This artificial academic compartmentaliza-
tion breeds structural vulnerabilities within the defense architecture. For instance, within
the engineering-oriented research camp, scholars strive to deeply integrate ISO/SAE 21434
with Threat Analysis and Risk Assessment (TARA) models, emphasizing the interception
of external hackers’ physical intrusions directly from the component design phase [101].
Conversely, within the purview of law and public policy, mainstream discourse frequently
confines itself to analyzing the applicability crisis of the EU’s GDPR or the Data Secu-
rity Law when confronting “panoptic data surveillance.” These studies attempt to patch
privacy loopholes by refining “notice-and-consent” rules [37]. This paradigm of parallel
academic evolution entirely neglects the strong coupling relationship between “data flows”
and “decision-making logic” interior to modern software-defined vehicles. Distinct from
studies that in isolation explore Explainable Artificial Intelligence (XAI) or the robustness
of adversarial machine learning [97,108], our synthesis corroborates that “data quality”
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holds a unidirectional veto over the algorithmic “Safety of the Intended Functionality
(SOTIF).” Divorced from instantaneous sanitization and cryptographic authentication at
the underlying environmental data source, any upper-layer advanced algorithmic defense
lines will forfeit their defensive efficacy against adversarial attacks such as data poisoning.

Scholars introducing a comparative sociotechnical design perspective have acutely
observed that governance challenges within complex technological systems possess a
mutually constitutive mechanism [35]. The dual-track synergistic framework constructed
in this paper acts as a profound response to this theoretical frontier. It dictates transcending
singular privacy protection compliance or isolated functional safety certification, mandating
the compulsory binding of the secure, full-lifecycle flow of data with the causal weight
output of algorithmic decision-making. Macroscopically, this mechanism resonates with
evolutionary game theory’s demands regarding multi-stakeholder perceived value and
synergistic control [39]. Microscopically, at the engineering level, it furnishes the “Law-as-
Code” support mechanism requisite for implementing emerging top-tier regulations like
the EU AI Act.

6.2. Research Limitations and Future Prospects

The knowledge graph of any systematic literature review remains constrained by its
methodological boundaries. Relying upon the PRISMA standard framework, this study
strictly confined its sample pool to peer-reviewed English and Chinese top-tier academic
databases. While safeguarding academic rigor and theoretical policy depth, this retrieval
strategy objectively excluded a vast array of industry white papers yet to be translated into
academic articles, internal security architecture specifications from Original Equipment
Manufacturers (OEMs), and grey literature. Crucially, constrained by the automotive indus-
try’s formidable walls of commercial secrecy protection and strict barriers to data sharing,
real-world attack samples and internal defensive negative data from underlying Vehicular
Ad-hoc Networks (VANETSs) remain exceedingly difficult to procure. Consequently, the
assessment of the dual-track synergistic mechanism’s actual efficacy—in this study and
the vast majority of current academic discourse—remains partially anchored in normative
deduction and simulation modeling phases. It lacks the empirical data support derived
from mass-produced vehicle models confronting Advanced Persistent Threats (APT) on
real-world open roads. Furthermore, the high concentration of empirical cases within
the three major jurisdictions of China, the United States, and the European Union poten-
tially obscures the unique geopolitical regulatory frictions and technical standard barriers
confronting the Global South as it integrates into the intelligent transportation ecosystem.

Addressing current methodological and empirical data constraints, future academic
inquiry into the public governance of connected vehicles must breach traditional policy
text analysis. It necessitates a strategic pivot toward the following two uncharted evolu-
tionary frontiers.

First, the “value alignment” challenges provoked by the integration of Large Language
Models (LLMs) into vehicles. As multimodal large models rapidly penetrate end-to-end
autonomous driving architectures, vehicles transcend being mere terminals executing
mechanical commands; they evolve into intelligent agents possessing complex common-
sense reasoning capabilities. Recent cutting-edge explorations issue a stark warning: when
processing sensitive vehicular data encompassing precise locations and real-time traffic
conditions, the built-in safety guardrails of LLMs are highly susceptible to circumvention
via complex prompt injection, triggering profound, large-scale data leaks [150]. More
intractably, traditional functional safety standards remain entirely incapable of constraining
the “hallucinations” of LLMs. A systemic quantitative evaluation mechanism is still lacking
to ascertain whether the inferential outputs of these large models strictly adhere to territorial
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traffic regulations and human moral values. Constructing a high-level safety alignment
framework exclusive to autonomous driving multi-agent systems—ensuring that model
outputs yield absolute obedience to physical safety baselines and ethical norms—will
constitute the next uncharted technological frontier in algorithmic auditing.

Second, participatory governance and regulatory pilot research aimed at reconciling
diverse values. The deployment of disruptive transportation technologies is never merely
about pure code verification; it represents the reallocation of urban spaces, public resources,
and social trust. Cross-national empirical surveys profoundly reveal that in constructing
the vision of autonomous mobility, the relationship among the public, regulators, and
automakers defies a simplistic binary of “support” or “opposition.” Instead, it is interwoven
with optimism, ambivalence, and deep-seated mistrust [151]. Stakeholder interests clash
in pronounced structural conflicts, particularly regarding data management privileges,
accident liability apportionment, and the delineation of cybersecurity boundaries. To defuse
this tension, traditional top-down bureaucratic regulation has proven rigid. Future research
must dedicate itself to substantively embedding public-level ethical concerns into the policy-
making workflow. Relying upon government-led cross-domain Trusted Data Spaces [75]
and regulatory sandbox mechanisms, researchers should launch large-scale policy pilots.
Furthermore, within the iterative framework of Responsible Research and Innovation
(RRI) [41], system dynamics models should be leveraged to continuously simulate the
long-term cascading impacts of regulatory policies on industrial investment and public
privacy [149]. Only by establishing such a highly inclusive participatory governance
ecosystem can we substantively heal the profound fractures among stakeholders regarding
data rights allocation and algorithmic accountability.

6.3. Conclusions

Amid the wave of software-defined vehicles reshaping the modern transportation
landscape, CAEVs transmit the virtual risks of cyberspace into the critical infrastructure
systems of the physical society with unprecedented depth. Through the systematic syn-
thesis and multidimensional deconstruction of global core literature, this study reveals
that attempting to repel systemic threats by relying on isolated data privacy compliance
or singular algorithmic robustness enhancement is fundamentally flawed. Shattering the
black-box deadlock of liability attribution and the fragmented dilemma of cross-national
regulation fundamentally requires establishing the holistic governance architecture of
“dual-track synergistic regulation of data and algorithms.” This architecture necessitates
not only reconstructing a composite attribution system at the macro-legal level that bal-
ances strict liability with mandatory insurance [96]. It also demands the deep convergence
of Privacy-Enhancing Technologies, Threat Analysis models, and Explainable Al at the
micro-engineering level, actualizing the mandatory code mapping of abstract compliance
requirements. Confronting the rapidly approaching critical threshold of technological leaps,
only by organically integrating technological innovation, regulatory evolution, and societal
public value under an open and mutually trusted international standard system can the
large-scale deployment of connected and automated vehicles truly fulfill its social promise
to elevate human mobility and welfare.
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