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Abstract: For many individuals and organizations, cyber-insurance is the most practical and only way
of handling a major financial impact of an information security event. However, the cyber-insurance
market suffers from the problem of information asymmetry, lack of product diversity, illiquidity, high
transaction cost, and so on. On the other hand, in theory, capital market-based financial instruments
can provide a risk transfer mechanism with the ability to absorb the adverse impact of an information
security event. Thus, this article addresses the limitations in the cyber-(re)insurance markets with
a set of capital market-based financial instruments. This article presents a set of information security
derivatives, namely options, vanilla options, swap, and futures that can be traded at an information
security prediction market. Furthermore, this article demonstrates the usefulness of information
security derivatives in a given scenario and presents an evaluation of the same in comparison with
cyber-insurance. In our analysis, we found that the information security derivatives can at least
be a partial solution to the problems in the cyber-insurance markets. The information security
derivatives can be used as an effective tool for information elicitation and aggregation, cyber risk
pricing, risk hedging, and strategic decision making for information security risk management.

Keywords: information security; risk management; financial instruments; prediction markets;
hedging; derivatives; security economics

1. Introduction

In today’s hyper-connected world, currently cyber-insurance products are the only way of
handling the residual information security risks. Recent incidents of cyber-attacks on various
organizations [1] prove that even the most sophisticated technical defense systems are not sufficient
to mitigate the residual (adverse financial) impact of cyber-security events. Thus, cyber-insurance
products provide an opportunity to individuals and organizations to spread their risks. This ensures
that no single entity receives a financial burden that is too large for it to bear. However, cyber-insurance
markets are susceptible to information asymmetry between buyers and insurers, and between insurers
and re-insurers; thus raising the cost of the transaction and inhibits transparency. Furthermore, due
to interdependent and correlated nature of information security risks, the uncertainty about the
quantum of risk exposure leads to the fear of systemic and huge losses for cyber-(re)insurance
providers. This difficulty in quantifying the information security risks leads to underestimation
of future losses, thus cyber-(re)insurance providers are incapable in underwriting the catastrophic
impact of cyber risks [2]. Thus, in absence of adequate market mechanisms for risk acceptance, the
interest of information security stakeholders who wish to transfer their risks and those who are
willing to accept the risk are reduced. Furthermore, the World Economic Forum in its annual risk
report stated that “A critical element in advancing this (on cyber risk management) discussion will be
improving the collective ability to measure the economic impact of cyber risks, at all levels—within individual
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businesses, nationally and globally. Effective methods for measuring and pricing cyber risks may even
lead to new market-based risk management structures, which would help in understanding the systemic
inter-dependencies in the multiple domains that now depend on cyberspace” [3].

In theory, capital markets can be an effective mechanism to undertake a high impact and correlated
information security risks. Capital market-based financial instruments can be developed as a risk
transfer mechanism with the ability to absorb the risk of catastrophes and their potential to add
liquidity and transparency to the risk transfer market [4-9]. Thus, the task of creating an information
security risk market for risk transfer (hedging) faces two key challenges. The first is to design the
market where various information security related financial instruments can be traded, and, second,
the specification of financial instruments (derivatives/contracts) to address various information
security risks. This article deals with the second problem, i.c., the specification of information security
derivatives to allow hedging of risk exposure to the underlying information security event. The first
challenge of designing an Information Security Prediction Market (ISPM) to allow the trading of such
financial instruments has been addressed in [10-12].

The primary goal of a prediction market is to elicit and aggregate information about the trading
contracts’ underlying events. Like other prediction markets, ISPM will allow traders to express their
probability assessment for the possible outcome(s) of the underlying event. This is achieved by the
trading of financial instruments (contracts), and the traders with more accurate predictions than others
are compensated for the same. Thus, the participants have an economic incentive to improve the
market accuracy by revealing any relevant information they may have. Therefore, in addition to the
goal of achieving information elicitation and information aggregation, financial instruments trading
at ISPM can be used as a mechanism for measuring and pricing of cyber risks and as a mechanism
to transfer /hedge the underlying cyber (information) security risks. The market (ISPM) observers
and participants can use the market information for strategic level cyber (information) security risk
management decisions. Such decisions (to invest in security controls, deployment of necessary security
tools, formulate organizational security policy, implementing regulatory compliance requirements, efc.)
can benefit from the knowledge and perspectives of a large and diverse group of people participating
in ISPM.

This article presents a set of specifications for Information Security Derivatives (ISD) that can
be traded at an information security prediction market, to be used as a mechanism for risk hedging.
The article presents a design for a set of ISD, namely Information Security Options (ISO), Information
Security Vanilla Options (ISVO), Information Security Swaps (ISS), and Information Security Futures
(ISF) that could be used to transfer the risk associated with the underlying information security
event. An information security event is a potential source of peril that would cause a loss to the
organization when it happens at anytime in the future. The loss (adverse impact) would be a result
of damage, destruction, or unavailability of a resource that is critical for the normal operation of the
organization. Furthermore, the article demonstrates the application of ISD in a given scenario and
presents an evaluation of the same in comparison with cyber-insurance products.

The remainder of the article is structured as follows: Section 2 explains the research method
followed for the article. Section 3 presents an overview of the related work. Section 4 explains the
research problem addressed in the article. Section 5 identifies the functional requirements for ISD.
Section 6 presents the design and development of the ISD. Section 7 demonstrates the application
of ISD in hedging the financial impact of information security risks in the given scenario. Section 8
presents an evaluation of the ISD. Section 9 concludes the article with conclusion and directions for
future work.

2. Research Method

We followed the Design Science Research Approach (DSRA) for this article [13]. DSRA is used
when innovations and ideas are created to develop technical capabilities and products for effective
and efficient process development for artifacts [13]. Design science research leads to the creation of



Future Internet 2016, 8, 20 3 of 62

“knowledge and understanding of a design problem, and its solution are acquired in the building and
application of an artifact” [14]. Design science research consists of “analysis of the use and performance
of designed artifacts to understand, explain and very frequently to improve the behavior of aspects of
information systems” [15]. A process flow model for DSRA is shown in Figure 1.
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Figure 1. Process Flow Model for Design Science Research Approach (adapted from [13]).

2.1. Explicate Problem

The DSRA process starts with the formulation of the initial problem, justifying the importance of
the problem and investigating the underlying causes of the problem [13]. To explicate the problem,
we started with reviewing the literature on information security economics, currently available market
methods and financial instruments developed for the management of information security risks.
We also reviewed the literature on various financial instruments that are used to manage risks in other
domains. This enabled us in identifying the gaps in the literature on the management of financial
impact of information security risks in the information security domain. The identified problem is
explained in Section 4.

2.2. Define Requirements

The next step in DSRA is to identify and outline an artifact that solves the problem explicated in
the previous step. The artifacts include but are not limited to algorithms, languages, human-computer
interfaces, and system design methodologies. Rossi and Sein [16] and Purao [17] presented a list
of outputs in DSRA. The list includes all the four output types proposed by March and Smith [18],
namely “Constructs”, “Models”, “Methods” and “Instantiations”, and a new element in the list is
“Better Theories”, as shown in Table 1.

Table 1. Design Science Research Outputs.

March Rossi and
Outputs Description and Sein [16],
Smith [18] Purao [17]

Constructs  The conceptual vocabulary of domain v v

A set of propositions or statements expressing

it . .
Models relationships between constructs v v

A set of steps used to perform a task - how to

Methods knowledge v v
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Table 1. Cont.

March Rossi and
Outputs Description and Sein [16],
Smith [18] Purao [17]

The operationalization of constructs, models,

and methods 4 4
Artifact construction as analogous to

Better Theories experimental natural science, coupled

with reflection and abstraction X v

Instantiations

Furthermore, this step elicits the requirements for the artifact [13]. An artifact requirement is
defined as the characteristic of the artifact that is to be used for design and development of the artifact.
The artifact requirement can be functional, structural, or environmental in nature. To solve the problem
identified in the previous step, the functional requirements identified for the artifact are explained in
Section 5.

2.3. Design and Development of the Artifact

Design and development of the artifact is the third step in DSRA. This step leads to the creation
of an artifact to fulfill the requirements that were identified in the previous step. This step leads to the
design of the functionality and structure of the artifact [13]. Section 6 explains the functionality and
structure of the artifact.

2.4. Demonstration of the Artifact

The feasibility of the artifact is demonstrated in the fourth step in DSRA. Primarily, it consists
of explaining the application of the artifact in one situation [13]. The demonstration is a weak form
of evaluation to show that the artifact can, in fact, solve the problem (or some aspects of it) in the
given scenario. This demonstration indicates that if the artifact can solve the problem in the given
situation, then it might be able to address the problem in other similar situations as well [13]. Section 7
demonstrates the use of the artifact designed and developed in the previous steps.

2.5. Evaluation of the Artifact

The fifth and the final step in DSRA is to evaluate the artifact. The evaluation is to determine the
extent to which the artifact designed and demonstrated in the previous steps can solve the explicated
problem and meets the artifact’s requirements [13]. Under the DSRA, the evaluation strategy can
be an ex-ante or ex-post on the one hand and naturalistic or artificial on the other [13]. The strategy
of evaluating the artifact when it is being fully developed or used is called an ex-ante evaluation.
When the artifact is evaluated after its implementation, the evaluation strategy is called an ex-post
evaluation. The naturalistic evaluation means that the artifact is evaluated in practice to assess to what
extent it meets the desired objective. On the other hand, when the artifact is evaluated in an artificial
and contrived setting, the evaluation strategy is termed as artificial evaluation.

The artifacts are evaluated using the methodologies available in the knowledge base.
The evaluation of artifacts can be based on the accuracy, completeness, consistency, functionality,
performance, reliability, usability, and other relevant quality attributes. A summary of evaluation
methodologies is presented in Table 2.

Table 2. Design Science Research Evaluation Methodologies (adapted from [19]).

Core Methodology = Sub-Methodologies

Case Study: Study artifact in depth in business environment

Observational Field Study: Monitor use of artifact in multiple projects
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Table 2. Cont.

Core Methodology = Sub-Methodologies

Static Analysis: Examine structure of artifact for static qualities (e.g., complexity)

Architecture Analysis: Study fit of artifact into technical IS architecture
Analytical Optimization: Demonstrate inherent optimal properties of artifact or provide

optimality bounds on artifact behavior

Dynamic Analysis: Study artifact in use for dynamic qualities (e.g., performance)

Controlled Experiment: Study artifact in controlled environment for qualities
Experimental (e.g., usability)
Simulation: Execute artifact with artificial data

Functional (Black Box) Testing: Execute artifact interfaces to discover failures
and identify defects

Testi . . . .
estng Structural (White Box) Testing: Perform coverage testing of some metric (e.g.,
execution paths) in the artifact implementation
Informed Argument: Use information from the knowledge base (e.g., relevant
- research) to build a convincing argument for the artifact’s utility
Descriptive

Scenarios: Construct detailed scenarios around the artifact to demonstrate its utility

Section 8 presents an evaluation of the artifact that was designed, developed and demonstrated to
address the problems and requirements identified in the previous steps. The evaluation is based on the
“descriptive” form of analysis [19]. This consists of constructing “scenarios” around the artifact and
using “informed argument” from the knowledge base to demonstrate the usefulness of the artifact [19].
Vaishnavi and Kuechler[20] have called this form of evaluation as “Logical Reasoning”. According to
them, the strength of the logical reasoning form of evaluation “depends on the strength and preciseness
of its arguments and assumptions” [20].

Informed argument form of evaluation is an ex-ante, artificial evaluation method, and it consists
of arguments to evaluate the performance of the artifact [13]. In the informed argument or descriptive
analysis form of evaluation, researchers evaluate the artifact by reasoning and arguments for its
usefulness in meeting the defined requirements and solving the explicated problem. This form of
evaluation is often used to evaluate the artifacts that are highly innovative and are still immature [13].
Furthermore, wherever required, we have used the “comparison” form of evaluation [21], to compare
our artifact with the only existing financial mechanism of cyber-insurance to mitigate the information
security risks.

3. Related Work

This section is divided into three subsections, one on information security risk management,
second on the financial engineering in risk management, and third on the financial instruments
designed to hedge a variety of risks.

3.1. Information Security Risk Management

An information security risk management process is an iterative process. It should lead to
continuous improvement in the security strength of the organization. An information security risk
management process is shown in Figure 2.

The key steps in the risk management process are discussed as follows.

3.1.1. Risk Identification

The risk identification process starts with the identification of assets (tangible and intangible)
in the organization, that needs to be protected from a potential threat. Thus, the identification of
possible cyber-threats to the organization plays a vital role in strengthening the security strategies.
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A cyber-threat taxonomy can be helpful in identifying the relevant cyber-threats to the organization.
A cyber-threat taxonomy is shown in Figure 3.

Identify the Information Security Risks <

'

Assess the Potential Impact of the Risk

Acceptable Risk Level?

Risk Avoidable?

Y

Yes,  Avoid the Risk

INo

Risk Mitigation Not

Yes
— 7| Required

lNo

Risk Mitigation/Reduction by:

- Invest in Technical Controls

- Formulate and Implement Security Policy
- Regulatory Compliance

v

Estimate Residual Risk

Further Risk Reduction

v

—

—

Required?

lYes

Transfer the Risk:

- Cyber-Insurance

- Information Security Derivatives

Figure 2. An Information Security Risk Management Process.

1. (a) MALICIOUS ATTACKS
ACTORS*

State-sponsored
Terrorists

Private enterprises
Cyber criminals
Activists
Current/former
employees

e Lone actors

CAPABILITY/ATTACK SOPHISTICATION
e From commodity tools, to bespoke attacks
driven by cyber experts

PERSISTENCY
e Short-term/opportunistic
e Automated/untargeted scans
e Long-term and persistent threats

PROXIMITY OF THE ATTACKER
Internet/remote external attack
Local network external attack (e.g., WiFi)
Insider attack with network access
Physical access to IT equipment (inc. By
subversion of employees)

1. (b) NON MALICIOUS FAILURES

e IT systems/software failures
e Human operating errors (e.g., loss of
computer)

A
2. POINT OF ATTACK/FAILURE

e Within the organization:
- The individual
- The device
- The system
- The information
- The network

e External to the organization:
- IT/infrastructure providers
- Non-IT supply chain/partners

*Actors often correlated with MOTIVATION (1. Warfare/terrorism, 2. Propaganda, 3. Commercial
gain/advantage, 4. Direct financial gain, 5. Protect, 6. Fun/demonstrate ability, 7. Revenge)

' 3. DAMAGE

TYPE OF DAMAGE TO COMPANIES

e Theft of intellectual property/
commercially sensitive information
e Business disruption/interruption
e Data and software deletion/destruction
e Direct financial loss:
- Theft of funds
- Extortion payments
e Third-party liabilities (customers,
employees, shareholders’ actions) and
regulatory actions:
- Disclosure of third-party data
- Other
e Reputational loss
e Physical damage:
- People
- Physical assets
¢ Investigation/response costs

OTHER DAMAGED PARTIES

e Supply chain companies
* Employees
e Private customers/public

Figure 3. A Taxonomy of Cyber-Threats (adapted from [22]).
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After completing the risk identification process, the next step is to estimate (quantify) the
risk exposure.

3.1.2. Risk Estimation

Risk estimation is the process of determining the potential impact of a risk. The estimation involves
estimation of potential loss and probability of occurrence of an adverse event. The risk estimation
is useful in formulating the organization’s risk management strategy, deciding on investments in
security controls and minimizing the impact of residual risk. The risk estimation method can be
categorized into quantitative and qualitative method. Quantitative method assigns numeric values to
the likelihood and impact of the risk. Also, the numeric values are assigned to the costs and benefits
related to the implementation of security controls. On the other hand, the qualitative method calculates
the relative values. Unlike the assignment of exact values to assets, potential losses, and cost of control
in the quantitative methods, the qualitative method is usually a combination of questionnaire and
workshops. The problem with the quantitative method is a lack of a standard method to effectively
calculate the various numerical values. The advantage of a qualitative method is that the accurate
values for the asset and cost of controls are not required. However, this non-precise (vague) values
may lead to inaccurate (far from real) risk estimates.

3.1.3. Risk Response

The risk response strategies can broadly be categorized into four, as follows:

1.  Avoidance: This strategy involves avoiding the possible threats and attacks. The source of risk or
the asset’s exposure to the risk is eliminated. This strategy is usually used in the cases where the
impact of the risk is more than the benefit of having that particular asset, such as full internet
connectivity to all the computer systems in the company.

2. Acceptance: This strategy involves accepting the security risk and its potential impact as a cost
of doing the business. This strategy is applied in the cases where the cost of implementing the
security control is likely to be higher than the potential impact of the risk materialization.

3. Reduction (Mitigation): This strategy aims to reduce the risk exposure by implementing the
appropriate security controls, security policies and compliance with regulatory requirements.
It is a primary and commonly applied risk management strategy.

4.  Transference: Risk transferring strategy is applied to partially transfer the risk exposure to
a third party by outsourcing the security services or purchasing a cyber-insurance or taking
an appropriate position in the information security financial instruments. In the light of various
cyber security incidents where technical defenses failed to prevent the attacks, risk-transference
strategy can play a vital role in mitigating the residual risk.

Risk response objectives and strategies are shown in Table 3.

Table 3. Risk Mitigation.

Objective Reduce the Probability of Risk Event Reduce the Financial Impact of Risk Event

Technical Controls Technical Controls
Strategies  Security Policy Cyber-Insurance
Others Derivatives

3.2. Financial Engineering and Risk Management

The discipline that deals with the design and development of innovative financial products
(instruments) is called financial engineering [23]. The financial engineering attempts to satisfy the
needs of the market participants to eliminate, transfer or manage financial and/or business risks [23].
Ross et al. introduced the process of financial engineering as the one which is followed to hedge the
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specific identified risks that may impact the organization [24]. Thus, “Financial engineering is the process
of designing and manufacturing financial products using applicable structured system processes so as
to satisfy a stated need relating principally, but not exclusively, to the management of financial risks” [23].
In the last two decades, a variety of financial instruments such as interest rate future and interest rate
options, stock index future, stock-index options, weather derivatives, and catastrophe derivatives,
have been introduced to allow risk management.

Various researchers such as Silber [25], Van Horne [26], Ross [27], Merton [28], Allen and
Gale [29], have presented frameworks for the analysis of financial innovations. The theory of financial
innovations should fulfill a set of criteria [30]. Firstly, the innovation must demonstrate that the
innovation is able to satisfy the particular needs, and it provides an opportunity for profit earning.
Secondly, the theory should explain the cause of innovation, i.e., why did the innovation occur?

3.3. Financial Derivatives to Hedge Risks

In the following subsections several capital market based financial instruments are presented.
These innovative financial instruments were proposed or developed to hedge a variety of risks.
As these exotic financial instruments were either proposed or developed with the core idea of risk
hedging, they closely resemble our idea of capital market based financial instruments to hedge the
information security risks.

3.3.1. Macro Market

A large international trading market called “macro market” was proposed by Shiller in 1993 [31].
The objective of macro-market was to allow trading of “futures” contract on long-term claims on major
components of income shared by a large number of people or by an organization. The claims in the
macro-market can be compared to the “equity” in an organization. Furthermore, the dividend in
macro-market would be equal to the share of national income which is comparable to the share in the
profit of the company. Traders could participate in the macro-market to invest in the claims on the
countries or regions and to hedge the risk in their own national income.

3.3.2. Economic Derivatives

A new type of financial instrument called “Economic Derivatives” were developed to let the
people bet on the release of macro-economic data [4]. Economic derivatives are different from the
macro-market contracts, as they were designed to let the market participants hedge the risk exposure
to the changes in macro-economic conditions. Goldman Sachs and Deutsche Bank introduced the
economic derivatives to the market in October 2002 [4]. The Commodity Futures Trading Commission
of USA, in 2004, issued an exchange license to a company called “HedgeStreet” to launch the public
trading in economic derivatives [5]. Hedgestreet offered the trading in capped futures and options
contracts. These options were binary options contract on a variety of variables such as inflation,
hurricane, mortgage rate, etc.

3.3.3. Weather Derivatives

Weather derivatives emerged as a new class of risk hedging instrument in the mid 1990’s. For the
first time, the weather derivatives were publicly (over-the-counter) traded in 1997 between the Koch
Industries (Wichita, KS, USA) and Enron Corporation (Houston, TX, USA) [32]. Since then the weather
derivatives market have grown remarkably to the size of multibillion dollars. The weather derivatives
are used to hedge the risks associated with weather events, such as temperature, rainfall, etc. [6].
The Chicago Mercantile Exchange (CME) facilitates trading in a derivatives with variety of weather
events (variables) such as temperature, frost, snowfall and hurricane [33]. The entities participating in
the trading of weather derivatives include a number of energy companies, ski resorts, companies in
the agriculture sector, insurers, re-insurers, banks and hedge funds.
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3.3.4. Electricity Derivatives

Today, electricity is bought and sold at trading exchanges by numerous market participants such
as electricity generators, suppliers and marketers. The prices in the market are set by the demand and
supply equilibrium. As a consequence of competition, the market participants are exposed to a variety
of risks such as price risk and volumetric risks. Thus, a wide variety of financial derivatives have
emerged to facilitate hedging of risks in the electricity markets [34]. These electricity derivatives allow
sharing and reduction of undesired consequences through hedging strategies. Ghosh & Ramesh [35]
proposed a market for the trading of electricity options. Zhang & Zhou [36] proved that options can
reduce the price risk. Oum et al. [37] Oum & Oren [38] argued on the possibility of using electricity
options to hedge the risks faced by the retailers. Bhanot [39] explored the use of an electricity option
by large consumers to mitigate the price increase risk. Chung et al. [40] proposed a design of forward
contracts bundled with options contract to mitigate electricity risks. Oren [41] developed a model to
use options for the demand side risk of electricity. Spinler ef al. [42] proposed an analytical framework
to value the electricity options contract.

3.3.5. Cloud Computing Derivatives

Market based approach for cloud computing systems has received significant attention in the
research community [43—48]. The idea of cloud services management in a market arises from the
concept of variable pricing of services, such as Amazon’s Spot Instances market [49] facilitates bidding
on spare CPU-hour resources. The idea of market mechanisms for cloud services is not limited to
academic research indeed companies like 6fusion [50], Virtustream [50], and Zimory [50] have taken
the idea to the level of commercialization.

Some researchers such as Song et al. [51], Mihailescu and Teo [52], Gomes et al. [53], and
Vanmechelen et al. [54], have presented mechanisms for creation of markets and trading of resources.
However, with the commodification of cloud services, comes the risk of heavy price fluctuation in
the market. To address the risk of price fluctuation, Rahman [55] proposed an approach based on the
financial option theory to address the risk of price variation. Bossenbroek et al. [56] proposed an option
contracts based approach to deal with the price volatility in the grid resources market. Toosi et al. [57]
proposed a financial option based approach to hedge the critical and risky situation in cloud resources
allocation. Further, Du et al. [58] proposed an option pricing mechanism to facilitate hedging against
the price risk and evaluated the effectiveness of the mechanism with respect to forward contracts.
Du et al. [59] proposed a new model of dynamic forward contracts to allow efficient risk hedging in
cloud computing markets. Furthermore, in an analysis of financification of cloud computing services,
Kauffman et al. [60] analyzed the cloud computing services market based on the concepts and theories
of financial market. Also, they identified the key elements for future development of cloud services
markets on the lines of financial markets.

3.3.6. Natural Disaster Risk Management Instruments

A variety of financial instruments have been designed to mitigate the risk exposure to natural
disasters. The financial instruments such as catastrophe futures, catastrophe swaps, catastrophe
options, catastrophe bonds, insurance derivatives and others [7,61], are widely used to transfer (hedge)
the natural disaster risk.

3.3.7. Terrorism Risk Management Instruments

The applicability of capital market based financial instruments for the management of terrorism
risk has attracted some attention [62-64], however the research in the area is limited. Also, no capital
market based financial instrument has seen the day light.
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4. Problem Elicitation

Currently, cyber-insurance products are the only financial instruments available in the market
that facilitate transferring of information security risks to some extent. However, the cyber-insurance
products come with various problems. An empirical analysis of insurability of cyber-risks is presented
in [65], summarized in Table 4.

Table 4. An Assessment of Insurability of Cyber Risks (adapted from [65]).

Insurability o
Criteria Main Findings Assessment
- Correlation among risks hinders efficient pooling
Randomness - Risk pools are too small and cannot be diversified; also, lack of Problematic
of Loss adequate reinsurance
Occurrence - Lack of data
- Changing nature of cyber risks (e.g., new standards, regulations)
Maximum - Maximum possible loss for cyber risk lower than for other Not
Possible Loss operational risks Problematic
- Insurers protect against extreme loses by cover limits
Average Loss - Average loss for cyber risk lower than for other operational risks Not
Per Event - Dependent on company size, self-protection, and institutional commitment = Problematic
for information security
Loss - Increasing number of cyber risk events Not
Exposure - Dependent on event catgory (i.e., human actions dominate other Problematic
event categories)
- Moral hazard poses a strong theoretical threat; regular risk assessments,
Information deductibles, and caps on coverage help reduce moral hazard
Asymmetry - Adverse selection poses a strong theoretical threat; Problematic
upfront risk assessments (screening) and signaling (e.g., ISO certificates)
help reduce adverse selection
- High premiums and other costs due to large uncertainties;
Insurance expected to decline Increasingly
Premium - Large geographic and industry variations in availability of policies Less
- Low number of competitors; expected to increase over time Problematic
- Additional costs (e.g., upfront risk assessments)
- Policies typically cover a maximum (e.g., US $ 50 Million)
- Policies contain exclusions (e.g., self-inflicted loss, accessing unsecure
websites, terrorism)
Cover Limits - Indirect costs (e.g., reputational effects) cannot be measured and often  Problematic
not covered
- Product complexity can be problematic (lots of exclusions, dynamic risk
nature, both for the insurance seller and buyer uncertainty regarding the
actual coverage)
- Increase in overall industry exposure through cyber insurance is
conceivable due to moral hazard incentives and high loss correlations in Less
Public Policy interrelated networks Problematic
- Insurance fraud might be incentivized, since hacking attacks or physical
attacks are difficult to detect and to trace back
- In many countries it is not allowed to insure regulatory fines
- Risk of change (e.g., new legal standards and regulations)
Legal - Complexity and dynamic nature of this novel risk type might pose a Less
Restrictions potential legal threat for insurance brokers that limits their willingness Problematic

to offer the product; only few specialists willing and able to sell
cyber insurance
- Disclosure of sensitive information
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The problems in the existing cyber risk management market that are relevant to this article are
discussed as follows:

1. Limited Efficiency and Effectiveness of Cyber-Insurance: Cyber-insurance is the “statistical”
approach to hedge the risks, and it relies on the law of large numbers. For the mechanism to work
successfully, the risks covered must be reasonably independent to each other and the frequencies
(estimation) must be known. All that is required for the success of insurance products is a reliable
actuarial table, and a large pool of insureds to distribute the risk. However, unlike other insurance
products, cyber-insurance products are designed in absence of proven actuarial tables. There is
a lack of historical cyber-incidents data which limits the variety of cyber-insurance products and
cyber-insurer’s are exposed to a risk of insolvency due to interconnected and high impact nature
of cyber-risks. Thus, the correlated nature of cyber-risks negatively affects the efficiency and
effectiveness of cyber-insurance products. The overall problem of inefficiency and ineffectiveness
can be better understood in the light of following problems in the cyber-insurance products.

2.  Information Asymmetry: Cyber-insurance markets are inefficient and incur additional costs

due to information asymmetry. The cyber-insurance products are often customized to address
the specific requirements of the client, however, if the cyber-insurance buyer does not know all
about the product coverage, then there is an information asymmetry between the client and
the provider. This can be explained with the theory of “The Market for Lemons” proposed
by George A. Akerlof [66]. Akerlof introduced “The Market for Lemons” with the question
of why there is a “large price difference between new cars and those which have just left the
showroom” [66]. It suggests that cyber-insurance products are a trust good, and all the coverage
details are not visible to the buyer. As a buyer cannot differentiate between a “good” coverage
and “less” coverage products, the product is traded at the price of “less” coverage products (and
high risk) (lemons). The famous case of Sony and Zurich Insurance is a relevant example [67].
In addition to the problem of lemons market, the cyber-insurance domain suffers from the
problem of “adverse selection”. An adverse selection arises when the client has some relevant
information and the information is not disclosed to the cyber-insurance provider, i.e., the client
knows about the risk for which it wants to acquire a cyber-insurance policy. The adverse selection
can be explained with the theory of “The Market for Insurance” [68].
The third type of information asymmetry in the cyber-insurance field is “moral hazard”. A moral
hazard arises when the buyer is purchasing a coverage based on the experience of losses. Thus,
the buyer of the insurance product may have no or less incentive in mitigating the risk, instead
the buyer prefers to transfer the risk to the insurer.

3. Incomplete Markets: Cyber-insurance products available in the market are very limited in terms
of variety of risks and their coverage [69,70]. In other words, the cyber-insurance markets do not
provide an opportunity to hedge “all” (wide variety) of risks for which hedging mechanisms are
required. In such a scenario, information security stakeholders have to bear the risk, or they use
the less optimal mechanisms to transfer/hedge the risks [69]. This discrepancy in risk exposure
and actual risk coverage is usually termed as “Basis Risk”.

4. Lack of Liquidity: It is crucial to have liquid markets to achieve effective risk hedging.
However, once a cyber-insurance policy is purchased, the client has no mechanism during
the contract period to adjust (buy or sell) his position according to the latest risk scenario.

5.  High Transaction Cost: Currently, transaction costs are high in cyber-insurance and reinsurance
markets. Typically, the risk is transferred through contracts, credit risk of counterparties is
evaluated, and risk management systems are deployed and maintained. However, due to the
interdependent and correlated nature of information security risks, the capitalization levels to
support the insurance liabilities may be dramatically out of equilibrium [69-71].

6. Regulatory Capital Requirements: Regulatory requirements, such as Solvency-II [72] require
(re-)insurers to meet the capital requirements. These capital requirements and requirements to
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maintain a risk management system increases the cost of capital. Also, this creates barriers to
entry for new entrants into the cyber-(re)insurance market.

7.  Settlement Costs: The cost of settling cyber-insurance claims is significantly high due to specific
requirements of specialized forensics, software tools and expert knowledge required for risk
assessment of clients and for underwriting [73-75].

8.  Counterparty Credit Risk: A counterparty to an insurance contract is exposed to the risk that
its counterparty will go bankrupt during the life of the contract. In other words, an insurance
cover can only be realized if the insurer is solvent when the risk is materialized. However, due
to inefficient risk estimation [69,71], failure to comply with regulatory requirements [72], and
simultaneous claims filed by multiple clients due to interdependent nature/materialization of
risk [69-71], the insurer may not be able to settle all the claims.

9. Lack of Data: The cyber-(re)insurance industry faces a unique challenge of lack of actuarial
data. In absence of relevant historical data cyber-(re)insurer’s may not be close to actual risk
probabilities and their risk assessment may either be an overestimate or an underestimate of the
risk exposure, and its impact [69,71].

Thus, there is a need for novel financial instruments to address the problems mentioned above in
the cyber-insurance products. Furthermore, the World Economic Forum has recognized the need of
new financial products and markets, and one of its report states that “Opportunities will emerge for new
businesses in insurance or risk markets to help businesses mitigate the potential downside from cyber risks” [76].

5. Requirements for Information Security Derivatives

World Economic Forum identified that risk markets were one of the two ways to deal with
systemic risk in information security domain [77], shown in Figure 4. Risk markets can provide
a variety of financial instruments such as indemnification, insurance, and structured risk-transfer
solutions for an organization to address the information security risks [76].

+ Vulnerabilities » Values at Risk *
Corporate
Espionage
Government
Driven

Traditional

Governance

Information Sharing 1
Mutual Aid
Coordinated Action

Risk Markets ‘

ommunity

C

Systemic

Embedded Security

Technology

Criminal

Figure 4. Cyber Risk Framework (adapted from [77]).

An alternative to “statistical” approach of cyber-insurance is to hedge the cyber risks through
an “economic” approach. The economic approach is most suited for correlated risks. The principle
behind the economic hedge mechanism is the concept of negative correlation. The hedger takes
a position that is correlated with the risk but in the opposite direction (negatively correlated).
The economic hedge mechanism is different from the statistical hedge mechanism in a way that
it does not require a large number of people. Furthermore, there is no need of an actuarial table with
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the frequency of the underlying event (risk). Thus instead of pooling (insurance) the risks, the risks are
traded in a market (exchange or over-the-counter).

Thus, based on the problems identified in Section 4, and the review of literature on risk-hedging

financial instruments [4-7,31,32,61-64,78,79] we have identified the following fourteen requirements
for the information security derivatives:

1.

e S G S
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The financial instrument should allow an effective and efficient hedging mechanism for the risk
exposure to the underlying information security event.

The information security derivatives should perform better than the cyber-insurance products on
the following properties.

Increased information elicitation and aggregation

Strong manipulation resistance

Increased market products and size

Increased scalability

Rapid implementation

Increased liquidity

Reduced transaction cost

Increased price transparency

Reduced cost of capital

Reduced risk to the issuer or market operator

Reduced settlement and clearing costs

Diversification of counterparty credit risk

Increased data generation

A mapping of problems in cyber-insurance products and corresponding functional requirements

in ISD to address the aforementioned problems is shown in Table 5.

Table 5. Mapping of Cyber-Insurance Problems and Requirements for Information Security
Derivatives (ISD).

Cyber-Insurance Problems Functional Requirements for ISD

Inefficient and Ineffective Efficient and Effective Risk Hedging

Increased Information Elicitation and Aggregation

Inf ion A . . .
nformation Asymmetry Strong Manipulation Resistance

Increase in Products (Variety)
Incomplete Markets Scalability
Rapid Implementation

Lack of Liquidity Increased Liquidity

Reduced Transaction Cost

High Transaction Cost Increased Price Transparency

Low Cost of Capital

Regulatory Capital Requirements Reduced Risk to Market Operator

High Settlement Cost Low Settlement and Clearing Cost

High Counterparty Credit Risk Low Counterparty Credit Risk

Lack of Data Increased Data Generation

6. Design Specifications for Information Security Derivatives

Financial economists treat the real-world financial instruments as a combination of simpler,

hypothetical financial instruments [80]. These hypothetical financial instruments are designed to pay
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a unit of currency to the trader or investor if a particular “state” (outcome) among a set of possible
“states” (outcomes) occur. These set of states are exhaustive i.e., cover all possible outcomes and
the chosen states are mutually exclusive. These financial instruments are designed to isolate and
break-down complex risks into distinct states. The usefulness of these hypothetical instruments is that
the returns from complicated financial products can be modeled as a linear combination of the returns
of these hypothetical instruments.

The traders or investors participating in the market where trading of such financial instruments
takes place, can bet on the state of the product for which they may have some relevant information.
Thus, a variety of such financial instruments can be traded in an ISPM to provide the fundamental
building blocks for information aggregation, analysis of risks and their impact and to hedge the
underlying risk.

Information security derivatives would provide a financial protection to the hedgers against the
negative impact of the underlying information security event. An application scenario of ISD is shown
in Figure 5.

Information Face Risk of
Security
Stakeholders

Security Events
- Compliance Failure
- Data Theft

- Denial of Service

Problems
- Business Interruptions
- Loss of Reputation
- Loss of Customers
- Loss of Revenue

Information Security
Derivatives

Figure 5. Application Scenario of ISD.

The individuals or organizations exposed to an information security event risk would purchase
a corresponding derivative with the said event being the underlying of the derivative contract.
The market participants who are participating in the market to reduce their exposure to the negative
impact of the occurrence of the underlying information security event are called hedgers. Apart from
the individuals and organizations who are exposed to an information security risk, cyber-insurers
are likely to be a major participant in ISD trading to transfer their risk to the capital market and thus
enhance their insurance capacity. Traditionally, insurers purchase derivatives as a vehicle to re-insure
their risk exposure. Participation in capital markets allows the insurers to adjust their risk position
than with traditional reinsurance companies rapidly. Furthermore, insurers and re-insurers can also be
a seller in the market. The sellers of the ISD would rely on their premiums exceeding their payouts.
To achieve this, sellers write a large number of different derivatives on many low-correlated and
probabilistically diverse types of information security events. This allows the sellers to hedge their
risk of making a big payout on multiple high impact information security events at the same time.
Furthermore, the more likely an event is to occur; higher will be the premium for the corresponding
contract. Other market participants (speculators) would be attracted to the opportunity of earning
profit by anticipating the direction and timing of price changes in ISD. The speculators are essential
for the functioning of ISPM, as they would provide liquidity- the ability to buy and sell the contracts
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quickly, easily and efficiently. The category of speculators may consist of a variety of participants such
as hedge funds, proprietary trading firms, banks and individual traders.

6.1. Risk Mitigation with ISD

The ISD contracts are the financial instruments that derive their values from the probability of
occurrence or non-occurrence of the underlying event. Therefore, their value depends on the future
events. They are a form of contractual agreement between the buyer and the seller to exchange the
privileges and liabilities linked to the underlying event. There are at least two parties involved in the
trading of ISD. Therefore, the accounting gains made by one party are exactly equal to the accounting
losses suffered by the counterparty. This is similar to the cash settled traditional derivatives.

Let us consider an ISD contract that has two “states”, State-1 and State-2 denoted as “s;” and “s,”
respectively. The total investment in the state s; is “Ts,” and in the state s, is “T5,”. If the state s; occurs
then the unit payout for the same is, “Us,” as expressed in Equation (1).

= )

Similarly, if the state s, occurs then the unit payout for the same is, “Us,”, as expressed in
Equation (2).

T
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The unit payout for the occurrence of an event with more than two states can be calculated as
expressed in Equation (3).

n
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In the Equation (3), the state s; is the state for which the unit payout “Us,” is calculated. “n” is
any positive number indicating the highest number of possible states (outcomes) for the given event.
The total investment in any given state is represented as “Ts,”. “Ts,” is the total investment in all the
states other than the state “i”.

In the above scenario of an event with two states, if a trader invests an amount of “I,” in state
s7 and if the said state occurs, then the total payout received by the trader is, “Ps,”, as expressed in
Equation (4).

Ts,

PSl:ISl*(TS +Is +1) (4)
1 1

If the state 2 “s,” occurs then the payout is, “Ps,”, as expressed in Equation (5).
P, =0 ©)

If the trader wants to hedge his risk exposure to the occurrence of state “s,”, then the investment
required for “s,” can be calculated by equating the payouts in both the states with the planned hedge
trade, as expressed in Equation (6).

= 151 * 7TSZ + 152
TS1 + 151

T, + I
+1| =P, =1, * LT (6)
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Solving the above equation gives the investment which the trader is required to do in state “s,”,

as expressed in Equation (7).
I, * T
L,=-"1—= 7
S T51 ( )
As shown in above equations, compared to traditional derivative instruments, the calculation

and implementation of hedge trades using ISD is relatively straight forward. The hedge ratio I,
computed for a simple two state instrument can be extended for the instruments with more than
two states. Further, as the set of states in ISD consist of all the possible and mutually exclusive states,
the states that can occur other than in which an investment has been made by a trader can be termed
as “complementary states”. The process of hedging for a multi-state event consists of two steps,
as follows:

e  Determine the hedge amount to be invested in the complementary states
e Distribution of the said amount among the complementary states

The first step, determining the amount of investment required in complementary states is

calculated as in Equation (8).
I H * E IC
e = 22IC ®)
H
where, I¢ is the amount of investment in complementary state; [y is the amount of the existing
investment in states to be hedged; Ejc is the existing amount invested in complementary states; and
Ep is the amount invested in the states that need to be hedged, exclusive of Iy.
The second step, allocation of hedge investment among the complementary states is achieved by
allocating I¢ in proportion to the existing amount already invested in each of those states.

Let us consider a four state ISD contract with the following specifications:

e  There are four possible states (outcomes) of the underlying event, namely sy, 55, 53, and s4.

o  The states to be hedged are s; and s,. Thus, the complementary states are s3 and sy.

e  Existing investment in each state is $40, $50, $30, and $60 respectively.

e A trader has previously invested $10 (Iyy) in s7 and s;.

e  Allocation of $10 in s; and s, is proportionate to existing investment in respective states. s; is
allocated $4.444 (=10 * (40/(40 + 50))) and s; is allocated $5.555 (=10 * (50/ (40 + 50))).

o  Therefore, the amounts invested in each state minus the trader’s investment is $35.555, $44.444,
$30, and $60 for the states s, 55, 53, and sy, respectively.

The investment in states s; and s, minus the trader’s investment, i.e., ($35.555 + $44.444) is the
quantity Ey defined above. Thus, according to Equation (8), the amount of investment required for
complementary states (s3 and s4) is computed as in Equation (9).

~10%(30+60)
C 7 $35.555 + $44.444

=11.25 )

The second step is to proportionately distribute the above amount between the states s3 and s;.
Thus, s3 is allocated $3.749 (=11.25 * (30/(30 + 60))) and sy is allocated $7.499 (=11.25 * (60/(30 + 60))).

Thus, the trader’s investment in the four states s, sy, s3, and sy is $4.444, $5.555, $3.749, and
$7.499, respectively. This implies that, the total investment in each state stands at $40, $50, $33.749, and
$67.499, respectively.

The unit payout for each of the four states is calculated using the Equation (3), as shown in the
following equations, Equations (10) to (13).
_ Ts, + T, +Ts, 50+ 33.749 + 67.499

= =3.781 (10)

sy Ts, 40
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Ty + Ty +Ts,  40+33.749 + 67.499

Us, T. = = =2.825 (11)
Ty + Toy + Ts, 40 +50+ 67.499
Us, T, 33.749 66 (12)
Ty + Toy+ Tsy 4 74
Uy, = 2t latls 20043579 65 (13)

Ts 67.499

4

If the state s; occurs, then according to Equation (4) the payout to the trader is computed as in
Equation (14).
Py, = (3.781 x4.444) + 4.444 = 21.25 (14)

If the state s, occurs, then according to Equation (4) the payout to the trader is computed as in
Equation (15).
Ps, = (2.825%5.555) 4 5.555 = 21.25 (15)

If the state s3 occurs, then according to Equation (4) the payout to the trader is computed as in
Equation (16).
Py, = (4.667 x3.749) 4 3.749 = 21.25 (16)

If the state s4 occurs, then according to Equation (4) the payout to the trader is computed as in
Equation (17).
Ps, = (1.834%7.499) 4+ 7.499 = 21.25 (17)

Thus, the trader in this case is fully hedged against all the possible outcomes (states).
However, with the arrival of any new relevant information during the trading period, the consensus
belief (probability of event and price of contract) of traders with respect to the possible outcomes
may change and thus the payouts will change. Therefore, the trader would need to re-balance his
hedge position.

6.2. ISD Design Process

The process of designing and using ISDs is shown in Figure 6.

6.2.1. Identification of Security Events

The design of useful and effective ISD depends on the identification of the underlying events
or conditions. The risk-hedging mechanism will depend on the occurrence of one or combination of
predefined states of the underlying event. The underlying information security events that pose risk to
an organization can be identified from the threat taxonomy presented in Section 3.1. Furthermore, the
potential losses arising from cyber attacks and non-malicious IT failures could be categorized into
11 categories, as shown in Table 6. These loss categories can be used to identify the high impact
risk events.

Table 6. Loss Categories from Cyber Attacks and Non-Malicious IT Failure (adapted from [22]).

Loss Category Description

Intellectual Property Loss of value of an IP asset, expressed in terms of loss of revenue as a
(IP) Theft result of reduced market share.

Lost profits or extra expenses incurred due to the unavailability of IT
systems or data as a result of cyber attacks or other non-malicious
IT failures.

Business Interruption

The cost to reconstitute data or software that has been deleted

Data and Software Loss or corrupted.
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Table 6. Cont.

Loss Category Description

The cost of expert handling for an extortion incident, combined with the amount

Cyber Extortion of the ransom payment.

The direct financial loss suffered by an organisation arising from the use of

Cyber Crime/Cyber Fraud  omputers to commit fraud or theft of money, securities, or other property.

The cost to investigate and respond to a privacy breach event, including IT
Breach of Privacy Event forensics and notifying affected data subjects. Third-party liability claims arising
from the same incident. Fines from regulators and industry associations.

Third-party liabilities arising from certain security events occurring within the

Network Failure Liabilities  ,roanisation’s IT network or passing through it in order to attack a third party.

) Loss of revenue arising from an increase in customer churn or reduced transaction
Impact on Reputation volumes, which can be directly attributed to the publication of a defined security
breach event.

First-party loss due to the destruction of physical property resulting from

Physical Asset Damage cyber attacks.

Death and Bodily Injury Third-party liability for death and bodily injuries resulting from cyber attacks.

Incident Investigation and  Direct costs incurred to investigate and “close” the incident and minimise
Response Costs post-incident losses. Applies to all the other categories/events.

Start

Formulate a financial instrument to
address the risk of occurrence of an event
or a condition

Entity buys and holds an instrument
during the risk exposure period

Market participants post bids and offers
according to their view/information on the
underlying event or condition, this sets the

market price for the instrument !

Continue to hold/re-adjust the position

Continuing need to hedge
the risk associated with the
underlying event?

Yes
Contract period for the financial

instrument expires

l

Settlement of contract as per the
. - contract specifications
Close the position at the market price or

the best possible price

Figure 6. Process of Designing and Using Information Security Derivatives.
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6.2.2. Defining States

In ISD a distribution of possible outcomes for the underlying event or conditions are partitioned
into a defined range or states. In some forms of ISD, the states are mutually exclusive and collectively
exhaustive, thus one state will always occur in these instruments. In ISD, the states are defined in such
a way that the states form the basis of a probability distribution, such as the sum of the probabilities of
all the possible outcomes is unity.

6.2.3. Types of ISD

The ISDs can be designed in at least four forms: (i) Information Security Options (ISO);
(ii) Information Security Vanilla Options (ISVO); (iii) Information Security Futures (ISF);
(iv) Information Security Swaps (ISS).

(i) Information Security Options: ISO are designed such that the buyer and seller agree to exchange
a fixed payout linked to the occurrence of the underlying information security event or condition.
In other words, the buyer of ISO is in money if the event occurs, and the seller is in money if the event
does not occurs. Thus, there are only two possible outcomes (states). The payout received by the buyer
and seller is same, however the price paid by the buyer and seller may be different. The difference in
investment price depends on the event’s probability estimate by the market forces.

(ii) Information Security Vanilla Options: ISVO are designed as a variable payout instrument.
The payment by the seller to the buyer depend on how far the underlying event results are from
the payout trigger. ISVO are different from ISO in a way that the buyer pays a premium to the
seller in exchange of a variable payment. However, the seller only gets the premium and is not
entitled for a reciprocal right to receive a payment from the buyer in case of non-occurrence of the
underlying event.

(iii) Information Security Future: ISF is a contract between two counterparties. In ISF,
one counterparty pays a variable amount to the other if the underlying event occurs. For the
future contract the payout will vary with the degree by which the actual result falls short or surpasses
the trigger. The payout varies like in case of the ISVO, however in case of a future contract a payment
from the buyer to seller is required if the underlying event does not occurs.

(iv) Information Security Swaps: A traditional swap agreement between the counterparties fixes the
obligation to exchange the predefined payments over a predefined time frame in future. Similarly, the
ISS would require a payment(s) to the buyer if the underlying event occurs in exchange of a payment(s)
from the buyer. The amount of the payment can be variable or fixed.

(v) Bundled Information Security Derivatives: This would be a group of fixed or variable
payout information security derivatives, each of which represents a mutually exclusive range of
states of the underlying event, and only some of the “states” of the underlying event can occur.
Furthermore, a bundle of derivatives can be designed, where the occurrence of one or more states in
one or more of derivatives in the bundle is conditional upon the occurrence of one or more states in
the bundle contract.

6.2.4. Pricing of ISD

The pricing of ISD would be more like the pricing of weather derivatives and economic derivatives
than the standard pricing models such as Black-Scholes pricing model [82]. Like economic derivatives,
the payout formula for an ISD would depend on the occurrence or non-occurrence of the underlying
event, instead of variance in price of an underlying asset. Thus, the price modeling would not be
based on a continuous variable with a standard distribution. In other words, the probability of
(non-)occurrence of the underlying event is not a tradeable asset nor it can be linked to one. The payout
from the ISD cannot be hedged through a dynamic trading strategy. Thus, the key issue in the pricing
of ISD is the non-hedgeability of the payout trigger, such as a discovery of a vulnerability in a piece
of software.
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These issues are well-known to the option modelers. It is common to find options in exotic fixed
income and credit derivatives that are modeled on directly unhedgeable variables. Some of these
methods can be applied in pricing of ISD on variables that can be postulated to have known statistical
or functional relationship to the underlying risk. In general, there can be three approaches to price the
ISD, however they are yet to be explored by research, and briefly discussed as follows:

(i) Business Pricing: Business pricing requires the organization interested in using an ISD, to model
the financial impact of an information security event across a variety of outcomes (states). Then the
organization can determine the amount it is willing to pay (as premium) to protect the business against
those adverse conditions (states) in case they occurred based on the output of CVaR model [83] and
risk appetite of the organization. In this way, an organization can obtain a “guaranteed security” for
the desired period, greatly reducing the variations in revenue and/or expenses due to an information
security event. Alternatively, the counterparty seeking a certain level of return for assuming a certain
level of risk can determine the price (premium) that it wants to charge to bear the expected outcome of
the underlying information security event.

(ii) Actuarial (Historical) Pricing: The historical pricing method is based on the computation of
future expectations. Like economic derivatives [5], the actuarial pricing method can be applied to
the underlying information security variables that can be observed over time. Similar to economic
variables, the information security variables cannot be bought or sold to hedge against the future
payout of the derivative contract with the said variable as underlying.

Like an inflation index for economic derivatives, an information security index can be treated as
a continuous variable, however as the hedge argument for the complete market does not apply, the
martingale transformation cannot be used to calculate the present value of the hedge cost.

The properties of an information security variable is empirically researched to come up with
parametric or numerical distribution of possible outcomes. In other words, the objective is to estimate
subjective or historical means and variances, and solve for the in-the-money probability using the
untransformed distribution. This would result in the following equation [5]:

Pg = Vo e " % P,(Variable > K) (18)

where, Pj is the price of the binary option (with two states), V is the value of the option (expected
payout), r is the interest rate, t is the time to expiry of the contract, P, is the untransformed probability
distribution (subjective cumulative probability of exceeding the strike), and K is the strike level.

The price is not equal to the present value of the hedge. It is the discounted value of a statistical
expectation of the payoff. It is only good on average, and to the level that the distribution assumptions
are right. Thus, the historical pricing mechanism may sometimes fail when there is a weak link between
the probability of the underlying event and historical data or actuarial probability.

(iii) Odds-Maker Pricing: An organization might not have faced an information security event
that it needs to hedge and thus the price of corresponding ISD based on an historical data is bound
to be flawed. Furthermore, the counterparty may be wrong in its probabilistic estimate due to lack
of relevant historical data. In such a scenario, like in economic derivatives [5], the price of the ISD
would be far from the hedge considerations and it would be biased towards the odds-making balance
of market forces (buyers and sellers). Thus, an informed or a near-monopolist market participant or
the market-maker can use a subjective probability estimation to set the initial buy and sell prices.

This leads to price setting by the position inventory control mechanism. Sidney [84] explained
the art of odds making. In his approach, the main principle is that the expected value of the “take”
(net of cash received and paid for contracts sell and purchase, respectively) for the market-maker
should exceed the expected liability at the expiry of the contract. This is expressed as:

Zntiptieir(titi) 2 E| - VO * Znti (19)
i i
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where, 1;, is the number of contracts purchased or sold at time t; (positive if purchased and negative if
sold), py, is the cash paid or received at t;. The left-hand side of the above equation is equal to the expiry
value of the total payment obtained from the net options’ sales. On the other hand, the right-hand side
of the equation equals to the expected total payout which the market-maker would earn at the options
expiry, conditional to option being in-the-money. Since the market-maker cannot evaluate this payout
expectation, inequality in the equation is purely a inventory control mechanism, without considering
the market-maker’s subjective probability estimates.

6.2.5. Payout Trigger

In general, structuring an information security hedge would comprise of two components: the
selection of the trigger (index) and the payoff structure for the given index. Particularly, the hedge
effectiveness of information security derivatives would depend on the quality of the index in predicting
losses and on the factors, such as trigger, tick size, and cap, defining the payout function. Thus, the
challenge is to develop an index that meets the needs of the market participants. Ideally, the index
should be easily understandable, easy to calculate, and based on verifiable data. In other words, the
index should be transparent. Furthermore, the index must be calculated and settled within the shortest
span of time if the underlying event occurs.

Designing a suitable information security risk index involves identification of source of the risk
that the derivative contract is intended to hedge. The objective is to create information security risk
indices that posses a high correlation with the risk event as this would affect the hedge effectiveness.
The index must posses a high correlation with the financial impact of the information security event
to be hedged. This is required to minimize the basis risk. An imperfect correlation of the index and
financial impact of risk event may lead to inadequate hedging of risk impact.

An objective, consistent, transparent and rule-based computational index for information security
risks can be designed in the same manner as the index for weather derivatives and stock market
indices for macroeconomic models represent the market risk exposure correlation to other enterprise
risks [85]. The information security risk index can be created from the data patterns of the organization’s
Cyber-Value-at-Risk (Cyber-VaR) models [83] paired with the historical information, such as type
of security event, frequency, loss and so on, to predict the probability and financial impact of the
corresponding information security event. Furthermore, the historical information about the security
event may include intra-organizational as well as industry wide information. The information security
risk index can then be used as a threshold to trigger the derivatives payout.

The Gumbel’s method of exceedances [86] can be useful in predicting the number of future
information security events or incidents (values) that would exceed the past values. The Gumbel
method assumes that a hypergeometric stochastic process is followed for the frequency of events as
expressed in Equation (20).

r+n—T+4]j j+T—1

n—Tt T—1
P(H=j)= (20)

rtn
n

wherej =0,1,2,3,...,r

where, T is the threshold (index strike), n is the total number of (information security) events, j is the
total number of events above the threshold, and r is the number of future observations, X;41, ..., Xn+r,
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i.e.,, number of periods it would go ahead. Therefore, we can express the number of exceedances of
X<,n among the next r observations, Xn+1, ..., Xn+r, as in Equation (21).

r

Hﬁ(T) = 2 I(X11+i)>XT,n (21)
i=1

Let us say, the total (successful and unsuccessful) number of vulnerability exploitation in
a particular smart grid system in the last one year stands at 31. Now, we need to know the probability
of an event which is higher than the threshold and that would not happen in the next year. For this case,
we consider the threshold as the event with highest impact. Therefore, for the software vulnerability
exploitation in the given smart grid we have n = 31 (number of events recorded in the last one year),
r =1 (one year ahead), T=1 (number of highest impact event as threshold), and j = 0 (number of events
above the threshold, i.e., the events with an impact higher than the impact of the event chosen as
threshold). Using the Equation (21) and inputting the variable data we get the Equation (22).

H3'(1) = 0.01 (22)

Thus, the probability of an information security event in relation to the given smart grid system
with an impact of higher than the previously recorded event in the next year is 1%. This information is
critical for the pricing of ISD and setting a payout trigger for the underlying information security event.

The payout trigger in ISD must be clearly defined, correspond to a measurable or impact
observable, transparent, and verifiable outcomes which occur at one of an upper and/or lower
point of the defined range or state. Apart from the company specific information security risk index,
other forms of payout triggers that can be used for ISDs are shown in Table 7.

Table 7. Payout Trigger Criteria for ISD.

Trigger Criteria Examples
Such as Company Specific Risk Index, ISE Cyber Security ETF (HACK) [87],
Index UK Cyber Vulnerability Index [88],

Global Cybersecurity Index (GCI) [89], Index of Cyber Security [85]

Such as Technological Indicators (performance of security controls, etc.),
Results Indicators Process and Procedural Indicators (compliance with regulatory requirements, efc.), so on.
Information Security Indicators [90]

Such as a combination of performance index and result indicators,
Qualitative analysis of security strength,

penetration testing of security defense systems, Forensics, so on.
Information Security Indicators [90]

Customized Indicators

6.2.6. Payout Structure

For the hedge to be most effective, all the available information about the company’s risk exposure
should be considered when structuring an information security derivative to allow hedging of the
underlying risk. In the structuring of derivative contract, the buyers (hedgers) and sellers both have
high interest in the relationship between the premium and maximum payout. To hedge the information
security risk effectively, the maximum payout is to be structured in such a way that it is adequate to
cover the potential losses if the underlying information security event occurs. On the other hand, the
sellers are compensated by premium payment for assuming the risk.

The payouts on ISD can be structured in a variety of ways. The payout structure depends on the
underlying event or condition and on the type of ISD. A set of payout structures for ISDs are shown in
Table 8.
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Table 8. Payout Structure for ISD.

Payout Structure = Payout Structure Definition ISO ISVO ISF ISS
Fixed Payouts are fixed and based on
occurrence of pre-specified “state(s)” v X X v
Increasin Payouts are proportionately linked to occurrence
& of “state(s)” above the trigger level X 4 4 v
Tiered Payouts depend on the level of outcomes,
ie, the payout structure is tiered (increase X v 4 v
or decrease)
. Payouts decreases with decrease/
Decreasing

falling-short from the trigger level X v v v

6.2.7. Decision Criteria

The identification and specification of “standard” decision criteria and /or data sources is a critical
element for the settlement and payout of contracts. The clearing house of ISPM will act as a definitive
authority on the results and the decision by the authority would be based on the source(s) specified in
the contracts specification. Depending upon the type of derivative contract and the underlying event
or condition the source of decision could be a news article published in a previously specified media,
an individual-such as security researchers or red teams, documents submitted in court of law or other
legal documents, government sources/documents-such as reports or notifications from CERT, reports
published by reputed consulting organizations-such as PWC, McKinsey;, efc., reports published by
research organizations-such as universities, efc., industry consortium, reputed organizations, regulatory
bodies, and reporting made by the company to various regulatory bodies-such as securities and
exchange commission, etc.

6.2.8. Specification of Derivatives

For the successful implementation and acceptance of ISD, it is must to avoid all sorts of confusion
and disputes with respect to trading and settlement of contracts. Thus, the ISD contract’s specification
should clearly define the underlying event or condition, trading period, payout trigger criteria, decision
criteria, etc. Thus, we have identified a set of specification required for ISD, as shown in Table 9.

Table 9. Template for Specifications of ISD.

Fixed Specifications Variable Specifications

Issuer

Information Security Derivative Type

Contract ID

Underlying Event or Condition

Trading Start Date and Time YYYY-MM-DD
HH-MM-SS
Trading End Date and Time YYYY-MM-DD
HH-MM-SS
.. . Amount :
Minimum Investment Required Currency :
. . Amount :
Maximum Investment Permitted Currency :

Contract Trading Unit (Lot Size)




Future Internet 2016, 8, 20 24 of 62

Table 9. Cont.

Fixed Specifications Variable Specifications

Transaction Fee

Payout Trigger Criteria

Decision Criteria

Payout (Return) Structure

Pay-Off Horizon

Settlement Date

Independent Third Party Verification Yes/No

Required

Eligible Investors/Traders

Know Your Trader/Investor Required Yes/No
Transferable Instrument Yes/No

Other Relevant Information

6.2.9. Trading of ISD

Once the ISDs are designed they can be either traded OTC or at ISPM. Trading at ISPM is the
desired mode of trading to achieve market efficiency, information elicitation, transparency, lower
transaction cost, higher liquidity, regulatory compliance, and manipulation resistance.

The hedger would need to estimate the dollar value of risk exposure if the underlying event of the
corresponding derivative occurs. This information is crucial for the hedger to determine the number
of contracts that are to be purchased to adequately hedge the risk.

7. Demonstration: An Example Application

This section is divided into four sub-sections. The first subsection demonstrates the application
of an information security options contract. The second sub-section demonstrates the application
of an information security vanilla options. The third sub-section demonstrates the application of
an information security swap contract, and the fourth sub-section demonstrates the application of
an information security futures contract.

In the following sub-sections several probabilistic estimates of information security events
have been used, however the section does not attempts to compute the probability of the scenarios.
Rather, it demonstrates how the financial impact of such a scenario can be hedged with information
security derivatives.

7.1. Information Security Options

This subsection is divided into four parts to explain the application of ISO in hedging the impact
of risk arising out of an information security event. The first part describes the scenario, second
part presents the ISO specifications, third part identifies the potential market participants and their
incentive to participate. Lastly in the fourth part the process of hedging with an ISO is explained.

7.1.1. Scenario

Let us consider an oil drilling and services company “O”. The company has four business units.
The daily oil production at its unit-1 “U1” earns it a revenue of $20,000 per day. The company “O”
has deployed sophisticated computer systems for the operation, maintenance, and security of the unit.
However, if the technical defenses fail and the unit-1 suffers a major cyber-attack, such as [91-96], and
the normal operations of the unit are adversely affected leading to loss of one full day’s revenue, then
the company may lose upto $40,000. This potential loss of $40,000 includes one day’s revenue loss of
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$20,000 plus additional $20,000 in system recovery, forensics, and legal expenses. In such a scenario,
the company “O” would like to reduce (mitigate) the adverse impact of a cyber-attack, through an ISO
contract as explained below.

7.1.2. Contract Specification

The specifications of the ISO contract to address the risk in the given scenario is shown in Table 10.

Table 10. ISO Specifications.

Fixed Specifications Variable Specifications

Issuer Information Security Prediction Market

Information Security Derivative Type Information Security Option

Contract ID ISO 123
The unit-1 of the company “O” suffers a (pre-defined type of)

Underlying Event or Condition cyber-attack and the production at the unit is adversely affected
for one or more days on or before 31 December 2015.

Trading Start Date and Time 1 October 2015 00-00-01 CET

Trading End Date and Time 31 December 2015 23-59-59 CET

Amount : 1000 (One Thousand)
Currency : USD

Amount : 500,000 (Five Hundred Thousand)
Currency : USD

Contract Trading Unit (Lot Size) One (01)

Minimum Investment Required

Maximum Investment Permitted

Transaction Fee 0% (Zero for the sake of easy calculation and demonstration)

Failure of production system, thus affecting the production by
at least 30% at the Unit-1 of company O for three or

more hours during the normal work (production hours) would
count as a failure for one full day.

Payout Trigger Criteria

(i) Press release by the company.

Decision Criteria (ii) Company’s reporting to a regulator, such as stock market regulator.

Fixed; $100 per contract if the predefined (cyber-attack)

Payout (Return) Structure event occurs, $0 otherwise.

Pay-Off Horizon On the day of settlement

If there is no news/report of cyber-attack within the trading period,
then the settlement would be on the fourth business day

after the last trading day. However, if there is any news/report of
the incident within the trading period then the settlement would
take place on the fourth business day from the last trading day or
from the day of production recovery whichever is earlier.

Settlement Date

Independent Third Party Verification Required ~ No

Eligible Investors/Traders Only verified

Know Your Trader/Investor Required Yes

Transferable Instrument Yes, to other verified traders only
Other Relevant Information Nil

7.1.3. Participants and Incentives

The prospective participants, their motivation and incentives for participation in trading of ISO at
ISPM is shown in Table 11.

Table 11. Participants and Incentives for Information Security Options (ISO).

Participant Trading Side Incentive/Motivation

Oil Company “O” Buy To hedge the cyber-risk exposure to the unit-1.
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Table 11. Cont.

Participant Trading Side Incentive/Motivation
Oil Sell To convince others through the display of strong faith that their system is
Company’s strong and will meet the pre-specified performance requirements for the oil
Cyber-Security industry.
Product
Vendor “V”
Competitors of Buy To convince others through the display of strong signal that the system of “V”
Vendor “V” is not able to meet the desired performance and they can develop or have

better products to meet the desired requirements.

Investors in Buy/Sell To hedge their risk or to profit from trading in the contract. The buy or sell
Company “O” decision depends on investor’s individual belief. Investors try to earn profit

by predicting the future price movements or the probability of the underlying
event based on the any relevant information they may have.

Cyber-Insurers Buy/Sell To hedge their risk or to profit from trading in the contract. The buy or sell
and decision is based on their individual risk portfolio.
Re-insurers

Speculators Buy/Sell This category includes a range of market participants, such as hedge funds,
proprietary trading firms, individual traders, and so on. These traders
participate (buy or sell) to earn a profit by predicting the future price
movements or the probability of the underlying event based on the any
relevant information they may have.

Security Buy/Sell Security researchers in possession of some relevant information may
Researchers participate in trading of the contract. Moral and ethical aspects, such as [97],
are ignored.

7.1.4. Risk Hedging

In the given scenario, there are two possible states of the underlying information security event
for the given ISO. Thus, the event set of cyber-attack at the unit-1 consists of following two states:

e S; = Unit-1 suffers a (pre-specified type of) cyber-attack and production at the unit is
adversely affected.
e Sy = Unit-1 suffers no cyber-attack or the production at the unit is not affected.

(1) Risk Analysis and Impact Estimation

In order to devise a risk response strategy and to use the ISO contracts for impact hedging,
we assume that the oil production company has done its risk analysis and impact estimation using
a standard risk assessment model, such as CVaR Model [83]. The output of the CVaR model for the
unit-1 of the company is as: “Given a successful cyber-attack, the unit-1 of the organization O would lose
not more than $40,000 per day, for total of one day, with 50% probability during the three months period of
1 October 2015 to 31 December 2015”. Thus, if S; occurs the company may lose upto $40,000. If S, occurs
the company continues its usual business and earns a revenue of $20,000 per day.

(2) Risk Response

Let us say, the ISO contract for the occurrence of cyber-attack at unit-1 of the company “O” is
currently trading at $20 (buy) and $80 (sell). The buy and sell price of the contract indicates the market
participant’s probabilistic estimate of the occurrence and non-occurrence of the underlying event [98].
Therefore, the buy price of $20 indicates that the market participants have estimated the probability
of occurrence of the cyber-attack at unit-1 within the trading period as 20%. On the other hand, the
market estimates 80% probability for the non-occurrence of the cyber-attack at the unit-1 during the
contract trading period. This estimate is based on all the information known to the market participants
(as per the efficient market hypothesis [99]). This market estimate is different from the output of CVaR
model, i.e., 50% probability of cyber-attack and 50% probability of no cyber-attack at the unit-1 during
the contract trading period.

In such a scenario, the first question that needs to be answered is if it is worth to hedge
the risk exposure or not? This decision to hedge or not to hedge the risk can be based on the
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“Marking-to-Future” method [100]. The marking-to-future method gives the expected future value of
the value at risk. The expected future value of the value at risk can be calculated as in Equation (23).

N
Expected Future Value = o = Z Qili (23)
i=1

where, p is the probability of the risk event and p is the impact value of the event.
(2.1) Unhedged Scenario

Based on the market participant’s estimate, if the oil company remains unhedged to the risk
exposure to Ul then the expected future value is calculated as in Equation (24).

wm = (0sy * puy) + (05, * Py (24)

where, &, is the market’s expected future value (unhedged), ps, is the probability of s, 1, is the
impact value (unhedged) for state 1, ps, is the probability of s,, py, is the impact value (unhedged) for
state 2.

The expected future value from the market’s perspective in an unhedged scenario is shown in
Figure 7, and calculated as shown in Equation (25).

Present Future

- $40,000

+ $20,000
Expected Future Value = + $8000

Figure 7. Unhedged Expected Future Value for Market’s Probability Estimate.

am = (20% * (—$40,000)) + (80% * ($20,000)) = $8000 (25)

On the other hand, the expected future value based on the company’s CVaR model in an unhedged
scenario can be calculated as shown in Equation (26).

e = (psl * Vul) + (Psz * ‘uuz) (26)

where, . is the expected future value (unhedged) based on the CVaR model, ps, is the probability
of 51, Wy, is the impact value (unhedged) for state 1, ps, is the probability of s,, and py, is the impact
value (unhedged) for state 2.

The expected future value from the company’s perspective in an unhedged scenario is shown in
Figure 8, and calculated as shown in Equation (27).

ae = (50% * (—$40,000)) + (50% * ($20,000)) = —$10,000 27)
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Thus, in the unhedged scenario there is a large variance between the expected future value by

market participants (+$8000) and the expected future value as per the CVaR model (—$10,000).

Present Future

- $40,000

+$20,000
Expected Future Value = - $10,000

Figure 8. Unhedged Expected Future Value for CVaR Probability Estimate.

(2.2) Hedged Scenario

If the company decides to hedge its maximum risk exposure of $40,000, then the company needs
to determine the number of ISO contracts they need to purchase. This can be determined by hedge
ratio [83], expressed as in Equation (28).

0— W (28)

where, 0 denotes the hedge ratio. A is the risk exposure due to an information security event, this
risk exposure is estimated from the Cyber-VaR model. w is the number of contracts of the financial
instrument that are to be purchased to hedge the estimated risk. These financial instruments have the
corresponding (that needs to be hedged) information security event as the underlying. ¢ is the payout
per contract that will be received by the hedger when the underlying information security event occurs.
v is the transaction cost incurred (estimated) on the purchase of hedge position. This transaction cost
also includes other indirect costs, such as cost of capital, interest rates, etc.

Thus, to perfectly hedge the risk exposure of $40,000, number of ISO contracts required are
computed as shown in Equation (29).

(w=*100) — 0

(For a perfect hedge, hedge ratiois 1) => 1 = 40,000

(29)
For the sake of simple demonstration, we ignore the cost of transaction (interest rate, exchange

fee, cost of capital, etc.).
w = 400 (30)

As shown in Equation (30), with the payout of $100 per contract, the company needs to purchase
400 ISO contracts to perfectly hedge its risk of $40,000.
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In the given scenario, to hedge the risk exposure with ISO contracts, an ex-ante assessment of
effectiveness of the hedge is computed as shown in Equation (31) [83].

(1 Atr—ma) ),
= |1 o 100 (31)

where, e4 denotes the hedge effectiveness of information security derivatives, A is the estimated or
materialized risk impact, y is the estimated or actual cost of hedging, and ng4 is the expected or actual
total payout from the information security derivative contracts.

$40, 000 + $8000 — $40, 000)

(
- ($40, 000 + $8000)

€)= %100 = 83.34% (32)

As computed in Equation (32), the above hedge strategy with ISO is expected to be 83.34%
effective in mitigating the underlying information security risk. In the above equation vy is $8000 paid
to purchase 400 ISO contracts at the rate of $20 per contract. Other costs such as interest rate, cost of
capital, etc. are ignored.

In the perfectly hedged scenario, the expected future value from the market participant’s
perspective can be calculated as shown in Equation (33).

Bm = (0sy * ) + (0sy * piy) (33)

where, B is the market’s expected future value (hedged), ps, is the probability of sq, ,, is the impact
value (hedged) for state 1, ps, is the probability of s,, and wy, is the impact value (hedged) for state 2.

In the perfectly hedged scenario, the expected future value from the market participant’s
perspective is shown in Figure 9, and calculated as in Equation (34).

Present Future

- $8000

+$12,000
Expected Future Value = + $8000

Figure 9. Hedged Expected Future Value for Market’s Probability Estimate.

B = (20% % (—$8000)) + (80% * 12,000) = $8000 (34)

oy, = —$8000 (=—%$40,000 loss + $40,000 payout from 400 ISO contracts — $8000 paid to purchase
400 ISO contracts).
oy, =$12,000 (=$20,000 revenue earned — $8000 (=$20 * 400) cost of 400 ISO contracts)
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The hedged expected future value based on the company’s CVaR model can be calculated as
shown in Equation (35).

Be = (psy * ;) + (0sy * pin,) (35)

where, 3. is the company’s expected future value (hedged), ps, is the probability of s, w,, is the impact
value (hedged) for state 1, ps, is the probability of s,, and wy,, is the impact value (hedged) for state 2.

In the perfectly hedged scenario, the expected future value from the company’s perspective is
shown in Figure 10, and calculated as in Equation (36).

Present Future

- $8000

+ $12,000
Expected Future Value = + $2000

Figure 10. Hedged Expected Future Value for CVaR'’s Probability Estimate.

Be = (50% * (—$8000)) + (50% * $12,000) = $2000 (36)

ey, =—$8000 (—%$40,000 loss + $40,000 payout from 400 ISO contracts — $8000 paid to purchase
400 ISO contracts).
oy, =$12,000 ($20,000 revenue — $8000 (=$20*400) cost of 400 ISO contracts.

So, even if the hedger’s probability estimates are wrong and market’s probability estimates are
correct, the hedger may still like to hedge the risk to minimize the variance in the potential impact
(expected future value) of the underlying information security event.

In the given scenario, when the risk exposure has been hedged with an ISO contract, the ex-post
performance of the hedge strategy (hedge efficiency) can be calculated as shown in Equation (37) [83].

Y, = (’“(M) 100 (37)
4

where, Y, is the hedge efficiency, £ is the expected or materialized impact of the risk event, v is the

expected or actual cost of hedging, and 14 is the expected or actual payout from the information
security derivative contracts.

Y, = ($40000 — ($40,000—|—$8000)) «100 — —20 (38)

$40, 000

A value above or below the zero for Y. indicates over or under hedging. Since, the Y.
obtained from the above equation is —20%, the hedge strategy is 20% less efficient than the perfect
hedge strategy.
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7.2. Information Security Vanilla Options

This subsection is divided into four parts to explain the application of ISVO in hedging the
impact of an information security risk. The first part describes the scenario, second part presents the
ISVO specifications, third part identifies the potential market participants and their incentive to do so.
Lastly, in the fourth part the process of hedging with an ISVO is explained.

7.2.1. Scenario

Let us say a company “C” is in the business of providing cloud based services to its multinational
clients. If the company suffers a cyber-attack (such as DDoS), such as [101-103], and its services are
unavailable for some time then the company would suffer a major financial and reputational loss.
The company estimates that an unavailability of services would cost $10,000 per hour.

7.2.2. Contract Specifications

The specifications of an ISVO contract to address the risk in the given scenario is shown in
Table 12.

Table 12. Information Security Vanilla Options (ISVO) Specifications.

Fixed Specifications Variable Specifications

Issuer

Information Security Prediction Market

Information Security Derivative Type

Information Security Vanilla Option

Contract ID

ISVO 123

Underlying Event or Condition

The company “C” suffers a (pre-defined type of) cyber-attack
during the trading period of the contract and its cloud
services are unavailable to its clients.

Trading Start Date and Time

1 October 2015 00-00-01 CET

Trading End Date and Time

31 December 2015 23-59-59 CET

Minimum Investment Required

Amount : 1000 (One Thousand)
Currency : USD

Maximum Investment Permitted

Amount : 500,000 (Five Hundred Thousand)
Currency : USD

Contract Trading Unit (Lot Size)

One (01)

Transaction Fee

0% (Zero for the sake of easy calculation and demonstration)

Payout Trigger Criteria

Cloud computing services of “C” are unavailable for at least
continues 60 min in one day.

Decision Criteria

Press release by the company “C” or a regulatory filing by the
company “C”, such as to the stocks trading regulator.

Payout (Return) Structure

Scaling-Increasing; Payout of $100 per contract for per hour
of service unavailability, $0 otherwise.

Pay-Off Horizon

On the day of settlement

Settlement Date

If there is no news/report of any cyber-attack on the company
‘C’ then the settlement will be on the fourth business day
from the last day of trading. However, if there is any
news/report of any cyber-attack during the trading period
then the settlement will be on the fourth business day after
the incident’s report is released or the fourth business day
from the last trading date, whichever is earlier.

Independent Third
Verification Required

Party

No

Eligible Investors/Traders

Only verified
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Table 12. Cont.

Fixed Specifications Variable Specifications

Know Your Trader/Investor Required Yes

Transferable Instrument Yes, to other verified traders only

Other Relevant Information Nil

7.2.3. Participants and Incentives

The prospective participants, their motivation and incentives for participation in trading of ISVO
at ISPM is shown in Table 13.

Table 13. Participants and Incentives for ISVO.

Participant Trading Side Incentive/Motivation
Company “C” Buy To hedge the risk exposure.
Cyber-security product Sell To convince others through the display of strong faith that
vendor’s of “C” their products are of high quality and can strongly defend
against cyber-attacks.
Competitors of security Buy To convince others through the display of strong
product vendors of “C” signal that the products of cloud service provider’s

are not strong enough and can not defend against the
advance cyber-attacks.

Investors in “C” Buy/Sell To hedge their risk or to profit from trading in the
contract. The buy or sell decision depends on investor’s
individual belief.

Cyber-Insurer and Buy/Sell To hedge their risk or to profit from trading in the contract.
Cyber-Reinsurer The buy or sell decision is based on the company’s
risk portfolio.

Speculators Buy/Sell This category includes a range of market participants, such
as speculators, hedge funds, proprietary trading firms,
individual traders, and so on. These traders participate
(buy or sell) to earn a profit from the relevant information
they may have.

Security Researchers Buy/Sell Security researchers in possession of some relevant
information may participate in the trading of the contract.

7.2.4. Risk Hedging

To demonstrate the application of ISVO, we consider only three states of the risk event in the
given scenario. The three states are as follows:

e 57 =Cdoes not suffers a cyber-attack in the trading period or its services are not adversely affected
if attacked.

e 5; = Csuffers a cyber-attack and its services are unavailable for 1 h.

e 53 =C suffers a cyber-attack and its services are unavailable for 3 h.

(1) Risk Analysis and Impact Estimation

We assume that the company “C” has completed its risk analysis and impact assessment.
The company’s estimate based on the CVaR model is as, probability of no cyber-attack or no adverse
impact is 50%, probability of service unavailability for one hour due to a cyber-attack as 30%, and
probability of service unavailability for three hours due to a cyber-attack as 20%. Furthermore, if S;
occurs there is no loss to the company “C”. If S, occurs the company may lose $10,000, as estimated by
it. If S3 occurs the company may lose $30,000.



Future Internet 2016, 8, 20 33 of 62

(2) Risk Response

In the given scenario, the cloud service provider may choose to hedge the risk by purchasing
ISVO contracts. The buyer can buy an ISVO contract at $30 per option and the contract pays $100 per
contract for each one hour of service unavailability and pays nothing if the company’s services are not
adversely affected by a cyber-attack.

The current market price for the three states of the ISVO indicate that the market estimates the
probability of no cyber-attack or no adverse impact of the attack as 60%, unavailability of the services
for one hour as 30%, and unavailability of services for three hours as 10%.

(2.1) Unhedged Scenario
Based on the market’s probability estimate for the three states, the expected future value for the

company in an unhedged scenario can be calculated as shown in Equation (39).

Cm = (psl * nuul) + (Psz * Vuz) + (P53 * I/lu3) (39)

where, oy, is the market’s expected future value (unhedged), ps, is the probability of sq, i, is the
impact value (unhedged) for state 1, ps, is the probability of s,, i, is the impact value (unhedged) for
state 2, ps, is the probability of s3, and wy, is the impact value (unhedged) for state 3.

Present Future

$0

- $10,000

- $30,000
Expected Future Value = - $6000

Figure 11. Unhedged Expected Future Value for Market’s Probability Estimate.

The expected future value from the market’s perspective in an unhedged scenario is shown in
Figure 11, and calculated as shown in Equation (40).

= (60%  0) + (30% * (—$10,000)) + (10% * (—$30,000)) = —$6000 (40)

Based on the company’s risk estimate the expected future value in an unhedged scenario can be
calculated as shown in Equation (41).

Xe = (1051 * ‘uul) + (PSz * .ullz) + (pss * #Hs) (41)

where, o is the company’s expected future value (Unhedged), p, is the probability of s, py, is the
impact value (unhedged) for state 1, ps, is the probability of s,, i, is the impact value (unhedged) for
state 2, pg, is the probability of s3, and py, is the impact value (unhedged) for state 3.
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The expected future value from the company’s perspective in an unhedged scenario is shown in
Figure 12, and calculated as shown in Equation (42).

ae = (50% % 0) + (30% * (—$10,000)) + (20% * (—$30,000)) = —$9000 (42)

Thus, if the company remains unhedged then it would suffer a significant loss if the ISVO
underlying information security event occurs.

Present Future

$0

- $10,000

- $30,000

Expected Future Value = - $9000

Figure 12. Unhedged Expected Future Value for Company’s Probability Estimate.

(2.2) Hedged Scenario

If the company decides to hedge its maximum risk exposure of $30,000, then the first step is to
determine the number of ISVO contracts that are required to perfectly hedge the risk exposure. We use
the Equation (28) to calculate the required number of ISVO contracts. Thus, to perfectly hedge the risk
exposure of $30,000, number of ISVO contracts required are computed in Equation (43).

(w100 %3) —0
30,000

(For a perfect hedge, hedge ratiois 1) => 1 = (43)
For the sake of clarity and simple demonstration, we ignore the cost of transaction and the
Equation (44) gives the number of ISVO contracts required to hedge $30,000 loss.

w = 100 (44)

Thus, the hedger would pay $3000 to purchase 100 ISVO contracts at the rate of $30 per ISVO,
ignoring the other costs such as exchange fee, cost of capital, efc.

We use the Equation (31) to do an ex-ante assessment of hedge effectiveness, as shown in
Equation (45).

($30,000 + $3000 — $30, 000)

100 = 90.91% 4
($30,000 + $3000) * 100 = 90.91% 45

€1 = 1-—

Therefore, the above hedge strategy with ISVO is expected to be 90.91% effective in mitigating the
underlying information security risk.

In a perfectly hedged scenario the expected future value from the market’s perspective can be
calculated as shown in Equation (46).

B = (0s; * tny) + (0sy * p,) + (0 * piny ) (46)
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where, By is the market’s expected future value (hedged), ps, is the probability of s, wy, is the impact
value (hedged) for state 1, ps, is the probability of s, uy, is the impact value (hedged) for state 2, ps, is
the probability of s3, and py, is the impact value (hedged) for state 3.

The expected future value from the market’s perspective in a hedged scenario is shown in
Figure 13, and calculated as shown in Equation (47).

Present Future

- $3000

- $3000

- $3000
Expected Future Value = - $3000

Figure 13. Hedged Expected Future Value for Market’s Probability Estimate.

B = (60% % (—$3000)) -+ (30% * (—$3000)) + (10% * (—$3000)) = —$3000 (47)

ey, =$0loss due to no cyber-attack — $3000 cost to buy 100 ISVO contracts.

ey, = —$10,000 loss due to unavailability of services for one hour + $10,000 payout from 100 ISVO
contracts — $3000 cost of purchasing 100 ISVO contracts.

ey, = —%$30,000 loss due to unavailability of services for three hours + $30,000 payout from the
100 ISVO contracts — $3000 cost of purchasing 100 ISVO contracts.

In a perfectly hedged scenario, the expected future value based on the probability estimates
obtained from the company’s CVaR model can be calculated with the Equation (48).

Be = (0sy * iy ) + (05, * Hiy) + (053 * Hiy) (48)

where, (3 is the company’s expected future value (hedged), ps, is the probability of s, ,, is the impact
value (hedged) for state 1, ps, is the probability of s,, w,, is the impact value (hedged) for state 2, ps, is
the probability of s3, and wy, is the impact value (hedged) for state 3.

The expected future value from the company’s perspective in a hedged scenario is shown in
Figure 14 and calculated as shown in Equation (49).

Be = (50% * (—$3000)) + (30% * (—$3000)) -+ (20% * (—$3000)) = —$3000 (49)

e ppp = 30 loss due to no cyber-attack — $3000 cost to buy 100 ISVO contracts.
o = —%10,000 loss due to unavailability of services for one hour + $10,000 payout from 100 ISVO
contracts — $3000 cost of purchasing 100 ISVO contracts.

o 3 = —$30,000 loss due to unavailability of services for three hours + $30,000 payout from the
100 ISVO contracts — $3000 cost of purchasing 100 ISVO contract.

Thus, even if the buyer’s probability estimates are wrong and the seller’s probability estimates
are correct, the investor may still like to hedge the risk to minimize the variance in the impact. In such
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a scenario, the maximum possible loss and the variance of actual impact on the company is less
with hedging.

Present Future

- $3000

- $3000

- $3000
Expected Future Value = - $3000
Figure 14. Hedged Expected Future Value for Company’s Probability Estimate.

The ex-post assessment of ISVO hedge strategy (hedge efficiency) in reducing the loss can be
calculated from the Equation (37) as shown in Equation (50).

~( $30,000 — ($30,000 + $3000) o
Ye = $30, 000 *100 = —10% (50)

A hedge efficiency of —10% indicates that the hedge strategy is 10% less efficient than a perfect
hedge strategy.

7.3. Information Security Swaps

This subsection is divided into four parts to explain the application of ISS in hedging the adverse
impact of an information security event. The first part describes the scenario, second part presents the
ISS specifications, third part identifies the potential market participants and their incentive to do so.
Lastly in the fourth part the process of hedging with an ISS is explained.

7.3.1. Scenario

Let us say a company “S” is in the business of providing satellite services to a large number of
clients in the field of weather statistics, GPS, etc. in one particular country. If the satellite system of
the company is attacked by the cyber-army of an enemy nation, such as [104-109], and the services
offered by the company are unavailable for few days then the company will suffer a major financial
and reputational damage. Also, the cyber-attackers may try to hijack the satellite and the company “S”
may permanently lose its control over the satellite.

7.3.2. Contract Specification

The ISS specifications for a contract to address the risk in the given scenario is shown in Table 14.
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Table 14. ISS Specifications.

Fixed Specifications Variable Specifications

Issuer Information Security Prediction Market

Information Security Derivative Type  Information Security Swap
Contract ID 1SS 123

Underlying Event or Condition The satellite services providing company “S” suffers
a (pre-specified type of) cyber-attack during the trading
period of the contract and its services are completely
unavailable to its clients for continuous six hours at least.

Trading Start Date and Time 1 January 2016 00-00-01 CET
Trading End Date and Time 31 December 2016 23-59-59 CET

o . Amount : 1000 (One Thousand)
Minimum Investment Required Currency : USD

. ) Amount : 50,000 (Fifty Thousand)

Maximum Investment Permitted Currency : USD
Contract Trading Unit (Lot Size) One (01)
Transaction Fee 0% to the exchange(Zero for the sake of easy calculation and

demonstration), Premium of 2% to the counterparty.

Payout Trigger Criteria For the calculation of payout, the disruption of services
for a continuous period of six or more hours during the
contract trading period.

At least one of the following;:
(i) Press release by the company “S”.
Decision Criteria (ii) A filing by the company “C” to a regulator, such as
stocks trading regulator.
(iii) A third party verification report.

Payout (Return) Structure Maximum payout of $500,000 or the actual impact,
whichever is lower.

Pay-Off Horizon On the day of settlement

Settlement Date If there is no news/report of any cyber-attack on the

company “S” then the contract will automatically settle on
the first business day from the last trading day) from the
last date of the contract period. If any of the states Sy, S3,
or 54 occur during the trading period then the settlement
would occur on the fourth business day from the date of
incident reporting.

Independent Third Party Verification Yes, if the counterparties want to verify the incident.

Required

Eligible Investors/Traders Only verified

Know Your Trader/Investor Required  Yes

Transferable Instrument Yes, to other verified traders only
Other Relevant Information Nil

7.3.3. Participants and Incentives

The prospective participants, their motivation and incentives for participation in trading of ISS at
ISPM or Over-the-counter (OTC)is shown in Table 15.
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Table 15. Participants and Incentives for Information Security Swaps (ISS).

Participant Trading Side Incentive/Motivation
Company “S” Buy To hedge the risk exposure.
Security ~ Product Sell To convince others that their products are of high quality and
Vendors of “S” can strongly defend against cyber-attacks.
Cyber-Insurer and Sell To hedge the risk exposure due to new developments in the
Cyber-Reinsurers company/technology/regulatory requirements, etc. To diversify

their investment and profit from trading in the contract, if they
believe that the company “S” has strong security system.

Speculators Sell To diversify their investment portfolio.

7.3.4. Risk Hedging

In the given scenario, the ISS is designed to let the satellite communication company transfer its
risk to the counterparties who are willing to take the risk in the expectation of earning some profit.
The counterparty in this case is a group of several entities, each with a limited potential liability. In the
given scenario, there are two types of risk events, namely service unavailability for a limited period
and hijacking of the satellite leading to permanent loss of the same. Thus, the possible states of the
events are as shown in Table 16.

Table 16. Possible States of Events for the ISS Contract.

State Limited Period Interruption Satellite Hijacking (Permanent Loss)
Sy X X
Sy v X
S3 X v
Sq v v

The state S; occurs when there is no cyber-attack or no service disruption. S, occurs when
a cyber-attack occurs and the satellite services are temporarily disrupted but the satellite system is not
hijacked. S3 occurs when there is no temporary service disruption but the satellite system is hijacked
leading to permanent loss. S4 occurs when the cyber-attack causes temporary service disruption before
the system is hijacked leading to permanent loss.

(1) Risk Analysis and Impact Estimation
We assume that these “state” risks have been modeled and the outcome of the CVaR model for

the company is as shown in Table 17.

Table 17. Outcome of CVaR Model on Event Probabilities and Impact.

State Loss Probability Impact Value
51 60% $0
S, 25% —5$150,000
S3 10% —$350,000
Sy 5% —$500,000

On the other hand, the counterparty’s (seller’s) estimate the risk probability and impact as shown
in Table 18.
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Table 18. Counterparty’s Estimate of Event Probabilities and Impact.

State Loss Probability Impact Value
S 80% $0
S, 10% —$150,000
S3 8% —$350,000
Sy 2% —$500,000

(2) Risk Response

In the given scenario, the satellite services provider may chose to hedge the risk by purchasing
a swap contract. The swap contract is structured such that the counterparty would pay the amount
of loss, or $500,000, whichever is lower. If the state S; occurs, then no payout is required from the
seller (counterparties) to the buyer (satellite services company). However, if any of the state S,, S3, S4
occur then the counterparty would pay a fixed amount to the buyer. The satellite services provider is
required to pay a premium of 2% of the maximum possible payout ($500,000) to the counterparties.
This premium is paid at the time of ISS purchase.

(2.1) Unhedged Scenario

In an unhedged scenario, the company’s expected future value can be calculated as shown in
Equation (51).
e = (051 % pur) + (052 * pruz) + (053 * Huz) + (0sa * prus) (51)

where, o is the company’s unhedged expected future value, pg; is the probability of s;, 1,1 is the
impact value (unhedged) for state 1, ps; is the probability of s,, |2 is the impact value (unhedged) for
state 2, pg3 is the probability of s3, {13 is the impact value (unhedged) for state 3, ps4 is the probability
of 54, and 4 is the impact value (unhedged) for state 4.

The expected future value from the company’s perspective in an unhedged scenario is shown in
Figure 15, and calculated as shown in Equation (52).

Present Future

$0

- $150,000

- $350,000

- $500,000

Expected Future Value = - $97,500

Figure 15. Unhedged Expected Future Value for Company’s Probability Estimate.

te = (60% % 0) + (25% * (—$150,000)) + (10% * (—$350,000)) + (5% * (—$500,000)) = —$97, 500 (52)



Future Internet 2016, 8, 20 40 of 62

The counterparty’s (seller’s) expected future value in an unhedged scenario can be expressed as
in Equation (53).
s = (051 % pur) + (052 % pruz) + (053 * puz) + (0sa * prus) (53)

where, oy is the company’s unhedged expected future value, pg; is the probability of sy, j,; is the
impact value (unhedged) for state 1, pg; is the probability of s,, |2 is the impact value (unhedged) for
state 2, pg3 is the probability of s3, 11,3 is the impact value (unhedged) for state 3, pg4 is the probability
of 54, and 4 is the impact value (unhedged) for state 4.

The expected future value from the counterparty’s perspective in an unhedged scenario is shown
in Figure 16, and calculated as shown in Equation (54).

Present Future

$0

- $150,000

- $350,000

- $500,000

Expected Future Value = - $53,000

Figure 16. Unedged Expected Future Value for Counterparty’s Probability Estimate.

&5 = (80% % 0) 4 (10% * (—$150,000)) + (8% * (—$350,000)) + (2% % (—$500,000)) = —$53,000  (54)

Thus, if the satellite service provider remains unhedged and the satellite services are interrupted
due to a cyber-attack then the company would suffer a significant financial loss, $97,500 (company’s
expected future value), $53,000 (counterparty’s expected future value).

(2.2) Hedged Scenario

If the satellite service provider enters into a swap contract to cover the risk upto $500,000, then the
company is perfectly hedged for the impact upto $500,000. We demonstrate and assess the application
of ISS for an impact of $500,000. Therefore, using Equation 28 the hedge ratio for the company in the
given scenario is 1.

(w  500,000) — 0

(For a perfect hedge, hedge ratiois 1) => 1 = 500, 000

(55)

In the above equation, we have ignored the premium paid for the ISS to emphasize that the
one ISS contract is sufficient to cover the impact upto $500,000. If premium cost, $10,000 (2% of
$500,000) is taken into consideration the w value will be a fractional value, however as the ISS is not
divided into several smaller value contract, the ISS can only be purchased as one contract to cover the
underlying risk.

w=1 (56)
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Therefore, as shown in Equation (56), with the maximum payout of $500,000 per contract, the
company needs to purchase only one ISS contract to perfectly hedge its risk impact of $500,000.

We use the Equation (31) to do an ex-ante assessment of hedge effectiveness, computed as in
Equation (57).

($500,000 + $10,000 — $500, 000)

e ]_ —
€ (5500, 000 + $10, 000)

«100 = 98.04% (57)

Thus, the hedge strategy formed with ISS contract is expected to be 98.04% effective in mitigating
the impact of an information security event adversely affecting the services of the satellite company.

In a perfectly hedged scenario, the expected future value (hedged) from the counterparty’s
perspective can be calculated as shown in Equation (58).

Bs = (0s1 % pi1) + (052 * o) + (053 * Hn3) + (0sa * Hna) (58)

where, 35 is the expected future value (hedged) from the seller’s (counterparty’s) perspective, ps; is
the probability of s7, uy; is the impact value (hedged) for state 1, pg, is the probability of s,, wy; is
the impact value (hedged) for state 2, pg3 is the probability of s3, py3 is the impact value (hedged) for
state 3, ps4 is the probability of s4, and 4 is the impact value (hedged) for state 4.

The expected future value from the seller’s perspective in a hedged scenario is shown in Figure 17,
and calculated as shown in Equation (59).

Bs = (80% % (—$10,000)) + (10% * (—$10,000)) + (8% * (—$10,000)) + (2% % (—$10,000)) = —$10,000  (59)
Present Future

- $10,000

- $10,000

- $10,000

- $10,000

Expected Future Value = - $10,000

Figure 17. Hedged Expected Future Value for Counterparty’s Probability Estimate.

e upp = 30 loss due to no cyber-attack — $10,000 paid for the premium.

oy = —5%$150,000 loss due to cyber-attack + $150,000 payout from ISS contract — $10,000 paid for
the premium.

o up3 = —9$350,000 loss due to cyber-attack + $350,000 payout from ISS contract — $10,000 paid for
the premium.

o upg = —5$500,000 loss due to cyber-attack + $500,000 payout from ISS contract — $10,000 paid for
the premium.
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In a perfectly hedged scenario, the expected future value from the satellite company’s perspective
can be calculated with the Equation (60).

Be = (051 % pm) + (052 * o) + (053 * n3) + (0sa * Pna) (60)

where, (3. is the satellite company’s (buyer’s) expected future value (hedged), ps; is the probability
of 51, pyy is the impact value (hedged) for state 1, pg; is the probability of s, py; is the impact value
(hedged) for state 2, pg3 is the probability of s3, py3 is the impact value (hedged) for state 3, pg4 is the
probability of s4, and py4 is the impact value (hedged) for state 4.

The expected future value from the satellite company’s perspective in a hedged scenario is shown
in Figure 18, and calculated as shown in Equation (61).

Present Future

- $10,000

- $10,000

- $10,000

- $10,000

Expected Future Value = - $10,000

Figure 18. Hedged Expected Future Value for Company’s Probability Estimate.

Be = (60% x (—$10,000)) + (25% * (—$10,000)) + (10% * (—$10,000)) + (5% * (—$10,000)) = —$10,000 (61)

o pp1 = %0 loss due to no cyber-attack — $10,000 paid for the premium.

o = —5%150,000 loss due to cyber-attack + $150,000 payout from ISS contract — $10,000 paid for
the premium.

o pp3 = —5%$350,000 loss due to cyber-attack + $350,000 payout from ISS contract — $10,000 paid for
the premium.

o upg = —5%$500,000 loss due to cyber-attack + $500,000 payout from ISS contract — $10,000 paid for
the premium.

Thus, even if the buyer’s probability estimates are wrong and the seller’s probability estimates
are correct, the investor may still like to hedge the risk to minimize the variance in the impact. In such
a scenario, the maximum possible loss and the variance of actual impact on the company is less
with hedging.

The ex-post hedge efficiency of ISS in reducing the loss in state S4 (state with maximum possible
loss) can be calculated from the Equation (37) as shown in Equation (62).

$500, 000 — ($500, 000 + $10, 000)
$500, 000

Y, = «100 = —2% (62)
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where, we have considered the premium paid as the cost of hedge and other associated costs, such as
interest rate, etc. have been ignored.

A hedge efficiency of —2% indicates that the hedge strategy is 2% less efficient than the perfect
hedge strategy.

7.4. Information Security Futures

This subsection is divided into four parts to explain the application of ISF in hedging the impact
of an information security risk. The first part describes the scenario, second part presents the ISF
specifications, third part identifies the potential market participants and their incentive to do so.
Lastly in the fourth part the process of hedging with an ISF is explained.

7.4.1. Scenario

Let us say a car manufacturer “M” has planned to launch a new car with various electronic
features such as electronic locks, immobilizers, etc. However, some industry leaders and cyber-security
experts some concerns about the software vulnerabilities in the system that may lead to car hacking
and hijacking, such as [110-113]. If the car manufacturer fails to address these security issues than the
company would suffer a major reputational and revenue loss. The company expects to sell at least
10,000 cars between the period of 1 January 2016 to 31 December 2016. Furthermore, to break even the
company needs to sell at least 10,000 cars. The company is expected to earn a profit of $150,000 for
each 1000 cars sold above the 10,000 cars. On the other hand, the company will suffer a loss of $100,000
for each 1000 cars falling short of 10,000 cars.

To address the problems of trust deficit and information asymmetry between the buyer and car
manufacturer, and keeping in mind the prospective large market for cars with automatic and electronic
features, an industry regulatory body has decided to test the security strength of the electronic lock
and immobilizer system in an open environment. The industry regulator has listed a vulnerability
discovery contract at ISPM. The car manufacturer contests that the electronic systems in the car has
strong security and has no major vulnerabilities. If two or less vulnerabilities are found in the system,
then the company can quickly fix the vulnerabilities before the car is launched and the company does
not suffer any reputational and revenue loss. On the other hand, if more than two vulnerabilities are
found in the system then the company may not be in a position to fix them all before the car launch and
thus the company’s reputation will go down. This loss of reputation will be reflected in the number
of cars sold and the company may fall short of the target of selling at least 10,000 cars by the end of
31 December 2016.

7.4.2. Contract Specification

The specifications for an ISF contract to address the risk in the given scenario is shown in Table 19.

Table 19. Information Security Futures (ISF) Specifications.

Fixed Specifications Variable Specifications

Issuer Information Security Prediction Market

Derivative Type Information Security Future

Contract ID ISF 123

Underlying Event or Condition The contract has a strike fixed at the sale of 10,000 cars.

One counterparty, say C1, pays $1,000 to the second counterparty,
say C2, for every 1000 cars sold above the strike. Similarly, the
counterparty, C2 pays $1,000 to C1 for every 1000 cars falling
short of the strike. The payout can only be a multiple of 1000 cars,
and sales of 500 or more cars will be considered as equivalent of
1000 cars
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Table 19. Cont.

Fixed Specifications

Variable Specifications

Trading Start Date and Time

1 October 2015 00-00-01 CET

Trading End Date and Time

31 December 2016 23-59-59 CET

Minimum Investment Required

Amount : 100,000 (One Thousand)
Currency : USD

Maximum Investment Permitted

Amount : 500,000 (Five Hundred Thousand)
Currency : USD

Contract Trading Unit (Lot Size)

One (01)

Transaction Fee

0% (Zero for the sake of easy calculation and demonstration)

Payout Trigger Criteria

Strike fixed at car sales figure of 10,000.

Decision Criteria

Sales figures as reported by the company in its quarterly and
annual reports.

Payout (Return) Structure

Scaling

Pay-Off Horizon

On the day of settlement

Settlement Date

The settlement takes place on the fourth trading day from
the date of company filling its report (sales figures)until
31 December 2016. If the company fails to file its sales report
by the end of 31 January 2017 then the median estimates of
analysts (A1, A2, and A3) tracking the company will be taken
into consideration to settle the contract, no later than five trading
days from the 31 January 2017.

Independent Third Party Verification No

Required

Eligible Investors/Traders Only verified
Know Your Trader/Investor Required  Yes

Transferable Instrument

Yes, to other verified traders only

Other Relevant Information

Nil

7.4.3. Participants and Incentives

The prospective participants, their motivation and incentives for participation in trading of ISF at
ISPM is shown in Table 20.

Table 20. Participants and Incentives for ISO.

Participant Trading Side Incentive/Motivation

Car Manufacturer  Buy To hedge the adverse impact of software vulnerabilities on the

company’s reputation and sales.

Competitors of Car  Sell
Manufacturer

To convince others through the display of strong signal that
the electronic system in the cars manufactured by "M” have
severe vulnerabilities and security risks. The competitors would
trade the contracts to signal that they can develop or have
better products which are stronger (less or no vulnerability) than
"M’s” system.

Investors in Car Buy/Sell
Manufacturer

To hedge their risk or to profit from trading in the
contract. The buy or sell decision depends upon investor’s
individual belief.
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Table 20. Cont.

Participant Trading Side Incentive/Motivation
Cyber-Security Buy/Sell Security researchers in possession of some relevant information
Researchers may participate in trading of the contract. However, they may

like to participate in trading of the contract which is related to
the vulnerability discovery in the said product. Trading in that
particular contract would allow them to “responsibly” disclose
the vulnerability to the car manufacturer “M”.

Cyber-(Re)Insurer ~ Buy/Sell To hedge their risk or to profit from trading in the contract.
The buy or sell decision depends upon insurer’s risk portfolio.

Speculators Buy/Sell To diversify their investment portfolio.

7.4.4. Risk Hedging

The car manufacturer can hedge its risk, i.e., the software vulnerabilities leading to car sales falling
short of 10,000, by entering into a “futures” contract with a counterparty. In the given scenario, there
are many possible state of events, ten events for every 1000 cars falling short of strike of 10,000 cars and
“k” number of states for every 1000 cars sold above the strike of 10,000 cars. For the demonstration, we
consider the three possible states of events, as shown in Table 21.

Table 21. Possible States of Events for the ISS Contract.

State State Description
51 Number of cars sold by the end of 31 December 2016 is 10,000
S, Number of cars sold by the end of 31 December 2016 is 9000 (less than 10,000)
S3 Number of cars sold by the end of 31 December 2016 is 11,000 (more than 10,000)

(1) Risk Analysis and Impact Estimation

We assume that these “state” risks have been modeled and the outcome of the CVaR model for
the company is as shown in Table 22.

Table 22. Outcome of CVaR Model on Event Probabilities and Impact.

State Event Probability Impact Value
S 50% $0
S» 35% —$100,000
S3 15% +$150,000

On the other hand, the market (other participant’s) estimates the risk probability and impact as
shown in Table 23.

Table 23. Market’s Estimate of Loss Probabilities and Impact.

State Event Probability Impact Value
Sy 30% $0
S, 55% —$100,000

S3 15% +$150,000
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(2) Risk Response

In the given scenario, the car manufacturer may decide to hedge the risk by purchasing the futures
contracts. The future contract is structured such that the counterparty pays $1000 to the buyer (car
manufacturer) for every 1000 cars which fall short of the strike value and the investor pays $1000 to
the counterparty for each 1000 cars which exceeds the strike value.

(2.1) Unhedged Scenario

Based on the market’s probability estimate for the three states, the expected future value for the
company in an unhedged situation can be calculated as shown in Equation (63).

Xm = (pS] * .ull]) + (Psz * Huy ) + (P53 * Vus) (63)

where, oy, is the market’s expected future value (unhedged), ps, is the probability of sq, wy, is the
impact value (unhedged) for state 1, ps, is the probability of sy, {1y, is the impact value (unhedged) for
state 2, pg, is the probability of sz, and p, is the impact value (unhedged) for state 3.

The expected future value from the market’s perspective in an unhedged scenario is shown in
Figure 19, and calculated as in Equation (64).

tm = (30% % 0) + (55% * (—$100,000)) + (15% * (+$150,000)) = —$32,500 (64)

Present Future

$0

- $100,000

+$150,000
Expected Future Value = - $32,500

Figure 19. Unhedged Expected Future Value for Market’s Probability Estimate.

Based on the company’s risk estimate the expected future value in an unhedged scenario can be
calculated as shown in Equation (65).

e = (0s; * puy ) + (05, * puy) + (055 * Huy) (65)

where, o is the company’s expected future value (Unhedged), ps, is the probability of sy, |, is the
impact value (unhedged) for state 1, ps, is the probability of sy, 1y, is the impact value (unhedged) for
state 2, ps, is the probability of s3, and py, is the impact value (unhedged) for state 3.

The expected future value from the company’s perspective in an unhedged scenario is shown in
Figure 20, and calculated as shown in Equation (66).

e = (50% * 0) + (35% * (—$100,000)) + (15% * (+$150,000)) = —$12,500 (66)
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Present Future

$0

No
Change

- $100,000

+ $150,000
Expected Future Value = - $12,500

Figure 20. Unhedged Expected Future Value for Company’s Probability Estimate.

Thus, in an unhedged scenario the company may suffer significant financial loss due
to cyber-attack.

(2.2) Hedged Scenario

If the company decides to hedge its risk exposure to the state Sy, i.e., a loss of $100,000. The first
step is to determine the number of ISF contracts that are required to perfectly hedge the risk exposure.
We use the Equation (28) to calculate the required number of ISF contracts. Thus, to perfectly hedge
the risk exposure of $100,000, number of ISF contracts required are as follows:

(w % 1000) — 0

(For a perfect hedge, hedge ratiois 1) => 1 = 100,000

(67)
For the sake of clarity and simple demonstration, we ignore the cost of transaction in the

above calculation.
w =100 (68)

If the current price of the futures contract is $55, the cost to purchase 100 futures contract is
$5500. We use the Equation (31) to do an ex-ante assessment of hedge effectiveness, as computed in
Equation (69).

$100, 000 + $5500 — $100, 000)

€g=11- (
($100, 000 + $5500)

%100 = 94.79% (69)

Therefore, the above hedge strategy with ISF is expected to be 94.79% effective in mitigating the
underlying information security risk.

In a perfectly hedged scenario the expected future value from the market’s perspective can be
calculated as shown in Equation (70).

B = (ps; * Hny) + (0sy * py) + (05 * pny ) (70)

where, By is the market’s expected future value (hedged), ps, is the probability of s, w,, is the impact
value (hedged) for state 1, ps, is the probability of s, uy, is the impact value (hedged) for state 2, ps, is
the probability of s3, and py, is the impact value (hedged) for state 3.
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The expected future value from the market’s perspective in a hedged scenario is shown in
Figure 21, and calculated as shown in Equation (71).

B = (30% % (—$5500)) + (55% * (—$5500)) + (15% * (+$44,500)) = +$2000 (71)

o uy, =$0loss — $5500 cost to buy 100 ISF contracts.

ey, = —$100,000 loss due to 1000 cars sold less than the strike + $100,000 payout from 100 ISF
contracts — $5500 cost of purchasing 100 ISF contracts.

ey, =+$150,000 profit due to 1000 cars sold over the strike — $100,000 payout to the counterparty
— $5500 cost of purchasing 100 ISF contracts.

Present Future

- $5500

- $5500

+ $44,500
Expected Future Value = + $2000

Figure 21. Hedged Expected Future Value for Market’s Probability Estimate.

In a perfectly hedged scenario, the expected future value based on the probability estimates
obtained from the company’s CVaR model can be calculated with Equation (72).

Be = (0sy * iy ) + (05, * piy) + (053 * Hiy) (72)

where, 3. is the company’s expected future value (hedged), ps, is the probability of s, wy,, is the impact
value (hedged) for state 1, ps, is the probability of s, uy, is the impact value (hedged) for state 2, ps, is
the probability of s3, and py, is the impact value (hedged) for state 3.

The expected future value from the company’s perspective is shown in Figure 22 and calculated
in Equation (73).

Be = (50% % (—$5500)) + (35% * (—$5500)) + (15% * (+$44,500)) = +$2000 (73)

o uy, =%0loss — $5500 cost to buy 100 ISF contracts.
ey, = —$100,000 loss due to 1000 cars sold less than the strike + $100,000 payout from 100 ISF
contracts — $5500 cost of purchasing 100 ISF contracts.

ey, =+$150,000 profit due to 1000 cars sold over the strike — $100,000 payout to the counterparty
— $5500 cost of purchasing 100 ISF contracts.
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Present Future

- $5500

No

- $5500
Change

+ $44,500
Expected Future Value = + $2000

Figure 22. Hedged Expected Future Value for Company’s Probability Estimate.

Thus, even if the buyer’s probability estimates are wrong and the seller’s probability estimates
are correct, the car manufacturer may still like to hedge the risk to minimize the variance in the impact.
In such a scenario, the maximum possible loss and the variance of actual impact on the company is
less with hedging.

The ex-post hedge efficiency of ISF in mitigating the risk can be calculated from the Equation (37)
as shown in Equation (74).

$100,000 — ($100, 000 + $5500)

Ye = $100, 000

%100 = —5.5% (74)

A hedge efficiency of —5.5% indicates that the hedge strategy is 5.5% less efficient than a perfect
hedge strategy.

8. Evaluation

The artifact evaluation consists of three sub-activities [13]. The first activity “analyze context”,
analyzes and describes the context of evaluation. The second, “select goals and strategy”, is not
only about deciding the goals and strategy for the evaluation but also about the selection of research
strategy and methods. The third sub-activity, designs the evaluation study and then executes the same.
Figure 23 shows the artifact (ISD) evaluation process.

Controls: Artificial, Ex-ante
Evaluation Strategy; Scenario;
Informed Arguments

Evaluate Artifact (ISD)
_nput: Analyze Select Goals Carry Out Output:
Demonstrated Context and Strate Evaluation Evaluated
(ISD) Artifact & (ISD) Artifact

Resources: Documented Experts
Knowledge and Opinions

Figure 23. ISD Evaluation Process (adapted from [13]).
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8.1. Analyze Context

The first sub-activity is “Analyze Context”, and it primarily identifies the constraints in the
evaluation environment [13]. The main constraints in the evaluation of ISD are the technological,
financial, legal and time constraints.

8.2. Select Goals and Strategy

The second sub-activity “Select Goals and Strategy” is based on the evaluation context. The goals
selected are to evaluate the ISD against the identified requirements, and its usefulness in addressing
the previously identified problems, using formative evaluation. One of the six evaluation types stated
in [21] is “Comparison”. It implies that the artifact is not evaluated in isolation indeed it is studied
in comparison to other artifacts meant for the same or similar purpose. Therefore, where necessary,
we have compared our artifact with cyber-insurance products. The evaluation strategy selected is
artificial and ex-ante. The ISD is evaluated using an “informed argument” (logical reasoning) method.
The formative evaluation is chosen because the results of the evaluation may lead to several iterations
before the design and implementation of ISD is finalized.

The alternate evaluation methods such as empirical and experimental studies could not be
adopted for this paper, primarily for the following reasons:

e Lack of relevant historical data.

e  Availability of limited time for this study.

e  Availability of limited resources, such as limited availability of vulnerability information, market
participants, etc.

e The underlying security events may not occur during the experiment period.

e  Participants may not have any information relevant to the underlying event.

e  Participants would not have their skin in the game, i.e., they would not suffer the consequences of
revealing incorrect information or market manipulation.

o  The limited size of participants would lead to very thin markets, i.e., liquidity issues.

e Listed contracts and participants may have a bias due to limited period study.

o Lack of knowledge on legal aspects of running an information security prediction market.

8.3. Carry out Evaluation

This section evaluates the artifact against the requirements identified in Section 5.

8.3.1. Improved Information Aggregation

The ISDs are designed to be traded at ISPM, to provide a risk hedging /management mechanism
that facilitates incorporation of any new information available to the traders. The mechanism will
allow the traders to dynamically hedge/adjust their positions based on the new information. Thus, the
mechanism will provide an efficient aggregation of information related to the underlying event or
condition. The implied probability of the possible outcome will be reflected in the market prices.
Also, the market prices carry the information from more informed to less informed traders. Thus, the
receivers of the new information will revise their positions accordingly. This process leads to the
convergence of belief of the trader on the potential outcome of the underlying event. Therefore, the
market prices reflect the mean belief of the traders and are interpretable as the probability of the
occurrence of the underlying event.

For the efficient and effective functioning of ISPM (trading of ISD), it is desired that the traders
truthfully and immediately reveal their private information. However, achievement of information
elicitation and aggregation goal in ISPM depends on the strategic behavior of self-interested
participants. The behavior of market participants is influenced by their private information, their
expectation about other’s private information, and conflicting incentives between the market
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participants. Specifically, the pricing mechanism of market acts as a coordinator of traders’ actions in
the market, leading to the incorporation of the information in the contract prices. The value of the “new”
information is time-sensitive in nature, i.e., the potential of making a profit from the information is only
until nobody else has traded on the information and signaled the same to other market participants.
This creates an incentive for the traders to “quickly” discover new information and trade on that in the
market, thus leading to quick aggregation of new information.

Slamka et al. reported that on average the new information was incorporated in less than
ninety seconds, leading to increase in predictive accuracy of the market [114]. Wolfers and Zitzewitz
also reported that the markets quickly respond to new information, leaving very few arbitrage
opportunities [115]. Chen et al. experimentally studied the prediction market equilibrium and
reported [116]: (i) prediction markets are guaranteed to converge to an equilibrium price, representing
a consensus among the traders; (ii) they converge to equilibrium in at most “n” rounds of trading,
where “n” stands for the number of traders; (iii) the best possible predictions it can make is the
direct communication equilibrium when contract’s market price is equal to the expectation of the
value of the function of all the information of all the market participants; but (iv) a prediction
market is not guaranteed to converge to the best possible predictions. Thus, by well-established
and proven efficient market hypothesis [117], previously discussed literature and numerous other
relevant studies, we expect the ISPM to act as an effective and efficient mechanism of information
elicitation and aggregation.

To the best of our knowledge, currently there are three methods to measure information
aggregation efficiency. One model compares the transaction prices with the competitive equilibrium
price of the contract [118]. The competitive equilibrium price implies to the reward when all the private
information is aggregated and is reflected in the contract price. Therefore, the information aggregation
efficiency is higher when there is a small difference between the transaction price and the competitive
equilibrium price of the contract. Though, the measurement indicates the robust ability of prediction
markets in aggregating the information, it cannot be used in a real business environment. In a real
business environment, the certainty and availability of private information are not ensured, and the
outcome of the future event is unknown.

The second method compares the traders’ average estimation of a future outcome before the
market opens with the actual results [119]. The closeness between the two results indicates higher
efficiency in information aggregation. As a prediction market forecast reflects the consensus of traders’
belief, the comparison between the two measurements, thus indicates the extent to which the market
captures the consensus of traders’ estimates. However, the method ignores the fact that information
aggregation is a continuous process, where traders keep learning while trading and they bring new
information to the market [119-122]. Therefore, traders’ current average estimate does not reflect their
consensus after learning. Alternatively, the traders” average estimate of the future outcome can be
collected at the end of the trading in the contract, after the learning process. However, practically, it is
not ensured that at least most, if not all of the traders will truthfully submit their personal estimates.
Secondly, current market participants may leave, and new ones may come to the market. Therefore, it
is impossible to measure information aggregation efficiency until the end of the trading in the contract.

The third method is based on the comparison between the transaction price and the dynamic
equilibrium price of the contract [123]. A trader’s transaction and orders to buy and sell a contract
indicate his/her estimate of the possibility of the future outcome. If there is no difference between
traders’ estimated value of a contract, then no contract will be traded. The equilibrium price of
a contract obtained from the demand and supply curve of the contract, represent the consensus
of market participants on the probability estimate of the future outcome of the underlying event.
A demand curve of the contract is obtained from all the buy orders of the contract, and a supply
curve is obtained from all the sell orders of the contract. Then, the equilibrium price is identified as
the price at which the contract’s demand and supply are equal. Furthermore, the equilibrium price
remains unchanged in the absence of any external influence. The equilibrium price keeps evolving
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with the learnings of traders’ and development of the market. Thus, this is reflected as the dynamic
equilibrium price.

8.3.2. Manipulation Resistant

The ultimate aim of information elicitation and aggregation is to assist and improve the
decision-making process. However, if the decisions are to be made by the information conveyed
by ISPM, some market participants may have incentives to manipulate the ISD prices to achieve
their desired outcomes. Shi et al. examined the settings where traders in a prediction market may
have an ability to influence the outcome [124]. They showed how to derive scoring rules that do not
incentivize the traders to take undesirable actions. However, information elicitation is not explicitly
used for decision making. Dimitrov and Sami investigated the incentives problem when there is
two markets (contract) for different but related events [125]. They explained the prediction markets
manipulations as an effect of conflicting incentives and modeled a situation where a trader’s behavior
in one market (contract) could influence the trading decision of another trader in a second market
(contract). In the given situation, the payoff from the first market (contract) is not dependent on the
decisions made traders in the second market (contract), but the first trader gets the direct benefit from
the decisions made by other traders. As similar conflicting incentive situations can occur in ISPM as
well; the ISD prices and ISPM are exposed to such manipulations.

Furthermore, like in other prediction markets, the traders trading ISD in ISPM may have “favorite
long short bias” and may create “speculative bubbles”. A favorite long short bias occurs when traders
overestimate the probability of unlikely event outcomes and underestimate the probability of very
likely outcomes, thus reflected in market prices. A speculative bubble may occur when a large size
and number of trades drive up the instrument price without any justified information. These bubbles
may falsely signal the occurrence or non-occurrence of the underlying event in the future. As this
happens in other asset markets, there is no reason to believe that ISD and ISPM will be immune to this.
However, strict regulations and adequate compliance policy can minimize its impact.

On the other hand, Rhode and Strumpf reported that attempts to manipulate prediction and
betting markets generally failed [126]. Further, they reported that beyond a short period, it becomes
different and expensive to manipulate prediction markets. Moreover, Hanson and Opera reported
that an attempt to manipulate the market price can create additional liquidity in the market and can
be a substitute of traders’ irrationality to produce information (prediction) market equilibrium [127].
As the ISPM will be a regulated market with strict policy of trader verification and fixed trading limits
assigned according to their risk profile, the traders in ISPM will have limited capital to attempt price
manipulation. This price manipulation attempt will be a source of additional liquidity and rational
traders with soon attempt to correct the market price. Thus, the scope and impact of manipulation in
ISPM is limited in nature.

8.3.3. Increased Market Products and Size

The trading of ISD at ISPM will enable a well-functioning market for information security risk
events. The market will enable the traders to hedge their risk exposure against the underlying
events that are not easily hedgeable or where cyber-insurance products are unavailable or inefficient.
An ISPM operating by the methods designed for the purpose can in principle cover a vast (if not all)
variety of information security events of economic importance for which there is demand for risk
hedging instrument.

8.3.4. Increased Scalability

The ISPM will offer a variety of financial instruments to the market participants. The market
participants can exchange/signal information related to the underlying event by trading the relevant
financial contract. The higher the number of financial instruments available for trading, the market
participants will be more expressive with regards to the underlying events. Thus, the traders’ consensus
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will reveal the likelihood of the underlying event, as if all the private information of all the traders
is revealed. In such a scenario, the ISD are easily scalable and can be issued and traded in any size
(volume). This is because the ISD are not tied to any physical underlying with limited quantity.
Thus, the instruments can be traded in large quantities and at lower costs.

8.3.5. Rapid Implementation

The ISD can be processed like the traditional derivatives, regulated by security and exchange
board/commission of the country. Furthermore, considering the security aspect of ISD trading at ISPM
additional regulatory requirements may be imposed on the derivatives trading and ISPM. Thus, the
ISD provide the features of existing capital and asset markets, as well as they, can be customized to
meet the information security objectives. Therefore, it is possible to launch new ISD, fairly quickly
compared to cyber-insurance products to allow hedging of underlying information security risks.

8.3.6. Increased Liquidity

Liquidity is an important characteristic for the trading of ISD and is of high importance for
market stakeholders. However, as the ISD will facilitate the trading of precisely defined underlying
events, all the ISD may not be of interest to all the market participants. Furthermore, the ISD are
expected to provide trading opportunity in a wide variety of risk instruments with a wide variety of
underlying events, the liquidity in these narrowly defined instruments is expected to be limited. In such
a scenario, Automated Market Makers (AMM) can be used to inject additional liquidity in the market
and improve the efficiency of the market. AMM’s have been heavily studied in the literature [128-136].
The two widely implemented AMM mechanisms in the prediction market domain are Dynamic
Pari-mutuel Market (DPM) [135] and Market Scoring Rules (MSR) [133]. These mechanisms can be
used in an ISPM to provide virtually infinite liquidity, improve market efficiency and motivate traders
to trade at any time without waiting for a corresponding (matching) order.

DPM is a hybrid of a pari-mutuel market and a Continuous Double Auction (CDA) mechanism.
DPM allows to place wagers on the exclusive outcomes of the underlying events in the future.
After the true outcome is known, all the money lost by the traders who bet on the incorrect outcomes
is redistributed to the traders who bet on the correct outcome. DPM provides infinite liquidity
and each dollar wagered in a DPM buys a variable share of the payoff based on the state of the
market. The automated market-maker in DPM will always quote a price for ISD. Thus, traders
can easily purchase contracts at the quoted price. However, automated market-maker will not buy
back the derivative contracts, and the contracts can be sold through Continuous Double Auction
Mechanism. Thus, despite an unlimited liquidity on the buy side, the liquidity on the sell side is
limited. The mechanism allows continuous incorporation of new information and the risk to the
market operator is bounded.

MSR combines the scoring rules with CDA. MSR can be used to reward traders in combinatorial
information (prediction) markets for incremental improvements in the forecast of the underlying event.
MSR acts as a market maker and aggregates the information on the entire probability distribution over
a set of variables. If a trader believes that the probability distribution is wrong at any given time, then
he can pay off the trader who made the last prediction and replaced the probability distribution with
his/her prediction. The payout to the last trader is determined by the scoring rule. In this process,
each new trader will be paid off for improving the prediction of the previous trader. However, if
the trader makes a worse prediction then s/he stands to lose money. In the end, the final trader is
paid out by the market based on how far his/her prediction is from the actual outcome. MSR allows
continuous information incorporation and guarantees liquidity at all times and on both sides of the
market. Though, the market operator is exposed to some risk, but the risk is bounded. Later, Hanson
proposed a logarithmic MSR to act as the market maker[137].
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8.3.7. Reduced Transaction Costs

The cyber-insurance products are usually customized to meet the specific requirements and risk
profile of the client. This creates an opaqueness in the pricing and transaction of cyber-insurance
products. Furthermore, due to concerns of information asymmetry between the buyer and seller and
vice-versa, the cost of cyber-(re)insurance goes up. The (re)insurance providers add cost to the product
prices to protect against the unhedgeable risk exposure other than those indicated by the actuarial
or valuation models. In ISD, the price of an instrument in a defined state is derived directly from
the consensus belief of market participants. Thus, complex actuarial or derivatives valuation models
are not essential for ISD. Thereby, the price transparency and tractability of ISD increases and the
transaction cost is reduced.

8.3.8. Increased Price Transparency

Information transparency indirectly affects the market performance by affecting the behavior of
market participants. Academic studies in the past have shown that a market with the availability of
quote information reveals information more quickly and completely than a market without it [138-140].
Quote information is a pre-trade information that allows traders to deduce other traders’ belief on
the underlying event based on their pricing behavior [140]. As the traders in prediction market do
not collaborate with other traders, but they compete, they are likely to participate more actively in
a market with the availability of quote information than the markets without it, provided the market is
not facing an extremely limited participation from traders [123].

In a market where only the highest or lowest outstanding quote information is provided, market
participants can only see the buying or selling price of a contract posted by the aggressive traders in the
market. In such a scenario, the informed traders may earn more profit by trading with the aggressive
traders [139]. On the other hand, less informed traders benefit when more diverse quote information is
provided. Furthermore, due to uncertainty about private information and future outcome, the increase
in quote information helps market participants infer more information from other participants to
formulate/re-adjust their estimates. Thus, higher price transparency is likely to motivate traders to
participate actively in the market.

In a fully transparent market, i.e., when all the quote information is revealed in a market, market
participants do not trade more actively. Precisely, a market participant can quickly find if at that
moment there is any matching buy or sell order in the market. If the market has no matching
order, then the trader will wait for a matching order instead of placing his/her order in the market.
In such a scenario, informed traders are likely not to reveal their private information in the market.
Otherwise, other traders will be able to observe their actions and learn from the same [119,122].
Thus, these informed traders benefit from trading with private information, leading to less active
participation of less informed or uninformed traders.

Trading of ISD at ISPM can provide unprecedented transparency. The transparency on trading
of ISD can be divided into pre-trade and post-trade transparency. Pre-trade transparency includes
information on bids, offers, book size, and order book depth. Post-trade transparency is about
information on executed trades, such as trade price, trade size, time of the trade, etc. Furthermore, the
probability distribution results from trades in the market can be displayed in a specified, say histogram,
format to allow the market participants and observers gauge the market’s consensus belief on the
possible outcome of the underlying events.Information security risk managers can benefit from these
superior insights, and they can formulate their risk management strategy accordingly.

8.3.9. Reduced Cost of Capital

The cyber-(re)insurers are required to maintain a certain amount of capital reserve to cover the
unexpected losses. Furthermore, the capital reserve may not be sufficient to cover the claims filed for
interdependent and systemic risks. Thus, the (re)insurers are required to adjust their risk exposure
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continually to mitigate the risk of insolvency and to maximize their expected profits. However, this
whole exercise limits the access to capital for business expansion and thus affects the business growth.
On the other hand, in ISD the losing position of traders hedge the winning positions of other traders.
Thus, the issuer or ISPM operator is not required to maintain a huge capital reserve or hedge its risk
exposure. The (insolvency)risk exposure to ISPM is greatly reduced, if not eliminated completely.

8.3.10. Reduced Risk to Issuer/Market Operator

The ISD are “zero net supply” products, i.e., the summation of all the buy side and sell side
positions will yield zero. This implies that the payout to the winning position is the money received
(minus the transaction cost) from the corresponding losing positions. Therefore, if the cost of the
transaction charged by the ISPM is priced in such a way that the total money received as transaction
cost is higher than the total risk exposure of automated market maker, then the total risk exposure of
ISPM operator is limited, and the operator can generate consistent profit from the market operation.

8.3.11. Reduced Settlement and Clearing Costs

The cost of settlement for cyber-insurance claims is significantly high due to the requirements
of specialized forensics, software tools and expert knowledge required for risk analysis of client
organization, and for underwriting. This is not required for ISD as the instruments are traded at
a regulated ISPM, and to receive payouts the market participants are not required to prove their claims.
Furthermore, the payout and settlement of contracts is based on the payout trigger and decision criteria
mentioned in the contracts specification. Thus, the market operator and market participants know in
advance about the terms and conditions of the derivatives contracts. However, if the payout trigger
and decision criteria are not clearly defined (ambiguous), then there is a risk of a dispute between the
market participants and clearing-house on the issue of settlement of the said contract.

8.3.12. Diversification of Counterparty Credit Risks

The ISPM can greatly reduce its counterparty credit risk exposure by charging an adequate
transaction fee for the trading of ISD. The transaction fee charged by ISPM is priced to cover the risk
exposure of automated market maker. Furthermore, as the payout to the winning position is from the
investments in losing position, the ISPM or issuer has limited liability, and the counterparty credit risk
(even for short positions) is diversified.

8.3.13. Increased Data Generation

The challenge of lack of data faced by the cyber-(re)insurance industry can be addressed
by information security derivatives trading data. The information security derivatives trading
data can provide an entire distribution of trader’s belief on possible outcomes of the underlying
events. This information can be used to improve the pricing of relevant cyber-insurance products.
The risk managers can use the market data to make strategic decisions related to the formulation of
organizational security policy and deployment of security controls. Furthermore, the market data
can be used by security product vendors, security researchers, and other stakeholders to improve
the security products, use the data to rate the products (security ratings like credit ratings), thus
strengthening the overall information security ecosystem.

9. Conclusions and Future Work

In this article, we have identified a set of problems in the cyber-insurance products and thus, a need
for an alternative financial instrument as a risk management mechanism in the information security
domain. This completed the “problem elicitation” phase of DSRA and the output is a “construct”
(problems in the existing mechanism). In the next step, we identified a set of requirements for the
information security derivatives, which can be used as a risk hedging mechanism. This completed
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the “requirements identification” phase of DSRA and the output is a “construct” (requirements for
the artifact). Next, we designed and developed of a variety of information security derivatives
(options, vanilla options, swaps, and futures). This completed the “design and development”
phase of DSRA and the outputs are “models” (financial instruments). Then, we demonstrated the
application of ISDs in an imaginary scenario. The scenarios are derived from various real world
events, thus they are practical to a great extent. Thus, completing the “demonstration” phase of
DSRA. The output of this phase is a “method”. Lastly, we analyzed the ISDs against the previously
identified set of requirements and their usefulness in addressing the economic impact of information
security risks. This completed the “evaluation” phase of DSRA and the output is “better theories”
for the usefulness of the artifact(ISDs). In our analysis, we found that the information security
derivatives meet all the requirements for alternative risk management financial instruments. However,
as the evaluation is based on the informed argument (logical reasoning) form of evaluation, the
implementation of these financial instruments in a naturalistic setting may pose several unforeseen
challenges. Nevertheless, the information security derivatives are expected to provide a bridge
between the insurance and derivatives by personalizing the contracts such that they can serve the
specific organizational purpose. Despite this, the viability of information security derivatives market
is not assured. If the hedgers and investors (liquidity providers) do not have a strong incentive for
participation in the market, then the market would suffer behavioral biases leading to skewed prices
from the true probabilities of the underlying variables. This would adversely affect the sustainable
market operations.

In future, we plan to pursue the theoretical research on the pricing of information security
derivatives, behavioral biases and manipulations issues. Alternatively, a web-based prototype of
an information security prediction market can be implemented to evaluate its various performance
aspects in a naturalistic setting. The experimental information security prediction market would be
assessed for its usefulness in decision-making, trading of securities to hedge the underlying risk,
exchange of security information, and so on. The prototype can be implemented with incentive
mechanism of any of the following or a combination of them: (i) virtual play money; (ii) digital
money; or (iii) reputation score. Furthermore, as the strategic information security decisions need to
be considered over a prolonged period, the opinions of the market participants may change in this
period with the availability of new information. Therefore, the experimental evaluation of information
security derivatives and prediction market needs to be stretched over a multi-year period, as has been
in cases of evaluation of prediction markets in other domains (macro-economic derivatives).
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