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Abstract

Post-quantum cryptographic (PQC) algorithms are being developed to guard against
quantum-computing attacks, but their behavior in constrained Internet of Things (IoT)
environments remains an important topic of discussion. In this work, we study the im-
pact of deploying PQC protocols in IoT networks using the Open Quantum Safe (libogs)
framework. In particular, key encapsulation and digital signature schemes are evaluated in
terms of their computational performance, communication costs, and energy consumption.
Our results indicate that although PQC operations can be completed in microseconds
using general-purpose processors, substantially larger key and ciphertext sizes introduce
significant communication overhead. When mapped to common IoT protocols such as
Bluetooth Low Energy (BLE), IEEE 802.15.4 (Zigbee), and LoRa, these larger payloads must
be divided into multiple packets. In low-payload LoRa networks, for example, ML-KEM
handshakes can require up to 62 packets. This level of fragmentation increases latency
and energy consumption, thus potentially affecting reliability. Furthermore, when packet
delivery probabilities approaching 99% are achieved, handshake success rates can drop
to values approaching 50%. These results suggest that communication metrics, rather
than computational performance, pose key challenges to PQC deployment in constrained
IoT settings.

Keywords: post-quantum cryptography; Internet of Things; ML-KEM; packet fragmentation;
communication overhead

1. Introduction

Progress in quantum computing has raised concerns regarding the security of classical
public-key cryptographic systems such as RSA and elliptic curve cryptography (ECC),
particularly in light of Shor’s algorithm [1]. As a result, post-quantum cryptographic (PQC)
algorithms have been developed to address these threats. Recent efforts led by the National
Institute of Standards and Technology (NIST) have resulted in the selection of schemes such
as ML-KEM (Kyber) and ML-DSA (Dilithium) [2]. At the same time, the rapid expansion
of the Internet of Things (IoT) has led to billions of interconnected devices operating under
tight resource constraints. These devices often have limited computational power, memory,
and energy availability. In addition, widely used IoT communication protocols, including
Bluetooth Low Energy (BLE), IEEE 802.15.4 (Zigbee), and LoRa, impose strict limits on
packet size and data rate. Therefore, communication efficiency is a central concern in
system design [3].

Future Internet 2026, 18, 316

https://doi.org/10.3390/£i18060316


https://crossmark.crossref.org/dialog?doi=10.3390/fi18060316&domain=pdf&date_stamp=2026-06-10
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com
https://orcid.org/0000-0002-6208-8883
https://orcid.org/0000-0002-9483-5388
https://doi.org/10.3390/fi18060316

Future Internet 2026, 18, 316

20f17

The feasibility of deploying PQC on constrained platforms has been considered in a
number of studies. For example, it has been shown that several PQC schemes can be imple-
mented on embedded devices with reasonable computational overhead [4]. Other work has
focused on integrating PQC into existing protocols such as Transport Layer Security (TLS),
demonstrating that post-quantum key exchange is feasible, albeit with increased communi-
cation cost [5]. More recent efforts have extended these evaluations to IoT-class devices and
networked environments, confirming that PQC algorithms are computationally practical
but introduce larger keys and ciphertexts that increase communication overhead [5].

Despite these advances, much of the existing literature emphasizes computational
performance and protocol integration, implicitly assuming unhindered network commu-
nications. However, comparatively less attention has been paid to how PQC interacts
with communication constraints inherent in IoT networks. More specifically, the effects of
limited MTU sizes, packet fragmentation, and reliability have not been systematically quan-
tified. This gap in the literature is important because PQC schemes produce significantly
larger messages than traditional approaches. Therefore, while prior work has established
feasibility at the algorithm and protocol levels, packet-level system effects have not been
fully captured.

In this work, we examine the deployment of PQC protocols in IoT networks from a
system-level perspective. Using the Open Quantum Safe (libogs) framework, we evaluate
key encapsulation and digital signature schemes. Additionally, we analyze their impact on
communication overhead, latency, energy consumption, and packet fragmentation across
several IoT protocols. By explicitly incorporating network constraints into the analysis, we
offer a clearer picture of the challenges that can arise when transporting PQC from theory
to practice in real-world IoT systems.

The remainder of this paper is organized as follows. Section 2 reviews related work
on PQC and IoT security. Section 3 describes the methodology, including benchmarking,
network modeling, fragmentation, and reliability analysis. Section 4 presents the experi-
mental results. Section 5 provides deployment guidelines for PQC algorithm selection in
IoT networks. Finally, Section 6 concludes the paper and discusses future work.

2. Related Work

Interest in post-quantum cryptography (PQC) has increased significantly due to po-
tential threats posed by quantum computers [6]. Early efforts to address security issues
focused on identifying and analyzing quantum-resistant cryptographic primitives. Beyond
individual algorithms, quantum-safe approaches, including both quantum key distribution
(QKD) and PQC, have been explored in practical settings [7].

Along the same timeline, the expansion of the Internet of Things (IoT) has led to
large-scale distributed systems operating under resource and communication constraints.
As a result, the architectural foundations of IoT and key challenges such as scalability,
heterogeneity, and limited device capabilities have been studied [8]. Security remains a
concern in these environments, with previous work addressing vulnerabilities arising from
communication constraints and deployment conditions [9].

More recent studies have considered how these challenges evolve in the presence of
quantum-capable adversaries, particularly for constrained IoT systems [10]. A considerable
amount of work has examined the performance of PQC algorithms on constrained and
embedded platforms. For example, it has been demonstrated that several PQC schemes can
be implemented on resource-limited devices with manageable computational overhead [4].
These results suggest that modern lattice-based algorithms such as ML-KEM and ML-DSA
are viable from a computational standpoint, even in embedded environments. Recent
work has continued to improve the efficiency of PQC implementations on constrained
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platforms. In particular, optimized implementations of lattice-based schemes such as Kyber
and Dilithium on Cortex-M microcontrollers demonstrate that these algorithms can achieve
practical performance even on resource-limited devices [11]. Additionally, improvements
in the microarchitectural performance of PQC implementations on embedded platforms
have been offered. For example, ML-KEM and ML-DSA implementations for the Arm
Cortex-M7 have been optimized, achieving substantial speedups through improved in-
struction scheduling and pipeline utilization [12]. Such results continue to confirm that
PQC algorithms can achieve high computational efficiency on constrained hardware. How-
ever, these studies primarily focus on implementation-level efficiency, including execution
time and memory usage, and do not address the communication-level effects that arise
when these algorithms are deployed in constrained IoT networks. In particular, the impact
of large key and ciphertext sizes on packet fragmentation, transmission overhead, and
end-to-end reliability remains largely unexplored.

In addition to standardized cryptographic approaches, lightweight security mecha-
nisms based on chaotic maps and nonlinear dynamical systems have also been explored
for constrained environments, particularly in multimedia and image-encryption applica-
tions [13,14]. Such approaches have demonstrated potential advantages in computational
simplicity and lightweight implementation, although currently they address a different
problem domain than standardized post-quantum cryptography.

There has also been interest in integrating PQC into existing communication protocols.
Explorations into post-quantum key exchange within the Transport Layer Security (TLS)
protocol have shown that such integration is feasible but introduces additional communi-
cation overhead [5]. More recent work has extended these evaluations to networked and
IoT-like environments. Trade-offs identified between security, performance, and communi-
cation cost when deploying PQC protocols remain a vital area of research. However, much
of the existing literature emphasizes computational performance and protocol integration.
Less attention has been given to how PQC interacts with the communication constraints
inherent to IoT networks. In particular, the combined effects of limited MTU sizes, packet
fragmentation, and transmission reliability have not been systematically quantified. Some
prior work has examined reliability in IoT systems more generally [15], but without explic-
itly considering the impact of PQC-induced message sizes. This work seeks to provide
a realistic evaluation of PQC deployment within constrained IoT networks. In order to
do this, we focus specifically on communication overhead, packet fragmentation, and
handshake reliability. By combining cryptographic benchmarking with network analysis,
we offer new insights into the challenges of deploying PQC in practical IoT environments.

3. Methodology

Our goal is to present a system-level evaluation of PQC algorithms in IoT environ-
ments. In this section, we define our methodology that combines cryptographic bench-
marking with network-aware modeling to analyze the impact of PQC on communication
overhead, latency, energy consumption, packet fragmentation, and reliability. By com-
bining measurements of computational performance with communication and reliability
analysis, our approach enables a comprehensive assessment of the feasibility of applying
PQC protocols in constrained systems.

3.1. Experimental Framework

All experiments were conducted using the Open Quantum Safe (libogs) library, which
provides implementations of standardized and candidate PQC algorithms. The evaluation
was performed in a Python-based environment. This framework supports both key encap-
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sulation mechanisms (KEMs) and digital signature algorithms. The primary algorithms
evaluated in this study include:

e ML-KEM (Kyber) with parameter sets 512, 768, and 1024;
e  ML-DSA (Dilithium);

e  Falcon;

e  SPHINCS+.

These algorithms were selected to represent the range of NIST-standardized PQC
schemes and to capture trade-offs between performance, key size, and security level.

3.2. Performance Benchmarking

The computational performance of each algorithm was evaluated by measuring the
execution time of key cryptographic operations. For KEM algorithms, the following
operations were benchmarked:

¢  Key generation;
*  Encapsulation;
*  Decapsulation.

For digital signature algorithms, the following operations were evaluated:

¢ Key generation;
e  Signing;
*  Verification.

Each operation was executed multiple times. For timing-variability experiments,
500 independent measurements were collected for each algorithm. Mean execution times
were recorded to reduce the impact of system-level variability. These measurements provide
a baseline for comparing computational cost across algorithms.

3.3. Communication Overhead Analysis

To evaluate communication overhead, the sizes of public keys, ciphertexts, and sig-
natures were recorded for each algorithm. For KEM-based handshakes, the total number
of bytes exchanged between communicating parties was calculated as the sum of the
public key and ciphertext sizes. This analysis enables comparison between PQC and clas-
sical cryptographic approaches, highlighting the increase in message size introduced by
post-quantum schemes.

3.4. IoT Network Modeling

To assess the impact of PQC on constrained networks, representative IoT communica-
tion protocols were modeled, including:
¢  Bluetooth Low Energy (BLE) with a 247-byte MTU;
o IEEE 802.15.4 (Zigbee) with a 127-byte frame size;
¢ LoRa with payload sizes of 51 bytes and 222 bytes.

These protocols were selected to represent a range of low-power, low-bandwidth
communication environments commonly used in IoT deployments.

3.5. Packet Fragmentation Analysis

Packet fragmentation was modeled by dividing the total handshake message size by
the maximum payload size supported by each protocol. The number of packets required to
transmit a complete handshake was computed as:

S
Npackets = | ~2andshake (1)
SMTU
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where Shandshake 1S the total number of bytes exchanged and Syry is the maximum payload
size of the network. Equation (1) enables a direct comparison of fragmentation across
different PQC algorithms and communication protocols. Additionally, this packet-count
model serves as the basis for characterizing transmission delay growth and handshake
reliability attenuation due to larger message sizes when PQC protocols are applied.

3.6. Transmission Latency and Energy Model

Transmission latency was estimated based on the total number of bytes exchanged and
the effective data rate of each communication protocol. The corresponding transmission
latency model is derived as follows. Let Spandshake denote the total number of bytes ex-
changed during a cryptographic handshake, and let R denote the effective communication
data rate in bits per second. The ideal payload transmission time is given by

Tpayload = 85har}gshake 2)
where the factor of 8 converts bytes into bits. However, packet fragmentation introduces
additional overhead because each packet incurs protocol-specific processing costs such as
packet headers, acknowledgements, and channel access delays. Let T, denote the average
overhead associated with transmitting a single packet. The total transmission latency can
therefore be approximated as

8Shandshak
Tiotal = Npackets Ton + % ©)

Substituting Equation (1) into Equation (3) yields

Tiotal = [w—‘ Ton + %' @

Equation (4) demonstrates that transmission latency increases due to both the total
number of transmitted bytes and the packet fragmentation overhead. For a fixed protocol
payload size Syry, larger PQC handshake messages increase Npackets, Which, in turn,
increases both transmission overhead and overall latency (particularly in constrained
networks with small MTU values).

In this work, the value of p is treated as an abstract per-packet success probability
rather than a protocol-specific constant. The purpose of this model is to illustrate the cumu-
lative impact of packet fragmentation on handshake reliability. In practical deployments,
packet success probability may depend on factors such as payload size, channel conditions,
interference, retransmission mechanisms, spreading factor (LoRa), and connection parame-
ters (BLE). Consequently, the reliability model presented here should be interpreted as a
first-order analytical approximation rather than a detailed protocol-specific channel model.

Finally, energy consumption was approximated by modeling the energy required
to transmit each packet and assuming a fixed energy cost per transmitted byte. This
simplified model is intended to provide a relative comparison rather than an exact
hardware-specific energy estimate. In this way, we can provide an estimate of the rel-
ative energy impact of PQC handshakes as compared to classical cryptographic protocols
in constrained environments.

3.7. Handshake Reliability Analysis

To evaluate communication reliability, a probabilistic model was used to estimate the
likelihood of successful handshake completion. Assuming an independent packet success
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probability p, the probability of successfully transmitting all packets in a handshake is
given by:

Psuccess = PNpaCkets (5)

This model captures the cumulative effect of packet loss across fragmented transmissions
and provides insight into how increased message size impacts overall communication
reliability. Equation (5) follows directly from the assumption of independent packet delivery.
If the probability of successfully transmitting a single packet is p, then the probability of
successfully transmitting all Npackets packets required for a handshake is given by the
product of the individual packet success probabilities:

Psuccess = pPXPpX---Xp= prackets. ®)

Npackets terms
Substituting Equation (1) into Equation (5) yields

[ Shasndshake “
Psuccess = p MTU

)

Equation (7) demonstrates that handshake reliability decreases as the number of frag-
mented packets increases. For a fixed packet success probability p, larger PQC handshake
messages increase Npackets, thereby reducing the probability that all packets required for a
successful handshake are delivered. Consequently, larger PQC message sizes can lead to
lower overall handshake success probabilities, even when the probability of successfully
delivering an individual packet remains high.

4. Results
4.1. KEM Computational Performance

We first evaluate the computational performance of key encapsulation mechanisms
(KEMs), including ML-KEM-512, ML-KEM-768, and ML-KEM-1024. The execution time
of key generation, encapsulation, and decapsulation operations was measured using the
experimental framework described in Section 3. Our results are summarized in Table 1.

Table 1. Computational performance of ML-KEM algorithms.

Algorithm KeyGen (s) Encap (s) Decap (s)
ML-KEM-512 0.000049 0.000020 0.000017
ML-KEM-768 0.000024 0.000025 0.000026
ML-KEM-1024 0.000032 0.000031 0.000034

These results indicate that all ML-KEM variants evaluated in this test achieve low
execution times with operations completing on the order of tens of microseconds. Although
the computational cost increases slightly as a function of the security level, the variation
across parameter sets remains tolerable. ML-KEM-512 exhibits the fastest encapsulation
and decapsulation times, while the execution time of ML-KEM-1024 increases due to larger
parameter sizes. Even at the highest security level, overall latency remains acceptable.

To further illustrate this behavior, the decapsulation times are visualized in Figure 1.

As shown in Figure 1, decapsulation time increases with the security level of the
ML-KEM parameter set. Despite this trend, all operations remain within the microsecond
range, confirming that PQC computational overhead is minimal. These findings indicate
that computation is unlikely to be the primary limiting factor in PQC deployment. Given
this observation, the impact of communication overhead and network constraints must
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also be examined to understand the performance of PQC protocols when deployed in
IoT environments.

le—5 ML-KEM Decapsulation Performance

= = n g w w
(=] (%] [=] (%] o (]
1 1 1 1 1 1

Decapsulation Time (seconds)

d
L
I

0.0-

ML-KEM-768

ML-KEM-1024

ML-KEM-512

Figure 1. Decapsulation time for ML-KEM parameter sets.

Timing Variability Analysis

To assess the consistency of PQC operations and provide a proxy for potential side-
channel leakage, we analyzed the variability of encapsulation execution time across mul-
tiple runs. While this study does not perform a full side-channel attack analysis, timing
variability can serve as an indicator of implementation stability. The results are summarized
in Table 2.

For each ML-KEM parameter set, timing statistics were computed from 500 independent
encapsulation measurements. The reported mean, standard deviation, minimum, and
maximum values were calculated directly from the collected samples without outlier
removal or filtering. These statistics are intended to provide a descriptive characterization
of runtime variability rather than a formal statistical significance analysis.

Table 2. Timing variability of ML-KEM encapsulation operations.

Algorithm Mean (s) Std. Devw. (s) Min (s) Max (s)
ML-KEM-512 0.000021 0.000020 0.000017 0.000375
ML-KEM-768 0.000025 0.000002 0.000024 0.000048
ML-KEM-1024 0.000038 0.000009 0.000033 0.000136

These results show that ML-KEM operations are completed with relatively low variabil-
ity across repeated executions. ML-KEM-768 exhibits the most consistent timing, while ML-
KEM-512 shows greater spread due to occasional high-latency measurements (as indicated
by the maximum execution time). While these results do not indicate significant variability,
they do highlight the need for caution when considering the potential for side-channel
leakage. It should be noted that this analysis only provides an approximate indication of
timing behavior. A more complete treatment of side-channel resistance would require a set
of hardware-level measurements and carefully controlled experimental conditions.

4.2. KEM Communication Overhead

To evaluate the communication implications of deploying PQC, the sizes of public
keys, ciphertexts, and shared secrets for each ML-KEM parameter set were measured.
These measurements identify the total amount of data exchanged during a key encapsula-
tion handshake and, thus, directly influence the transmission throughput in constrained
networks. These results are summarized in Table 3.
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Table 3. Communication overhead of ML-KEM algorithms.

Shared Secret

Algorithm Public Key (Bytes) Ciphertext (Bytes)

(Bytes)
ML-KEM-512 800 768 32
ML-KEM-768 1184 1088 32
ML-KEM-1024 1568 1568 32

The results indicate that ML-KEM algorithms introduce substantial communication
overhead when compared with classical cryptographic systems. Public key and ciphertext
sizes range from about 800 bytes to over 1500 bytes, while the shared secret remains constant
at 32 bytes. Hence, there is a noticeable increase in message size over elliptic curve-based
key exchange implementations (which typically require only tens of bytes). As a result,
PQC-based handshakes involve the transmission of kilobyte-scale payloads. Such message
sizes have the potential to introduce considerable pressure on constrained communication
networks. Observe that this increase in size is a function of the security level where,
for example, ML-KEM-1024 requires nearly double the overhead of ML-KEM-512. This
result highlights an important trade-off between security and communication efficiency in
bandwidth-limited IoT environments. Therefore, although we have confirmed that PQC
algorithms are computationally efficient, communication requirements could significantly
impact system performance. In the following section, we extend this analysis by evaluating
total handshake cost and its impact on transmission latency in constrained networks.

4.3. Handshake Cost and Transmission Analysis

Building on the communication overhead analysis in Section 4.2, we now evaluate the
total cost of a complete ML-KEM handshake, including both data exchange and transmis-
sion latency. For each parameter set, the total number of bytes exchanged is computed as
the sum of the public key and ciphertext sizes. Transmission times are estimated based on
the modeled network data rate, thereby providing a system-level view of PQC deployment
cost. These results are summarized in Table 4.

Table 4. Handshake performance and transmission cost of ML-KEM algorithms.

. Handshake Bytes Transmit Time
Algorithm Time (s) Exchanged Secrets Match (ms)
ML-KEM-512 0.000618 1568 True 50.176
ML-KEM-768 0.000152 2272 True 72.704
ML-KEM-1024 0.000167 3136 True 100.352

Because the handshake timing values were obtained from single end-to-end execu-
tions in the Python/libogs v0.15.0 environment, they should be interpreted as illustrative
measurements rather than statistically averaged cryptographic benchmarks. The main
purpose of Table 4 is to compare the communication cost, bytes exchanged, and resulting
transmission time across ML-KEM parameter sets. Notice that while the measured cryp-
tographic handshake times remain in the microsecond-to-submillisecond range, the total
data exchanged during the process is significant. Additionally, ML-KEM-1024 requires
over 3 KB of data exchange, resulting in substantially greater transmission overhead than
ML-KEM-512. Although computation requirements remain negligible, communication
overhead increases directly with message size and quickly dominates total handshake
latency. As a consequence, higher-security parameter sets introduce a tangible performance
penalty in bandwidth-limited environments. Evaluating PQC performance based solely
on computational benchmarks is insufficient. Network metrics such as transmission la-
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tency, packet fragmentation, and communication reliability must also be considered in IoT
deployments where communication resources are constrained.

4.4. Classical vs. PQC Communication Comparison

To better understand the communication overhead introduced by post-quantum
cryptography, we compare ML-KEM handshake sizes with representative classical cryp-
tographic schemes, including RSA-2048 and ECDH-P256. The total number of bytes
exchanged during each handshake is summarized in Table 5.

Table 5. Comparison of handshake communication cost between classical and PQC algorithms.

Algorithm Bytes Exchanged
RSA-2048 256
ECDH-P256 64
ML-KEM-512 1568
ML-KEM-768 2272
ML-KEM-1024 3136

To visualize the magnitude of this difference, the handshake sizes are shown in Figure 2.

Handshake Communication Cost: Classical vs PQC

[

(=]
T
L

Bytes Exchanged

102

RSA-2048 ECDH-P256 ML-KEM-512 ML-KEM-768 ML-KEM-1024

Figure 2. Handshake communication cost for classical cryptographic schemes and ML-KEM parame-
ter sets (logarithmic scale).

These results reveal that ECDH-P256 requires only 64 bytes and RSA-2048 approx-
imately 256 bytes. Meanwhile, ML-KEM-based handshakes range from over 1.5 KB to
more than 3 KB. The logarithmic scale used in Figure 2 highlights the magnitude increase
in communication overhead due to PQC implementations. Even the lowest-security PQC
configuration (ML-KEM-512) requires over six times the data of RSA-2048 and nearly
twenty-five times that of ECDH-P256. While these byte-level comparisons highlight the
increase in communication size, the impact at the system level is more clearly observ-
able when considering packetization in constrained IoT networks. Table 6 compares
the number of packets required for PQC and classical ECDH handshakes across various
representative protocols.

This table further illustrates the increase in the communication burden beyond what is
apparent from byte-level comparisons alone. Depending upon the protocol and algorithm
applied, PQC handshakes can require from 7x to over 30x more packets than classical
ECDH. More packets will result in higher transmission latency, increased energy consump-
tion, and a greater probability of packet loss. Furthermore, such effects compound as the
number of required packets increases, particularly in low-MTU networks such as LoRa.
These findings highlight a fundamental challenge in PQC deployment. Post-quantum meth-
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ods provide strong security guarantees; however, they also impose significantly higher
communication demands at both the byte and packet levels.

Table 6. Packet overhead of PQC handshakes relative to classical ECDH.

Protocol Algorithm PQC Packets ECDH Packets Multiplier
BLE (247 B) ML-KEM-512 7 1 7.0
BLE (247 B) ML-KEM-768 10 1 10.0
BLE (247 B) ML-KEM-1024 13 1 13.0
Zigbee (127 B) ML-KEM-512 13 1 13.0
Zigbee (127 B) ML-KEM-768 18 1 18.0
Zigbee (127 B) ML-KEM-1024 25 1 25.0
LoRa (51 B) ML-KEM-512 31 2 15.5
LoRa (51 B) ML-KEM-768 45 2 225
LoRa (51 B) ML-KEM-1024 62 2 31.0
LoRa (222 B) ML-KEM-512 8 1 8.0
LoRa (222 B) ML-KEM-768 11 1 11.0
LoRa (222B)  ML-KEM-1024 15 1 15.0

4.5. Energy Consumption Analysis

In addition to transmission latency, communication overhead directly impacts energy
consumption in constrained IoT devices. To quantify this effect, we estimate the energy
cost of ML-KEM handshakes based on the total transmission time and a simplified radio
energy model. Specifically, energy consumption is computed as E = P x t, where P is the
radio power (assumed to be 100 mW) and ¢ is the transmission time. These results are
summarized in Table 7.

Table 7. Estimated energy cost of ML-KEM handshakes.

Aleorithm Handshake Bytes Transmit Energy Secrets
& Time (s) Exchanged Time (ms) (m]) Match
ML-KEM-512 0.000618 1568 50.176 5.0176 True
ML-KEM-768 0.000152 2272 72.704 7.2704 True
ML-KEM-1024  0.000167 3136 100.352 10.0352 True

These results confirm our expectation that energy consumption should increase pro-
portionally with the amount of data transmitted. As the security level increases from
ML-KEM-512 to ML-KEM-1024, the total energy cost approximately doubles as a result
of the corresponding increase in communication overhead. Clearly, larger message sizes
will impose an energy penalty on resource-constrained devices. In battery-powered envi-
ronments, increased energy consumption could reduce device lifetime or necessitate more
frequent recharging. Once again, we see that it is communication, rather than computation,
that influences PQC performance in constrained settings.

4.6. Digital Signature Performance

In addition to key encapsulation mechanisms, we evaluate the performance of repre-
sentative post-quantum digital signature schemes, including ML-DSA-44, Falcon-512, and
SPHINCS+-SHA2-128f-simple. For each algorithm, we measure key generation, signing,
and verification times, as well as the resulting signature size. These results are summarized
in Table 8.
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Table 8. Performance of post-quantum digital signature algorithms.

KevGen Signature
Algorithm y Sign (s) Verify (s) Size
(s)
(Bytes)
ML-DSA-44 0.000089 0.000108 0.000040 2420
Falcon-512 0.010253 0.000376 0.000069 654
SPHINCS+-SHA2-128f-simple ~ 0.000445 0.010285 0.001203 17,088

Observe that ML-DSA-44 achieves fast key generation, signing, and verification but
also produces large signatures of about 2.4 KB. Falcon-512 yields smaller signatures (approx-
imately 654 bytes) but incurs a higher key generation cost. SPHINCS+-SHA2-128f-simple
exhibits a relatively small key generation cost but induces higher signing and verification
times. In addition, its signature size exceeds 17 KB, making it considerably larger than both
ML-DSA and Falcon.

These differences reveal the associated trade-offs between computational performance
and communication overhead. In constrained IoT environments, signature size could
become a critical factor, as large signatures increase transmission latency, energy consump-
tion, and the likelihood of packet fragmentation. Obviously, large signature sizes further
exacerbate communication overhead, reinforcing the importance of communication-aware
PQC deployment. These results continue to reinforce our broader conclusion that commu-
nication overhead plays a central role in the practical deployment of PQC-based systems.

4.7. Cryptographic Agility

To evaluate the relative operational cost of different PQC signature schemes, we
consider the total execution time required for a complete cryptographic operation, includ-
ing key generation, signing, and verification. This metric provides a simple measure of
cryptographic agility, and it indicates how efficiently a system can perform end-to-end
cryptographic tasks. These results are summarized in Table 9.

Table 9. Total execution time for PQC signature algorithms (cryptographic agility).

Algorithm Full Operation Time (s)
ML-DSA-44 0.001371
Falcon-512 0.020837
SPHINCS+-SHA2-128f-simple 0.011896

In this experiment, ML-DSA-44 achieves the lowest total execution time, making it the
most computationally efficient among the evaluated schemes. Falcon-512 exhibits the highest
overall cost. This is mainly due to its expensive key generation phase. Lastly, SPHINCS+-
SHA2-128f-simple falls between the two. These results highlight the importance of algorithm
selection in systems requiring cryptographic agility. However, computational differences
still remain secondary to communication costs. Trade-offs between computational cost and
communication overhead must be carefully considered when selecting PQC schemes.

4.8. Packet Fragmentation in IoT Networks

To evaluate the impact of PQC communication overhead on constrained networks, we
analyze the number of packets required to transmit ML-KEM handshake data across
representative IoT protocols. Specifically, we consider Bluetooth Low Energy (BLE),
IEEE 802.15.4 (Zigbee), and LoRa networks with varying maximum transmission unit
(MTU) sizes. The number of packets required for each configuration is summarized
in Table 10.
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Table 10. Packet fragmentation of ML-KEM handshakes across IoT protocols.
Protocol MTU (Bytes) Algorithm Han((i]s;;g;; Size RPe zctlfii? d
BLE (247 B MTU) 247 ML-KEM-512 1568 7
BLE (247 B MTU) 247 ML-KEM-768 2272 10
BLE (247 B MTU) 247 ML-KEM-1024 3136 13
IEEE 802.15.4 (127 B) 127 ML-KEM-512 1568 13
IEEE 802.15.4 (127 B) 127 ML-KEM-768 2272 18
IEEE 802.15.4 (127 B) 127 ML-KEM-1024 3136 25
LoRa (51 B payload) 51 ML-KEM-512 1568 31
LoRa (51 B payload) 51 ML-KEM-768 2272 45
LoRa (51 B payload) 51 ML-KEM-1024 3136 62
LoRa (222 B payload) 222 ML-KEM-512 1568 8
LoRa (222 B payload) 222 ML-KEM-768 2272 11
LoRa (222 B payload) 222 ML-KEM-1024 3136 15

To illustrate the fragmentation behavior across IoT protocols, the number of packets
required for each configuration is shown in Figure 3.

Packet Fragmentation of ML-KEM Handshakes Across loT Networks
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Figure 3. Packet fragmentation of ML-KEM handshakes across IoT networks with varying MTU sizes.

Observe that PQC communication overhead can lead to significant packet fragmen-
tation in constrained IoT networks. Even under favorable conditions, such as BLE with
a 247-byte MTU, ML-KEM handshakes require between 7 and 13 packets. For more con-
strained protocols, the impact is even more severe. For example, in IEEE 802.15.4 networks,
depending on the security level, the number of packets increases to between 13 and 25. The
most extreme case occurs in low-payload LoRa networks, where ML-KEM-1024 requires
up to 62 packets to complete a single handshake. Figure 3 highlights this behavior.

Analysis of the average payload utilization shows that packets are transmitted near
their maximum capacity for all of the protocols tested. For example, BLE transmissions
utilize approximately 224-241 bytes per packet, while LoRa transmissions with a 51-byte
payload consistently approach the maximum payload size. This means that the observed
fragmentation is not due to inefficient packet utilization. Instead, it is a direct consequence
of the disparity between PQC message sizes and the limited payload capacities of con-
strained IoT protocols. This degree of fragmentation has several implications. It increases
transmission latency and energy consumption due to the need for sequentially transmitting
multiple packets. Most importantly, the likelihood of transmission failure is increased
since the success of any handshake depends upon the successful delivery of all packets.
Therefore, while PQC algorithms are computationally efficient, their large message sizes
result in fragmentation overhead that can impact system performance.
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4.9. Handshake Reliability Analysis

To quantify the impact of packet fragmentation on system reliability, we analyze
the probability of successful handshake completion under packet loss. A value p = 0.99
is used as a representative high-reliability link assumption to illustrate the cumulative
effect of packet fragmentation and is not intended to represent a specific BLE, Zigbee, or
LoRa deployment. Assuming an independent packet success probability of p = 0.99, the
probability of a successful handshake is given by pV, where N is the number of packets
required for the handshake. These results are summarized in Table 11.

To illustrate the relationship between packet count and reliability, the handshake
success probabilities are shown in Figure 4.

Table 11. Handshake success probability across IoT protocols (p = 0.99 per packet).

Protocol Algorithm Packets Success Probability
BLE (247 B) ML-KEM-512 7 0.932065
BLE (247 B) ML-KEM-768 10 0.904382
BLE (247 B) ML-KEM-1024 13 0.877521
Zigbee (127 B) ML-KEM-512 13 0.877521
Zigbee (127 B) ML-KEM-768 18 0.834514
Zigbee (127 B) ML-KEM-1024 25 0.777821
LoRa (51 B) ML-KEM-512 31 0.732303
LoRa (51 B) ML-KEM-768 45 0.636185
LoRa (51 B) ML-KEM-1024 62 0.536268
LoRa (222 B) ML-KEM-512 8 0.922745
LoRa (222 B) ML-KEM-768 11 0.895338
LoRa (222B) ML-KEM-1024 15 0.860058

PQC Handshake Reliability Across loT Links (p = 0.99)
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—
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Figure 4. Handshake success probability across IoT protocols assuming a per-packet success rate of
p = 0.99.

Observe that for BLE networks, success probabilities remain above 87% across all
parameter sets, reflecting the relatively small number of packets required. In contrast,
IEEE 802.15.4 networks experience a noticeable decline, with success probability dropping
below 78% for ML-KEM-1024. As would be expected, handshake reliability degrades
rapidly as the number of required packets increases. Even with a 99% packet success rate,
multi-packet PQC handshakes exhibit significant reductions in overall success probability.

The most severe degradation occurs in low-payload LoRa networks. In the worst
case, ML-KEM-1024 requires 62 packets, resulting in a handshake success probability of
approximately 53.6%. This represents nearly a 50% chance of handshake failure, even when
individual packet delivery is highly reliable.
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These results highlight a critical system-level limitation: fragmentation amplifies
the impact of packet loss. As a result, PQC deployment in constrained IoT networks
may require retransmission mechanisms, protocol redesign, or cross-layer optimization to
maintain acceptable reliability.

5. Deployment Guidelines for PQC Algorithm Selection

The results presented in this study provide practical guidance for selecting PQC
algorithms in constrained IoT environments. Since communication overhead, packet
fragmentation, and handshake reliability vary significantly across protocols, algorithm
selection should be matched to the characteristics of the underlying network. Based on
the simulation results presented in this study, Table 12 summarizes recommended PQC
configurations for representative IoT environments.

Table 12. Recommended PQC configurations for representative IoT protocols.

Protocol Recommended Configuration
BLE ML-KEM-512 or ML-KEM-768
IEEE 802.15.4 (Zigbee) ML-KEM-512 preferred

LoRa (51-byte payload) = ML-KEM-512

LoRa (222-byte payload) ML-KEM-512 or ML-KEM-768

Digital Signatures Falcon-512 when communication overhead is critical

For Bluetooth Low Energy (BLE), all evaluated ML-KEM parameter sets are fea-
sible due to the relatively large 247-byte MTU. However, ML-KEM-512 and ML-KEM-
768 provide a favorable balance between security and communication overhead. ML-
KEM-1024 may be employed when higher security requirements justify the additional
transmission cost.

For IEEE 802.15.4 (Zigbee) networks, the smaller 127-byte frame size results in in-
creased packet fragmentation. Consequently, ML-KEM-512 is generally the most practical
choice, while ML-KEM-768 may be appropriate in applications requiring additional secu-
rity. The use of ML-KEM-1024 should be carefully evaluated due to the increased packet
count and corresponding reduction in handshake reliability.

For LoRa networks, communication constraints become substantially more significant.
In particular, low-payload LoRa configurations experience severe packet fragmentation,
resulting in a large number of transmitted packets and reduced handshake success proba-
bilities. Under such conditions, ML-KEM-512 is generally preferred, while ML-KEM-768
and ML-KEM-1024 should be considered only when the increased communication cost can
be accommodated through retransmission mechanisms or protocol-level optimization.

The digital signature results indicate that signature size is also an important consider-
ation in constrained environments. Falcon-512 provides the smallest signature size among
the evaluated schemes and may therefore be attractive when communication overhead is a
primary concern. In contrast, SPHINCS+ produces substantially larger signatures and may
be less suitable for highly constrained networks despite its strong security properties.

Application requirements also play an important role in PQC parameter selection.
For example, environmental monitoring and low-risk sensing applications may prioritize
communication efficiency and battery life, making ML-KEM-512 an attractive choice. In-
dustrial control systems, smart-grid infrastructure, and other applications with elevated
security requirements may justify the use of ML-KEM-768 despite the additional com-
munication overhead. In contrast, applications involving sensitive medical information,
critical infrastructure, or long-term confidentiality requirements may warrant the increased
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security margin provided by ML-KEM-1024, even when accompanied by higher packet
fragmentation, latency, and energy costs. Consequently, PQC deployment decisions should
balance both communication constraints and application-specific security requirements.

Overall, the results suggest that PQC algorithm selection in IoT deployments should
consider not only cryptographic security level but also communication overhead, packet
fragmentation, and reliability constraints imposed by the underlying network protocol.
These recommendations are intended as deployment guidelines rather than strict design
rules, since application-specific security requirements, network conditions, and retransmis-
sion policies may influence the final algorithm selection.

6. Conclusions

In this work, we have presented a system-level evaluation of post-quantum cryp-
tographic (PQC) deployment in constrained Internet of Things (IoT) environments. By
combining cryptographic benchmarking with network modeling, we have highlighted
challenges to deploying PQC protocols in real-world IoT systems. Even highly reliable links
(p = 0.99) can yield handshake success probabilities near 50% under the fragmentation
model considered in this study, thereby underscoring the need for communication-aware
PQC design.

The results highlight a fundamental shift in system behavior when transitioning from
classical to post-quantum systems. With computational performance no longer being the
primary bottleneck, increased message sizes associated with PQC introduce significant
stress on constrained communication channels. This shift has important implications for
the design of secure IoT systems, where communication efficiency, rather than computation,
becomes the dominant factor influencing performance and reliability.

The present study has focused on the impact of PQC message sizes, packet fragmenta-
tion, and communication reliability under representative protocol constraints. Dynamic
network effects such as channel fading, node mobility, retransmission behavior, and multi-
node contention were not explicitly modeled. Extending the analysis to network-level
simulation environments will enable evaluation of PQC performance under more real-
istic and time-varying IoT operating conditions. Furthermore, protocol-level mitigation
techniques should be studied as a means of reducing communication overhead in con-
strained networks, including header compression, MTU negotiation, packet aggregation,
and application-layer chunking. Therefore, additional investigation is needed to determine
the effectiveness of such mitigation mechanisms in reducing packet fragmentation, latency,
energy consumption, and handshake failure rates associated with PQC deployment.

This work has identified communication-level effects using libogs benchmarking and
network modeling. However, an important next step is the validation of these results on
hardware platforms commonly used in IoT deployments such as Cortex-M4 and Cortex-
M7 microcontrollers. Additionally, FPGA-based implementations and other hardware
acceleration strategies will also be explored in order to support efficient PQC processing
and mitigate the impact of large message sizes in constrained networks. Such experiments
will enable direct comparison between modeled and measured execution time, energy
consumption, and communication overhead, thereby providing additional validation of
the conclusions presented in this work.

These findings suggest that traditional approaches to protocol design and security eval-
uation may be insufficient in the post-quantum era. Instead, for the effective deployment
of PQC in IoT environments, future work will require a holistic, system-level perspective
that accounts for interactions between cryptographic primitives, network protocols, and
device constraints. Our study also highlights the need for cross-layer optimization. Such an
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approach could therefore lead to protocol redesign, network-aware algorithm selection, and
hardware-assisted acceleration, ultimately enabling the adoption of PQC in IoT systems.
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Abbreviations

The following abbreviations are used in this manuscript:

PQC Post-Quantum Cryptography
IoT Internet of Things
KEM Key Encapsulation Mechanism

ML-KEM  Module-Lattice Key Encapsulation Mechanism (Kyber)
ML-DSA  Module-Lattice Digital Signature Algorithm (Dilithium)

QKD Quantum Key Distribution

ECC Elliptic Curve Cryptography

TLS Transport Layer Security

MTU Maximum Transmission Unit

BLE Bluetooth Low Energy

LoRa Long Range (Low-Power Wide-Area Network)

libogs Open Quantum Safe library
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