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Abstract

Integrating Software-Defined Networking (SDN) to enhance mobility management in
Vehicular Ad Hoc Networks (VANETs) comes with an additional critical risk. Because
centralized controllers are single points of failure, they create the risk that the network will
be subject to denial-of-service (DoS) attacks during handovers. Most Intrusion Detection
and Prevention systems (IDPSs) do not adequately address these risks because they are
topology-blind and have excessive processing layers. This article presents a novel Location-
Aware SDN-IDPS Framework that employs a hierarchical defense approach to protect
vehicular networks against volumetric attacks. This two-plane system operates with the first
tier, which uses dynamic host-location mappings to drop spoofed traffic at the switch level
(data plane). In contrast, the second tier analyzes confirmed traffic through a Suricata-based
engine to identify and respond to complex flood attack patterns. The experimental results
from the Mininet-WiFi testbed show that the system provides a significant improvement
over the unprotected state, with controller CPU utilization reduced by up to 18 times (from
9.0% to below 0.5%). In addition, the system provides a 2.3 s guaranteed recovery time,
service continuity, successful microsecond-level mitigation time, and a packet delivery
ratio (PDR) of 99.73% for legitimate safety messages. In control-plane stress testing, the
proposed location-aware logic improved throughput stability by approximately 76.26%
compared to the baseline. These findings confirm that offloading anti-spoofing logic to
the network edge significantly enhances resilience without compromising performance in
safety-critical vehicular environments.

Keywords: Software-Defined Networking (SDN); Intrusion Detection and Prevention
System (IDPS); SDN mobility management; vehicular networks

1. Introduction

The integration of SDN with VANETs has become important for Intelligent Trans-
portation Systems (ITSs) by separating the control plane from the data plane, which allows
centralized mobility decisions to be handled and enables seamless handovers and opti-
mized routing in highly dynamic vehicular environments [1,2]. Therefore, this combination
leads to critical security vulnerabilities, and the controller becomes a single point of failure
if the control plane is overwhelmed. As a result, the entire mobility management service
can be severely affected or completely interrupted, making the controller an attractive
target for denial-of-service (DoS) attacks [3,4].

There are increased security risks in vehicle networks during mobility handovers.
When vehicles are crossing between various access points, the network controller has to
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handle a colossal number of control messages (e.g., OFP_PACKET_IN) to update forward-
ing rules. Malicious actors often exploit this critical window to launch volumetric attacks,
such as ICMP Ping Floods or IP-spoofed TCP SYN floods, to deliberately flood and crash
the controller’s processing capacity [5,6]. While traditional Intrusion Detection and Pre-
vention Systems (IDPSs) like Suricata v8.0.0 are effective at signature-based detection, they
are inherently “topology-blind” in mobile environments. Although these systems perform
well at analyzing traffic content, they lack real-time awareness of physical network shifts,
such as a vehicle moving across different switch ports. This blind spot often leads them
to fail to recognize a valid changeover signal and a location-spoofing attack. Moreover,
heavy deep packet inspection (DPI) is often accompanied by excessive latency, and it is not
always easy to ensure a smooth connection without affecting network performance [7,8].

The existing literature tends to separate these areas, focusing either on static SDN
security or on the efficiency of independent IDPS systems [9,10]. This fragmentation leaves
us with a significant gap, which we can address with an active, mobility-aware defense
mechanism that defends vehicles as they move. To address these limitations, we implement
an integrated security system that combines SDN's topology awareness with the analytical
capabilities of an IDPS.

To address this challenge, we propose a Location-Aware SDN-IDPS. Unlike conven-
tional approaches that rely solely on heavy traffic inspection, our framework implements a
hierarchical defense strategy. The primary contribution of this work is the development
of a mechanism that uses dynamic host-location mappings to cross-reference the physical
ingress port of each incoming packet. This approach shifts the security model’s paradigm
from a reactive search for malicious content to a proactive topological verification sys-
tem. By bypassing a dual-layer defense, we can prioritize blocking spoofed traffic at the
switch level, reserving resource-intensive Suricata analysis only for verified connections,
and greatly reduce the overall system load.

We used Mininet-WiFi to simulate a realistic vehicular mobility environment to test
our framework. The experimental analysis focuses on the effectiveness of the hierarchical
defense against the volumetric attacks of the large scale. The practical effect of our design
could be observed by using such indicators as the packet delivery ratio (PDR) for legitimate
users, SDN controller resource consumption (CPU usage), Total Mitigation Time (TMT),
recovery times (RTs) and the Scalability Control Plane Stress Test. Finally, the findings
demonstrate that it is necessary to shift the burden of preventing spoofed traffic to the data
plane while maintaining the critical role of topology awareness in securing safety-critical
vehicular applications.

The remainder of this article is organized as follows. Section 2 reviews related work
on SDN security and existing IDPS solutions in vehicular networks. Section 3 details
the architecture of the proposed Location-Aware SDN-IDPS Framework and its opera-
tional logic. Section 4 describes the experimental setup, topology, and attack scenarios.
Section 5 presents the performance analysis and discussion of the experimental results.
Finally, Section 6 concludes the article and outlines directions for future research.

2. Related Work

The security of Software-Defined Networking (SDN) has been extensively studied,
with particular focus on integrating Intrusion Detection and Prevention Systems (IDPSs)
to mitigate denial-of-service (DoS) attacks. This section categorizes the existing literature
into three primary domains: Static SDN Defense Mechanisms, Advanced Detection using
AI/ML, and Security Analysis in Vehicular/Mobile Networks. A comparative summary is
provided in Table 1.
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Table 1. Comparison of related works.
Prevention Detection . . Mobility
Refs Techniques Techniques Attack Types Environment Key Performance Metric Support
Fares T.rafﬁ.c Snort-based D.OS from .. Detection time 3.47 s, .
redirection . internal Ryu + Mininet No (Static)
etal. [7] detection . response delay 30.44 s
(Honeynet) devices
Agapiou IDS/IPS-b.ased Snort IDS/IPS TCP SYN ONOS + Snort CPU/mem load, resilience =~ No (Static)
etal. [8] prevention flood
Jamal Manual log Fast and Slow 15% downtime, .
etal. [10] None inspection DDoS GNS3 +ODL resource exhaustion No (Static)
Static, Dynamic
Cao, R. [11] Threshold and detection ICMP flood Ryu + sFlow-RT  Flexibility vs. Performance  No (Static)
REST API
(sFlow-RT)
OpenFlow- . e
Tseng Suricata IPv6 Improved mitigation .
etal. [12] base.d IDS + ML (DT) DoS/Telnet SDN/NFEV IPv6 accuracy No (Static)
blocking
Mazher OpenFlow- R-IDPS ICMP, TCP 97-99% accuracy,
etal. [13] b.a§ed. (ML-SVM) SYN SDN IoT testbed low overhead No (Static)
modification
. Flood (TCP,
Tymoshchuk None Deep Learning UDP, HTTP, Ryu + Mininet 99% accuracy, low overhead No (Static)
etal. [14] (CNN)
ICMP)
Clinton OpenFlow- Neural Network Flood (SYN, KVM 99.35% accuracy, No
etal. [15] based (24-106-5) ACK, HTTP, Hypervisor low overhead (Virtual)
' prevention UDP) yp € u
Poonia Flow table Entropy-based + ICMP flood, . e .
etal. [16] updates Random Forest SYN flood Ryu + Mininet CPU utilization No (Static)
Bin Zamrai Performance Small packets Yes
etal. [17] None monitoring SYN flood SD-loV cause disruption (Analysis)
Al-Dhuraibi . . DDoS in Packet delivery Yes
etal. [18] None Traffic behavior VANETs SDN VANETs ratio degraded (Analysis)
. RYU DoS Traffic . . .
Jaiswal, A. [19] None SimpleMonitor (Ping) Ryu + Mininet Tx/Rx Packet Analysis No (Static)
Proposed OpenFlow- Suricata + Flood CPU < 0.5%, PDR 99.73%, Yes
A proach based Location Aware (ICMP/TCP) Mininet-WiFi 2.3 s Recovery, (Active)
PP mitigation Spoofed Stability 76.26%

2.1. Traditional IDPS and Static SDN Defense

Initial studies were aimed at integrating simple IDPS tools with SDN controllers in
order to secure fixed network configurations. For example, Scarfone et al. [20] were the first
to define the architectural considerations for signature-based and anomaly-based detection,
setting the field’s requirements in their NIST Special Publication. Based on those ideas,
Fares et al. [7] created a complex framework that used Snort with a Honeynet. In spite of
the fact that they could effectively reroute malicious traffic, there was a mitigation delay of
30.44 s, which significantly degrades system performance. The heavy reliance on controller
polling caused this lag, which eventually rendered the approach impossible and made it
unsuitable for real-time vehicular applications.

Similarly, authors such as Agapiou et al. [8] and Cao et al. [11] investigated the SDN
ability to resilient to the stress of TCP SYN and ICMP floods. Although Agapiou et al. [8]
and their team discovered that the Snort IDS was capable of identifying such attacks,
and they also observed that the large volumes of traffic brought down the CPU and
bandwidth of the controller. Cao et al. [11] attempted to address this by comparing
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dynamic sFlow-RT mechanisms to static thresholds, finding that while dynamic methods
offered flexibility, they did not provide a specific context to mobile handovers. In addition,
although Tseng et al. [12] integrated Suricata with OpenFlow-based blocking to address
IPv6 Telnet attacks, their study remained within the static NFV framework, and mobility
issues were not extensively covered.

2.2. Advanced Detection: Machine Learning and Blockchain

In a bid to overcome the limitations of signature-based detection, recent studies have
shifted to integrating Machine Learning (ML) and Blockchain. Singh et al. [21] conducted a
comprehensive survey of these techniques, demonstrating their ability to identify complex
DDoS patterns in SDN-IoT networks. As an illustration, Mazher et al. [13] proposed a
system, R-IDPS, a Support Vector Machine (SVM)-based device designed to operate in
the IoT that achieved an exceptional accuracy of 97-99% and consumes fewer resources.
Nevertheless, these high scores were accompanied by a notable decrease in detection
performance once the system was strained by heavy attack traffic.

Recent studies have also taken Deep Learning as a significant area of interest. Neural
networks were used by Tymoshchuk et al. [14] to classify both HTTP and UDP floods
with an accuracy of 95.05%, whereas Clinton et al. [15] used a different approach in which
the traffic data was transformed into an image by using Convolutional Neural Networks
(CNNs), achieving an even greater classification accuracy of 99.35%. In another approach,
Poonia et al. [16] explored a Blockchain-based method to verify legitimate IP addresses
throughout a network topology. Although these sophisticated techniques offer impressive
precision, they often demand heavy computational resources or long training times. This
causes a compression in an edge-based vehicular controller, which requires a microsecond
response time in order to operate safely.

2.3. Security in Vehicular and Mobile Networks (VANET5/IoV)

The combination of SDN and vehicular networks produces certain vulnerabili-
ties in security, mostly due to the fact that the vehicles are always on the move. As
Bin Zamrai et al. [17] indicated, network layers of VANETs are more susceptible, and they
proposed dynamic updates to isolate the threats. In a subsequent study, the same authors
investigated the impact of SYN floods on Software-Defined Internet of Vehicles (SD-IoV),
and it was found that even a 1-byte packet is sufficient to cause a severe drop in the
performance of the entire network.

Al-Dhuraibi et al. [18] reported VANET performance under DDoS stress, and it clearly
shows that the ratio of delivered packets decreases significantly during an attack. A similar
study by Jamal et al. [10] found that there is a difference between fast and slow DDoS
attacks: slow-burning attacks, which consume controllers’ resources silently and are hardly
noticeable, can be even more dangerous. Jaiswal et al. [19] also studied this by analyzing
traffic irregularities using the Ryu controller. In spite of these observations, there is still a
significant gap between the studies [10,17-19] in terms of offering an active and automated
defense that can survive as a vehicle traverses the network and which can detect the threat
or analyze the destruction it causes, rather than offering an analysis of the destruction itself
or identifying the threat itself.

2.4. The Research Gap

As summarized in Table 1, existing solutions exhibit a distinct trade-off. Static
SDN defenses [7,8,10-13,19] offer mitigation but lack mobility awareness. ML-based
approaches [12-16] offer high accuracy but incur computational costs that may delay
handover processing. Meanwhile, vehicular security studies [17,18] often stop at impact
analysis. Existing quantitative solutions suffer from severe performance penalties in mobile
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environments. For instance, Fares et al. reported a mitigation delay of 30.44 s due to heavy
controller polling [7], while Agapiou et al. observed that standard Snort deployments led
to 100% CPU saturation under flood conditions [8].

Currently, there is no single framework that combines topological location verification
with signature-based IDPS to mitigate the weaknesses of mobility handovers. Our article
addresses the gap by proposing a Location-Aware SDN-IDPS that can offer real-time
anti-spoofing and automatic remediation in dynamically varying VANET conditions.

3. Proposed Location-Aware SDN-IDPS Framework

In the following section, we propose the architecture and operational logic of the
security framework. In most traditional IDPS configurations, these systems operate as
standalone tools, whereas our architecture integrates intrusion detection into the SDN
control loop. We designed it based on a hierarchical defense strategy, where a lightweight,
location-based check filters out spoofed traffic just before it reaches the resource-intensive
inspection engine.

3.1. System Architecture

The proposed architecture, as illustrated in Figure 1, comprises three interacting planes
designed to enforce security policies dynamically.

Application Plane

DoS Detection and
Web_ Se!’ver ‘ ) Prevention
Application oy Application
4

Northbound API
Control Plane v

Controller ‘

Southbound APl |
I\ Openflow == Rule Action

Data Plane

Tl B
enabled devices

Figure 1. Location-Aware SDN-IDPS Architecture. The arrows represent the flow of security alerts
via the Northbound API and OpenFlow rules via the Southbound API. Solid lines depict the logical
interfaces connecting the Application Plane, Control Plane, and Data Plane.

¢ Data Plane (Infrastructure Layer): Our system is based on OpenFlow-enabled switches
and wireless access points that control and redirect the traffic of vehicles in accor-
dance with a certain set of flow tables. The data plane is used as the initial defense
mechanism, and with high-priority “drop” rules, malicious activity is prevented at the
network edge.

¢ Control Plane (Orchestration Layer): Hosted by the Ryu SDN controller, this layer
maintains the global view of the network. It manages two critical modules:

1.  Host-Location Manager: Maintains a dynamic table of (Source IP, Switch Port)
bindings to track vehicle mobility.

2. Security Enforcer: Parses alerts from the Application Plane and installs Open-
Flow drop rules via OFPT_FLOW_MOD messages to update switch flow tables.
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*  Application Plane (Security Layer): The IDPS engine of Suricata is hosted. It performs
signature-based detection to check for abnormal traffic before forwarding. It scans only
the traffic that has already passed the volumetric flood checks by the controller. If it
detects any suspicious activity, it sends an early warning to the controller immediately
via a southbound interface via syslog on UDP port 514.

3.2. Hierarchical Defense Logic

Since standard hierarchical methods overlay lightweight inspection with heavy inspec-
tion, our tier 1 defense is proactive topologically. The table of (Source IP, Switch Port) bindings,
which is maintained in real-time allows the system to reject spoofed traffic at the switch level
purely on physical metadata, without requiring any analysis of the packet contents. This
changes the paradigm of “inspecting what is in the packet” (Reactive) to “the verification of
the point at which the packet has entered” (Proactive). To address the latency and resource
exhaustion challenges in vehicular networks, the framework operates in two distinct tiers:

3.2.1. Tier 1: Location-Aware Anti-Spoofing (Topology Verification)

This mechanism functions as the first line of defense, as illustrated in Figure 2. Since
SDN controllers have a real-time view of the network topology, they can verify the physical
source of traffic.

e  Host-Location Mapping: When a vehicle attaches to the network at AP1, the controller
records its identity and ingress point: Vehicle_IP — Ingress_Port_1.

*  Location Verification: If an attacker attempts to spoof the vehicle’s IP address from a
different location (e.g., Ingress_Port_2), the controller detects a location mismatch.

®  Action: The controller immediately installs a high-priority blocking rule on the switch
for that specific flow. This process bypasses the IDPS entirely, preserving CPU resources.

Victim Server

Location-Aware
\[['
a»-m SDN Controller Host-Location Mapping

3 Location Verification
———| Update Host Location Mapping
Prevention Mode

Dynamic Flow Rule Update
Drop attack packets at OVS

'ﬁ‘ DoS Attack S
Malicious Traffié
s

Attacker ‘

Figure 2. Workflow of Tier 1 Defense: Location-Aware Anti-Spoofing Verification Mechanism. Red
dashed arrows indicate malicious traffic flows, while black dashed arrows represent legitimate vehicular
traffic. The solid arrow depicts the alert signaling, controller, and victim server actions, and the blue
dashed lines denote OpenFlow control channels. The numbers indicate the sequence of operations.

3.2.2. Tier 2: Signature-Based Anomaly Detection (Suricata IDPS)

When a legitimate vehicle performs a handover and attaches to an AP2, the SDN
controller updates the host-location mapping accordingly. Attack traffic that passes the
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topological check (i.e., traffic originating from the correct port or legitimate network path)
is forwarded to the Suricata engine, as shown in Figure 3.

®  Detection: Suricata analyzes traffic patterns against defined rule sets (e.g., ICMP rate
limits and TCP SYN flags). In order to achieve good performance when perform-
ing deep packet inspection, it uses optimized pattern-matching algorithms, such as
variants of the Aho—Corasick algorithm, in such a way that packet analysis remains
efficient and does not become a bottleneck. According to Gagniuc et al. [22], this
design can be used to reliably and consistently inspect validated traffic flows.

e  Mitigation: If a signature match occurs (e.g., sid:1000001 for ICMP Flood), Suricata
triggers an alert to the SDN controller to block the closest AP to the source.

Suricata uses the Aho—-Corasick algorithm for high-speed internal pattern matching,
which allows for multi-pattern payload inspection. When matched, a log is sent to rsyslog,
which streams a UDP payload to the SDN controller. The controller builds the dynamic
OpenFlow rule based on the parsed payload.

Victim Server

Location-Aware

Host-Location Mapping
Location Verification
Update Host Location Mapping

Prevention Mode
Dynamic Flow Rule Update
Drop attack packets at OVS

Detection Mode

Monitoring tool (Suricata)
Signature-base detection

; .
/ /
/
/
%
L
s
N\ - /

DoS Attack -7
Malicious Traffic /*

Figure 3. Workflowof Tier 2 Defense: Signature-based Anomaly Detection and Mitigation via Suricata.
Red dashed arrows indicate malicious traffic flows, while black dashed arrows represent legitimate
vehicular traffic. The solid arrow depicts the alert signaling, controller, and victim server actions, and the
blue dashed lines denote OpenFlow control channels. The numbers indicate the sequence of operations.

3.3. Operational Signaling and Decision Logic

The detailed interaction between network entities and the algorithmic decision process
is critical for understanding the system’s real-time capabilities.

3.3.1. Signaling Workflow

The temporal sequence of message exchanges is depicted in the Signaling Diagram as
illustrated in Figure 4.

1. Initial Handshake: Legitimate vehicles (e.g., Carl_VATI) attach to the network, trig-
gering OFPT_PACKET_IN messages that allow the controller to establish valid host-
location mappings.

2. Spoofing Attempt (Tier 1): In the event an attacker is attempting to spoof the identity
of Carl over a different access point (AP2), then the ingress switch forwards the
unknown packet to the controller to examine it. The controller will block the packet
at the switch level immediately after detecting the port mismatch by sending an
OFPT_FLOW_MOD message.

https:/ /doi.org/10.3390/£i18020087


https://doi.org/10.3390/fi18020087

Future Internet 2026, 18, 87 8 of 21

3. Handover Updates: When a vehicle moves to a new AP, the switch transmits an
OFPT_PACKET_IN message to the controller. The Host-Location Manager identifies
the port change and revises the mapping table. It deletes the old entry to avoid replay
attacks from the vehicle’s former location.

4. Tier Transition: Tier 1 acts as a gatekeeper. Packets satisfying the valid (Source IP,
Switch Port) tuple are sent as usual. An exact copy of this verified traffic is copied to
the Application Plane by changing the packet to tier 2 and analyzing its signature.

5. Volumetric Attack (Tier 2): In cases where an attacker manages to bypass the location
check (e.g., attacking from a valid port), the traffic will reach the victim server; however,
the Suricata engine will then detect the flood pattern and initiate an alert to the
controller via UDP port 514 to start mitigation.

6. Final Mitigation: The controller parses the alert and installs a permanent drop rule
(Priority = 65535) on the edge switch, effectively isolating the attacker.

@ Sl =@ P @,

s

Cart Attacker  AP1 AP2 Sw1 R1  SDN Controller Victim Server
Attached )
Car1 VATI o
> OFPT_PACKET_IN > Host-Location
P OFPT FLQW MOD EREERO ‘
|
Atlack
OFPT_PACKET]| IN o | Location
"|| Verification Check
Anti-Spoofing Alert 1
OFPT_FLOW_MOD
(Drop Malicious)
Unreachability >
Detached I
Attached
Car1_VATI
OFPT_RACKET_IN Update Host-
Location Mapping
, OFPT_FALOW_MOD
Atlack D
OFPT_PACKET_IN Location
7| Verification Match
Atlack Detect Malicious
DoS Traffic
Send alert message
<
Install OpenFlow
Rule (OFR)
]
& OFPT_FLOW_MOD
(Drop Malicious
Unreachability >
Attack = DoS Malicious Traffics
I Spoofed IP (ICMP Ping Flood and TCP SYN Flood)

Figure 4. SDN-IDPS signaling diagram detailing the message exchange for tier 1 and tier 2 defenses.

3.3.2. Algorithmic Decision Process

The complete logic flow, from packet arrival to mitigation, is summarized in the
Process Flowchart as illustrated in Figure 5. This flowchart illustrates the decision nodes
where the system distinguishes between:
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*  Bypass: Attack traffic matching valid host-location mappings.
¢ Location Mismatch: Traffic triggering the tier 1 immediate drop.
*  Suspicious Traffic: Verified traffic that subsequently triggers a tier 2 Suricata alert.

By integrating these decision paths, the framework ensures that no single point of
failure exists; if one defense layer is bypassed, the subsequent layer remains active.

Attack Traffic »| SDN Controller Check
Location Verification
Bypass Detecting Detecting Location
Location Mismatch Mismatch
Decision
Generate OpenFlow Rule
Mitigation Achieved
Surleata Betect »| Suricata Raises Alert and Log rsyslog Forwards Alert via
Suspicious Traffic UDP 514
tcpdump SDN Controller Confirms SDN Controller Receives
Receipt of Suricata Alert Message | Message (Listens on UDP 514) <
Regular Expression Generate OpenFlow Rule » Mitigation Achieved

Figure 5. Detection and mitigation logic flowchart.

4. Experimental Setup and Methodology

To test our Location-Aware SDN-IDPS Framework, we constructed an elaborate emu-
lation framework based on Mininet-WiFi. This section details the network topology, threat
model, traffic generation methodologies, and the specific detection configurations used to
evaluate the system’s performance.

4.1. Simulation Environment

The experimental testbed was hosted on an Ubuntu 20.04 LTS virtual machine (Canon-
ical Ltd., London, UK) allocated with 8 CPU cores and 8 GB of RAM to ensure sufficient
processing power for high-speed packet forwarding. The host hardware operates on an
Intel Core i7-14700 processor (Intel Corporation, Santa Clara, CA, USA). In the case of the
network data plane, we used Mininet-WiFi v2.6.0 (Developed by Ramon Fontes, University
of Campinas, Campinas, Brazil) as it has realistic wireless propagation and mobility capa-
bilities. The Ryu Controller v4.30 (Nippon Telegraph and Telephone Corporation, Tokyo,
Japan) controlled the entire control plane, and we deployed the Suricata IDPS engine v8.0.0
(Open Information Security Foundation, Indianapolis, IN, USA) on the victim server to
enable signature-based detection. The complete hardware and software specifications are
detailed in Table 2.
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Table 2. Experimental environment specifications.

Component Specification
Host Hardware Intel Core i7-14700 (8 Cores), 16 GB RAM
Guest OS Ubuntu 20.04.6 LTS
Network Emulator Mininet-WiFi v2.6.0
SDN Controller Ryu v4.30 (Python 3.8)
IDPS Engine Suricata v8.0.0
Traffic Generation Custom Python Script (Legitimate), hping3 (Attack)

4.2. Network Topology and Mobility Model

The experimental topology, illustrated in Figure 6, represents a typical Vehicle-to-
Infrastructure (V2I) scenario. The network consists of
* Infrastructure: Two Wireless Access Points (AP1, AP2) connected to an OpenFlow
switch (SW1) and an edge router (R1).
®  Vehicular Nodes: Four connected cars (Car; to Cary) equipped with wireless interfaces
(10.0.0.3-10.0.0.6).
e Attacker Node: An internal malicious host (10.0.0.2) connected to the wireless network.
®  Victim Server: A backend server (10.3.0.3) hosting a web application and the Suricata IDPS.

Victim Server

eth0 a»

BUBCAIA®

SDN
Controller

\

1
|}
\
\
\
A\
\
\
\Y
A

DoS Attack
Malicious Traffic

Figure 6. Experimental network topology in Mininet-WiFi. The black circles surrounding the Access
Points (AP1 and AP2) represent the wireless communication range (coverage area) within which the
vehicles connect to the network.
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To simulate realistic urban traffic mobility, we modeled the cars using a linear mobility
model with a constant speed of 39.38 km/h (10.94 m/s) to move along a 350 m trajectory.
This speed was selected particularly depending on the real-time traffic statistics of Bangkok
so that the experiment reflected authentic handover conditions between AP1 and AP2.
Our linear path provided a deterministic, repeatable environment, enabling us to collect
consistent, comparable performance measurements.

4.3. Threat Model

We assume an Internal Adversary located within the wireless network range. The at-
tacker has the following capabilities:

1. IP Spoofing: The attacker can forge the source IP address of legitimate vehicles (10.0.0.3)
to bypass simple Access Control Lists (ACLs).

2. Volumetric Flooding: The attacker can generate high-rate traffic ICMP and TCP SYN)
to exhaust network bandwidth and server resources.

3. Mobility Awareness: The attacker exploits the handover window—when host-location
mappings are updating—to inject malicious traffic.

4.  Scalability to Distributed Attacks: In spite of the fact that this study emulates one
attacker node, the defense mechanism is per-flow based. When a distributed attack oc-
curs, where a multiple nodes spoof legitimate vehicles at the same time, the controller
will identify location mismatches at multiple ingress ports simultaneously and place
independent drop rules on each attacking interface, and this will have the effect of
isolating the distributed threat.

4.4. Traffic Generation Scenarios

To rigorously evaluate the system, we generated two distinct types of traffic running
concurrently:

1. Legitimate Background Traffic (VATI)

®  Purpose: To measure the packet delivery ratio (PDR) of critical safety messages
during an attack.

e  Payload Explanation: The Vehicle_ID (V_ID) uniquely identifies each registered
vehicle, enabling the SDN controller to associate traffic with a legitimate entity
rather than a spoofable IP address. The timestamp (Time) prevents replay attacks,
the security key signature (Sig) authenticates the sender, and the hashed data
(Data) ensures message integrity against tampering.

e Payload Example: “V_ID”: “Carl”, “Time”: 1765604842, “Sig”: “e3f66450”,
“Data”: “7eaa3bbce. ..”.

2. Malicious Attack Traffic
The attacker node uses hping3 to launch two specific DoS attacks that exceed the
IDPS’s detection thresholds.

e ICMP Ping Flood (Spoofed): hping3 —icmp —spoof 10.0.0.3 —flood

—  Target: Exhausts the controller’s packet-in processing by flooding spoofed
echo requests.

e TCP SYN Flood (Spoofed): hping3 -S -p 80 —spoof 10.0.0.3 —flood
—  Target: Saturates the victim server’s TCP connection table (half-open
connections).
4.5. IDPS Detection Configuration

Suricata was configured with specific rule sets to detect volumetric anomalies that by-
pass the initial topology check. Since we assume a resource-constrained edge environment,
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we used signature-based detection for its deterministic performance, lower latency than
complex ML models, and suitability for highly dynamic mobility environments.

As defined in Table 3, the system is tuned to trigger an alert if ICMP traffic exceeds
100 packets per second (pps) or if TCP SYN connection attempts exceed 10 pps from a
single source. These thresholds were calibrated to avoid false positives during normal
high-load conditions while maintaining sensitivity to flooding attacks.

Table 3. Suricata detection rules.

Rule Type Configuration Logic Threshold
ICMP Flood Eﬁl}i/lzr(:g)nirllg()/—; fj;lr(l)é\éﬂi_)NET (msg:“ICMP Flood”; threshold: type >100 pps
TCP SYN Flood alert tcp any — $SHOME_NET 80 (flags:S; threshold: type limit, >10 pps

count 100, seconds 10;)

These thresholds and rate-filter mechanisms are environment-dependent and intended
to be tuned based on observed baseline traffic rather than fixed defaults. Based on this, we
set the thresholds of 100 pps and 10 pps to calibration against items that were valid car
traffic in our testbed, which usually was below 5 pps. However, the system investigates the
counter and identifies the existence of ICMP flood and TCP SYN Flood IP Spoofed attack
when it exceeds 100 packet counts in Ingle et al. [23].

5. Performance Analysis and Discussion

This section presents the experimental results obtained from the Mininet-WiFi testbed.
The evaluation focuses on three critical dimensions: the functional efficacy of the hier-
archical defense tiers, the system’s resource efficiency (CPU utilization), and the impact
on service continuity (throughput, PDR, TMT, RT, and Scalability Control Plane Stress
Test) under active DoS conditions. The results below are average 10 repeated trials of
each scenario. Standard deviations were used to determine statistical significance, and the
confidence intervals (95%) were within £2% of the reported mean of CPU usage, RT, and
the stress test.

5.1. Functional Validation of Hierarchical Defense

We verified the operational correctness of the dual-tier defense mechanism by ana-
lyzing the system logs during active attack scenarios. The statistics reveal that our system
can distinguish between location-based spoofing and volumetric flooding, enabling it to
initiate the appropriate mitigation approach for a particular threat.

5.1.1. Tier 1 Validation: Location-Aware Anti-Spoofing

In this scenario, the attacker (10.0.0.2) attempts to spoof the IP address of a legitimate
vehicle (Carq: 10.0.0.3) from a different access point (AP,) while Car is legally attached
to (Apl)

®  Detection: As shown in the controller logs in Figure 7, our tests demonstrated a good
ability of the SDN controller to identify the mismatch of the locations. According
to the log entry [ANTI-SPOOFING] IP 10.0.0.3 spoofing detected at S1!, one can easily
notice that the controller indicated the discrepancy between an anticipated path to
the host-location mapping (Port 1) and the actual path that the approaching traffic
followed (Port 2).

¢  Mitigation: The controller immediately triggered a defense action by installing a
high-priority drop rule on the ingress switch. The log [BLOCK] Flow entry installed. . .

https://doi.org/10.3390/£i18020087


https://doi.org/10.3390/fi18020087

Future Internet 2026, 18, 87 13 of 21

priority = 30000 verifies that the spoofed traffic was blocked at the network edge before
it could reach the detection engine.

_ Binding and Anti-spoofing Alert

e [Host-Location Mapping] Vehicle 10.0.0.3 is legally bound to S1 Port 1
% [ANTI-SPOOFING] IP 10.0.0.3 spoofing detected at S1!

(Expected Port=1, Received Port=2 from Hacker's Path)
ﬂ [BLOCK] Flow entry installed on S1 Port 2 to drop spoofed IP 10.0.0.3

Anti-Spoofing Defense Action

cookie=0x0, duration=3.498s, table=0, n packets=0, n bytes=0, idle tineout=10, hard timeout=300, priority=36600,1p,
in_port="s1-eth2",nu_src=10.0.0.3 actions=drop

A

Update Binding Alert

[UPDATE_BINDING ALERT] Vehicle 10.0.0.3 moved! Port updated: 1 -> 2

SDN Controller

Attacker Bypass Location-Verification Match

mininet-wifi> sh ovs-ofctl -0 OpenFlow13 dump-flows si

cookie=6x0, duration=14.076s, table=0, n_packets=1001, n_bytes=42042, hard_timeout=30, priority=1,in_port=
"s1-eth2",d1_dst=62:38:49:67:db:07 actions=output:"si-ethe"

cookie=6x0, duration=14.074s, table=0, n_packets=1000, n_bytes=42000, hard_timeout=30, priority=1,in_port=

i"s1-ethe",d1_dst=00:00:00:00:00:33 actions=output:"si-eth2"

cookie=0x0, duration=8.907s, table=0, n_packets=0, n_bytes=0, hard_timeout=30, priority=1,in_port="s1-etho
",dl_dst=00:00:00:00:00:22 actions=output:"si-eth2"

‘ cookie=0x0, duration=497.970s, table=0, n_packets=105, n_bytes=9798, priority=0 actions=CONTROLLER:65535

Figure 7. Controller logs demonstrating Tier 1: Location-Aware Detection and Automatic Blocking of
Spoofed Traffic.

5.1.2. Tier 2 Validation: ICMP Ping Flood Mitigation

When the attacker launches a volumetric ICMP flood from a valid location (bypassing
tier 1), the traffic reaches the Suricata engine. Figure 8 illustrates the complete detection
and mitigation cycle for this attack vector.

*  Detection: The Suricata engine was able to detect the anomaly in the traffic once it
exceeded the 100 pps threshold. The trigger of the signature-based rule, [1:1000001:2]
ICMP Flood Detected (SPOOFED), confirms that the rule was activated and that the
alert was timely sent to the controller.

e  Mitigation: Upon receiving the alert, the SDN controller parsed a two-field match
(Srcrp, Protocol) and installed a permanent blocking rule. As the data plane logs
in Figure 8 show, a high-priority flow entry priority = 65535, icmp, nw_src=10.0.0.3,
actions=drop was installed, and the counter values (n_packets) increased, which proves
that the switch successfully removed malicious traffic, thus neutralizing the attack
and achieving microsecond-level TMT at the AP2.

5.1.3. Tier 2 Validation: TCP SYN Flood Mitigation

We further validated the system against a high-rate TCP SYN flood targeting the web
server port 80. The results are presented in Figure 9.
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Attacker

Suricata

SDN Controller

¢ Detection: The SYN flood pattern was rightly identified by the IDPS, and the log
[1:1000002:3] HIGH RATE TCP SYN Flood (SPOOFED) demonstrates that the attack
matched the specific Suricata rule set for TCP anomalies.

*  Mitigation: The controller is responding correctly by verifying using OpenFlow flow
dump: the log shows that a specified drop rule appears to be accurate: priority = 65535,
tep, nw_src = 10.0.0.3, tp_dst = 80, actions = drop. This shows that the system can do
granular filtering with tri-field match (Srcyp, Protocol, Dstye,+) and has been able to
block malicious TCP streams without affecting legitimate traffic going through the
network unhindered.

mininet-wifi> hacker sudo hping3 -1 -3 10.0.0.3 -c 1000 -1 U1l0000 10.3.0.3
HPING 10.3.0.3 (hacker-wlan® 160.3.0.3): icmp mode set, 28 headers + O data bytes

--- 10.3.0.3 hping statistic ---
1000 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = ©0.0/0.6/0.0 ms

12/20/202510:34:50,682%2  [**] [1:1000001:2] DoS/DoS Attacking - ICHP Flood Detected (SPOOFED) [®¢] [Classification: Attenpted Denial of Service] [Priorit
y: 2] {ICHP} 10,0,0.3:8 -) 10.3,0.3:0

ICMP Ping Flood IP Spoofed Defense

DoS/DDoS Attack Detected. Attacker IP: 10.0.06.3, Target IP: 16.3.0.3
Attacker 10.0.0.3 is already blocked. No new rule needed.

ICMP Ping Flood IP Spoofed Action

mininet-wifi> sh ovs-ofctl -0 OpenFlowl13 dump-flows ap2

cookie=0x0, duration=18.057s, table=0, n_packets=992, n_bytes=41664, priority=6553S,icmp,nw_src=10.6.6.3 actions=drop
cookiez0x0, duration=21.444s, tablez0, n_packets=9542, n_bytes=634884, priority=1,in_port="ap2-eth2",d1_dst=66:66:60:60
:00:33 actions=output:"ap2-wlani"

cookie=z0x0, duration=21.443s, table=0, n_packets=17994, n_bytes=25430424, priority=1,in_port="ap2-wlan1",6dl_dst=f2:ec:d
€:ac:59:a8 actions=zoutput:“ap2-eth2"

cookiesz0x0, duration=18.133s, table=0, n_packets=0, n_bytes=0, priority=1,in_port="ap2-eth2",dl_dst=60:60:60:00:60:22 a
ctionswoutput:“ap2-wlani”

cookie=0x0, duration=70.744s, table=0, n_packets=36, n_bytes=5601, priority=0 actions=CONTROLLER:65535

ICMP Ping Flood IP Spoofed TMT

2025-12-22 03:49:32,1152921504606846977 ,3apl1,0.000059

2025-12-22 03:49:32,1152921504606846978,ap2,0.000142
2025-12-22 03:49:32,1,s1,0.000222

Figure 8. Tier 2 Mitigation logs: Suricata alerts triggering OpenFlow drop rules for ICMP ping flood.

5.2. Resource Efficiency Analysis (CPU Utilization)

A critical requirement for vehicular networks is minimizing the controller’s computa-
tional load to prevent control-plane saturation. We compared the CPU utilization of the
SDN controller under an ICMP Ping Flood attack (ranging from 1000 to 1,000,000 packets)
with and without the proposed SDN-IDPS active.

As illustrated in Figure 10, the difference in resource consumption is substantial:

¢ Without Defense: CPU usage increases linearly with attack volume, peaking at
9.0%. This load stems from the controller continuously processing OFPT_PACKET_IN
messages for every spoofed packet that does not match a flow rule. The baseline
represents a standard SDN deployment where traffic is forwarded to the application
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)

plane for inspection. This effectively mirrors a “Suricata-only” setup, where the
controller is fully exposed to the flood traffic before the IDPS can trigger a response,
resulting in the observed 9.0% CPU saturation.

With SDN-IDPS: CPU usage remains negligible, staying consistently below 0.5%.

mininet-wifi> hacker sudo hping3 -S -p 80 -c 10000 -i ul00 10.3.0.3 -a 10.0.0.3
HPING 10.3.0.3 (hacker-wlan® 10.3.0.3): S set, 40 headers + 0 data bytes

--- 10.3.0.3 hping statistic ---

|10000 packets transmitted, 0 packets received, 100% packet loss
fround-trip min/avg/max 0.0/0.0/0.0 ms

12/23/2005-14:20:04,086868  [*#+] [1:1000002:3] DoS/D0oS Attacking - HIGH RATE TCP SN Flood (SPOOFED) [##] (Classification: Attenpted Denial of Service
2] {TCP} 10.0,0,3:306 - 10,3,0.3:80

TCP SYN Flood IP Spoofed Defense

DoS/DDoS Attack Detected. Attacker IP: 10.0.0.3, Target IP: 10.3.0.3
Attacker 10.0.0.3 is already blocked. No new rule needed.

TCP SYN Flood IP Spoofed Action

mininet-wifi> sh ovs-ofctl -0 OpenFlow13 dump-flows ap2

cookie=0x0, duration=9.047s, table=0, n_packets=2899, n_bytes=156546, priority=65535,tcp,nw_src=10.0.0.3,
tp_dst=80 actions p

cookie=0x0, duration=11.853s, table=0, n_packets=0, n_bytes=0, priority=1,in_port="ap2-eth2",d1_dst=00:00
:00:00:00:22 actions=output:"ap2-wlanl”

cookie=0x0, duration=11.847s, table=0, n_packets=7100, n_bytes=383400, priority=1,in_port="ap2-wlan1",dl_
dst=82:67:7c:c3:94:42 actions=output:"ap2-eth2"

cookie=0x0, duration=47.134s, table=0, n_packets=46, n_bytes=6141, priority=0 actions=CONTROLLER:65535

TCP SYN Flood IP Spoofed TMT

2025-12-23 07:52:30,1152921504606846977,ap1,0.000148
2025-12-23 07:52:30,1152921504606846978,ap2,0.000315

2025-12-23 07:52:30,1,s1,0.000428

Figure 9. Tier 2 Mitigation logs: Detection and Dlocking of TCP SYN Flood.

Discussion: This is an 18-fold decrease in CPU overhead, which confirms the efficiency
of the hierarchical strategy. The control plane is not exposed to the volumetric load, and so
the resources can be reserved for the legitimate mobility management activities by moving
the blocking logic onto the Data Plane (OpenFlow switches) once detected. Moreover, the
negligible CPU consumption is maintained due to the fact that the tier 2 Suricata engine uses
an effective Aho—Corasick automaton for pattern matching. This ensures that inspecting
the remaining verified traffic incurs a constant computational cost per byte and does not
cause processing bottlenecks even with complex attack signatures [22].

5.3. Service Continuity and Recovery Time Analysis

To measure the impact on user experience, we analyzed the TCP throughput of
legitimate background traffic (VATI) before, during, and after a TCP SYN flood attack.

5.3.1. Baseline Performance (Normal Operation)

Under normal conditions, as illustrated in Figure 11, the network exhibits a stable TCP
“sawtooth” pattern with an average throughput of 35 Mbps. The segment length remains
constant at 1350 bytes, confirming reliable transmission of authentication tokens.
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Figure 10. Comparison of controller CPU utilization vs. attack traffic load.
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Figure 11. TCP throughput under normal conditions.

5.3.2. Impact of Attack (Unprotected vs. Protected)

*  Without Defense: As shown in Figure 12, the onset of the attack causes an immediate
service collapse. The server’s connection queue is saturated by half-open SYN requests,
causing legitimate throughput to flatline at 0 Mbps for the duration of the attack.

e  With SDN-IDPS: Figure 13 demonstrates the system’s resilience. When the attack
launches at the 24.5 s mark, there is a momentary dip in throughput as the IDPS
detects the anomaly. However, the system detects and mitigates the threat, allowing
throughput to stabilize within 2.3 s.

5.3.3. Key Findings

The recovery time (RT) of 2.3 s represents the total latency for detection, signaling, rule
installation, and TCP congestion control recovery. This rapid response ensures that safety-
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critical V2I communications experience only transient disruptions rather than total denial

of service.
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Figure 12. TCP throughput collapse during an attack without SDN-IDPS.
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Figure 13. TCP throughput recovery with SDN-IDPS enabled.
5.4. Scalability Control Plane Stress Test

To verify scalability beyond the testbed’s node count, we conducted a control plane
stress test using the Cbench tool [24] at 10 loops. This evaluates the maximum flow-
processing capacity of the Location-Aware module in high-density environments.

Methodology: The Ryu controller was tested with 16 virtual switches and 100,000 unique
MAC addresses. We utilized the Cbench tool to generate a stream of PACKET_IN
messages, simulating concurrent flow setup requests. We compared baseline (no defense)
to our proposed logic in throughput mode to measure concurrent flow setup capacity.
In this context, the baseline represents an OpenFlow learning switch without any security
or Location-Aware modules.

High-Capacity Processing: The controller can handle approximately 1.37 million
flows per minute (22,998 x 60). In a real-world VANET environment, even at a busy
intersection, the flow request rate rarely exceeds a few thousand per minute. Thus,
our system provides more than enough capacity to prevent bottlenecks.

Performance Stability: The standard deviation for the proposed logic (61.32) is 76.26%
lower than the baseline (258.28). This significant reduction in volatility indicates that
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our O(1) mapping logic provides highly stable, predictable response times, which are
critical for safety-critical vehicular communications.

The comparative performance analysis achieved for each result is shown in Table 4.
The proposed system maintains an average throughput of 22,918.02 flows/s even when
handling 1.6 million unique MAC addresses across 16 switches, which shows that the
security overhead is minimal. Although there is a minor decrease in throughput compared
to the baseline due to the additional packet parsing (Ethernet and IP headers) and mapping
logic, the performance is more than sufficient for large-scale VANETs. Because the verifi-
cation logic utilizes an O(1) hash-map structure, the time required to validate a vehicle’s
location does not increase as the number of vehicles grows, thereby addressing potential
scalability bottlenecks in dense traffic conditions.

Table 4. Performance comparison scalability control plane stress test.

Metric (flows/s) Baseline SDN Controller Proposed Location-Aware SDN-IDPS
Avg. Throughput 27,734.73 22,918.02

Min. Throughput 27,355.61 22,800.78

Max. Throughput 28,177.20 22,998.88

Std. Deviation 258.28 61.32

Lookup/Verification ~ O(N) (MAC learning O(1) (Hash-based

Complexity table scan) host-location mapping)

5.5. Impact on Legitimate Traffic (PDR and FPR)

Finally, we quantified the system’s reliability using the packet delivery ratio (PDR)
and the False Positive Rate (FPR).

5.5.1. Packet Delivery Ratio (PDR)

The PDR is calculated as the percentage of unique legitimate packets successfully
received by the server.

e Normal Baseline: 99.75% (reflecting minor wireless retransmissions).

¢ Under Attack (Protected): The system maintained a PDR of 99.73%. This statistically
insignificant drop (0.02%) confirms that the mitigation rules are precise and do not
collaterally damage legitimate flows.

e Under Attack (Unprotected): The PDR plummeted to 0% during the attack window
as the server became unreachable.

5.5.2. False Positive Rate (FPR)

Throughout the experimental duration, the system recorded an FPR of 0%. This is
attributed to the strict thresholding in IDPS and the specificity of OpenFlow drop rules,
which target specific source IPs rather than broad network segments.

5.5.3. Summary

The experimental data conclusively prove that the Location-Aware SDN-IDPS Frame-
work provides robust security with minimal performance overhead, maintaining 99.73%
reliability for legitimate vehicles even while actively mitigating high-rate DoS attacks.

5.5.4. Discussion

Although a centralized Ryu controller was used in this study to prove the location-
aware logic, we are aware of the concerns of scalability of large-scale VANETs. Our ar-
chitecture will be open to new distributed architectures. In a multi-controller network
such as CoCFL, the (Source IP, Switch Port) mapping table is synchronized across domain
controllers using East-West bound protocols, such as a Distributed Hash Table (DHT) or a
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Redis-backed distributed state store. This synchronization mechanism ensures global con-
sistency of vehicle location information during inter-domain handovers. The O(1) lookup
efficiency demonstrated in the scalability stress tests (Section 5.4) is particularly critical in
this context as it guarantees predictable synchronization overhead even as the number of
domain controllers and vehicular nodes increases.

Furthermore, the proposed logic can be offloaded to 5G/Edge Hybrid Zones by imple-
menting the tier 1 verification at Multi-Access Edge Computing (MEC) nodes using eBPF
or P4-programmable data planes. By shifting the anti-spoofing verification to the network
edge, malicious traffic is filtered at line rate, effectively preventing PACKET_IN flood
messages from reaching the SDN control channel. This architectural flexibility ensures that
the high-throughput performance (exceeding 22,998.02 flows/s) observed in the control-
plane saturation tests is preserved, even in complex, multi-layered vehicular networks,
by distributing the computational load across edge and core network components.

Even though in our experiments we were interested in a linear mobility model,
the basic defense operation is based on O(1) hash table lookups for host-location veri-
fication. Therefore, the computational cost per packet remains constant with more elaborate
mobility patterns (like the Manhattan Grid) or denser deployments. At scale, however,
the biggest problem will probably be the bandwidth of the control channel of messages
in the OFPT_PACKET_IN format, which can be mitigated via distributed controller ar-
chitectures as noted in Future Work. We also accept that the existing signaling is being
based on UDP-based syslog messages, which can experience packet loss in the case of
heavy congestion. Subsequent revisions will inject a comfortable TCP-based REST API to
communicate with the IDPS to Controller.

6. Conclusions and Future Work

This paper highlights the unique challenges associated with the management of
mobility in Software-Defined Vehicular Networks (SDN-VANETs). These challenges arise
due to the central controller being exposed to potential denial-of-service (DoS) attacks
during handover procedures. The absence of traditional security solutions in this area
is primarily due to the lack of mechanisms to address the content of the traffic with the
physical topology of the network leading to exhaustion of resources and increased latency.

We offered and recommended a Location-Aware SDN-IDPS Framework in order to
overcome this gap. Through the Hierarchy Defense Strategy, the system will focus on a
low-cost, topology-based verification (tier 1) to reject spoofed traffic in the network edge
promptly and only allocate signature-based (tier 2) to the verified flows.

6.1. Key Findings from Our Experimental Evaluation

1. Operational Efficiency: The framework showed an 18-fold reduction in controller
CPU utilization (from 9.0% to <0.5%) during active attacks. This demonstrates that
offloading anti-spoofing logic to the data plane protects the control plane from
getting saturated.

2. Service Resilience: The system has a fast recovery time (RT) of 2.3 s, proving that
legitimate vehicular communication (VATI) was disrupted temporarily and will not
be completely denied.

3. Scalability: This is evidenced by a 76.26% reduction in throughput standard deviation
(from 258.28 to 61.32), confirming that the O(1) complexity of our mapping mechanism
provides highly predictable performance in high-density vehicular environments.

4. Mitigation Performance: The system achieves rapid mitigation due to the microsecond-
level installation of flow rules, boosting the service’s resilience against attacks.
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5. High Reliability: The system showed a 0% False Positive Rate, even during high-
volume ICMP and TCP SYN floods, to maintain a PDR of 99.73% for legitimate users,
demonstrating the system’s appropriateness for safety-critical ITS applications.

6.2. Future Work

While this study provides a robust foundation for edge-based vehicular security, we
recognize limitations regarding attack complexity and simulation realism. Future research
will focus on:

1. Advanced Threat Detection: The existing framework is mainly against volumetric
attacks. The lightweight machine learning models will be used in the future to deter-
mine Application-Layer Floods (L7), Low-Rate DDoS attacks that slowly reduce the
quality of the services, and distributed botnets that closely mimic legitimate traffic
patterns, which are difficult to identify using threshold-based detection alone.

2. Architecture Scalability: In order to test the system on scale, we will scale up the frame-
work to a Multi-Controller SDN environment to determine the performance of the system
in a more heavily congested environment when inter-domain handovers occur.

3.  Optimization of Signaling: Substituting our current use of event-driven alerts with our
current syslog-based signaling so that we can further decrease our detection latency.

4. Realistic Mobility Simulation: We will use real-world map traces to test the entire
framework in SUMO so that we will be able to evaluate its performance in complex
urban road networks and real traffic patterns.
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