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Abstract

Quantitative assessment of information security in 5G telecommunications infrastructure
is difficult because individual security metrics are heterogeneous and rarely interpreted
together. Conventional multi-criteria decision-making (MCDM) applications rank alter-
natives by compensatory aggregation, so a violated metric can be offset by others. This
study proposes a standard-traceable method in which MCDM only weights the metrics,
while measured values are evaluated against tolerable values by a non-compensatory
exceedance indicator and a three-level status rule. Twenty-four metrics were derived from
ISO/IEC 27011:2024 controls through the ISO/IEC 27004 measurement chain and grouped
into three domains. The analytic hierarchy process (AHP) weighted three quality criteria
of a metric (significance 62.6%, correctness 28.9%, measurability 8.5%), and the weighted
aggregated sum product assessment (WASPAS) method used them to derive the metric
weights, cross-checked by the fuzzy technique for order of preference by similarity to ideal
solution (Fuzzy TOPSIS). Validation combined synthetic deterioration scenarios, Monte
Carlo analysis and comparison with alternative MCDM methods. In three 12-month sce-
narios, the exceedance indicator flagged each violation in the month it occurred, whereas
compensatory aggregation lagged by three to six months or did not react. The domain
status remained stable in 85.3-100% of Monte Carlo draws under perturbed tolerable
values and measurements. Compared with conventional MCDM-based aggregation, the
advantage lies in traceable metric selection, normalization against tolerable values and the
non-compensatory status rule.

Keywords: 5G networks; telecommunications security; security metrics; aggregated
metrics; ISO/IEC 27011; expert assessment; AHP; WASPAS; Fuzzy TOPSIS; non-compensatory
aggregation

1. Introduction

The number of 5G network subscriptions worldwide exceeded 3.1 billion by the end
of the first quarter of 2026 and is projected to reach 6.4 billion by 2031 [1]. 5G infrastructure
is operated by multiple stakeholders, including service providers, network operators,
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virtualization infrastructure providers and data center providers, whose assets require
differentiated security strategies. The virtualization of the 5G core through software-defined
networking (SDN) and network function virtualization (NFV) improves network elasticity
but introduces new and complex threats [2].

A similar escalation of threats is observed across industries: an analysis of 9261 cyber-
related news publications (October 2023—-December 2024) showed that the IT and telecom-
munications sector was the most frequently targeted (4762 entries) and accounted for the
largest share of zero-day exploits (1150 cases) [3]. At the same time, social engineering re-
mained a persistent threat regardless of industry, recorded 1397 times over the observation
period [3].

In 5G, these risks are amplified by network slicing, which allows independent virtual
networks of different tenants to operate over shared physical infrastructure. SDN and
NFV expand the attack surface, and threats such as denial of service, API exploitation
and configuration tampering are amplified in virtualized multi-tenant environments [4].
A malicious tenant may exploit vulnerabilities to compromise others, and the compromise
of a shared component, such as a hypervisor or a physical host, can disrupt all slices that
depend on it [4]. These risks are not merely theoretical: a vulnerability disclosed in the
5G core slicing design was shown to enable cross-slice data access, denial of service and
unauthorized access to the data of other enterprise customers [5].

To mitigate these risks, 3GPP specifications define a common security architecture for
the 5G system [6], which includes the service-based architecture of the 5G core, user-plane
integrity protection, unified access control, and the isolation of critical traffic through
dedicated network slices [7]. However, the continuous integration of new device classes
and services keeps expanding the attack surface; for example, compromised devices may
be used to exhaust shared network resources and degrade services for other users [7].

Existing threat assessments for 5G, however, remain largely qualitative. ENISA char-
acterizes its own vulnerability analysis as specification-based and hypothetical and calls for
risk assessments of specific parts of the 5G infrastructure [2], while recent attack taxonomies
for 5G network slicing are explicitly positioned as a basis for future risk assessment models
rather than as quantitative evaluation tools [4]. Quantitative technical security metrics have
been adapted to 5G, but the layered nature and multi-ownership of the infrastructure limit
the information that a single stakeholder can collect about assets it does not own [8], and
static, compliance-oriented assessments are insufficient for networks in which multiple
parties are involved in service delivery [9]. As a result, an organization cannot rely solely on
technical measurements of shared infrastructure; it must also demonstrate, in a measurable
way, that its own security management processes are effective.

This requirement is increasingly formalized by regulation. The NIS2 Directive applies
to providers of public electronic communications networks and services, requiring relevant
entities to establish policies and procedures for assessing the effectiveness of cybersecurity
risk-management measures [10]. In parallel, the proposed revision of the EU Cybersecurity
Act seeks to make key measures of the previously voluntary EU 5G Security Toolbox
mandatory [11]. At the organizational level, ISO/IEC 27001 requires organizations to
evaluate the information security performance and the effectiveness of their information
security management system (ISMS) [12], ISO/IEC 27011 adapts its controls to the specific
needs of telecommunications organizations [13], and ISO/IEC 27004 provides guidance
on monitoring and measurement [14]. However, classical information security metrics
are typically single-variable, which makes comprehensive assessment time-consuming,
and in practice security decisions are often based on expert opinion. Similar limitations
of individual indicators have been observed at the network layer of 5G, where single
quality-of-service (QoS) parameters are only weakly associated with handover events,
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whereas models combining multiple interacting network conditions perform substantially
better [15]. Aggregating metrics with multi-criteria decision-making (MCDM) methods
has been shown to make the assessment faster and more interpretable but has so far been
applied only to a limited number of ISO/IEC 27001 domains [16].

Taken together, this evidence shows that the quantitative and reproducible assessment
of telecommunications infrastructure security is increasingly required not only by network
operators themselves but also by regulators [10,11]. This motivates the aggregated security
metrics for 5G infrastructure proposed in this work.

As the review in Section 2 shows, existing MCDM applications in information security
cannot be transferred to this problem directly, for three reasons. First, they rank external
alternatives, such as investment options, platforms or risks, whereas a security indicator
must report the state of a domain against a reference level accepted by the organization.
Second, most of them aggregate criteria compensatorily, so that a severe deficiency in one
criterion can be offset by good performance in others; in security monitoring, such offsetting
hides exactly the violations that require action. Third, expert-derived weights carry uncer-
tainty that is rarely propagated to the final decision, although established techniques for
representing and propagating it are available. The method proposed here addresses these
three gaps: it links each metric to a tolerable value, adds a non-compensatory exceedance
indicator with an explicit status rule, and quantifies how uncertainty in weights, thresholds
and measurements affects the status of each domain.

This study aims to develop aggregated information security metrics for 5G telecom-
munications infrastructure based on the security controls of ISO/IEC 27011:2024, expert
assessment and the AHP, WASPAS and Fuzzy TOPSIS methods, and to equip them with a
decision rule that prevents a violation of one metric from being masked by the others.

The main contributions of our study are as follows:

e  We provide a comparative analysis of existing approaches to security measurement in
5G networks, ISMS effectiveness assessment and MCDM applications in information
security, and identify the absence of aggregated security metrics for 5G telecommuni-
cations infrastructure.

e We define a set of classical security metrics for 5G networks mapped to the con-
trols of ISO/IEC 27011:2024 and grouped into three domains, namely Network and
Data Transmission Security, Operational Security, and Infrastructure and Access Se-
curity, and select the most important metrics in each domain based on a two-round
expert assessment.

e  We adapt the methodology of aggregated information security metrics [16] to 5G
networks: criteria weights are obtained by AHP, metric weights by WASPAS and cross-
checked by Fuzzy TOPSIS, with robustness tested against four alternative MCDM
methods, and metric directions are harmonized so that all ratios to tolerable values
increase as security deteriorates.

e  We introduce a non-compensatory exceedance indicator and a three-level status rule
(acceptable, attention, corrective action) that prevent a violation of a single metric from
being masked by the remaining metrics of the domain.

e  We evaluate the indicators on an illustrative reporting period and on three synthetic
12-month deterioration scenarios, and assess their robustness to criteria weights, expert
composition, normalization, MCDM method, metric selection, tolerable values and
measurement error.

The remainder of this paper is organized as follows. Section 2 reviews related work
and identifies the research gap addressed in this study. Section 3 describes the materials
and methods, including the conceptual framework, the classical security metrics for 5G
networks, the quality criteria of security metrics, the expert assessment procedure and
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the MCDM methods used to construct the aggregated metrics, and the non-compensatory
status rule. Section 4 presents the results of the expert assessment, the weighting coefficients
of the classical metrics, the aggregated security metrics, the sensitivity and robustness
analyses, and the scenario-based evaluation. Section 5 discusses the results, their practical
implications and the limitations of the study. Finally, Section 6 concludes the paper and
outlines directions for future research.

2. Related Work
2.1. ISMS Effectiveness and Its Measurement

Research on ISO/IEC 27001 was systematized in [17], which reviewed fifteen years
of studies and structured the field into five research foci: relations with other standards,
adoption motivations, implementation issues, outcomes and contextual factors. The review
shows that research has concentrated on certification decisions and organizational out-
comes, whereas the quantitative measurement of security management across the domains
of the standard has received little attention.

At the governance level, the study in [18] shows that implementing security processes
alone does not guarantee security unless these processes are embedded in a unified gover-
nance system. The authors identify five recurring governance deficiencies (strategy and
goals, standardized processes, enforcement and accountability, high-level supervision, and
resources) and propose a cybersecurity management model; however, the model remains
conceptual and does not include an instrument for measuring the resulting level of security.

A quantitative alternative for critical infrastructure is presented in [19], where expert
evaluations are processed with the analytic hierarchy process over pairwise comparisons
of confidentiality, integrity, availability and observability to obtain a quantitative security-
level criterion. Verified on a national confidential communication system, the model
demonstrates that expert-based quantitative assessment is feasible with limited statistical
data, but it is tied to national regulatory protection profiles rather than to the management
domains of ISO/IEC 27001.

Empirical evidence on measurement practice is provided in [20], where ISMS effective-
ness measurement was analyzed through interviews with eight organizations of varying
size and sector. Key performance indicators were grouped into governance, risk and inci-
dent response, and the results revealed a wide maturity spectrum: organizations with a
strong ISMS use automated, proactive metrics, whereas those with a weaker ISMS rely on
ad hoc manual audits. Based on these findings, the authors propose an analysis framework
for evaluating ISMS effectiveness, which confirms the practical demand for quantifiable,
ISO-aligned metrics. The authors further note that existing measurement approaches are
largely aligned with ISO/IEC 27001 and the measurement guidance of ISO/IEC 27004:2016,
applying indicators such as access-control effectiveness, policy compliance and mean time
to recover [20].

2.2. Regulatory Context of Telecommunications Security

The study in [21] examines the maintenance of critical telecommunications infras-
tructure under the NIS2 Directive, analyzing the technical, operational and organizational
challenges imposed by its broader requirements and proposing a conceptual compliance
framework. The work, however, does not address how the effectiveness of compliance
should be measured. Barriers to NIS2 compliance are modeled quantitatively in [22] using
the DEMATEL method: of fourteen expert-validated barriers, lack of awareness and the
evolving threat landscape emerge as the main driving factors, while inadequate risk assess-
ment and high reporting costs appear as dependent outcomes. Although methodologically
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close to the present work in its expert-driven multi-criteria treatment, the study models
barriers to compliance rather than the level of security management.

2.3. MCDM Methods in Information Security

A systematic review of MCDM methods applied to information security risk assess-
ment [23] classifies the techniques into multi-attribute utility, outranking, compromise
and other methods, documents a growing trend towards hybrid models, and calls for
new hybrids that integrate risk-assessment elements into MCDM techniques. In enter-
prise decision-making, an integrated AHP-TOPSIS framework has been proposed for
cybersecurity investment decisions [24], illustrating the widespread use of this pairing for
prioritization under conflicting criteria. A recent extension is the fuzzy framework in [25],
which combines Fuzzy AHP, Fuzzy TOPSIS, Fuzzy VIKOR and Fuzzy COPRAS through a
consensus mechanism to select cybersecurity platforms under PESTEL criteria, showing
that agreement across complementary methods yields reproducible decisions under expert
uncertainty. Unlike these frameworks, which rank external alternatives, the present work
measures the state of information security management itself.

These frameworks also illustrate the methodological limitations of current MCDM
practice in information security. Hybrid models, which combine a weighting method with
a ranking method, such as AHP with TOPSIS [24] or fuzzy AHP with several fuzzy ranking
methods [25], are increasingly common [23], but the choice of the combination is rarely
justified, although different combinations can produce different rankings. Fuzzy extensions
represent the vagueness of linguistic judgments, but the fuzzy intervals widen when experts
disagree, which compresses the differences between alternatives, as observed for Fuzzy
TOPSIS in [16]. Criteria weights are usually derived from the pairwise judgments of a small
expert panel, although the choice of weights is one of the most influential and debated steps
in the construction of composite indicators [26]. Finally, rankings are validated mainly by
their agreement across methods [25] or by rank correlation between two methods [16]; such
agreement shows that the methods are consistent with each other, but not that the result
is robust to the uncertainty of the weights and inputs, which requires an uncertainty and
sensitivity analysis [27].

Expert-based MCDM models are subject to two sources of uncertainty. The first is
the vagueness of individual expert judgments, which fuzzy MCDM methods represent by
fuzzy numbers [25]. The second is the uncertainty of the construction choices and inputs
of the model itself, including the weights, the normalization, the aggregation rule and the
input data; for composite indicators, it is assessed by uncertainty and sensitivity analysis,
in which these inputs are varied, for example by Monte Carlo simulation, and the stability
of the result is examined [26,27]. The dependence of the weights on the particular experts
consulted can be assessed by resampling the expert panel, for example by the bootstrap [28].
In the information security applications reviewed above, uncertainty is handled mainly
through consistency checks or fuzzy numbers, whereas the robustness of the final decision
to construction choices and inputs is rarely examined. The present study addresses both
sources by combining a fuzzy representation of expert judgments with resampling of the
expert panel and Monte Carlo variation in tolerable values and measurements.

2.4. Quantitative Security Assessment in 5G Networks

Few studies propose quantitative security measures designed for 5G. Zhao et al. [8]
argue that conventional IT security metrics do not capture the layered structure and
multi-ownership of 5G and propose a modular computation of security metrics, in which
cross-layer projection allows layers owned by different stakeholders to share the infor-
mation needed for metric computation; the approach is evaluated through simulation.
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Abdelrazek et al. [9] model the security lifecycle of each network function as a state ma-
chine and combine three metrics (attack-surface exposure, impact of vulnerabilities and
effectiveness of applied security controls) into a security score that can be computed per
node or aggregated over security domains or the whole network; the methodology is
illustrated with practical examples. At the product level, 3GPP security assurance specifi-
cations define test requirements for network equipment [29], and the security challenges
of 5G architectures have been systematized in [30]; neither provides an indicator of the
operational security state. These frameworks measure the technical exposure of network
functions. They do not link measurements to ISMS controls or tolerable values, and they do
not address how individual measurements should be weighted or how a violation should
be detected at the domain level.

2.5. Prior Work

The present work extends our previous study [16], in which classical single-variable
security metrics were combined into aggregated multicriteria metrics using weighting coeffi-
cients derived from expert judgment with three MCDM methods (AHP, WASPAS and Fuzzy
TOPSIS) across three ISO/IEC 27001 management domains. A verification experiment
showed that aggregated metrics provide a faster and more intelligible assessment than clas-
sical ones. The present paper extends this methodology to the telecommunications sector.

A comparative summary of these studies, together with the identified research gap, is
presented in Table 1.

Table 1. Related work and identified research gaps.

Reference Methods Research Field Measurement Focus Limitations
AHE, WASPAS, Fuzzy ICT infrastructure facilities Aggregated metrics across ~ Not validated in a.spec1f1.c sector
[16] o 3ISO/IEC 27001 (telecommunications); limited
TOPSIS (cyber sustainability) . .
management domains number of domains/methods
Systematic literature Cross-industry Certification decisions, Does not address the construction
[17] review (narrative (ISO/IEC 27001, 15 years adoption motivations, of aggregated quantitative metrics
synthesis) of research) organizational outcomes across the standard’s domains
. Five recurring governance =~ Remains conceptual; provides no
Conceptual analysis; C ind diital deficienci o P
[18] roposed ross-industry, digita eficiencies (strategy, quantitative instrument for
P transformation processes, enforcement, measuring the resulting
governance model . .
oversight, resources) security level
e 1 Quantltatlv.e sgcunty-level Tied to national regulatory profiles;
A State critical infrastructure criterion . o
AHP, expert pairwise . . X . oriented toward classification
[19] . (national confidential (CIA + observability)
compansons communication system) mapped to Functional rather than aggregated
Y ppec. ; ISO/IEC 27001 domain metrics
Security Profiles
Qualitative interviews . . KPI categorization Empirical desc.r iption of
o Cross-industry, varying s measurement practices, without a
[20] (8 organizations), KPI . . (governance, risk, incident . .
N organization sizes . formal metric-aggregation
categorization response), ISMS maturity
methodology
Conceptual framework, Telecommunications Technical, operational, and =~ Recommendations at the challenge
[21] regulatory requirements (critical infrastructure), organizational challenges  level; no quantitative methodology
analysis EU NIS2 of NIS2 compliance for assessing security effectiveness
DEMATEL, structured Cross-industry, NIS2 . 14 barrler.s to NIS2 . Models compliance barriers rather
[22] li . . implementation and their .
iterature review compliance . . than aggregated ISMS metrics
causal interdependencies
Systematic literature P o
e oMCDN S B8 Crossindusry  CiGUonafMEDM e hesbenceof ol
[23] (AHP, ANP, ELECTRE, information security risk ods app 1 : ’
information methodological rather

PROMETHEE, TOPSIS,
VIKOR)

management

security problems

than applied
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Table 1. Cont.

Reference

Methods Research Field Measurement Focus Limitations

[24]

AHP-TOPSIS

Tool for budget allocation, not for
measuring ISMS effectiveness
across standard domains

Enterprise environment Prioritization of
(investment decisions) cybersecurity investments

Fuzzy AHP + Fuzzy TOP- Cross-industry,
[25] SIS/VIKOR/COPRAS commercial
(Borda consensus) platform selection

Ranking of external
alternatives (cybersecurity
platforms) against
PESTEL criteria

Focuses on alternative selection
rather than constructing ISMS
state metrics

As Table 1 illustrates, the reviewed literature falls into two separate strands: conceptual
or expert-driven approaches to information security governance and measurement [17-21],
and MCDM-based methods applied to compliance barriers [22], information security risk
assessment [23], or the selection of external alternatives such as investment options or
security platforms [24,25]. Empirical evidence further shows that organizations typically
measure ISMS effectiveness through separate indicators rather than as an integrated system,
and that measurement practices vary considerably across organizations and sectors [20].
However, none of the reviewed studies constructs aggregated information security metrics
for 5G telecommunications infrastructure. The studies on 5G security measurement [8,9]
propose individual technical metrics but do not combine them into domain-level indicators,
while the methodology of aggregated metrics proposed in [16] has been applied only to
the management domains of ISO/IEC 27001 and has not been adapted to the telecom-
munications sector. In particular, the use of the telecommunications-specific controls of
ISO/IEC 27011 together with the measurement principles of ISO/IEC 27004 as a basis for
selecting, weighting and aggregating security metrics for 5G networks remains unexplored.

The present study addresses this gap by adapting the methodology of aggregated
metrics [16] to 5G telecommunications infrastructure. Classical security metrics are mapped
to the controls of ISO/IEC 27011 and grouped into three 5G-oriented security domains, and
their weighting coefficients are determined using the AHP, WASPAS and Fuzzy TOPSIS
methods based on expert assessment. The resulting aggregated metrics, whose tolerable
values are linked to service level agreements and security objectives, are intended to provide
telecom operators and security managers with a quantitative instrument for monitoring
the security state of each domain. Such an instrument can also support the assessment
of the effectiveness of cybersecurity risk-management measures required by the NIS2
Directive [10].

Table 2 compares the methodological properties of the quantitative frameworks dis-
cussed above with those of the present study. The MCDM frameworks [19,22,24,25]
rank or classify external alternatives rather than report the state of a system against a
reference level.

Table 2. Methodological comparison of quantitative security assessment frameworks.

Ref.

Decision Problem and Uncertainty Aggregation and
Criteria

Weighting Validation

Handling Output

Security of multi-layer,

Modular metrics with

[8] multi-owner 5G; Not used Not modelled Simulation

technical metrics

cross-layer projection

Security state of 5G network

functions; attack surface,
vulnerability impact, control domain or network

Score per node,

Not used Not modelled Practical examples

effectiveness
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Table 2. Cont.
Decision Problem and c . Uncertainty Aggregation and S
Ref. Criteria Weighting Handling Output Validation
ISMS effectiveness in three . -
. Aggregated metric Verification
[16] ISO/TEC 27001 doma}r.ls, AHP and WASPAS Fuzzy TOPSIS per domain experiment
correctness, measurability, cross-check ;
significance (compensatory) with users
i Sgcunty level of . Consistency ratio of Quar}tltatlve National confidential
critical-infrastructure systems; ; ;. security-level L
(1] confidentiality, integrity, AHP CrISp pairwise criterion communication
availability, observability judgments (compensatory) system
[22] Barriers to NIS2 compliance; DEMATEL Crisp expert Cause—effect Expert validation of
14 barriers judgments structure of barriers barriers
Cybersecurity investment Crisp pairwise TOPSIS ran'kmg of Apl:‘)hcjatlon to
o 4 P P
[24] : L e AHP . alternatives enterprise investment
options; prioritization criteria judgments .
(compensatory) decisions
. . . Fuzzy TOPSIS,
[25] Cybersecurity Plat.forms, Fuzzy AHP Triangular fuzzy VIKOR and COPRAS Agreement across
PESTEL criteria numbers . methods
with Borda consensus
Security state of three 5G Fuzzy TOPSIS; Ilustrative period,
domains; same criteria, bootstrap of experts; Compensatory A, synthetic scenarios
This study ! ! AHP and WASPAS Monte Carlo on non-compensatory E 4 !

15 metrics traceable to
ISO/IEC 27011

thresholds and
measurements

and three-level status

five alternative
MCDM methods

Except for the causal analysis in [22], they aggregate the criteria compensatorily, so

that a deficiency in one criterion can be offset by the others [26]. They treat uncertainty, if
at all, through consistency checks or fuzzy numbers, without examining how uncertainty
in weights and inputs affects the final decision [27]. The 5G frameworks [8,9] compute
technical scores without expert weighting. None of them combines standard-traceable
metrics, tolerable values, a non-compensatory decision rule and an explicit analysis of how
uncertainty affects the final decision.

3. Materials and Methods

This section presents the methodology of the proposed approach for assessing infor-
mation security in 5G telecommunications infrastructure. It introduces the conceptual
framework, compares the relevant ISO/IEC standards, and defines the proposed 5G se-
curity domains. Classical security metrics are then selected and classified, evaluated
using expert-defined quality criteria, and ranked and weighted using MCDM methods.
Finally, the selected metrics are combined to construct aggregated security metrics for each
security domain.

3.1. Conceptual Framework

Figure 1 presents the overall architecture of the proposed framework for assess-
ing information security in 5G telecommunications infrastructure using aggregated
security metrics.

The framework extends the multicriteria aggregation approach introduced in our
previous study [16], where classical information security metrics were evaluated and com-
bined using AHP, WASPAS, and Fuzzy TOPSIS. In that study, the AHP method was used
to determine the weights of the metric quality criteria, while WASPAS was subsequently
applied to rank the classical security metrics; Fuzzy TOPSIS provided an alternative eval-
uation path based on linguistic expert assessments. The present framework retains this
MCDM-based aggregation principle but adapts and extends it to the security assessment of
5G telecommunications infrastructure.
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The first layer of the framework establishes the standards-based foundation of the
assessment. ISO/IEC 27001:2022 provides the general ISMS requirements and security
controls, while ISO/IEC 27011 provides telecommunications-specific guidance for the
implementation of information security controls. ISO/IEC 27004 provides the measure-
ment perspective required for monitoring, measurement, analysis, and evaluation of in-
formation security. Accordingly, the proposed framework does not replace the control
structure defined by the standards; instead, it introduces a measurement and aggregation
layer for translating security-related observations from 5G infrastructure into quantitative

security indicators.

Standards

ISO/IEC 27001: 2022 ISO/IEC 27011: 2024 ISO/IEC 27004

Information security Information security controls Information security

management system for telecommunication monitoring, measurement,

(requirements) organization analysis and evaluation
o o oS i o’ s it o . s . s (5 e S ) i o ] o o s e Yo o i o ] s o ! o o e e’ s
I 5G Network Infrastructure (object of measurement) :
1
I Transport 5G Core: Edge/Cloud: Management & :
1 User equipment Network: ; MEC, cloud Orchestration: OSS/BSS,
1 (UE) RAN (gNB) Fronthaul/ Gr;l;l’ ihé:::’ ::;:’SFE’: infrastructure, OAM, Network :
1 Midhaul/Backhaul ’ ’ applications management, SOC, SIEM
1 1 i .:
Network and Data transmission Operational Security Infrastructure and Access security
Security
I | |
L 2

Expert assessment of metrics (ISO/IEC 27004)

Expert Panel: telecom and information security certified Evalvationcfeachineticihvioualityoritona

specialists |

Correctness

Measurability | Significance I

MCDM-based aggregation and ranking

1 1 1

1

1 AHP: Determination of criteria WASPAS: Ranking of classical : : Fuzzy TOPSIS: Evaluation and ranking using fuzzy
: weights metrics : : expert assessments

1 1 1

Aggregated security metrics for 5G

A;: Networkand Data A,: Operational Security A;: Infrastructurt_a and Access
Transmission Security Security

Figure 1. MCDM-based aggregation approach for 5G Network Infrastructure.

The second layer defines the 5G infrastructure as the object of measurement. The
considered infrastructure comprises User Equipment (UE), the Radio Access Network
(RAN/gNB), the transport network, including fronthaul, midhaul, and backhaul, 5G Core
functions, Edge/Cloud infrastructure, including multi-access edge computing (MEC), and
Management and Orchestration systems [6]. Rather than assessing these components
independently, security measurements obtained from them are mapped to three security
domains specifically defined for the 5G environment: Network and Data Transmission
Security, Operational Security, and Infrastructure and Access Security. This mapping
establishes an explicit relationship between the physical and logical components of the 5G
architecture and the security metrics used for their assessment.

The Network and Data Transmission Security domain consolidates metrics characteriz-
ing the security of communications and data flows across UE, RAN, transport, and 5G Core
components. The Operational Security domain incorporates metrics related to the secure
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operation and maintenance of 5G network functions and services, including configuration,
monitoring, vulnerability management, incident handling, and service continuity. The
Infrastructure and Access Security domain covers metrics associated with the protection
of network elements, virtualized and cloud resources, identity and access management,
privileged access, and management and orchestration functions. Thus, the three domains
provide a 5G-oriented classification of classical security metrics rather than reproducing
the thematic grouping of controls defined in ISO/IEC 27001:2022.

The next stage performs a two-round expert assessment of the classical metrics. In
the first round, telecommunications and information security specialists select the most
important candidate metrics in each domain. In the second round, the selected metrics are
evaluated according to three quality criteria: correctness, measurability, and significance.
These criteria are inherited from the methodology used in our previous study [16], in
which they were employed to determine the suitability and relative importance of classical
information security metrics. The expert assessment therefore provides the input data for
the subsequent multicriteria analysis.

The MCDM layer implements two complementary evaluation paths based on the
methodology proposed in [16]. In the first path, AHP is applied to determine the relative
weights of the quality criteria, followed by WASPAS to rank the classical security metrics.
In the second path, Fuzzy TOPSIS is used to evaluate and rank the metrics using fuzzy
representations of expert judgments. This combination was originally introduced for
constructing aggregated information security metrics from classical metrics and their
weighting coefficients. In the proposed framework, the same principle is applied separately
within each of the three 5G security domains.

Finally, the highest-ranked classical metrics and their corresponding weights are com-
bined to form three aggregated 5G security metrics: Al for Network and Data Transmission
Security, A2 for Operational Security, and A3 for Infrastructure and Access Security. In
contrast to individual classical metrics, which characterize specific security parameters, the
aggregated metrics provide domain-level assessments that integrate several heterogeneous
measurements into a more compact representation of the security state. The underlying
aggregation concept follows our earlier definition of an aggregated security metric as a
combination of multiple classical metrics whose contributions are differentiated through
weighting coefficients.

3.2. Comparative Analysis of ISO/IEC Standards and Definition of 5G Security Domains

Table 3 summarizes the roles of ISO/IEC 27001:2022 [12], ISO/IEC 27011:2024 [13],
and ISO/IEC 27004 [14] in the proposed framework and shows how their requirements
and guidance are used to define, measure, and classify information security metrics for 5G
telecommunications infrastructure into three security domains.

Compared with ISO/IEC 27001:2013, ISO/IEC 27001:2022 substantially restructures
Annex A by replacing the previous 14 control domains with four thematic categories: orga-
nizational, people, physical, and technological controls [12,31]. The total number of controls
was reduced from 114 to 93, primarily through consolidation, while 11 new controls were
introduced to address emerging security areas, including threat intelligence, information
security for use of cloud services, ICT readiness for business continuity, configuration
management, data leakage prevention, monitoring activities, and secure coding [12,31].
This restructuring changes the organization of the control baseline but does not elim-
inate the need to measure and evaluate the effectiveness of implemented information
security controls.

ISO/IEC 27001:2022 establishes the requirement for monitoring and evaluating ISMS
performance but does not prescribe a specific methodology for constructing security met-
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rics. Hence, ISO/IEC 27004 is used as the measurement basis of the proposed framework,
providing guidance for defining measurement objects, base and derived measures, indica-
tors, and procedures for data collection, analysis, interpretation, and reporting [14]. For
telecommunications organizations, this generic measurement framework is complemented
by ISO/IEC 27011:2024, which provides sector-specific guidance for applying information
security controls in the telecommunications environment [13].

Table 3. Comparative Analysis of ISO/IEC Standards and Definition of 5G Security Domains.

Standard

Role in the Proposed Framework

Relevant Aspects

Contribution to the Metric
Domains

ISO/IEC 27001:2022 [12]

General ISMS requirements and
control baseline

93 controls grouped into
organizational, people, physical,
and technological themes

Provides the general control
framework from which
measurable security aspects are
identified

ISO/IEC 27004 [14]

Information security
measurement framework

Selection of measurement objects;
base and derived measures;
indicators; data collection,
analysis, interpretation, and
reporting

Provides the methodological basis
for defining and evaluating
classical security metrics

ISO/IEC 27011:2024 [13]

Telecommunications-specific
security guidance

Telecommunications networks
and services, communication
infrastructure, service availability,
data transmission and
sector-specific security
requirements

Provides the sector-specific basis
for adapting and selecting metrics
applicable to 5G
telecommunications
infrastructure

Proposed framework

5G-oriented classification and

Mapping of measurable security
aspects to 5G infrastructure

Groups classical metrics into
Network and Data Transmission
Security, Operational Security, and

aggregation of security metrics components
P Infrastructure and Access Security

Based on the complementary roles of these standards, the proposed framework intro-
duces a 5G-oriented classification of classical information security metrics. Rather than
reproducing the four control themes of ISO/IEC 27001:2022, measurable security parame-
ters associated with UE, RAN, transport network, 5G Core, Edge/Cloud, and Management
and Orchestration are organized into three functional domains: Network and Data Trans-
mission Security, Operational Security, and Infrastructure and Access Security. These
domains form the basis for the subsequent expert assessment, MCDM-based ranking, and
construction of aggregated 5G security metrics.

Figure 2 presents the general measurement model in accordance with the ISO/IEC 27004
standard [14]. Using this model, together with the industry-specific standard ISO/IEC
27011, we build a table of classic metrics for a telecom organization providing 5G services.

Base measure Derived measure Indicator Decision

Raw value from Function combining Analytical model criteria

a measurement two or more base applied to derived Targets to
method measures measures trigger action

Figure 2. ISO/IEC 27004 measurement chain.

Measurable
attribute
Property tied to an
ISO 27011 control

The transformation of security controls into measurable indicators follows the mea-
surement principles of ISO/IEC 27004 [13]. For example, for a vulnerability management
control applied to a 5G Core network function, the numbers of detected and remediated
vulnerabilities are used as base measures. These values can be combined into a derived
measure, such as the percentage of vulnerabilities remediated within the specified time,
which is then interpreted against a predefined threshold as a security indicator.
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3.3. Selection and Classification of Classical Security Metrics for 5G

Classical security metrics were selected by correlating the telecommunications-specific
security controls of ISO/IEC 27011:2024 with the measurement principles of ISO/IEC 27004.
For each relevant security control, a measurable property of the corresponding 5G infras-

tructure component was identified and expressed as a quantitative metric. The resulting

metrics were then classified into the three security domains proposed in this study: Net-

work and Data Transmission Security, Operational Security, and Infrastructure and Access

Security. Table 4 presents the results of the selection and classification of classical informa-

tion security metrics for 5G telecommunications infrastructure based on ISO/IEC 27011
and the measurement principles of ISO/IEC 27004.
Each metric is assigned an identifier Mx.y, where x denotes the domain and y the

number of the metric within the domain; these identifiers are used in all subsequent tables.

Table 4. Classical security metrics for 5G infrastructure mapped to ISO/IEC 27011.

ISO/IEC 27011 Security

Proposed Domain Area/Control

5G Measurement Object

Classical Security Metric ID

8.14 Redundancy of information
processing facilities

530 ICT readiness for business RAN/Transport/5G Core Network availability, % Mil.1
continuity
5.29 Information security during
disruption Service downtime,
5.30 ICT readiness for business RAN/Transport/Core min/month Mi.2
continuity
8.20 Network security . o
8.24 Use of cryptography Transport/Core Secure connections, % M1.3
8.16 Monitoring activities
Annex A (controls for protection RAN/Core/Edge Detected netwo.rk attacks, M1.4
Network and Data . No./period
.o . against attacks)
Transmission Security
8.20 Network security Successful network
5.25 Assessment and decision on RAN/Core/Edge o M1.5
X . R attacks, %
information security events
5.41 TEL Response to DoS/DDoS RAN/Core DoS/DDoS 1r}c1dents, ML6
attacks No./period
5.26 Response to information
security incidents Mean time to recover
5.30 ICT readiness for business RAN/Core network service, min M1.7
continuity
5.14 Information transfer Transmission securit
5.42 TEL Non-disclosure of Transport/Core FanSMISSION Security M1.8
.. violations, No./period
communication content
8.8 Management of technical Detected vulnerabilities,
vulnerabilities RAN/Core/MEC/0OSS No./period M21
8.8 Management of technical Vulnerabilities remediated
vulnerabilities RAN/Core/MEC/0OSS within target time, % M2.2
8.9 Configuration management Unauthorized
’ RAN/Core/OSS configuration changes, M2.3
8.32 Change management .
No./period
Operational Security
. . Compliant
8.9 Configuration management RAN/Core/OSS - . o M2.4
configurations, %
8.15 Logging Security events detected,
8.16 Monitoring activities Core/MEC/OSS/SIEM No./period M2.5
5.25 Assessment and decision on Mean time to detect
information security events All 5G components M2.6

8.16 Monitoring activities

(MTTD), min
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Table 4. Cont.

ISO/IEC 27011 Security

Proposed Domain Area/Control 5G Measurement Object Classical Security Metric ID
5.26 Response to information
security incidents Mean time to respond
5.45 TEL Coordination of All 5G components b M2.7
. . R (MTTR), min
information security incident
Operational Security management
8.8 Management of technical
vulnerabilities Systems with current
8.19 Installation of software on RAN/Core/MEC security updates, % M28
operational systems
5.15 Access control Unauthorized access
8.5 Secure authentication UE/Core/OSS attempts, No./period M3.1
5.18 Access rights Core/MEC/OSS Inappropna.te / °b§ olete M3.2
access rights, %
8.2 Privileged access rights Privileged accounts
5.18 Access rights Core/OSS reviewed, % M3.3
8.5 Secure authentication Failed authentication
5.17 Authentication information UE/Core attempts, % M3.4
7.1-7.4 Physical security
perimeters, physical entry, and
physical security monitoring . o
7.15-7.19 TEL Protection of RAN sites/Core facilities | (y®ical security incidents, M35
- e No./period
Infrastructure and Access telecommunications facilities,
Security equipment rooms, and
equipment sites
7.8 Equipment siting and Security-related
protection RAN/Core/MEC infrastructure failures, M3.6
7.11 Supporting utilities No./period
5.23 Information security for use of Non-compliant
cloud services MEC /Cloud/Core . p o M3.7
X . virtual/cloud assets, %
8.9 Configuration management
Unauthorized
8.22 Segregation of networks OAM/OSS/BSS management-interface M3.8

8.2 Privileged access rights

access attempts,
No./period

3.4. Quality Criteria of Security Metrics as the Basis for Aggregation

This research adopts three quality criteria of security metrics as the basis for aggrega-
tion: correctness, measurability, and significance. The choice of the above quality criteria is
based on the work [32], in which the author combined a literature analysis with an expert
survey and interviews with 141 experts from 21 countries and identified 19 quality criteria
for security metrics. He designated these three as foundational. According to his findings,
they form the basis for the credibility and sufficiency of security metrics and the associated
measurements, and the remaining criteria are derived from or supplementary to them.

More recent studies confirm the relevance of this set of criteria. The authors of [33]
developed a framework for constructing metrics for security operations centers (SOCs)
and used the criteria of [32] as mandatory quality requirements for a metric. Their model
groups the detailed characteristics under these criteria:

e  Correctness is expressed through granularity, completeness, objectivity, and unbiasedness;

e  Measurability is expressed through data availability and reproducibility;

e Significance is expressed through impact on activities, clarity of interpretation,
and comparability.

The authors emphasize that correctness is the most important quality criterion and
is achieved by reducing subjectivity and bias [33]. Their scheme also includes a fourth
criterion, usability. However, it concerns the practical deployment of a metric (porta-
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bility, scalability, presentability) rather than its credibility, and is therefore not decisive
for aggregation.

The authors of [34] carried out a systematic selection of security metrics for industrial
cyber—physical systems. Starting from 278 metrics collected from the literature, filtering
and validation produced a final set of 32 metrics. The selection relies on characteristics
traceable to Savola’s work, and validation uses the Conditions for Sound Security Metrics
(CSSM). Its three conditions correspond in meaning to the criteria of [32]:

o A well-defined metric corresponds to correctness;

e A reproducible metric corresponds to measurability;

e A progressive metric, whose value evolves consistently with the actual level of security,
corresponds to significance.

The authors of [34] note in their conclusion that an important condition for an aggre-
gate metric is the soundness of each classical metric it comprises. It follows that the quality
of an integral assessment is determined by the quality of its components. The aggregation
criteria should therefore verify the fundamental properties of each classical metric.

Thus, the choice of the three criteria is justified as follows:

e  Correctness ensures that a metric reflects the security property being assessed, fully
serves its intended purpose, and is not distorted by subjective judgment. An incorrect
individual metric introduces systematic error into the aggregate assessment.

e  Measurability ensures that the input data are available and that results can be repro-
duced by different evaluators under different conditions. Without it, aggregation is
technically impossible, and results cannot be compared over time or across systems.

e  Significance ensures that a metric’s value can be interpreted and is linked to the actual
level of security and to the decision-maker’s objectives. Without it, the aggregate
assessment loses its practical value for security management.

All three criteria rest on expert consensus [32] and recur consistently in recent research
across different domains, namely SOCs [33] and industrial enterprises [34]. They can
therefore be regarded as a well-founded and robust basis for aggregating security metrics.

3.5. Methodology Stages and Expert Assessment Procedure

The assessment presented in this section is based on the methodology for constructing
aggregated information security metrics proposed by Abdiraman et al. [16]. According to
this methodology, an aggregated metric is formed from several classical security metrics
combined with weighting coefficients, which are determined using multi-criteria decision-
making methods based on expert assessment. In [16], the methodology was applied to the
information security management domains of ISO/IEC 27001; in this study, it is adapted
to 5G networks using classical metrics mapped to the controls of ISO/IEC 27011. The
procedure consists of four stages: (1) definition of the alternatives, i.e., expert selection of
the most important classical security metrics in each domain; (2) definition of the evaluation
criteria based on the three quality criteria of security metrics identified by Savola [32]:
correctness, measurability and significance; (3) determination of the criteria weights by
the AHP method and calculation of the weighting coefficients of the classical metrics
in the aggregated metrics by the WASPAS method; and (4) calculation of the weighting
coefficients by the Fuzzy TOPSIS method as an alternative solution for verifying the results
obtained at the third stage.

The expert assessment was carried out in two rounds using online questionnaires
(Google Forms) in August 2026. Participation was voluntary and anonymous; the experts
were informed about the purpose of the study and the use of their responses in aggregated
form only. Specialists in information security and telecommunications were invited through
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professional networks of the authors, including telecom operators, security integrators,
equipment vendors and academic institutions.

The first stage of the methodology involved defining the alternatives, which are the
most relevant classical security metrics selected from those presented in Table 4. In the first
round, the experts provided information on their field of activity, position, professional
experience, experience with 5G networks and self-assessed competence in security metrics
(on a 10-point scale). Each expert then rated the importance of the 24 classical metrics
listed in Table 4 on a 1-5 scale and selected the five most important metrics in each domain.
The selection frequency of each metric was used as the main selection criterion, with ties
resolved by the mean importance score. The agreement among experts was assessed using
Cochran’s Q test for the binary selection data and Kendall’s coefficient of concordance W
for the importance ratings.

The metrics included in each aggregated metric were determined by the experts as
the most important for the corresponding domain. In the first round, each retained metric
was selected by the majority of the panel (58-95% of the experts) and received a high mean
importance score (4.21-4.84 on the 1-5 scale, Table 5); the agreement among experts on the
selection was statistically significant in two of the three domains (Cochran’s Q, Table 5). In
the second round, the experts directly involved in 5G confirmed the quality of the selected
metrics with respect to correctness, measurability and significance. Because all candidate
metrics were derived from relevant controls of ISO/IEC 27011, most of them were rated as
important (mean scores of 3.89—4.84), so the absolute ratings alone could not discriminate
between them; the experts were therefore also asked to select a fixed number of five metrics
per domain, which elicits their relative priorities. The experts did discriminate between
the candidates: selection frequencies ranged from 21% to 95%. A small number of selected
metrics also keeps the evaluation in the second round within the number of elements that
experts can assess consistently [35,36]. The effect of the selection on the results is examined
in Section 4.1, where the selection is repeated without the experts lacking 5G experience,
and in Section 4.6, where each metric is removed in turn.

The second stage of the methodology involved defining the evaluation criteria. Rather
than conducting a separate expert selection of criteria, the quality criteria of security metrics
substantiated in [32] were adopted. Their relevance has been confirmed by more recent
studies on security metrics for security operations centers [33] and industrial cyber—physical
systems [34], and the same criteria were applied in the methodology of [16].

Table 5. Results of the expert assessment of classical 5G security metrics.

Selection

ID Classical Security Metric Mean Score SD Median Rank

Frequency, 1 (%)

Network and Data Transmission Security

M1.1 Network availability, % 18 (95) 4.84 0.50 5 1
M1.2 Service downtime, min/month 14 (74) 4.74 0.56 5 2
M1.3 Secure connections (TLS/IPsec), % 11 (58) 442 0.84 5 5
M14 Detected network attacks, No./period 11 (58) 4.21 0.92 4 6
M1.5 Successful network attacks, % 12 (63) 4.42 0.96 5 4
M1.6 DoS/DDoS incidents, No./period 6 (32) 437 0.83 5 8
M1.7 Mean time to.recovgr network 14 (74) 4.68 0.48 5 3
service, min
M1.8 Transmission security violations, 9 (47) 437 076 5 -

No./period

Agreement: Cochran’s Q = 17.86, p = 0.013; Kendall’'s W = 0.117, p = 0.030
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Table 5. Cont.
ID Classical Security Metric Selection o Mean Score SD Median Rank
Frequency, 1 (%)
Operational Security
M2.1 Detected vulnerabilities, No./period 12 (63) 4.21 0.92 4 6
M2.2 Vulnerabilities re'medlfted within 13 (68) 447 0.84 5 2
target time, %

M2.3 Unauthorized conf1g1.1rat1on changes, 9 (47) 447 0.61 5 v

No./period
M2.4 Compliant configurations, % 13 (68) 4.42 0.77 5 4
M2.5 Security events detected, No./period 7 (37) 4.05 0.91 4 8
M2.6 Mean time to detect (MTTD), min 13 (68) 4.21 0.98 5 5
M2.7 Mean time to respond (MTTR), min 13 (68) 4.47 0.90 5 2
M2.8 Systems with curreont security 15 (79) 453 0.84 5 1

updates, %

Agreement: Cochran’s Q =9.21, p = 0.238; Kendall’'s W = 0.041, p = 0.613
Infrastructure and Access Security

M3.1 Unauthorized acc?ss attempts, 11 (58) 421 1.03 5 6

No./period
M3.2 Inappropriate/ ob;olete access rights, 15 (79) 437 076 5 2
M3.3 Privileged accounts reviewed, % 12 (63) 4.68 0.58 5 4
M3.4 Failed authentication attempts, % 4 (21) 3.89 0.99 4
M35 Physical securlty incidents, 9 (47) 430 075 4 7

No./period

Security-related infrastructure

M3.6 failures, No./period 18 (95) 4.68 0.67 5 1
M3.7 Non-compliant V:;tual/ cloud assets, 14 (74) 440 0.69 5 3
M3.8 Unauthorized management-interface 12 (63) 437 076 5 5

access attempts, No./period

Agreement: Cochran’s Q = 24.14, p = 0.001; Kendall’'s W = 0.097, p = 0.075

The third and fourth stages were based on the second round of the survey. Only
experts directly involved in 5G, either in operating, designing or securing 5G networks or
in 5G research and teaching, were invited to the second round. In this round, the experts
compared the three quality criteria pairwise on Saaty’s 1-9 scale for the AHP method and
evaluated the importance of the criteria and the selected classical metrics with respect to
each criterion using seven linguistic terms (VL, L, BA, A, AA, H, VH) for the WASPAS and
Fuzzy TOPSIS methods. The consistency of the individual pairwise comparison matrices
was checked using the consistency ratio.

3.6. MCDM Methods for Constructing Aggregated Security Metrics

This section describes the calculation procedures used at the third and fourth stages of
the methodology. The AHP method was applied to determine the weights of the quality
criteria, the WASPAS method to calculate the weighting coefficients of the classical metrics,
and the Fuzzy TOPSIS method to verify these coefficients. The detailed computational
steps of all three methods follow [16]; therefore, only the key expressions required for
interpreting the results are given below.
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The individual judgments of the experts were aggregated by the geometric mean into
the group pairwise comparison matrix G (Table 6). The consistency of the individual and
aggregated matrices was evaluated using the consistency index (CI) and the consistency
ratio (CR) [16]:

7 Amax — N

Cl
R=—
CR= 5y, @

where A4y is the principal eigenvalue of the pairwise comparison matrix, 7 is the number
of criteria (n = 3), and RI is the random index (RI = 0.58 for n = 3). A matrix is considered
consistent if CR < 0.10.

Table 6. Pairwise comparison matrices of the experts (E1-E9) and the aggregated matrix G.

El C M S E2 C M S E3 C M S

C 1 5 1 C 1 3 1/3 C 1 2 1/2
M 1/5 1 1/7 M 1/3 1 1/9 M 1/2 1 1/4
S 1 7 1 S 3 9 1 S 2 4 1

E4 C M S E5 C M S E6 C M S

C 1 5 1/4 C 1 4 1/4 C 1 5 1/4
M 1/5 1 1/8 M 1/4 1 1/7 M 1/5 1 1/9
S 4 8 1 S 4 7 1 S 4 9 1

E7 C M S E8 C M S E9 C M S

C 1 3 1/3 C 1 3 1/2 C 1 5 1

M 1/3 1 1/8 M 1/3 1 1/4 M 1/5 1 1/7
S 3 8 1 S 2 4 1 S 1 7 1

G C M S

C 1 3.72 0.42

M 0.27 1 0.15

S 2.36 6.73 1

The criteria weights obtained by the AHP method were used to calculate the weighting
coefficients of the classical metrics by the WASPAS method, which combines the weighted
sum model (WSM) and the weighted product model (WPM) [16]. For each domain, a
decision matrix X = [x;;]Jm X n was formed, where the alternatives are the selected classical
metrics (m = 5) and the criteria are correctness, measurability and significance (1 = 3). The
linguistic assessments of the experts were converted into numerical values according to
the scale given in [16] (from VL = 0 to VH =9), and the element x;; was calculated as the
average assessment of the i-th metric with respect to the j-th criterion over all experts.

Since a higher assessment indicates higher quality of the metric for all three criteria,
all criteria were treated as beneficial, and the decision matrix was normalized as follows:

— Xij

Xii = 3
g maxl-xi]- ( )

where ;ij is the normalized value of x;;. The first optimality criterion, based on the
WSM, and the second optimality criterion, based on the WPM, were then calculated for
each metric:

1) _yn 3y
Qi =iy Xijwj )

Q” =TT, <§ij> J 5)
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where w; is the weight of the j-th criterion obtained by the AHP method. The generalized
optimality criterion of the i-th metric was calculated as a weighted combination of the
two criteria:

Q="+ -0nQ% re1] (6)

where A = 0.5, in accordance with [16]. Finally, the generalized optimality criteria were
converted into the weighting coefficients of the classical metrics in the aggregated metric of
each domain: 1009
K, = 2100% 7)
Zi:1 Qi
where K,; is the weighting coefficient of the i-th classical metric in the aggregated metric
and m is the number of metrics in the domain. These weighting coefficients are then used
to calculate the aggregated metric of each domain using Formula (10).

To verify the results obtained by the WASPAS method, the weighting coefficients of
the classical metrics were also calculated by the Fuzzy TOPSIS method, which takes into
account the uncertainty of expert judgments by representing linguistic assessments as
triangular fuzzy numbers [16]. The experts evaluated both the importance of the quality
criteria and the selected classical metrics with respect to each criterion using the same seven
linguistic terms (VL, L, BA, A, AA, H, VH), which were converted into triangular fuzzy
numbers according to the scale given in [16]. The construction of the fuzzy decision matrix,
its normalization and weighting, the determination of the fuzzy positive and negative ideal
solutions and the calculation of the distances d;" and d;~ were performed according to the
procedure described in detail in [16]. Based on these distances, the closeness coefficient of
each metric was calculated:

CC; = _ 4 i=1,2 m 8)
bodf +d T
where m is the number of metrics in the domain. A higher value of CC; indicates that the
metric is closer to the ideal solution. The closeness coefficients were then converted into
the weighting coefficients of the classical metrics in the aggregated metric:

CC; - 100%

Ko = ,
at ;fn:1CCi

©)
where K,; is the weighting coefficient of the i-th classical metric in the aggregated metric of
the corresponding domain.

The weighting coefficients obtained by the WASPAS and Fuzzy TOPSIS methods
were then compared to assess the stability of the ranking of the classical metrics and the
consistency of the resulting aggregated metrics.

Each computational choice follows from the measurement purpose. Geometric-mean
aggregation of individual pairwise matrices preserves the reciprocal property of the Saaty
scale and is the usual procedure for group AHP [16]. Linear max normalization (Formula
(3)) keeps the normalized scores proportional to the expert assessments, which matters
because these scores are converted into weights; vector and sum normalization give the
same weights within 0.01 percentage points (Section 4.6). WASPAS was chosen because
the joint use of the additive and multiplicative models is more accurate than either model
alone [37], and A = 0.5 gives both models equal influence. Fuzzy TOPSIS was retained as
an independent path that represents the spread of expert judgments by triangular fuzzy
numbers. Crisp TOPSIS was not used to derive weights because, with five alternatives, it
assigns a closeness close to zero to the lowest-rated metric and would practically exclude a
metric selected by the experts (Section 4.6). The ranking of the metrics serves only for inter-
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pretation: the aggregated metrics depend on the weighting coefficients, not on the ranks, so
near-ties in the ranking do not affect the assessment of a domain. Uncertainty is treated at
three levels: the vagueness of expert judgments by fuzzy numbers, the dependence on the
composition of the panel by leave-one-out and bootstrap resampling (Section 4.2), and the
uncertainty of tolerable values and measurements by Monte Carlo analysis (Section 4.6).
The aggregated security metric of each domain was calculated using the formula

a:
ln:l (I\I;Kal> 1

n n

proposed in [16]:

f= (10)

where f is the aggregated metric of the domain, 4; is the current value of the i-th classical
metric, N,; is its tolerable value set by the organization, K,; is the weighting coefficient of
the i-th classical metric obtained by the WASPAS or Fuzzy TOPSIS method and # is the
number of classical metrics in the aggregated metric. When applying this formula, the
weighting coefficients must sum to 100%:

L Kai = 100%. (11)

In this study, the tolerable values N,; are defined based on published service level
agreements (SLAs) of telecom operators and information security objectives, which specify
the acceptable levels of service unavailability, recovery time and incident handling. This is
consistent with the ISO/IEC 27004 principle of interpreting measurement results against
predefined target values [14].

Formula (10) assumes that an increase in the value of a classical metric indicates a
deterioration of security. Several of the selected 5G metrics, however, have the opposite
direction (e.g., network availability, secure connections, privileged accounts reviewed). For
such metrics, a; is taken as the complementary value (100% minus the metric value), for
example, service unavailability instead of network availability, and N; is the corresponding
tolerable level defined as described above. Thus, for all metrics, the ratio a;/N,; equals 1
when the metric is at its tolerable level, is less than 1 when the metric is better than required
and exceeds 1 when the tolerable level is violated. Accordingly, f = 0 when all classical
metrics are at their tolerable levels, negative values of f indicate that the security state of
the domain is better than required, and positive values indicate a violation of the tolerable
levels that requires attention.

3.7. Non-Compensatory Exceedance Indicator and Status Rule

The indicators introduced in this section belong to the aggregation stage of the method:
the weighting coefficients K,; obtained by WASPAS and Fuzzy TOPSIS (Section 3.6) enter
them as fixed parameters, and the measured values of the metrics are evaluated against the
tolerable values set by the organization. The distance-based logic of TOPSIS is not used
for this purpose, because it measures deviations from the best attainable value in both
directions and relative to the other alternatives, whereas the status of a domain must be
assessed against a fixed tolerable level and must distinguish violations from reserves.

Formula (10) belongs to the class of additive aggregation rules, which assume that the
components of a composite indicator are fully substitutable: a shortfall in one component
can be offset by a surplus in another [26,38]. Because the weighting coefficients sum to
one, the sign of the aggregated metric is determined by the weighted mean of the relative
deviations of the metrics from their tolerable values, where the ratio r; = If,—; exceeds one
when the i-th metric violates its tolerable value and is below one when it pérforms better
than required. A metric that violates its tolerable value can therefore be offset by metrics
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that perform better than required. In security monitoring, such offsetting hides exactly the
violations that require corrective action.

Several approaches have been proposed to limit compensation in composite indicators.
Munda and Nardo [38] replace additive aggregation with non-compensatory rules derived
from multi-criteria analysis and social choice. Mazziotta and Pareto [39] keep an additive
mean but subtract a penalty proportional to the imbalance between components. A third
approach censors each component at a reference level, so that only deviations on one side of
the threshold enter the indicator. A well-known example is the family of poverty measures
of Foster, Greer and Thorbecke [40]. In these measures, each individual contributes the
relative shortfall of income below the poverty line, (z — y;)/z, and individuals above the
line contribute zero, so that their surplus cannot reduce measured poverty.

Following the censoring approach of [40], we separate the relative deviations of
the metrics into exceedances and reserves. The relative exceedance of a tolerable value,
max(r; — 1, 0), plays the role of the relative shortfall (z — y;)/z in [40], and metrics within
their tolerable levels contribute zero. The exceedance indicator E and the reserve indicator
R of a domain are defined as

1 n a; 1 n a;
E = Ezlzl Kﬂimax(I\]; - 1/ 0>/ R = ﬁzl::l Ku,'max <1 - Ni;'/ 0> (12)
where K,;, a;, N, and n are defined as in Formula (10). The aggregated metric of
Formula (10) then decomposes as

A=E—-R (13)

The weighting coefficients K,; and the factor 1/# are retained from Formula (10), so
that E and A are expressed on the same scale. E corresponds to the case « = 1 of [40], i.e., the
weighted mean relative exceedance. Higher powers of the exceedance, as for & = 2 in [40],
would weight large violations more strongly. We use « = 1 to keep E directly comparable
with A.

Formula (13) makes the compensation in Formula (10) explicit: a domain is classified
as acceptable by A whenever its reserve R exceeds the exceedance E, regardless of how
large the exceedance is. E = 0 if and only if no metric of the domain exceeds its tolerable
value. Its value grows with the weighted size of the violations, and performance better
than required cannot reduce it.

The two indicators are combined into a three-level status: acceptableif A <(0and E = 0;
attention if A < 0and E > 0, i.e., the domain as a whole is within its tolerable level, but at
least one metric is violated; and corrective action if A > 0. An operator may additionally
designate critical metrics, for example the share of successful network attacks (M1.5) or
unauthorized management-interface access attempts (M3.8), whose violation leads to
corrective action regardless of A. This follows the argument of Munda and Nardo [38]
that complete compensability among indicators is often undesirable, because very poor
performance in an individual indicator should not be concealed by good performance in
others. A remains informative as a measure of the overall margin of the domain, while E
and the status rule ensure that no violation is hidden.

The complete procedure, from the selection of metrics to the status of each domain, is
shown in Figure 3. Stages I and II are performed once and repeated only when the expert
panel or the metric set changes (Step 9); Stage Ill is performed in each reporting period.
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Stage I. Metric definition

Stage Il. Expert assessment and weighting (performed once)

Step 1. ISO/IEC 27011 controls — ISO/IEC 27004 base and derived measures
24 classical metrics assigned to three 5G security domains

Step 2. Round 1 (19 experts): importance ratings, five metrics per domain
Selection frequency and mean score; Cochran's Q, Kendall's W — 15 metrics

v

Step 3. Round 2 (nine 5G experts): pairwise comparison of C, M, S
AHP, CR < 0.10, geometric mean — criteria weights w (Formulas (1), (2))

v

Step 4. Linguistic ratings of the metrics — decision matrix X, normalization (Formula (3))

Stage lll. Monitoring (each reporting period)

Step 5a. WASPAS check Step 5b. Fuzzy TOPSIS
Formulas (4)-(7) Formulas (8), (9)
I—V g----------- U
( Weighting coefficients K; >

Step 6. Tolerable values N,
SLA, security objectives or baseline;
direction harmonized: r; > 1 = violation

Measured values a,
for the reporting period

! ! |

Step 7. r; = a/N;; A (Formula (10)); E and R (Formula (12))
A=E - R (Formula (13))

A >0, or a critical metric
with r, > 1?

Corrective action ]—

Attention

A

y

Acceptable Step 8. Drill down
to metrics with r; > 1

Step 9. Expert panel or metric set changed:

__________ repeat Steps 3-5;

review tolerable values N, at least annually

Figure 3. Workflow for constructing and using the aggregated 5G security indicators.

4. Results
4.1. Expert Selection of Classical 5G Security Metrics

The first round of the survey involved 19 experts, including information security and

telecommunications specialists from Kazakhstan. Most experts represented the industry:

security integrators and consulting companies (7 experts, 37%), telecom operators and

service providers (6, 32%), and telecom equipment and software vendors (2, 11%). Two ex-

perts (11%) were from academia, and two (11%) were from in-house information security

departments. In terms of position, 8 experts (42%) held managerial roles (CISO, head of

the security or network department), 6 (32%) were security or network engineers, 2 (11%)

were security analysts, 2 (11%) were researchers or lecturers, and one was an auditor. Most
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experts had substantial professional experience: 6-10 years (8 experts, 42%) or more than
10 years (6, 32%); 4 experts (21%) had 3-5 years and one had less than 3 years of experience.
Regarding 5G networks, 2 experts (11%) were directly involved in operating, designing
or securing 5G networks, 3 (16%) worked with 4G/LTE networks and were familiar with
the 5G architecture, 7 (37%) studied 5G in research or teaching, and 7 (37%) had no direct
experience with 5G. The mean self-assessed competence of experts in security metrics and
measurement was 7.3 on a 10-point scale (range 4-10).

Each expert rated the importance of the 24 classical metrics on a scale from 1 to 5
and selected the five most important metrics in each of the three domains. Equal weights
were used for the expert assessments. For each metric, the selection frequency, mean score,
standard deviation and median were calculated; in each domain, the five metrics with
the highest selection frequency were selected, with ties resolved by the mean score. The
agreement among experts was tested using Cochran’s Q test (for metric selection) and
Kendall’s coefficient of concordance W (for importance ratings). The results are presented
in Table 5. For each metric, the selection frequency shows the number of experts who
included it among the five most important metrics in the domain, with the percentage of
the total number of experts (n = 19) given in brackets. The mean score, standard deviation
(SD) and median were calculated from the experts’ importance ratings on the 1-5 scale,
and the rank reflects the position of the metric within its domain. Below each domain, the
results of Cochran’s Q test and Kendall’s coefficient of concordance W are given; values
marked with an asterisk are statistically significant at p < 0.05.

Table 5 summarizes the results of the expert assessment of classical 5G security metrics,
highlighting their relative importance based on expert judgments. The 15 classical metrics
selected on the basis of the expert assessment are shown in bold in Table 5 above. To verify
the robustness of the selection, the analysis was repeated excluding the seven experts who
had no direct experience with 5G networks (1 = 12). In the Network and Data Transmission
Security and Infrastructure and Access Security domains, the same five metrics were
selected. In the Operational Security domain, M2.1 (detected vulnerabilities) replaced M2.2
(vulnerabilities remediated within target time), as it was selected by 8 experts compared
with 7 for M2.2. This difference corresponds to the low agreement among experts in this
domain (Cochran’s Q, p = 0.238), and M2.2 was retained, since it is normalized and directly
linked to risk reduction.

4.2. Weights of the Quality Criteria Obtained by the AHP Method

The second round involved nine experts directly involved in 5G: two experts engaged
in operating, designing or securing 5G networks and seven experts studying 5G in research
or teaching. Experts working with 4G/LTE networks and experts without 5G experience
were not included in the second round. The results of the pairwise comparison of the
criteria by the AHP method are presented in Table 6.

The CR of the individual matrices ranged from 0.000 to 0.081; therefore, the judgments of all
nine experts were considered consistent. The aggregated matrix G also showed high consistency
(Amax =3.008, CI = 0.004, CR = 0.007). Based on the matrix G, the following criteria weights were
obtained: significance—62.6%, correctness—28.9% and measurability—8.5%. As a result, the
experts considered significance to be the most important quality criterion of classical 5G security
metrics, while measurability was assigned the lowest importance. These weights are consistent
with the ranking of the criteria obtained in [16] (significance—55.2%, correctness—35.9%,
measurability—8.9%), which indicates the stability of the expert assessment of the quality
criteria when the methodology is applied to 5G networks.

To assess how strongly the weights depend on the composition of the panel, the AHP
calculation was repeated nine times, each time without one expert, and 5000 bootstrap
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samples of the nine experts were drawn [28]. Excluding any single expert changed the
criteria weights by at most 1.6 percentage points (correctness 27.3-29.7%, measurability
8.0-8.9%, significance 61.5-64.1%). The bootstrap 95% confidence intervals were 24.4-34.6%
for correctness, 7.2-10.2% for measurability and 56.6-67.9% for significance. All nine experts
ranked the criteria in the same order, significance > correctness > measurability (Kendall’s
W =1.00, x2 =18.0,df =2, p <0.001). The criteria weights are therefore determined by a
ranking shared by the whole panel rather than by individual experts.

4.3. Weighting Coefficients of Classical Metrics Obtained by the WASPAS Method

The linguistic assessments of the selected classical metrics provided by the nine
experts were converted into numerical values (from VL = 0 to VH = 9) according to [16] and
averaged, forming one decision matrix for each domain. The matrices were normalized
using Formula (3), and the optimality criteria were calculated using Formulas (4)—(7)
with the AHP-derived weights of the criteria (correctness = 0.289, measurability = 0.085,
significance = 0.626). The results are presented in Table 7.

Table 7. Decision matrices and weighting coefficients of the classical metrics (WASPAS).

1D Classical Metric C M S QW Q® Q; K,;, %  Rank
Network and Data Transmission Security
M1.1 Network availability, % 8.33 7.89 8.56 1.0000 1.0000 1.0000 2129 1
M1.2 Service downtime, min/month 8.11 7.67 7.89 0.9411 0.9408 0.9410 20.03 3
M1.3 Secure connections (TLS/IPsec), % 7.00 6.11 7.67 0.8695 0.8687 0.8691 18.50 5
M1.5 Successful network attacks, % 7.00 6.56 8.56 0.9393 0.9360 0.9377 19.96 4
ML7 Mean time to recover network 7.89 7.67 8.11 0.9497 0.9497 09497 2022 2
service, min
Operational Security
M2.2 Vulnerabilities remediated within 7.89 7.89 8.11 0.9833 0.9832 09833  20.56 2
target time, %
M2.4 Compliant configurations, % 7.89 6.56 8.11 0.9689 0.9679 0.9684 20.25 3
M2.6 Mean time to detect (MTTD), min 7.89 7.22 7.89 0.9594 0.9591 09592  20.06 4
M2.7 Mean time to respond (MTTR), min 7.67 7.67 8.33 0.9895 0.9894 09894  20.69 1
M2.8 Systems with current security 7.22 7.00 7.22 0.8825 0.8823 08824 1845 5
updates, %
Infrastructure and Access Security
M3.2 Inappropriate/obsolete access 7.22 6.11 7.67 0.8856 0.8853 08855  20.55 3
rights, %
M3.3 Privileged accounts reviewed, % 7.89 6.11 7.89 0.9258 0.9246 0.9252 21.48 2
M3.6 Security-related infrastructure failures, 5 . 5.67 6.11 0.7122 0.7116 07119 1653 5
No./period
M3.7 Non-compliant virtual/cloud 6.56 522 7.22 0.8186 0.8183 0.8185  19.00 4
assets, %
M3.8 Unauthorized management-interface o, 7.00 8.78 0.9674 09660 09667  22.44 1

access attempts, No./period

Note: C, M, S—mean expert assessments with respect to correctness, measurability and signif-
icance; Q(l), 0@, Q—optimality criteria (A = 0.5); K—weighting coefficient of the metric in the
aggregated metric.

In the Network and Data Transmission Security domain, the highest weight was ob-
tained by M1.1 (network availability, 21.29%); in the Operational Security domain, by M2.7
(mean time to respond, 20.69%); and in the Infrastructure and Access Security domain, by
M3.8 (unauthorized management-interface access attempts, 22.44%). These results indicate
that the experts prioritized service availability and protection of management interfaces,
which are critical attack surfaces in virtualized 5G networks. At the same time, the weight-
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ing coefficients within each domain vary within a relatively narrow range (18.50-21.29%,
18.45-20.69% and 16.53-22.44%, respectively), which indicates that all selected classical
metrics contribute substantially to the aggregated metrics and none of them dominates
the assessment.

Because correctness and measurability may overlap conceptually [33], their interde-
pendence was examined across the 15 selected metrics. The mean expert assessments were
positively correlated (Pearson’s r = 0.74 between correctness and measurability, 0.66 be-
tween correctness and significance, and 0.60 between measurability and significance),
which indicates partial redundancy of the criteria. Its effect on the results is small because
measurability received only 8.5% of the criteria weight: removing this criterion altogether
changed the weighting coefficients by at most 0.21 percentage points and the aggregated
metrics by at most 0.0003.

4.4. Weighting Coefficients of Classical Metrics Obtained by the Fuzzy TOPSIS Method

The linguistic assessments of the importance of the quality criteria were converted
into triangular fuzzy numbers and aggregated, which resulted in the following fuzzy
weights: correctness (0.500, 0.811, 1.000), measurability (0.300, 0.678, 1.000) and significance
(0.700, 0.944, 1.000). The fuzzy assessments of the metrics were aggregated in the same
way, normalized and weighted according to [16]; the ideal solutions were defined as
A+=(1,1,1)and A— = (0, 0, 0). The aggregated fuzzy decision matrices, the distances to
the ideal solutions, the closeness coefficients and the resulting weighting coefficients are
presented in Table 8.

According to the Fuzzy TOPSIS method, the highest weights were obtained by M1.1
(network availability, 20.49%) in the Network and Data Transmission Security domain, M2.6
(mean time to detect, 20.31%) in the Operational Security domain and M3.8 (unauthorized
management-interface access attempts, 20.65%) in the Infrastructure and Access Security
domain. In all three domains, the lowest weights were assigned to the same metrics as
in the WASPAS method: M1.3 (secure connections), M2.8 (systems with current security
updates) and M3.6 (security-related infrastructure failures). This may be explained by the
fact that encryption of 5G interfaces and regular updating of network functions are largely
regulated by 3GPP specifications and vendor processes, so these metrics are perceived by
the experts as baseline requirements rather than distinguishing indicators of the security
state. The weighting coefficients obtained by Fuzzy TOPSIS vary within a narrower range
(19.19-20.65%) than those obtained by WASPAS, which reflects the wide fuzzy intervals of
the expert assessments: the upper bound of almost all aggregated assessments equals 10,
indicating that at least one expert rated each metric as very high for each criterion.

Table 8. Aggregated fuzzy decision matrices and weighting coefficients of the classical metrics.

ID Classical Metric C M S df d; CC; K,;, %  Rank
Network and Data Transmission Security
M1.1 Network availability, % [7,9.67,10] [7,9.44,10] [7,9.78,10] 1.194 2.292 0.6574 20.49 1
M1.2 Service downtime, min/month [7,9.56,10] [7,9.33,10] [7,9.44,10] 1.201 2.275 0.6545 20.40 2
ML1.3 Secure connections (TLS/IPsec), %  [5,8.89,10]  [3,8,10]  [7,9.33,10] 1352 2205 06198  19.32 5
M1.5 Successful network attacks, % [5,8.67,10] [5, 8.56, 10] [7,9.78,10] 1.311 2.229 0.6296 19.62 4
M1.7 Mean time to recovernetwork 17 g 44 101 [5922,10] [7,956,10] 1235 2269 06475  20.18 3

service, min
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Table 8. Cont.

ID Classical Metric C M S df d; CC; K,;, %  Rank
Operational Security
M2.2 Vulnerabilities remediated within 15 ¢ 53 101 5933 10]  [7,9.56,10]  1.290 2255 06361  20.02 4
target time, %
M2.4 Compliant configurations, % [7,9.44,10] [5, 8.44, 10] [7,9.56,10] 1.248 2.253 0.6436 20.26 2
M2.6 Mean time to detect (MTTD), min  [7, 9.44, 10] [5, 8.89, 10] [7,9.44,10] 1.242 2.258 0.6452 20.31 1
Mean time to respond
M2.7 (MTTR), min [5,9.22,10] [7,9.33,10] [7,9.67,10]  1.259 2261 06424 2022 3
M2.8 Systems with current security 15 609 101 [5,867,10] [5,878,10] 1396 2178 06095  19.19 5
updates, %
Infrastructure and Access Security
M3.2 I“appmp“fi:}{tzbf/"lete access  15,8.89,10] [5,8.11,10]  [5,9.22,10]  1.400 2183 06092  19.92 3
M3.3 Privileged accounts reviewed, % [7,9.44,10] [5,8.11, 10] [5,9.33,10] 1.336 2.215 0.6238 20.40 2
M3.6 Security-related infrastructure 15 07 101 15 767 10]  [5,811,10] 1447 2106 05927  19.38 5
failures, No./period
M3.7 NO“'Comp;;z:svgtual/ cloud [5,8.56,10] [5,7.22,10] [5,8.89,10] 1427 2146  0.6007  19.65 4
Unauthorized
M3.8 management-interface access [5,8.67,10] [5,8.78,10] [7,9.89,10] 1.306 2.237 0.6313 20.65 1
attempts, No./period
Note: C, M, S—aggregated triangular fuzzy assessment (minimum, mean, maximum); di+' d;—distances
to the fuzzy positive and negative ideal solutions; CC;—closeness coefficient (Formula (8));
K—weighting coefficient (Formula (9)).
A comparison of the weighting coefficients obtained by the two methods is given
in Table 9.
Table 9. Comparison of the weighting coefficients of the classical metrics obtained by WASPAS and
Fuzzy TOPSIS.
ID Classical Metric K,; WASPAS, % Rank K,, F-TOPSIS, % Rank
Network and Data Transmission Security
M1.1 Network availability, % 21.29 1 20.49 1
M1.2 Service downtime, min/month 20.03 3 20.40 2
M1.3 Secure connections (TLS/IPsec), % 18.50 5 19.32 5
M1.5 Successful network attacks, % 19.96 4 19.62 4
M1.7 Mean time to recover network service, min 20.22 2 20.18 3
Operational Security
M2.2 Vulnerabilities remedifted within target 20.56 5 20.02 4
time, %
M2.4 Compliant configurations, % 20.25 3 20.26 2
M2.6 Mean time to detect (MTTD), min 20.06 4 20.31 1
M2.7 Mean time to respond (MTTR), min 20.69 1 20.22 3
M2.8 Systems with current security updates, % 18.45 5 19.19 5
Infrastructure and Access Security
M3.2 Inappropriate/obsolete access rights, % 20.55 3 19.92 3
M3.3 Privileged accounts reviewed, % 21.48 2 20.40 2
M3.6 Security-related mfrasfcructure failures, 16,53 5 19.38 5
No./period
M3.7 Non-compliant virtual/cloud assets, % 19.00 4 19.65 4
M3.8 Unauthorized management-interface 29 44 1 2065 1

access attempts, No./period

https://doi.org/10.3390/£i18110603


https://doi.org/10.3390/fi18110603

Future Internet 2026, 18, 603

26 of 39

In the Network and Data Transmission Security and Infrastructure and Access Security
domains, the rankings of the metrics obtained by the two methods were highly consistent
(Spearman’s rank correlation coefficient p = 0.90 and p = 1.00, respectively), whereas in the
Operational Security domain the rankings differed (p = 0.10). In all domains, the Fuzzy
TOPSIS method produced a narrower range of weighting coefficients than WASPAS, which
is consistent with the results reported in [16] and is explained by the smoothing effect of
the fuzzy aggregation. The differences in the Operational Security domain correspond to
the lower agreement among experts observed for this domain in the first round (Table 5).
Following [16], the coefficients obtained by the WASPAS method were used to construct
the aggregated metrics. Overall, the agreement between the two methods in two of the
three domains supports the robustness of the obtained weighting coefficients.

The low agreement in the Operational Security domain was analyzed further. First, the
non-significant agreement in the first round (Cochran’s Q, p = 0.238; Kendall’s W = 0.041,
p = 0.613) concerns the selection and importance ratings of the candidate metrics in the first
round, not their weights; its consequence is that the selection in this domain is less certain,
as shown by the replacement of M2.2 by M2.1 when the experts without 5G experience were
excluded (Section 4.1). Second, the low rank correlation (Spearman’s p = 0.10, Kendall’s
T = 0.00) reflects near-ties rather than a disagreement in magnitude: the WASPAS weights
span 18.45-20.69% and the Fuzzy TOPSIS weights 19.19-20.31%, and the four highest-
ranked metrics differ by less than 0.7 percentage points in both methods. Under such small
differences, a swap caused by 0.1 percentage points counts as a full rank change. The
largest difference between the two methods in this domain is 0.74 percentage points, and
Aj equals 0.0208 with the WASPAS weights, 0.0202 with the Fuzzy TOPSIS weights and
0.0207 with equal weights. The ordering of metrics within this domain is therefore not
interpreted, and its weights are regarded as practically uniform. In the other two domains,
Kendall’s T between the two methods was 0.80 and 1.00.

4.5. Aggregated Security Metrics for 5G Networks

Based on the weighting coefficients obtained in Sections 4.3 and 4.4, three aggregated
security metrics were constructed using Formula (10): A; for Network and Data Transmis-
sion Security, A, for Operational Security and Aj for Infrastructure and Access Security.
Table 10 presents, for each selected classical metric, the quantity a; used in Formula (10), its
tolerable value N;, the source of this value and the weighting coefficients obtained by the
WASPAS and Fuzzy TOPSIS methods.

Table 10. Parameters of the aggregated security metrics for 5G networks.

. . a; Used in . N; (Tolerable : Ky, Ky,
ID Classical Metric Formula (10) Unit Value) Source of N; WASPAS E-TOPSIS
Network and Data Transmission Security (A1)
[ SLA:
MI1  Network availability ~etwork unavailability % 0.01% availability 21.29 20.49
(100% — availability)
target
438 SLA:
M1.2 Service downtime Service downtime min/month . maximum 20.03 20.40
min./month .
downtime
Share of unprotected Securit
M1.3 Secure connections interfaces Y% 1% ob'elétiv}; 18.50 19.32
(100% — value) )
M15 Successful network Successful network % 1% Se.cur}ty 19.96 19.62
attacks attacks objective
Mean time to T , SLA: service
M1.7 ca ¢ to recove Mean time to recover min 240 min. restoration 20.22 20.18

network service

time
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Table 10. Cont.

. . a; Used in . N; (Tolerable : Ky, Ky,
ID Classical Metric Formula (10) Unit Value) Source of N; WASPAS E-TOPSIS
Operational Security (A;)
Vulnerabilities . .
M22 remediated within ~,o2e ot remediated % 5% Security 20.56 20.02
arget time in time (100% — value) objective
. Share of non-compliant .
M2.4 coigmg;iir:ns configurations % 5% gg?;ﬁf/ye 2025 2026
8 (100% — value) )
. SLA /incident
M2.6 Mean (t;;[r}refrtDo)detect MTTD min 60 min. response 20.06 20.31
procedure
Mean time to SLA /incident
M2.7 respond (MTTR) MTTR min 30 min. response 20.69 20.22
P procedure
. Share of systems .
M2.8 Sysmmri t“”thsutrrent without updates % 5% Ss.cuﬁty 18.45 19.19
security updates (100% — value) objective
Infrastructure and Access Security (As3)
M3.2 Inappropriate/obsolete Inappropriate/obsolete o 59, Security 20,55 19.92
’ access rights access rights ¢ ¢ objective ’ ’
Privileged accounts Share of unreviewed Securit
M3.3 &e privileged accounts Y% 1% curty 21.48 20.40
reviewed 5 objective
(100% — value)
Security-related Security-related . SLA /security
M3.6 infrastructure failures infrastructure failures No./period No./month objective 16.53 19.38
Non-compliant Non-compliant o o Security
M3.7 virtual/cloud assets virtual/cloud assets o 5% objective 19.00 1965
Elr;il:he(;injﬁi Unauthorized Securi
M3.8 . 8 management-interface No./period No./month curity 22.44 20.65
interface access objective

attempts access attempts

Note: N;—tolerable value of the classical metric; K,;—weighting coefficient of the classical metric in
the aggregated metric (X K;; = 100% within each domain).

For metrics whose increase indicates better security, the complementary value
(100% minus the metric value) was used, so that for all metrics the ratio a;/N; increases
as security deteriorates. The tolerable values related to service availability, downtime and
restoration time were defined on the basis of published service level agreements of telecom
operators [41] and the requirements for 5G ultra-reliable low-latency communication ser-
vices [42]. The tolerable values of metrics not covered by SLAs were defined as information
security objectives, as required by ISO/IEC 27001:2022 (Clause 6.2) [12], taking into account
the remediation deadlines established in industry and government requirements [43,44].
For count-type metrics, for which no generally accepted thresholds exist, the tolerable value
was defined as the operator’s baseline B, i.e., the mean monthly value over the previous
6-12 months.

Substituting the weighting coefficients obtained by the WASPAS method into
Formula (10), the aggregated metrics take the following form:

;,7;1 -0.213 + A - 0.200 + 13—33 -0.185 + fj—; -0.200 + ,3755 -0.202
5

Ay = , (14)

a1l =

b b b b b
B NTl,l -0.?.06—{—1\]—:2 -0.2034—]\,—23 ~0.?.01—|—1\T‘1‘4 -0.2074—]\,—55 -0.184 1
4y = - 5 (1)
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A = N—il -0.206 + Niiz -0.215 + fo3 -0.165 + fo4 -0.190 + fo5 -0.224 B 1 (16)

5 5’
where a;, b; and c; are the current values of the classical metrics of the corresponding
domains (Table 10). A value of the aggregated metric equal to zero means that all classical
metrics of the domain are at their tolerable levels; negative values indicate that the domain
performs better than required, and positive values indicate that the tolerable levels are
exceeded and corrective actions are needed.

To illustrate the application of the proposed aggregated metrics, a calculation was per-
formed for one monthly reporting period. Since the operational data of telecom operators
are confidential, hypothetical values of the classical metrics were used, chosen to represent
a typical situation in which most metrics are within their tolerable levels while some exceed
them. The baseline values for the count-type metrics M3.6 and M3.8 were assumed to be
6.2 and 15 events per month, respectively. The input data and results of the calculation are
presented in Table 11.

Table 11. Illustrative calculation of the aggregated metrics for one month.

ID Quantity Used as a; Unit a; N; a;/N; K, (a;/IN;)-K,;
Network and Data Transmission Security
Ml1.1 Network unavailability % 0.005 0.01 0.500 0.213 0.1064
M1.2 Service downtime min 3 4.38 0.685 0.200 0.1372
M1.3 Unprotected interfaces % 0.5 1 0.500 0.185 0.0925
M1.5 Successful network attacks Y% 1.5 1 1.500 0.200 0.2994
M1.7 Mean time to recover min 180 240 0.750 0.202 0.1517
X =0.7872; A; =0.7872/5 — 1/5 = —0.0426
Operational Security
M2.2 Vulnerabilities not remediated in time Y% 8 5 1.600 0.206 0.3290
M2.4 Non-compliant configurations Y% 4 5 0.800 0.203 0.1620
M2.6 MTTD min 45 60 0.750 0.201 0.1505
M2.7 MTTR min 35 30 1.167 0.207 0.2414
M2.8 Systems without current updates % 6 5 1.200 0.184 0.2214
¥ =1.1042; A, =1.1042/5 — 1/5 = 0.0208
Infrastructure and Access Security
M3.2 Inappropriate/obsolete access rights % 3 5 0.600 0.206 0.1233
M3.3 Unreviewed privileged accounts Y% 0.5 1 0.500 0.215 0.1074
M3.6 Security-related infrastructure failures No./month 5 6.2 0.806 0.165 0.1333
M3.7 Non-compliant virtual/cloud assets % 4 5 0.800 0.190 0.1520
M3.8 Unauthorized management-interface No./month 12 15 0.800 0.224 0.1795

access attempts

¥ =0.6955; A3 = 0.6955/5 — 1/5 = —0.0609

The calculation yields Ay = —0.043, A; = 0.021 and A3 = —0.061. The negative values
of A and Aj indicate that the Network and Data Transmission Security and Infrastructure
and Access Security domains are, on the whole, within their tolerable levels. In the first
domain, this holds even though the share of successful network attacks exceeds its tolerable
value (2;/N; = 1.5); this violation is compensated by the good performance of the remaining
metrics, but it remains visible at the level of the classical metric. The positive value of A,
shows that the Operational Security domain exceeds its tolerable level, mainly due to the
share of vulnerabilities not remediated in time (a;/N; = 1.6), the share of systems without
current updates (1.2) and the mean time to respond (1.17). Thus, instead of analyzing fifteen
classical metrics, the security manager obtains three domain-level indicators, immediately
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identifies Operational Security as the domain requiring corrective action and can then drill
down to the classical metrics responsible for the deviation.

The non-compensatory indicator (Formulas (12) and (13)) changes the assessment
of the first domain (Table 12). Although A; is negative, E; = 0.020 because the share
of successful network attacks exceeds its tolerable value, and the domain receives the
status attention; if M1.5 is designated as critical, the status becomes corrective action. The
Operational Security domain requires corrective action (A, = 0.021, E; = 0.039), and the
Infrastructure and Access Security domain is acceptable (Es = 0). The violation in the
network domain is thus reported at the domain level and not only in the drill-down.

Table 12. Status of the domains for the illustrative reporting period.

Domain A E Metrics with a;/N; > 1 Status
Network and Data Attention (corrective
Transmission Security —0.043 0.020 M1.5 (1.50) action if M1.5 is critical)
Operational Security 0.021 0.039 M2.2 (1.60), M2.8 (1.20), M2.7 (1.17) Corrective action
Infrastructure and Access Security —0.061 0.000 - Acceptable

4.6. Sensitivity Analysis

To assess the robustness of the results to the subjectivity of the expert-derived criteria
weights, a sensitivity analysis of the WASPAS-based weighting coefficients was performed.
Three groups of scenarios were considered: (1) the weight of each criterion was varied by
£10%, £20% and +30%, with the remaining weights adjusted proportionally so that their
sum remained equal to one; (2) the AHP weights were replaced by equal weights and by
the criteria weights obtained in [16]; and (3) the WASPAS parameter A was varied from 0
(pure WPM) to 1 (pure WSM).

Four indicators were calculated for each scenario. The maximum absolute change in
the weighting coefficient (max | AK 1) shows the largest deviation, in percentage points,
of the weighting coefficient of any classical metric from its baseline value across all three
domains. The minimum Spearman’s rank correlation coefficient (min p) shows the lowest
agreement between the new and the baseline rankings of the metrics among the three
domains, where p = 1 means that the rankings are identical. The number of rank changes is
the total number of metrics in all domains whose position in the ranking changed. Finally,
the values of the aggregated metrics were recalculated for the illustrative data given in
Table 11 to determine whether the change in the criteria weights affects the final assessment
of the security state of the domains. The results are presented in Table 13.

The weighting coefficients of the classical metrics proved to be highly robust. Chang-
ing the weight of any criterion by up to £30% altered the coefficients by no more than
0.51 percentage points, and even replacing the AHP weights with equal weights changed
them by at most 0.79 percentage points. The coefficients were practically insensitive to the
weight of measurability and to the parameter A (changes of up to 0.06 and 0.03 percentage
points, respectively), and the use of the criteria weights from [16] did not change any
ranking. Consequently, the values of the aggregated metrics Aj—A3 changed by no more
than 0.001 in all scenarios, and their signs, which determine whether a domain is within its
tolerable level, did not change.

At the same time, small changes in the rankings were observed for metrics with almost
equal weighting coefficients. In the Network and Data Transmission Security domain, a
decrease in the weight of correctness or an increase in the weight of significance led to an
exchange of positions between M1.2 and M1.5, whose baseline coefficients differ by only
0.07 percentage points; with an increase in the weight of significance by 20-30%, M1.5 also
moved ahead of M1.7 (minimum p = 0.70). In the Operational Security domain, a decrease
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in the weight of significance by 20-30% or the use of equal weights led to an exchange
of the first two positions between M2.7 and M2.2 (difference of 0.13 percentage points),
and with equal weights M2.4 and M2.6 also exchanged positions. These changes concern
metrics whose weighting coefficients differ by less than 0.3 percentage points and therefore
have no practical effect on the aggregated metrics. The ranking in the Infrastructure and
Access Security domain remained stable in all scenarios. Thus, the proposed aggregated
metrics are robust to reasonable variations in the expert-derived criteria weights and of the
parameters of the WASPAS method.

Table 13. Sensitivity of the weighting coefficients and aggregated metrics to the criteria weights and A.

Scenario Weights (C; M; S) Max | AK |1, p.p. Min p Rank Changes A1; Ag; Az
Baseline (AHP, A =0.5)  0.289; 0.085; 0.626 - 1.00 0 —0.043; 0.021; —0.061
Variation in the weight of correctness
C —30% 0.202; 0.095; 0.702 0.26 0.90 2 —0.042; 0.021; —0.061
C —20% 0.231; 0.092; 0.677 0.17 0.90 2 —0.042; 0.021; —0.061
C —-10% 0.260; 0.089; 0.651 0.09 0.90 2 —0.042; 0.021; —0.061
C +10% 0.318; 0.082; 0.600 0.09 1.00 0 —0.043; 0.021; —0.061
C +20% 0.347; 0.078; 0.575 0.17 1.00 0 —0.043; 0.021; —0.061
C +30% 0.376; 0.075; 0.549 0.26 1.00 0 —0.043; 0.021; —0.061
Variation in the weight of measurability
M —30% 0.297; 0.060; 0.643 0.06 0.90 2 —0.042; 0.021; —0.061
M —20% 0.295; 0.068; 0.637 0.04 1.00 0 —0.043; 0.021; —0.061
M —10% 0.292; 0.077; 0.632 0.02 1.00 0 —0.043; 0.021; —0.061
M +10% 0.287; 0.094; 0.620 0.02 1.00 0 —0.043; 0.021; —0.061
M +20% 0.284; 0.102; 0.614 0.04 1.00 0 —0.043; 0.021; —0.061
M +30% 0.281; 0.111; 0.608 0.06 1.00 0 —0.043; 0.021; —0.061
Variation in the weight of significance
S —30% 0.434; 0.128; 0.438 0.51 0.90 2 —0.043; 0.021; —0.061
S —20% 0.386; 0.114; 0.501 0.34 0.90 2 —0.043; 0.021; —0.061
S —10% 0.338; 0.099; 0.563 0.17 1.00 0 —0.043; 0.021; —0.061
S +10% 0.241; 0.071; 0.688 0.17 0.90 2 —0.042; 0.021; —0.061
S +20% 0.193; 0.057; 0.751 0.34 0.70 3 —0.042; 0.021; —0.061
S +30% 0.144; 0.042; 0.813 0.51 0.70 3 —0.042; 0.021; —0.061
Alternative weighting schemes
Equal weights 0.333; 0.333; 0.333 0.79 0.80 4 —0.044; 0.022; —0.061
Weights from [16] 0.359; 0.089; 0.552 0.21 1.00 0 —0.043; 0.021; —0.061
Variation in the WASPAS parameter A (AHP weights)

A=0 0.289; 0.085; 0.626 0.03 1.00 0 —0.043; 0.021; —0.061
A=0.25 0.289; 0.085; 0.626 0.01 1.00 0 —0.043; 0.021; —0.061
A=0.75 0.289; 0.085; 0.626 0.01 1.00 0 —0.043; 0.021; —0.061
A=1 0.289; 0.085; 0.626 0.03 1.00 0 —0.043; 0.021; —0.061

The analysis was extended in four further directions: the MCDM method, the nor-
malization procedure, the selection of metrics, and the uncertainty of tolerable values and
measurements (Table 14).

Alternative methods. The decision matrices of Table 7 were processed with the same
AHP criteria weights by SAW, WPM, TOPSIS and VIKOR. SAW and WPM reproduced
the WASPAS weights within 0.03 percentage points and the rankings exactly. TOPSIS and
VIKOR reproduced the rankings in the Operational Security and Infrastructure and Access
Security domains (p = 1.00) and largely in the network domain (o = 0.90 and 0.70). However,
the TOPSIS closeness coefficients converted into weights by Formula (9) assigned 0-1.7%
to the lowest-rated metric of each domain, i.e., they would practically remove a metric
selected by the experts; this is why crisp distance-based methods were not used to derive
the weights. Fuzzy TOPSIS does not show this effect because the fuzzy intervals of all
metrics overlap.
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Normalization and rank reversal. Replacing linear max normalization by vector
or sum normalization changed the WASPAS weights by at most 0.01 percentage points.
Removing each metric in turn and recomputing WASPAS for the remaining four metrics
did not change their relative order in any of the 15 cases.

Table 14. Extended robustness analysis of the weighting coefficients and the domain status.

Analysis Max | AK |1, p.p. Min p A1; Az Az Status Unchanged
Alternative MCDM methods (AHP criteria weights)
SAW (A =1) 0.03 1.00 —0.043; 0.021; —0.061 Yes
WPM (A =0) 0.03 1.00 —0.043; 0.021; —0.061 Yes
TOPSIS (crisp) 18.50 0.90 —0.039; 0.022; —0.065 Yes
VIKOR (ranking only) - 0.70 - -
Fuzzy TOPSIS 2.85 0.10 —0.043; 0.020; —0.060 Yes
Equal metric weights (20%) 347 - —0.043; 0.021; —0.060 Yes
Normalization and criteria
Vector normalization 0.01 1.00 —0.043; 0.021; —0.061 Yes
Sum normalization 0.01 1.00 —0.043; 0.021; —0.061 Yes
Measurability criterion removed 0.21 0.70 —0.042; 0.021; —0.061 Yes
Metric selection and expert composition
225;?;32: dr?goc‘;igé)w ASPAS - 1.00 - No rank reversal

Changed only when the
One metric removed from A (15 cases) - - See text violated metric was
removed

One expert removed, criteria weights

(9 cases)

1.62* - - -

Monte Carlo, 20,000 draws: share of draws with unchanged status (D1; D2; D3)

Tolerable values + 10%

- - - 100; 100; 100%

Tolerable values + 20%

- - - 100; 98.0; 98.4%

Measurements + 10%

- - - 100; 100; 100%

Tolerable values + 20% and
measurements +10%

- - - 100; 96.6; 85.3%

Note: Max | AK | —largest deviation of a weighting coefficient from the WASPAS baseline across the
three domains; min p—lowest Spearman’s rank correlation with the WASPAS ranking among the
domains; status—acceptable, attention or corrective action (Section 3.7). For crisp TOPSIS, closeness
coefficients were converted into weights by Formula (9). * Maximum change in a criteria weight.

Metric selection. When each metric was removed in turn from the aggregated metric
of Table 11, the status changed only when the removed metric was itself the violated
one: removing M1.5 made the network domain acceptable, and removing M2.2 turned
Aj negative (—0.006), while E; remained positive (0.022) and the domain kept the status
attention. The aggregated metrics are therefore sensitive to which metrics are included,
but not to small changes in their weights, and E keeps flagging a domain as long as any
violated metric remains in it.

Tolerable values and measurements. Following the uncertainty analysis approach
for composite indicators [27], in a Monte Carlo analysis with 20,000 draws, the tolerable
values N; and the measured values 4; shown in Table 11 were varied independently and
uniformly. With tolerable values or measurements varying by +10%, the status of all
three domains was unchanged in all draws. With tolerable values varying by +20%, the
status was preserved in 100%, 98.0% and 98.4% of draws for the three domains, and with
+20% tolerable values combined with +10% measurements in 100%, 96.6% and 85.3% of
draws. The most sensitive domains are those whose aggregated metric lies close to zero
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(As = 0.021) or whose metrics lie close to their tolerable values (three ratios of about 0.8 in
the third domain); for them, the tolerable values should be set with particular care.

Equal weighting. Replacing the WASPAS weights by equal weights (20% per metric)
gave A = —0.043, A = 0.021 and A3 = —0.060, and the share of Monte Carlo draws with
unchanged status differed from that of the WASPAS weights by at most 0.1 percentage
points. Because the 15 metrics had already been selected as the most important and were
rated high on all criteria, the MCDM step produced near-uniform weights (16.5-22.4%);
in the present data, it does not change decisions compared with equal weighting. The
weights become decisive when metrics of unequal quality are aggregated, for example
when 5G-native metrics are added (Section 5.4).

4.7. Scenario-Based Evaluation

Because the operational data of telecom operators are confidential, the ability of the
indicators to detect security deterioration was evaluated on synthetic 12-month time series.
In each domain, months 1-4 represent a stable state in which all metrics are within their
tolerable levels, and from month 5 a controlled deterioration is injected. In scenario S1, a
DDoS campaign increases the ratio a;/N; of successful network attacks (M1.5) by 0.2 per
month and that of the mean time to recover (M1.7) by 0.05 per month. In S2, a growing
remediation backlog increases the ratio for vulnerabilities not remediated in time (M2.2) by
0.15 per month, followed from month 7 by systems without current updates (M2.8, 0.08 per
month). In S3, virtual and cloud assets gradually drift out of compliance (M3.7, 0.1 per
month). The WASPAS weights of Table 7 were used. The results are presented in Table 15.

Table 15. Aggregated metrics and status in three synthetic deterioration scenarios.

Month Ay (S1) Eq (S1) Status Ay (S2) E> (S2) Status As (S3) E3 (S3) Status

14 —0.074 0.000 Acc —0.038 0.000 Acc —0.061 0.000 Acc
5 —0.064 0.000 Acc —0.032 0.000 Acc —0.057 0.000 Acc
6 —0.054 0.004 Att —0.026 0.004 Att —0.053 0.000 Acc
7 —0.044 0.012 Att —0.016 0.010 Att —0.050 0.004 Att
8 —0.034 0.020 Att —0.007 0.016 Att —0.046 0.008 Att
9 —0.024 0.028 Att 0.002 0.024 CA —0.042 0.011 Att
10 —0.014 0.038 Att 0.011 0.033 CA —0.038 0.015 Att
11 —0.004 0.048 Att 0.020 0.042 CA —0.034 0.019 Att
12 0.006 0.058 CA 0.029 0.051 CA —0.031 0.023 Att

Note: Acc—acceptable; Att—attention; CA—corrective action. Deterioration starts in month 5:
S1—successful network attacks (M1.5) and mean time to recover (M1.7); S2—vulnerabilities not
remediated in time (M2.2) and, from month 7, systems without current updates (M2.8); S3—non-
compliant virtual/cloud assets (M3.7). First threshold violation: month 6 (51, S2) and month 7 (S3).

In all three scenarios, the exceedance indicator E became positive in the month of the
first threshold violation (months 6, 6 and 7), and the status changed from acceptable to
attention in that month. The compensatory metric A reacted only after the deterioration
outweighed the remaining metrics: in month 12 in S1 (six months later), in month 9 in S2
(three months later) and not at all within 12 months in S3. To check that this behavior is not
an artifact of the deterministic profiles, each ratio was perturbed by uniform noise of +5%
in 2000 replications. E flagged the violation in the month of its occurrence in all replications,
with no false alarms in months 1-4, whereas A lagged by 5.9 months on average in S1 (and
did not react within 12 months in 3.4% of replications), by 3.3 months in S2, and did not
react in S3. These scenarios illustrate the detection behavior of the indicators; they do not
replace validation on operator data (Section 5.4).
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5. Discussion
5.1. Interpretation of the Results

The expert assessment showed that significance is the dominant quality criterion of
classical 5G security metrics (62.6%), followed by correctness (28.9%), while measurability
received the lowest weight (8.5%). This suggests that, for the experts, a metric is valuable
primarily when its value can be directly interpreted and used in security decision-making.
A possible explanation for the low weight of measurability is that data availability may be
perceived as a technical issue that can be solved through the monitoring and automation
tools typical of virtualized 5G infrastructures. The selected metrics reflect the specific
features of 5G networks: service availability and recovery time in the network domain, the
speed of incident detection and response in the operational domain, and the protection
of management interfaces and virtualized assets in the infrastructure domain, which
correspond to the main attack surfaces introduced by network function virtualization and
centralized orchestration.

Methodologically, the results show where the value of the proposed approach lies.
The MCDM step produced near-uniform weights because the experts had selected the
most important metrics of each domain and rated them high on all criteria; the weights
therefore confirm that the selected metrics are of comparable importance, but they do
not change decisions relative to equal weighting (Section 4.6). The decisive elements are
the standard-traceable selection of metrics, their normalization against tolerable values
with a common direction, and the non-compensatory status rule, which in the scenarios of
Section 4.7 detected every violation in the month it occurred, whereas the compensatory
metric lagged by three to six months or did not react.

5.2. Comparison with Previous Studies

The experts ranked the quality criteria in the same order as in our previous study [16],
which addressed the ISO/IEC 27001 management domains. In both studies, significance
received the highest weight, correctness the second highest and measurability the lowest.
In the present study, the weights were 62.6%, 28.9% and 8.5%, respectively, compared with
55.2%, 35.9% and 8.9% in [16]. This agreement was obtained even though the experts, the
application domain and the set of metrics were different. This suggests that the relative
importance of the quality criteria may be largely independent of the application domain,
which supports the use of the criteria proposed by Savola [32] as a general basis for
aggregation. Consistent with [16], Fuzzy TOPSIS produced a narrower range of weighting
coefficients than WASPAS, and the rankings obtained by the two methods agreed in two
of the three domains. Compared with the studies summarized in Table 1, which either
remain conceptual [18,21] or apply MCDM methods to compliance barriers [22] and the
selection of external alternatives [24,25], the present study applies MCDM methods to
construct aggregated metrics directly tied to the security controls of ISO/IEC 27011 and to
the infrastructure components of 5G networks.

Compared with the quantitative 5G frameworks of Zhao et al. [8] and Abdelrazek
etal. [9] (Table 2), the proposed indicators operate at a different level. Zhao et al. [8] address
the multi-layer, multi-owner structure of 5G by computing security metrics modularly
across layers, and Abdelrazek et al. [9] compute a technical security score of network
functions from attack-surface exposure, vulnerability impact and control effectiveness. The
present indicators assess the security state of a single operator and the effectiveness of
its security controls against ISO/IEC 27011 and tolerable values, which is the evidence
required by ISO/IEC 27001 (Clause 9.1) [12] and by the NIS2 Directive [10]. The approaches
are complementary: the score of [9], for example, could serve as an additional classical
metric of the Infrastructure and Access Security domain, with a tolerable value set by
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the operator. A benchmark on identical data is not possible, because the frameworks use
different inputs (network-function telemetry versus measurements of security controls)
and produce outputs of different types.

5.3. Practical Implications

The proposed aggregated metrics allow a telecom operator to replace fifteen heteroge-
neous classical metrics with three domain-level indicators whose sign immediately shows
whether a domain is within its tolerable level. Because the tolerable values are linked to
SLA parameters and security objectives, the aggregated metrics can be integrated into
existing monthly ISMS reporting and used to prioritize corrective actions, as illustrated
in Section 4.5. Such quantitative, auditable indicators can also support the assessment of
security measures required by regulatory frameworks such as the NIS2 Directive. At the
same time, the illustrative example showed that a violation of a single classical metric can
be compensated by the good performance of the others; for this reason, each aggregated
metric is reported together with the non-compensatory indicator E and the status rule
(Section 3.7), and the classical metrics remain available for drill-down.

The indicators can be computed from systems that operators already run (Table 16).
Most inputs are produced by the network management and operations support systems
(NMS/0OSS), the security information and event management (SIEM) and security orches-
tration, automation and response (SOAR) platforms of the security operations center (SOC),
vulnerability and configuration management tools, and identity and privileged access
management systems. The ratios 2;/N;, A and E can be calculated in the SIEM as scheduled
queries or in a reporting layer on top of it, with the status shown in the SOC dashboard
and in the monthly ISMS report. The two count-type metrics (M3.6 and M3.8) require a
baseline of 6-12 months; if historical records are not available, the indicators become fully
operational after this period.

Table 16. Data sources for the classical metrics in telecom security monitoring.

Metric

Data Source

Collection

M1.1 Network availability

NMS/OSS fault and performance

Continuous; monthly aggregate

management
M1.2 Service downtime NMS/OSS, service assurance Per outage
M1.3 Secure connections Network configuration management, Monthly scan
IPsec/TLS gateway inventory
M1.5 Successful network attacks SIEM, IDS/IPS, DDoS mitigation platform Continuous

M1.7 Mean time to recover

ITSM ticketing system, NMS

Per incident

M2.2 Vulnerabilities remediated in time

Vulnerability scanner, patch management

Per scan cycle

M2.4 Compliant configurations

Configuration compliance tool, CMDB

Weekly or monthly

M2.6 Mean time to detect

SIEM/SOAR incident timestamps

Per incident

M2.7 Mean time to respond

SOAR, ITSM ticketing system

Per incident

M2.8 Systems with current updates

Patch management, CMDB

Monthly

M3.2 Inappropriate/obsolete access rights

IAM and identity governance

Quarterly review; monthly report

M3.3 Privileged accounts reviewed PAM Monthly
M3.6 Security-related infrastructure failures NMS/OSS alarms, facility monitoring Continuous
M3.7 Non-compliant virtual/cloud assets NEV management and orchestration, cloud Daily
security posture management
M3.8 Unauthorized management-interface SIEM (OAM/OSS logs), PAM Continuous

access attempts
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5.4. Limitations and Future Research

This study has several limitations. First, the expert panel consisted only of specialists
from Kazakhstan: 19 experts in the first round and nine in the second. Seven first-round
experts had no direct experience with 5G; excluding them left the selection unchanged in
two domains and replaced one metric in the third (Section 4.1). All weights were derived
from the nine second-round experts, of whom two operate, design or secure 5G networks
and seven study or teach 5G. The resampling analysis (Section 4.2) shows that the criteria
weights do not depend on individual experts and that all experts shared the same criteria
ranking, which agrees with [16], obtained with a different panel. The method itself does
not depend on the national context, because the metrics are derived from international
standards and the quality criteria from an international expert survey [32]; only the selection
of metrics and their weights are panel-specific. Nevertheless, the metric weights reflect the
views of this panel; operators applying the method should recompute them with their own
experts, and an international panel with more practitioners is planned.

Second, a ceiling effect was observed in the importance ratings, and the agreement on
metric selection in the Operational Security domain was not statistically significant, so the
selection in this domain is less certain (Section 4.4).

Third, the tolerable values of several metrics were defined by the authors as security
objectives (Table 10). Their rationale is given in Section 4.5: availability, downtime and
recovery values follow published SLAs and 3GPP service requirements [41,42], remediation-
related values follow industry and government remediation requirements [43,44], and
count-type metrics use the operator’s own baseline. The Monte Carlo analysis (Section 4.6)
shows that the domain status is stable under £10% variation in the tolerable values, but
domains close to their limits are sensitive to +20% variation. Tolerable values therefore
have to be set by each operator in its information security objectives (ISO/IEC 27001,
Clause 6.2) and reviewed at least annually; the values in Table 10 are a reference starting
point, not universal thresholds.

Fourth, the indicators were evaluated on a hypothetical reporting period and on
synthetic scenarios. Validation on operator data should compare the monthly status with
recorded incidents and audit findings and estimate the lead time and false-alarm rate of
the indicators. Fifth, the 15 selected metrics do not cover 5G-specific security risks, such as
network slice isolation and roaming security, because ISO/IEC 27011 is technology-neutral.
Specifically, the standard does not include controls explicitly addressing network slicing
and covers roaming only through the general control on interconnected telecommunications
services (Clause 5.38). In contrast, the corresponding 5G-specific security mechanisms
are defined in 3GPP TS 33.501 [6]. Table 17 lists candidate metrics for these areas based
on 3GPP TS 33.501 [6]. Since Formulas (10) and (12) accept any number of metrics, these
candidates can be added to the corresponding domains once operators collect them, with
weights obtained by repeating Steps 3-5 in Figure 3.

Table 17. Candidate 5G-native metrics for extending the domains.

Domain

Candidate 5G-Native Metric Basis in 3GPP TS 33.501 [6]

Network and Data Transmission Security

Share of inter-PLMN (N32) connections not

protected by SEPP security (TLS or PRINS), % SEPP, N32 interface

Network and Data Transmission Security

Share of subscriptions using the null SUCI

protection scheme, % Subscription identifier concealment
y /0

Operational Security

Slice isolation test failures, No./period Network slicing security

Operational Security

Cross-slice security incidents, No./period Network slicing security

https://doi.org/10.3390/£i18110603


https://doi.org/10.3390/fi18110603

Future Internet 2026, 18, 603 36 of 39
Table 17. Cont.
Domain Candidate 5G-Native Metric Basis in 3GPP TS 33.501 [6]
Share of SBA interfaces between network
Infrastructure and Access Security functions without mutual TLS and OAuth 2.0 Service-based architecture security

authorization, %

Infrastructure and Access Security

Roaming signalling messages rejected by SEPP

filtering, No./period vs. baseline SEPP message filtering

Future research will address validation on operator data, an international expert panel,
adaptive weighting that updates the weights as new data accumulate, and the extension of
the framework to network slicing security, multi-access edge computing and large-scale
cloud-native deployments. For 6G networks, which are expected to rely further on Al-
native network management and distributed computing, the method remains applicable
because it depends on the control structure of ISO/IEC 27011 and on measurable properties
of infrastructure components rather than on a specific radio technology; the metric set and
the tolerable values, however, will have to be revised.

6. Conclusions

This study proposed a standard-traceable method for constructing aggregated infor-
mation security indicators for 5G telecommunications infrastructure. Twenty-four classical
metrics were derived from the controls of ISO/IEC 27011:2024 through the ISO/IEC 27004
measurement chain and grouped into three domains, and a two-round expert assessment
identified the five most important metrics of each domain. AHP assigned the highest
weight to significance (62.6%), followed by correctness (28.9%) and measurability (8.5%);
all nine experts shared this ranking, and excluding any single expert changed the weights
by no more than 1.6 percentage points.

The methodological contribution lies in three elements: the traceable conversion of
ISO/IEC 27011 controls into directional metrics with tolerable values; the decomposition of
the aggregated metric into exceedance and reserve components, with the non-compensatory
exceedance indicator E and a three-level status rule; and the quantification of how uncer-
tainty in weights, expert composition, thresholds and measurements affects the domain
status. In the illustrative example, E revealed a violation in the network domain that the
compensatory metric hid, and in three synthetic scenarios it flagged each deterioration
in the month of the first violation, whereas the compensatory metric lagged by three to
six months or did not react. The MCDM weights were near-uniform and led to the same
decisions as equal weighting; they were consistent across WASPAS, SAW, WPM and Fuzzy
TOPSIS, except for the near-tied ranking in the Operational Security domain.

The indicators can be computed from data already collected by NMS/OSS, SIEM,
vulnerability, configuration and access management systems and reported monthly in the
ISMS. Future research will validate the indicators on operator data, involve an international
panel with more practitioners, introduce adaptive and uncertainty-aware weighting, and
add 5G-native metrics for network slicing, roaming, edge and cloud-native deployments.
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RAN
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