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Abstract: In the rapidly evolving landscape of telecommunications, the integration of
commercial 5G solutions and the rise of edge computing have reshaped service delivery,
emphasizing the customization of requirements through network slices. However, the
heterogeneity of devices and technologies in 5G and beyond networks poses significant
challenges, particularly in terms of security management. Addressing this complexity, our
work adopts the Zero-touch network and Service Management (ZSM) reference architec-
ture to enable end-to-end automation of security and service management in Beyond 5G
networks. This paper introduces the ZSM-based framework, which harnesses software-
defined networking, network function virtualization, end-to-end slicing, and orchestration
paradigms to autonomously enforce and preserve security service level agreements (SSLAs)
across multiple domains that make up a 5G network. The framework autonomously man-
ages end-to-end security slices through intent-driven closed loops at various logical levels,
ensuring compliance with ETSI end-to-end network slice management standards for 5G
communication services. The paper elaborates with an SSLA-triggered use case comprising
two phases: proactive, wherein the framework deploys and configures an end-to-end secu-
rity slice tailored to the security service level agreement specifications, and reactive, where
machine learning-trained security mechanisms autonomously detect and mitigate novel
beyond 5G attacks exploiting open-sourced 5G core threat vectors. Finally, the results of
the implementation and validation are presented, demonstrating the practical application
of this research. Interestingly, these research results have been integrated into the ETSI
ZSM Proof of Concept #6: “Security SLA Assurance in 5G Network Slices’, highlighting the
relevance and impact of the study in the real world.

Keywords: ZSM; B5G; security; automation; E2E network slicing; multi-domain; MANO

1. Introduction

Fifth generation networks and beyond come with the ability to integrate a very wide
range of technologies and devices of all kinds, forming a heterogeneous network whose
complexity continues to increase [1]. The variety of requirements brought by these architec-
tures is tightly coupled with complexity and hardware-specific constraints, which make
non-automated End-to-End (E2E) service deployment and management an extremely costly
activity in terms of time, security, and expenses [2]. In addition, E2E services logically
interconnect different functional domains and fall into three categories: Ultra Reliable Low
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Latency Communications (URLLC), massive Machine Type Communications (mMTC), and
enhanced Mobile Broadband (eMMB). Thus, connectivity requirements differ significantly
depending on the service type and device capabilities. In this context, ensuring system
security and robustness in the presence of network heterogeneity and variability becomes
a particularly challenging task [3]. To address this task, research on novel technologies is
mainly focused on enabling the softwarization of the network through the virtualization
and programmability of its components, as well as its integration with Al and ML engines
that learn and manage the system in an optimal way [4].

The envisioned next generation of cellular networks will strongly rely on a multi-
stakeholder infrastructure. Seamless resource sharing based on Al automation will enable
service interconnection across diverse domains, in the so-called Cloud-in-Continuum.
Cooperation between stakeholders strengthens E2E service delivery by addressing compe-
tition and trust models in service provisioning. To this aim, B5G establishes well-known
technological pillars to fulfill these needs. E2E network slicing, leveraging NFV and SDN
paradigms, logically groups and isolates resources and services, while NFV-MANO enables
the automation of the NFV life-cycle management. Lastly, DLT-based solutions enhance
trustworthiness in information-sharing processes and establish these as three key pillars [5].
However, of the three aforementioned, slicing management through orchestration often
relies on human intervention for decision making and responding to context evolution
which reduces its effectiveness. To mitigate the limitations of manual interventions, an ab-
straction layer [6] is proposed as a solution. As a consequence, ETSI defined the Zero-touch
network and Service Management (ZSM) standardization working group [7], oriented
toward providing autonomous governability of cross-domain service networks, taking
humans out of the loop. ZSM is driven by closed loops that coordinate logical steps. The
closed loops defined in ZSM enable interaction between system components via intents,
aiming to deliver concrete tasks such as slice deployment. ZSM divides the 5G architec-
ture into different Security Management Domains (SMDs), such as RAN, Edge, Transport,
Cloud, or Core. Intra-domain management is addressed by the ZSM architecture [8], which
defines functional modules that rationally split functionalities (e.g., orchestration, Policy
Management, Analytics). These modules and the domain’s infrastructure are connected
by a closed loop, driven by an intent. Furthermore, ZSM defines an E2E domain that en-
sures cross-domain integration. A global perspective of the system allows the E2E domain
to manage the life-cycle of E2E slices via intents. In this way, ZSM transforms network
management into an autonomous, efficient, and agile operation, simplifying cross-domain
service composition.

This work relies on the theoretical concepts from ETSI’s ZSM architecture [8] and E2E
Management and Orchestration of Network Slicing [9] proposals, extending the concept
with inherent security as part of the closed loops [10], avoiding the typically too-late amend-
ments to services when security has already been undermined. This extension is achieved
through the adoption of a Security Service Level Agreement (SLA) agreement (SSLA) as
a security intent definition, which, in turn, is orchestrated, scheduled, and enforced via
security policies. This paper describes the proactive E2E security slice enforcement as a
consequence of an SSLA high-level description, as well as the reactive security enforcement
triggered by a security state alteration. This work also presents, implements, and evaluates
a use case chosen by ETSI as the sixth Proof of Concept [11] for ZSM, titled ETSI ZSM:
Security SLA Assurance in 5G Network Slices. In this use case, the analysis of encrypted
traffic is addressed as a consequence of an SSLA, and a VNF infection caused by a malicious
attacker is mitigated without human intervention. The contributions of this work are
as follows:
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*  Security is integrated as a native component in the process of creating and managing
E2E slices.

*  An automated closed-loop security operation is achieved.

* An extensible intent-based approach with different levels of abstraction, security
models, and services actions is proposed.

¢  Continuous and autonomous Security Service Level Agreement (SSLA) compliance
through tailored monitoring and cross-domain reactive capabilities provided by
the framework is achieved.

*  Real-world validation on a 5G testbed encompassing multiple administrative domains
and different security properties is achieved.

*  Asresult of the above, we demonstrate the feasibility of ZSM architectures for manag-
ing B5G networks.

The rest of this paper is organized as follows: Section 2 provides the state of the art.
Section 3 provides the security framework overview. Section 4 shows a detailed explanation
regarding how the framework provides dynamic 5G core security slice management.
Sections 5 and 6 provide the implementation and performance results, respectively. Finally,
Section 7 provides the conclusions.

2. Related Work

This section provides the state of the art, focused on the four principal topics of our re-
search efforts: orchestration, network slicing, Zero-touch network and Service Management,
and Security and AL

2.1. Zero-Touch Network and Service Management

The ZSM architectural framework has been designed to automate and simplify the
deployment, management, and assurance of services in Beyond 5G (B5G) networks. Ex-
tensive research has been conducted on this subject, as presented in works like [12,13],
where the authors provide a comprehensive study of ZSM's background, highlighting its
major advantages, architectural choices, and the most relevant standards. An in-depth
study analyzing the threat surfaces introduced by the technologies constituting ZSM is
documented in [14]. Taking into account various standards related to end-to-end (E2E)
slicing, such as the ZSM-defined framework and the Transport Slicing solution proposed
by the IETF, an abstraction model and corresponding interfaces for Transport Slicing have
been introduced in [15]. Although ZSM specifies how closed loops should operate within
the system, it does not define how different closed loops should communicate to ensure
SLA assurance coordination. Gomes et al. [16] propose an intent-driven model based on
delegation, describing an escalation of intents across different closed loops as a hierarchical
coordination solution. Their work offers a detailed explanation of the ZSM architecture,
emphasizing the definition of the intent model. However, their study focuses only on the
model’s definition and does not include any evaluation.

Furthermore, in [17], a monitoring model integrated into ZSM-based service life-cycle
management is defined. However, despite describing their approach as end to end, it
effectively represents a single domain, as they treat each entity within the infrastructure
as distinct domains. Finally, in [18], a ZSM-based architectural framework for managing
slicing in 3GPP networks is proposed. However, their approach introduces a nested
structure of management domains for the same logical part of the infrastructure. This
deviates from the ZSM standard definition and significantly increases the complexity of
coordination between the various levels of closed loops.
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2.2. Orchestration

The orchestration layer offers great potential to seamlessly manage diverse domains
and, due to the wide range of possibilities it provides, it has attracted the attention of the
scientific community. In Cassaza et al. [19], an orchestration model is proposed, focusing on
providing high availability for service function chains, where multiple VNFs that perform
the same function but with different roles (Master or Slaves) are instantiated on distinct
servers, generating multiple paths for delivering the same service.

Recently, lightweight forms of orchestration have gained significant attention due
to their shorter deployment time and ease of portability and scalability. In [20], a survey
on container orchestration is presented, where among the identified gaps are container
monitoring capabilities, tools, and autonomous features in orchestration frameworks that
enable self-healing and self-optimization. In the study by Salhab et al. [21], an open-source
Core Network (CN) was orchestrated using Docker Swarm as the manager. Their approach
involved deploying multiple nodes with a load balancer and a floating IP to establish a
highly available 5G core (5GC). However, this work primarily leveraged Docker’s existing
capabilities to demonstrate their applicability in the context of 5G. The orchestration lacked
dynamism, and the security measures implemented were rudimentary.

Nevertheless, these efforts in cloud-based VNF orchestration are critical, as they lay
the foundation for NFV orchestration within 5G and B5G cellular networks. Many of these
works tend to focus on specific, isolated aspects, often overlooking the involvement of mul-
tiple actors across different domains within the overarching management of 5G networks.
In contrast, our approach bridges these gaps by introducing autonomous, policy-intent-
based orchestration. This enables us to enforce security measures and countermeasures
seamlessly, whether applied to standalone VNFs or to E2E network slices covering the
entire 5G system.

2.3. Network Slicing

Network slicing presents itself as the centerpiece for splitting the physical infrastruc-
ture into multiple logical, isolated, and customized instances of network resources [22].
When the slices span across multiple domains, encompassing different network segments
and technologies, they are referred to as E2E network slices. The scientific community has
focused on developing the intricacies of E2E network slicing as it is one of the main pillars
of B5G networks. For instance, in [23], the authors present a reference architecture for
network slicing end-to-end orchestration, using an ML approach to improve performance
during the decision phases of the slicing life-cycle. However, it does not consider the use
of ZSM during this process. Additionally in this line, Ref. [24] offers a comprehensive
study of network slicing security concerns, exploring the threats, challenges, and issues,
highlighting the existing gaps in current research, with the aim to ease the development of
a secure network slicing framework.

Furthermore, in [25], a work with open-source tools such as OAI is presented, propos-
ing a four-building-blocks classification that characterizes resource allocation, whereas
various Al techniques are used in the orchestration to optimize each of these four blocks.
Although the paper presents multiple useful insights, the presented network slicing orches-
tration only considers RAN slicing. In addition, it uses 5G Non-Standalone (NSA), which
means that the slice has no logical management at the core, and security is not considered
atall. In [26], Liu et al. propose an architectural solution for E2E slice resource management
composed of three different layers: network, orchestration, and intelligence based on Deep
Reinforcement Learning (DRL). This work shows promising results in leveraging DRL
as an enabling technology to enhance decision making in resource sharing. Additionally,
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its architectural proposal could be seamlessly integrated into the well-established and
standardized ZSM framework.

Regarding solutions that could be integrated into ZSM, [27] introduces a large-scale
E2E network slice facility offering network slices as a service. This initiative effectively
coordinates several domains via a federation approach. However, despite mentioning that
the challenges associated with the project are being addressed by the ZSM standard, they do
not adopt the reference architecture to integrate their solution. In our study, we expanded
the concept of E2E slices, customizing them to address security requirements, resulting
in the creation of E2E security slices. In particular, we have devised a ZSM-compliant
approach to manage these E2E security slices within the context of B5G Networks.

2.4. Security and ML/AI

Utilizing Al to address security challenges is not just a current trend but also a funda-
mental aspect shaping the future telecommunications landscape. When integrated with
NFV and SDN, Al becomes a powerful tool, enabling early detection and rapid responses
to a wide set of attacks. The authors in [28] present the potential use of ML/ Al-enabled
network slicing in current and future infrastructures, offering a comprehensive survey
of the use of ML for the life-cycle management of network slices, starting from the slice
preparation phase and covering all network domains, but without considering ZSM.

In [29], the authors present a comprehensive survey of the security challenges associ-
ated with NFV, proposing the use of anomaly detection techniques to mitigate potential
risks of cyberattacks. However, they do not consider network slicing in their work. Ad-
ditionally in this line, and as mentioned before, [23] presents an architecture that uses
an ML approach to enhance the process and increase security. In [30,31], different types
of ML techniques used for identifying cybersecurity risks, including phishing, malware,
and spam, are reviewed. These techniques fall into two primary categories: unsupervised
and supervised learning. In the first category, clustering methods are utilized to detect
anomalies based on data similarities, thereby identifying potential security risks. The
second category focuses on classifying different types of attacks into predefined categories.
Additionally, in recent years, deep neural networks have proven to be decisive for multiple
cybersecurity applications [32], such as malware detection, intrusion detection, or malicious
traffic classification, among others.

A systematic review of recent publications investigating the application of ML for
security within the context of NFV and SDN [33] highlights important shortcomings.
Our study aims to address these deficiencies through a practical demonstration. The
shortcomings addressed include the lack of a specific ML integration architecture tailored
for SDN/NEFYV, the limited availability of ML solutions beyond well-established attack
categories such as DDoS, and inadequate provision of coordinated mitigation and response
mechanisms. In particular, we integrated a cryptomining detection ML model to expand
this scope [34], autonomously managed by leveraging SDN/NFV paradigms and enabling
seamless mitigation with an E2E perspective.

2.5. Related Frameworks

Concerning existing approaches that aim to integrate AI/ML mechanisms into frame-
works to improve security, the authors in [35] propose a security framework to automati-
cally mitigate different IoT-related threats. This work employs Al-based reactive agents,
powered by ML models, to analyze monitored data and utilize this information to raise
intrusion alerts. However, it does not contemplate network slicing or E2E mechanisms
for the management or orchestration of infrastructure security. In parallel to that idea,
the authors in [36] present a model architecture that combines a validation framework



Future Internet 2025, 17, 86

6 of 27

for applications in conjunction with a reactive Al-driven system to enhance the security
of the applications and the infrastructure in real time. That model leverages ML/AI to
dynamically monitor and respond to security threats; however, it solely presents a general
framework and does not incorporate network slicing or Zero-touch Service Management
(ZSM) techniques.

An Al-based network slice management framework is proposed in [37], but the
introduced AI mechanisms are exclusively oriented to enhance radio link performance.
A similar situation occurs in [38], where Al mechanisms are integrated into 5G networks
to improve their security, among other aspects; however, they are mainly focused on the
radio link rather than improving the security of the infrastructure itself. In [39], the authors
propose a Federated Network Intelligence Orchestration approach for anomaly detection
in B5G networks using Federated Learning (FL). To achieve this, the work orchestrates
network intelligence to detect and prevent cyberattacks, integrating the system within a
Zero-touch Service Management (ZSM) security framework, including multi-domain and
multi-tenant orchestration. However, they neither present nor contemplate the inclusion of
network slices in their orchestration. Lastly, in [40], the incorporation of certain security
controls at the network layer is proposed. These controls are classified by efficiency and
suitability, aiming to allocate resources dynamically with enhanced security assurance and
isolation capabilities, which are tested to mitigate DDoS attacks. Nevertheless, although
the work suggests the suitability of zero-touch mechanisms for resource and reactive
orchestration, the theoretical solution outlined in the paper has not been implemented.

3. Security Framework Overview

Traditional ZSM frameworks have made significant strides in specifying automation
for service life-cycle management, even though they are still grappling with challenges in
security. Generally, security is often considered an overarching aspect, but its definition
is either omitted or left ambiguous. Our approach [10] relies on ETSI's ZSM reference
architecture [8] to integrate security assets in autonomous and intelligent intent-driven
E2E service management (Figure 1). We adapt the standard’s closed loops to enhance
the framework’s autonomy through self-healing, self-repairing, self-configuring, and self-
protecting capabilities. We therefore define the closed loops’ interactions covering single
domain security management and cross-domain coordination. To drive them, we follow
an intent-driven approach, proposing three distinct security abstraction levels: SSLAs,
MSPL-OP, and final configuration.

The decisions taken within the closed loops are tailored to the requirements specified
in the intent. As an innovation, we integrate DLT-based trust management to ponder
decision making at its various steps; more details can be found in [41]. Trust is evaluated
through continuous SSLA monitoring and analysis. Trust metrics represent the historical
assets’ and domains’ behavior for SSLA compliance. Genuine behavior is rewarded, while
vulnerabilities are punished. In ETSI’s ZSM definition, single management domains are able
to self-manage their own services and infrastructure, but for cross-domain actions, an E2E
domain is used. As a novelty, our E2E domain vision presents a centralized data analysis
that correlates security information from different domains. This view expands the security
coverage across the entire infrastructure, including Federated Cyberthreat Intelligence
(CTI) sharing, cross-domain threat mitigation, and the redeployment of mistrusted assets
among other E2E domain functionalities.

The remainder of this section is structured as follows: first, we present the various
intent models and outline the procedures for transforming them. Next, we detail the key
steps involved in both intra-domain and cross-domain closed-loop processes. Finally, we
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provide a precise definition of the ZSM framework interactions, focusing on the proactive
and reactive components of the closed loops.
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Figure 1. ZSM security framework architecture.

3.1. Intent-Driven Security Model

Automated systems require motivations that lead to decisions, ultimately flowing
into actions. Intents provide a concrete specification of the desired goals to drive these
decisions. The level of accuracy in intent definition can vary. On the one hand, a client
with no knowledge of the underlying system only needs to specify the wanted system
state. In contrast, a security manager must define specific actions to take in a precise and
standardized format.

In this context, intents simplify the security management of the underlying hardware
and technologies by abstracting their complexity, providing a flexible and comprehensible
approach. For our work, we define three distinct levels of intent specification, ranging from
high-level abstraction to detailed configurations: SSLA, MSPL-OP, and final configuration
(as illustrated in Figure 2).
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Figure 2. Security abstraction levels.

The SSLA serves as the entry point to the evolved ZSM architecture as explained
in [42] inspired by the work in [43]. The SSLA is a formal agreement between a service
requester, such as an over-the-top (OTT) or other operator, and the provider. The SSLA is
the first intent: it defines security and service level objectives (SSLOs), spanning from the
QoS requirements (throughput, latency, resource usage, etc.) to the security requirements
(confidentiality, privacy, authentication, specific attacks protection, etc.). SSLOs define the
genuine system’s status for a concrete service. The ZSM framework uses SSLOs to drive
decisions toward their fulfillment. During this process, monitoring probes and analytic
engines are deployed to predict and detect SSLA violations, and finally prevent or mitigate
the threats. Therefore, the final step for an SSLA enforcement process is the appliance of
specific actions to continuously maintain the system'’s status specified by the SSLOs. The
SSLA enforcement process usually covers cross-domain coordination. Final actions cannot
be taken directly; however, the SSLOs require proper refinement to map their objectives
with a domain-related intent. In this regard, the refinement transforms the SSLA into an
orchestration policy, named MSPL-OP (see Figure 3 and Figure 4 step 1).

To bridge the gap between the SSLA and actionable deployments, the MSPL-OP
serves as an intermediate abstraction. It establishes the means to achieve every SSLO but
does not specify concrete actions. In fact, the refinement process maps SSLOs to security
capabilities. Every MSPL contains one or more capabilities, while an MSPL-OP contains
one or more MSPLs. The MSPL-OP model is specified in Figure 3. SSLOs are categorized
to be covered by one or more capabilities. This is precisely what the refinement process
entails: transforming SSLO categories into a set of defined security capabilities. For this
work, the MSPL-OP model has been extended in several ways. Relevant to this section is
the incorporation of 5GSecuritySlice, allowing the specification of a 5G slice. A 5G slice is
composed of a set of intertwined 5G services with security capabilities associated with those
services. The 5G slice also differs from the regular MSPL-OP, as it requires multi-domain
coordination. Intertwined services and security must be deployed to cover every 5G
domain. In summary, the MSPL-OP model has been extended to address the requirements
of a 5G slice deployment.

To deploy a 5G slice, this work also considers domain selection and customization.
This means that once the MSPL-OP has been created, security capabilities and services
must be assigned to their corresponding domains. These domains are where the respective
components and services will be deployed. We address this challenge with a straightfor-
ward and logical approach. If only one solution is possible, the decision is straightforward.
However, if multiple domains can implement the same capability, then orchestration require-
ments come into play. Orchestration requirements define the driving factors for selecting
one domain over another. For this work, we adopted trust-based orchestration. In this
approach, we select the domain with the most trusted assets to comply with the required
capabilities [41]. Various algorithms, such as trust ranking or load balancing, could be
applied or combined based on system requirements. Once the capabilities and services are
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distributed across domains, the framework generates an appropriate MSPL-OP for each
domain. Each MSPL-OP contains only the MSPLs relevant to that specific domain. For
example, one MSPL-OP might include 5G core as a service and protection requirements for
the control plane, while another MSPL-OP focuses exclusively on protection schemes for
the communication channel.

MSPL-OP
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+ priority
+ dependencies

+
orchestrationRequirements
+

enforcementRequirements

l

EnablerCandidates + MSPL-OP_id
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Channel_Protection SecurityAnalysis

Network_slicing + : . X +
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Channel_Protection + A +

FiveG_Secured_Service channelProtectionParameters analysisParameters

Figure 3. MSPL-OP diagram.

Each SMD, upon receiving an MSPL-OP, before translating it into a final asset deploy-
ment and configuration action, analyzes feasibility and checks for conflicts with active
policies. To ensure consistency, SMDs extract individual MSPL policies from the MSPL-
OP and evaluate them for conflicts using rule-based engines. This step ensures that the
translation of MSPLs into assets and configurations maintains system consistency. At this
stage, each MSPL might imply actions across various devices, such as deploying VNFs,
reconfiguring existing services, or other possibilities dependent on the SMD’s infrastruc-
ture, geographical location, or any other physical or administrative property (e.g., support
for Kubernetes). This means the translation process is infrastructure-, topology-, and
environment-aware. To achieve this, the translation process (see Figure 4, step 4) selects
assets that handle the capability specified in the MSPL and are available for deployment
and configuration within the current SMD premises. For a 5G slice, all translations are
packaged as a network slice template (NST), which, in an overview, represents a sub-slice
of the E2E slice. The NST then provides the means to enforce every capability and service
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requested in the policy model, as well as to ensure the interconnection between components
of the sub-slice and across domains.

(1) Refinement
SSLA MSPL-OP| MSPL, H MSPL, | MSPL, |
% SMD selection and customization
MSPL-OP1| MSPL, | - | MSPL, MSPLOPk MSPL, | - | MsPL |

% (3) E2E enforcement @
(4) Translation Translation
MSPLx |:{> Asset Conf|| ... || MSPLy :{> Asset Conf

SMD, SMDx
L NST NST g
T
(5) Eforcement: Deployments, (Re)configurations
RAN EDGE : CORE . CLOUD : TRANSPORT
E VNFs / PNFs ;
Infrastructure

Figure 4. Intent-driven life-cycle security orchestration.

This paper presents a complementary extension to our previous work [10], where we
used a ZSM-based framework to protect a vehicular infrastructure from DDoS attacks. For
this work, we provide a deeper view of the intent model and how we have extended it
to integrate new security assets such as Smart Traffic Analyzer (STA) (see Section 4.1.1),
Proof of Transit (PoT) (see Section 4.1.3), I2NSF agent (I2NSFA) (see Section 4.1.2), and 5G
core agent (see Section 4.1.4), which will be used by the PoC in the next section. This work
aligns with ETSI’s vision about 5G network slice provisioning from an SSLA definition.

3.2. Intent-Driven Security Closed-Loop Workflow

Before delving into the PoC definition, it is essential to understand the relationship
between the entities that compose the ZSM framework. This section presents the concept
of a closed loop as a set of recurrent steps that interconnect entities in a protocol-less
manner. The closed loop was also defined in our previous work [10], but with a high-level
approach. Here, we present a more detailed view of the closed-loop phases, both proactive
and reactive. These processes are illustrated in Figure 5 and Figure 6, respectively. While
the proactive process focuses on initial SSLA enforcement, the reactive process ensures the
slice remains operational and secure through continuous monitoring and adjustment. To
maintain clarity, we provide a brief description of each process.

The process begins upon SSLA reception or E2E-level MSPL-OP generation when a
slice is identified as necessary. This proactive scenario involves the Plan and Execute steps
of a MAPE-K (Monitor, Analyze, Plan, Execute, and Knowledge) framework. This proactive
scenario is detailed in Figure 5, where steps 3, 8, and 15 involve MSPL-OP refinement,
while steps 1 and 9 highlight conflict detection with existing services or infrastructure
capabilities. From this point, the Monitor, Analyze, and Knowledge-related steps of the
closed loop run continuously until the service’s end of life. A vulnerability might be
detected during the Analyze step of the closed loop, as shown in steps 1 and 2 in Figure 6.
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If an available countermeasure is identified, a new MSPL-OP message is generated and
sent to the SMD’s Security Orchestrator. This orchestrator then checks the resources for
availability and adequacy (e.g., in terms of trust), which may lead to a reconfiguration of the
already deployed slice. This reconfiguration might involve the removal of a compromised
asset whose trust has been reduced as a result of step 2.
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X E2E Trust | | Cross Domainy I Trust | slices
75M E2E Policy E2E Security  E2E Data| Reputation| = Integration Security Policy  |Reputation | Data Slice NFV VNF
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' & customization
8 E2E enforcement
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12get_infra_t )
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Figure 5. Proactive ZSM-aligned security slice orchestration solution.
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Figure 6. ZSM 5G component anomalous behaviour reaction diagram.
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Although not depicted in the figure, resource unavailability or other conflicts may
arise, requiring additional countermeasures or reconfigurations. These steps are omitted
for simplicity; only the expected positive path is depicted. Locally employed alerts and
countermeasures are reported to the E2E level, which may trigger cascading effects on
other SMDs. This possibility is shown starting from step 10, where a neighboring affected
SMD reconfigures the slice as a result of the MSPL-OP received in step 12. In this step, any
involved asset might be replaced with an alternative that has higher trust or a better score
in relation to the newly detected threat, as described in steps 1 and 2.

4. ETSI PoC

To demonstrate the potential of ETSI’s ZSM standard, ETSI selected several Proof-of-
Concepts (PoCs) to present to the community, including PoC 6: 'Security SLA Assurance
in 5G Network Slices’” [11]. This PoC envisions the provisioning of 5G network slices
in a multi-domain scenario through security-aware closed loops, aligned with the ZSM
proposal. This process is initiated by SSLA reception and leverages contributions from this
paper and the authors’ prior work [10]. The PoC focuses on the reception of two SSLAs.
The first defines the security objectives for the dynamic deployment of a 5G network, while
the second SSLA pertains to IoT. This paper focuses on the first SSLA, emphasizing the
ZSM framework’s ability to dynamically manage the deployment and security of a 5G
network with end-to-end traffic and resource protection, as depicted in Figure 7.

Monitoring
vy
SSLA []
ﬁ N Analysis /
‘ 1 > ﬁintent life-cycle Y
Operator management ZSM Framework

Customer

[ private 5G service cloud |

Legend
w ZSM protected domain Wﬁ Closed Loop C;e} VNFs Smart Traffic Analyser

Cryptomined . N PoT| Proof of Transit
A vulnerable VNFs Channel protection ~__ Infected VNF [P0

Figure 7. ETSI PoC #6: SSLA assurance in B5G networks.

In the following sections, we describe the security assets incorporated into the ZSM
framework to meet the SSLA’s security requirements. Additionally, we explain how the
ZSM framework operates both proactively and reactively to deploy and maintain the SSLA
between two SMDs, even when security requirements are compromised.
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4.1. Security Assets

Security assets are the core components that enable protection measures to be enforced
within our ZSM architecture. These assets include instantiable entities, such as Virtual
Security Functions (VSFs), as well as configurable physical and virtual components, like
switches or SDN controllers. Both types are responsible for implementing advanced
security functions. Assets are managed using a modular approach, allowing seamless
integration into the framework. This modularity not only improves system scalability
but also enhances security flexibility by enabling the on-demand addition of new security
functions as they become available. This approach ensures that the system can evolve
rapidly and adapt to new security threats without disrupting existing operations.

The asset integration process starts by expanding the policy model to define the capa-
bilities and configuration parameters of the new security components. This step ensures
that the framework understands the asset’s functionality. Next, a plugin is developed to
translate high-level policies into technology-specific configurations, such as YANG. Finally,
a driver is created to directly operate and configure the asset, for example, using NETCONEF,
thus completing the life-cycle management process.

In this work, several security assets have been integrated into the autonomous man-
agement of the ZSM framework. These include as follows:

e  STA: Analyzes 5G core control traffic and detects anomalous encrypted traffic.

e  I2NSF: Establishes a secure communication channel.

e PoT: Verifies that traffic follows the secure communication channel.

e  Fifth generation core agent: Acts as a middleware controller to manage network
functions (NFs) and retrieve contextual UE data from the 5GC.

For each of these assets, the aforementioned integration steps have been applied. This
section introduces these security modules and explains how they have been integrated into
the proposed architecture as part of this work.

4.1.1. Smart Traffic Analyzer (STA)

The STA is an ML-trained security asset designed to retrieve communication flows
and classify their behavior. The STA is built with flexibility in mind, allowing different ML
models to be loaded and configured based on TSAT [44] values, as outlined in [34]. The
STA’s configuration defines the type of traffic to be analyzed, the ML model for pattern
detection to be loaded, and the possible classification outputs. In the PoC, the STA is
utilized for 5G core protection by monitoring and analyzing 5G signaling traffic. The ML
model loaded into the STA is trained to analyze monitored flows and classify them as either
crypto-mining or genuine traffic. When anomalous traffic is detected, the STA reports an
alert, providing a malicious flow classification along with a confidence level.

The STA plays an important role in the presented architecture by handling the Security
Data Collection (monitoring) and Security Analytics Engine. STA life-cycle management
follows the three steps presented in the introduction of the section. The policy model is
extended to include new security analysis and monitoring capabilities, along with addi-
tional configuration actions. These extensions allow the inclusion of additional monitoring
parameters, such as specifying Service Based Interface (SBI) traffic and defining analysis
parameters. These analysis parameters indicate to the trained ML model how to classify
abnormal behavior in SBI traffic. Based on the 5G core context and the type of protection
specified in the policy, the translation plugin selects the ML model to be used, the TSAT
values required by the model to classify traffic types, and the potential classification outputs
for the traffic. This ensures alignment between the policy and the STA’s configuration.
Finally, the configuration driver interacts with the STA API, which operates alongside the
5G core NFs and retrieves its URI from the Data Services. The driver identifies the interface
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that requires analysis and sends the appropriate configuration requests to the STA APL.
Upon receiving these requests, the STA applies the configuration and automatically begins
analyzing the traffic.

This process enables the STA to efficiently monitor and analyze traffic in real time,
providing a dynamic and robust layer of protection adapted for the 5G core.

4.1.2. I2NSF Agent

The I2NSF IPsec solution [45] enables dynamic VPN deployments by employing a
centralized controller to handle requests for securing the traffic between private networks.
In the presented scenario, two I2NSF agents are autonomously deployed establishing an
IPsec tunnel between the RAN and the computing nodes hosting 5G core components,
encrypting and securing all traffic cross-domain. Agents are managed via a controller
and utilize the ikeless model eliminating the dependency of agents on IKE protocols [46]
for key material establishment, Security Associations, and rekey processes since all the
configuration parameters are provided by the controller.

Concerning the policy extension, channel protection capability has been enhanced
with the IPSec configuration action, which extends channel protection with new fields and
available values for confidentiality and integrity to be compliant with cypher suites needed
for private 5G networks’ interconnection to public base stations. The plugin takes this policy
to build a configuration containing: (i) the networks to be interconnected via the IPsec
tunnel, (ii) the addresses of the agents, and also, (iii) security parameters for IPsec, such as
encryption and integrity algorithms, the lifetime of the SA for rekeying, and the lifetime of
the SA to be removed in case the rekeying process fails. The configuration driver uses the
I2NSF controller’s REST API to pass these parameters. The I2NSF controller then generates
the necessary key material (e.g., initialization vectors and keys), Security Policies (SPs), and
SAs. The configuration is securely transmitted to the agents using NETCONE, employing
the ietf-ipsec-ikeless YANG model [45]. During the rekeying process, the controller must be
subscribed to the agents” NETCONF notifications. These notifications inform the controller
when an SA is about to expire, enabling it to generate and provide the key material required
for the new SA. This ensures seamless security operations without interruption.

4.1.3. Proof of Transit (PoT)

PoT is a security asset designed to provide trust in the routing path followed by a
packet. Based on the IETF draft [47] and the mathematical operations outlined in [48], PoT
adds a small portion of operational data to each packet traversing the network devices that
form the infrastructure. These data enable the determination of the path’s properties and
the detection of any missing conditions. In the PoC, PoT ensures trust for traffic expected
to traverse a protected channel. It verifies that encrypted traffic arriving at one of the
endpoints—in our PoC, the RAN and the core—has followed the desired hops. PoT denies
traffic that fails to meet this condition and identifies where the failure occurred. Nodes
with PoT enabled are managed by a centralized controller.

The policy model expansion involves extending the monitoring capability to include
a configuration action definition for Proof of Transit. This allows specification of the
allowable traffic profile for specific interfaces. For example, it can be used to detect plain
traffic appearing on an interface where all traffic is expected to be encrypted. The plugin
for configuration creation is responsible for supplying the controller with the endpoints of
the nodes involved. The driver utilizes the REST API defined by the controller to process
the configuration requests. The controller then generates Shamir’s Secret Sharing Scheme
(SSSS) keys and symmetric keys for each pair of nodes [48]. These configurations are
forwarded to the nodes using the IETF PoT profile YANG model via NETCONE.
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Once the final agents receive and validate the configuration, they initiate probes to
verify the trustworthiness of the path. This process ensures the integrity of the traffic and
enables detection of any deviations from the specified routing path.

4.1.4. Fifth Generation Core Agent

The 5G core agent developed in this work functions as a middleware component
between the ZSM-based framework and the 5G core. Its primary role is the internal
management of various network functions (NFs) within the 5G core network. Specifically,
the agent dynamically adapts the configurations and versions of these NFs based on the
policy intent defined by the Security Orchestrator (SO). This dynamic adaptation ensures
that the 5G core network operates in compliance with the specified security requirements
and service parameters dictated by the SO. By intelligently managing NF configurations,
the system maintains the desired security and trust levels in response to evolving network
conditions and security threats. A key feature of this security asset is its repository of NF
images. When a vulnerability is identified in any of the images, a more reliable image is
on-boarded, with configurations tailored to the image version and the current status of the
5G core. This proactive image management enhances the overall resilience and security of
the network. In addition, the 5G core agent can initiate a request toward the management
plane of the RAN, for instance, requesting the incorporation of a PLMN to be broadcast,
and register/delist serving AMFs.

The policy model has been extended to introduce the Secured Service MANO capabil-
ity for the 5G core. This capability ensures that the 5G core provides a mechanism (e.g., an
agent) for managing its internal components and features with security in mind. In this
context, the 5G core agent becomes a necessary dependency for secure 5G core deployment.
The plugin translates the policy into configurations required by the 5G core agent driver.
This driver equips the framework with a REST API that facilitates a wide range of actions to
implement procedures, such as registering a new AMF in the gNB. The plugin models con-
figurations using a lightweight JSON format, enabling the specification of a diverse array
of actions—including redeployment, NF registration, and UE identifier retrieval—along
with the associated action-specific parameters such as endpoints, protocols, identifiers, and
versions. The Data Services provide additional support for these configurations.

This concise JSON-based approach simplifies the configuration process while main-
taining flexibility and precision in defining management and security actions. By enabling
seamless interaction between the ZSM-based framework and the 5G core, the 5G core agent
ensures that trusted NF versions are effectively deployed in the 5G core.

4.2. 5G Core E2E Security Slice Deployment and Configuration

In this section, we focus on how intent-driven security is utilized in the PoC, as de-
scribed in Section 3.1, and aligned with the closed-loop operations presented in Section 3.2.
Intent-driven security is employed to instantiate a cross-domain slice. In the PoC scenario
depicted in Figure 7, a customer requests a private 5G network to interconnect employees
and devices across different geographic areas with internal services. To achieve this, the
deployment leverages a public gNB, dynamically establishing synchronization with 5G
core NFs to enable on-demand cross-domain connectivity. Regarding security, the customer
and the infrastructure provider establish an SSLA for the private 5G network. The SSLA
specifies the following security objectives: data confidentiality and integrity for external
connectivity with the RAN, protection against inappropriate use of resources in the 5G
core, and some contextual information such as the geographical area where employees
require coverage.
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Figure 8 maps the PoC scenario into the ZSM architecture. Two distinct SMDs are
identified: one managed by TID and the other by UMU. Each SMD possesses unique
properties and varying security assets. While some capabilities are shared, others are
specific to each domain. SSLA deployment involves the creation of a cross-domain slice
that spans both SMDs, coordinated via the E2E SMD. The defined SSLA is refined into
channel protection with minimum key length and encryption algorithms, Security Traffic
Analysis capabilities, and monitoring capabilities to autonomously enable SSLA compliance
analysis. The 5G core, combined with these security capabilities, forms a refined MSPL-OP.
This MSPL-OP is subsequently passed through the SMD selection and customization phase,
where the appropriate domains are determined. For this, the geographical location of users
is considered to select the serving RAN SMD. During this step, additional adaptations are
made, such as selecting the available channel protection protocol for the selected domains
to prevent conflicts caused by protocol incompatibilities.
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Figure 8. Proactive ZSM-aligned E2E B5G security slice orchestration solution.

The refined MSPL-OPs are dispatched to the SMD orchestrators, triggering policy
translation, sub-slice deployment, and configuration enforcement. For TID, the MSPL-OP is
translated into a sub-slice that includes Free5GC as the fully containerized 5G core, STA for
traffic analysis and monitoring to protect against abnormal resource use in cryptomining
situations, I2NSF for IPsec channel protection, and PoT for monitoring the IPsec tunnel.
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Meanwhile, in the UMU SMD, the MSPL-OP is translated into a sub-slice providing the
IPsec tunnel endpoint and its associated PoT monitoring capabilities, specifically within
the RAN domain. Table 1 outlines the capabilities included in each MSPL-OP sent to the
respective domains.

Table 1. Available domain’s capabilities.

Capability UMU TID
5G core v v
Channel protection v v
Monitoring channel protection v v
Monitoring and analysis 5G core v

Radio Access Network v

Once the slice components are prepared, the Security Orchestrator enforces the config-
urations as explained in Security Assets (Section 4.1). This enforcement process prioritizes
dependencies and ensures that the security capabilities are consistently applied across the
entire infrastructure. Briefly summarizing, once the IPsec tunnel is established, the 5G core
can securely communicate with the RAN. Subsequently, the 5G core agent configures the
5G core NFs and sends a PLMN broadcast request to the gNB. Upon acceptance, the gNB
starts irradiating the requested PLMN and registers the serving AMF, thereby establish-
ing the control plane for 5G communication through the protected channel. Monitoring
and analysis probes are activated only after their dependency on operational components
are satisfied.

4.3. B5G E2E Security Slice Reaction

The reactive aspect of the use case is illustrated in Figure 9, showing the local and
E2E reactions within the system. The reactive mitigation process follows the steps outlined
in Figure 6. The STA, which monitors and analyzes the 5G core SBI, detects abnormal
traffic in the AMFE. After analyzing the traffic anomaly, a cryptomining alert is sent to the
Decision Engine (DE), accompanied by a confidence level in the detection result. The
DE subsequently updates the trust values for the STA, the affected NFs, and the domain
in the Trust and Reputation Management (TRM) system. Specifically, the trust value for
the STA increases, while the values for the affected version of the NF, Free5GC, and the
domain decrease.

Upon receiving the alert, two countermeasures are generated. First, a local reaction is
triggered, which redeploys a more reliable version of the vulnerable NF within the local
domain. Second, an E2E reaction is initiated, which involves scanning other domains for
similar vulnerabilities and applying appropriate countermeasures. This ensures end-to-end
security compliance and addresses inter-slice security correlation.

These reactive mechanisms enable the system to adapt swiftly to security threats with-
out human intervention, maintaining compliance with SSLA requirements and ensuring
continuous protection across the infrastructure.
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Figure 9. Reactive ZSM-aligned guarantee of SSLA compliance orchestration solution.

5. Testbed Implementation and Integration

To validate the proposed architecture and processes, a realistic multi-vendor, multi-site
setup was employed, featuring a real 5G network including UEs and virtualized backend
infrastructure managed by our proposed ZSM framework. This section outlines the testbed
specifics and the implementation efforts undertaken to achieve the most realistic evaluation,
apart from production environments.

The testbed is supported through the coordinated effort of two geographically sepa-
rated locations with three independent management domains. The University of Murcia
operates two separate Security Management Domains (SMDs): UMU SMD, which has a
Release 16 compliant 5G network that delivers high coverage capabilities through two
cells connected to a single gNB, forming the RAN domain, and E2E SMD, which inde-
pendently manages the global state of the entire infrastructure. Additionally, Telefénica
I + D contributes by hosting the 5G core and managing the transport domain within the
TID SMD.

The key properties of the testbed include as follows:

1.  Multi-domain integration, ensuring seamless coordination across various domains.
Virtualized management, NFV and SDN.

3. Real-world 5G NR communications, with dedicated hardware providing real 5G
NR connectivity.

4. Interoperability, offering mechanisms to integrate different technology solutions.

5. Dynamic scalability, facilitating modular expansion of capabilities.
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6. Intent-driven architecture, precisely modeling system requirements and enabling

E2E enforcement.

7. Continuous monitoring, ensuring compliance with system policies through persis-
tent monitoring.

8. Security instrumentation, incorporating tools to simulate security threats and test
system responsiveness.

9.  Machine learning integration, where trained ML models monitor and analyze secu-
rity aspects.

10. RESTful APIs, providing communication between ZSM entities across domains.

To meet these objectives, a broad range of components was implemented, primarily in
Python 3.x. ZSM architectural components are developed using REST APIs for simplified
communication and are containerized for deployment in a Kubernetes ecosystem. The
Security Orchestrator was extended to utilize OSM for automated deployment and con-
figuration of 5G security slices. Dynamic and reactive agents were deployed as virtual
machines (VMs) through OpenStack. Several drivers and plugins were developed to handle
the translation of policies and the configuration of security assets: 2NSFControllerDriver,
PoTControllerDriver, STADriver, and 5GCoreAgentDriver.

Efforts were also focused on developing the Integration Fabric, a critical component
of the architecture, based on Kubernetes, Istio, Kafka, and metalLB. These technologies
were selected for their ability to meet ETSI’s requirements [8]. Kubernetes provides a high-
availability environment for containerized service deployment and life-cycle management,
while Istio simplifies traffic management, observability, and security. Kafka enhances event
streaming within the service mesh, ensuring secure and balanced routing of network traffic.

Regarding the technological and computational resources used for performance eval-
uation, the E2E SMD and 5G RAN SMD were deployed at UMU. The control plane was
hosted in a Kubernetes cluster virtualized on an AMD EPYC 730P 16-core processor with
32 threads and 128 GB of RAM, while the data plane was hosted on an OpenStack Rocky
infrastructure with two identical compute nodes running Intel Xeon Gold 6138 processors,
each with 40 cores, 80 threads, and 256 GB of RAM. The RAN was deployed using AW2S,
running the Amarisoft Radio stack on an Intel Core i7-9700K CPU @3.60 GHz with eight
cores, eight threads, and 8 GB of DDR4 2666 MHz RAM. Meanwhile, the 5G core/transport
SMD was deployed at TID. The control and data planes were hosted on a server equipped
with an Intel Xeon Gold 5318N CPU, offering 24 cores, 48 threads, and 120 GB of RAM.
For the UE, we used a Nemo Handy Handheld Measurement solution, a 5G Standalone
(SA) mobile phone with monitoring capabilities. Despite the use of high-performance
machines for realistic deployments, the core of the framework’s control plane, including
the fabric, requires 16 GB of RAM and eight cores, making it feasible for deployment in less
powerful environments.

6. Performance Evaluation

To determine the feasibility of our ZSM-based framework, we extracted various
metrics for both proactive and reactive stages as part of a common PoC.

For validating the proactive phase, we measured the time taken by the framework
to deploy and configure an SSLA as an E2E 5G security slice, as outlined in Section 4.2.
We provided: (i) time measurements from an E2E perspective, and (ii) detailed time
measurements per phase (orchestration, deployment, and configuration enforcement)
within each SMD. For the reactive phase, we triggered a cryptomining attack as described
in Section 4.3. We considered (iii) the number of false positives and false negatives in the
STA, (iv) the E2E and SMD Mean Time To Resolve (MTTR) the incident, (v) the Time to
Detect, and finally (vi) the AMF Downtime.
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6.1. Proactive Experimental Results

In this section, we explain the different KPIs used to evaluate the proactive stage of our
ZSM-based framework for managing the security of a real B5G system, as well as provide
insights gained during the process. The total initial time is calculated by summing the
per-domain times. Specifically, the E2E SMD initial time is measured from the moment
the E2E SO receives the slice and security requirements until these policies are distributed
across each domain. For the UMU and TID SMDs, the initial time refers to the time elapsed
from when each domain’s SO receives the B5G security slice policy to its full deployment
and configuration across the infrastructure.

Figure 10a illustrates the initial time required to deploy and configure the security
slice across the E2E, UMU, and TID SMDs. The results show that the E2E initial time is
negligible, less than 2 s, as there are no VINF instantiation or configuration tasks at the E2E
domain. In contrast, the TID and UMU domains have significantly longer times, averaging
95 s and 180 s, respectively. These times are attributed to the more extensive tasks handled
in these domains, such as 5G core setup, channel protection, STA monitoring, and Proof
of Transit (PoT). Figure 10b further breaks down these initial times by key processes in
proactive slice deployment for each domain (UMU and TID). Key stages include as follows:

*  Orchestration time: The time taken by the SO to create and enforce the orchestration
plan, including policy translation. This stage is minimal in both domains, taking less
than 3s.

¢ Deployment time: The time required to dynamically deploy security enablers, con-
stituting a significant portion of the total time. This is primarily influenced by the
type of virtualization used and the dependencies and coordination required between
the assets.

¢ Enforcement time: The time required for security enablers to be configured and ready.
This varies based on dependencies. For instance, PoT becomes operational within
7.2 s, whereas other processes, like the I2NSF agent, require longer wait times due to
dependency sequencing.

The I2NSF agent’s enforcement time is the largest component of UMU'’s total time,
requiring approximately 100 s to be fully operational. In contrast, STA in TID takes about
25 s to reach readiness, with 15 s dedicated to its final configuration. Full details are
presented in the following table.

Table 2 shows the distribution of times required by each domain to apply each policy.
It presents both the total elapsed time and a breakdown into specific operational phases,
such as startup and configuration. These measurements were obtained using the techno-
logical and computational resources described at the end of Section 5. For I2NSF and PoT,
measurements appear only in the UMU SMD domain because the timing is recorded by
controllers at the UMU premises. As a result, the reported startup time encompasses the
period required for both the TID and UMU VNFs to become ready for configuration, while
the configuration time refers to the additional time needed for full operational readiness.
PoT requires the E2E channel protection to be operational before its configuration can take
place. Additionally, note that the STA VNF is deployed exclusively in TID SMD alongside
the 5G core VNE. These results are further compared with the state-of-the-art solutions in
Section 6.3. Among the resources used, the 5G core with the STA enabler required a flavor
powered by four cores, 4 GB of RAM, and 32 GB of disk space. The same flavor was used
for the I2NSF agents and PoT VMs.
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Figure 10. E2E B5G slice deployment and configuration initial time. (a) Use case initial time; (b) time
consumed per procedure per SMD.

Table 2. Percentage distribution of time for UMU and TID SMDs.

Domain Process Percentage of Time

UMU SMD Total time 180's
Deployment time 36%

I2NSF agent (startup) 55%

I2NSF agent (configuration) 3.32%

Enforce PoT 3.97%
TID SMD Total time 95s
Deployment time 55%

STA (startup) 26%

STA (configuration) 15%

Analyzing the extracted data, the experimental results highlight the effectiveness and
scalability of the ZSM-based framework for managing B5G system security. The results
show a minimal initial deployment time in the E2E domain, with more significant setup
requirements in the UMU and TID domains due to their complex, resource-intensive tasks,
such as 5G core deployment, channel protection, and active monitoring, achieving a full
B5G network deployment in under 300 s. It is important to note that the enforcement time
for critical components like the I2NSF agent and STA varies due to dependency constraints,
impacting overall readiness. These findings demonstrate the framework’s potential to
streamline multi-domain security deployment and suggest opportunities to further reduce
deployment times through optimized resource allocation, parallel task execution, and
container-based deployments.
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6.2. Reactive Experimental Results

Regarding the reactive stage performance, we evaluate the system using multiple
Key Performance Indicators (KPIs). These include Detection Time (time taken by the
monitoring system to identify malicious activity), False Positive Rate (the percentage of
benign traffic misclassified as malicious), False Negative Rate (the percentage of malicious
traffic misclassified as benign), and Mitigation Time (time taken to detect and neutralize
the threat).

We start with the monitoring probes. Figure 11a shows the time it took for the STA
detector to identify cryptomining traffic. The results are promising, with an average
detection time of just 87.08 milliseconds, demonstrating the efficiency of the detection
mechanism. Additionally, Figure 12a highlights the occurrences of false positives and
false negatives when analyzing a pcap file captured from the 5G core, containing both
cryptomining and 5G signaling traffic. With prior knowledge of the expected outcomes, the
model achieved an average false negative rate of 0.022% and a false positive rate of 0.013%,
reflecting outstanding accuracy. Over 3200 classifications per iteration were performed,
and the system consistently exhibited robust performance throughout the experiments.
It is important to highlight that in cybersecurity contexts, false positives are particularly
significant because they can trigger unnecessary actions within the framework. Our model
demonstrates better performance in this regard than other models as explained in [34].
Furthermore, the STA in this scenario is confined to a network slice, resulting in only a
minimal number of erroneous values. Nevertheless, it is important to consider the error
deviation associated with false positives and apply appropriate threshold quotas to avoid
misguided actions that could negatively impact overall system performance. Regarding
false negatives, although the results show a minimal detection rate of this kind, in a large-
scale system, even a small fraction of undetected cryptomining traffic can translate into
significant illicit resource usage. Employing more sophisticated models that leverage multi-
layer inspection and incorporating enhanced data quality and variety can further improve
detection performance and mitigate the impact of false negatives.

Finally, Figure 12b illustrates the time taken by the system to detect and mitigate
the cryptomining attack at both the SMD and E2E levels. Impressively, the attack was
mitigated within 20 s at the SMD level and in under 10 s at the E2E level, involving cross-
domain interaction. Interestingly, despite requiring more interactions, the E2E mitigation
process was quicker. This is because E2E mitigation benefits from a preventive approach,
which is triggered at the same time as the alert. In contrast, during the attack, the UMU
SMD exhibited a faster response, whereas TID SMD’s resources were strained, with nodes
overwhelmed by the ongoing attack.
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Figure 11. Time to Detect and AMF Service Downtime. (a) Time to Detect; (b) AMF Service Downtime.
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6.3. Comparison with Other Works

According to the results we obtained, the research outcomes are promising. In Table 3,
we compare our findings with those from other works in the scientific community. For
instance, in [49], the OSM slice deployment time was measured using vCache and vDP],
where a 4G Evolved Packet Core (EPC) with Network Services was deployed in a single
domain, averaging 68 s for full slice deployment. This result falls within the standard
deviation range of our single-domain deployment times.

Table 3. Time results comparison with related scientific works.

Work Deployment Time Configuration Time Technology
[49] 68s no data OSM
[50] 58 s no data OSM + OpenStack
[51] 40s 125 s OSM + OpenStack
UMU SMD 65s 106 s (I2NSF) + 7 PoT  OSM + OpenStack
TID SMD 53s 40s OSM + OpenStack

Similarly, in [50], OSM-based slice deployment in a single domain was evaluated,
where the network slice included a VNF with two Virtual Deployment Units (VDUs)
deployed on OpenStack as virtual machines. The deployment time was approximately
58 s, which also aligns with our single-domain standard deviation. Furthermore, Ref. [51]
validated network slice deployments using OSM and OpenStack in a single domain. Their
work, which included the configuration time for a network slice composed of a mobile
core and RAN, reported slice deployment times of around 40 s in the worst-case scenario,
with configuration times extending up to 125 s—figures consistent with our configuration
times. Regarding STA, further insights into the ML model’s performance compared to other
approaches can be found in [34].

From these comparisons, we can conclude that, with current technology, approxi-
mately 52 s per domain are typically required for each sub-slice instantiation via OSM.
The remaining time is accounted for by the E2E orchestration process, the time needed for
services to become operational, and configuration tasks. As noted, these times can vary
significantly depending on the software and hardware used (e.g., external controllers) and
the load on the services. Additionally, real E2E coordination across multiple domains has
been scarcely tested, making our work particularly innovative in this area.



Future Internet 2025, 17, 86

24 of 27

7. Discussions

As we move into the era of 6G networks, the expectations for always-on, uninter-
rupted service are higher than ever. In this fast-paced environment, relying on humans to
manage and intervene in every aspect of network operations is not sustainable. Instead,
we are aiming for “zero-touch management”—an ideal where networks can manage and
secure themselves with minimal human input. However, even with automation, we must
remember that networks are ultimately built and used by people. This means that while
machines can handle much of the work, human guidance in the form of clear policies and
security standards will remain critical.

In this paper, we explored a new way of managing and securing these next-generation
networks, focusing on integrating security into every part of the process. We aligned our
work with ETSI standards, but what makes our approach stand out is how it works across
different domains. Essentially, it can manage multiple sections of the network at the same
time, even when those sections are run by different entities. The framework we proposed
ensures that security is not something you add later; it is built into the very core of how
the network operates. Whether we are preventing potential attacks or reacting to ongoing
threats, the system responds quickly and automatically to maintain security.

One of our key contributions is the definition and development of an intent-driven
security management, with different models for intents within the Zero-touch Service
Management (ZSM) framework. This model management allows network administrators
to define high-level security goals in the form of intents, which are then translated into
specific policies and eventually into configurations by the system. By leveraging this
model, we enable a clear, human-readable way to guide the autonomous management of
networks while minimizing manual intervention. This intent-driven approach ensures that
complex, multi-domain networks remain aligned with overarching security and operational
objectives, even as they dynamically adapt to evolving conditions.

Another significant contribution is the creation and management of E2E security slices
upon the intent-driven security management. This technology brings together several
innovative security measures, such as tools to analyze threats, ensure data integrity, and
monitor network traffic to prevent attacks and maintain security requirements. These tools
work in real time to detect and respond to threats, maintaining trust and security across the
network, even when different domains are involved. We also made sure our approach is
flexible, meaning it can adapt to various types of networks and infrastructures, and scale
up as needed.

In simple terms, our framework empowers networks to defend themselves in a more
dynamic, human-like way—anticipating potential threats and responding instantly when
something goes wrong. It also makes it easier for security administrators to manage, as
they can set broad policies and let the network handle the details, without needing to
micromanage every step.

In conclusion, the results of our research demonstrate the potential for autonomous
security management in beyond 5G networks. By integrating advanced technologies
and real-time monitoring, we have addressed some of the biggest challenges in securing
these complex, multi-domain systems. As networks continue to evolve, we believe that our
approach will help lay the foundation for even more innovative solutions, bringing together
the strengths of automation and human oversight to ensure safer, smarter networks for
the future.
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