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Abstract: Emerging edge devices are transforming the Internet of Things (IoT) by enabling
more responsive and efficient interactions between physical objects and digital networks.
These devices support diverse applications, from health-monitoring wearables to environ-
mental sensors, by moving data processing closer to the source. Traditional IoT systems rely
heavily on centralized servers, but advances in edge computing and Tiny Machine Learning
(TinyML) now allow for on-device processing, enhancing battery efficiency and reducing
latency. While this shift improves privacy, the distributed nature of edge devices introduces
new security challenges, particularly regarding TinyML models, which are designed for
low-power environments and may be vulnerable to tampering or unauthorized access.
Since other IoT entities depend on the data generated by these models, ensuring trust in the
devices is essential. To address this, we propose a lightweight dual attestation mechanism
utilizing Entity Attestation Tokens (EATs) to validate the device and ML model integrity.
This approach enhances security by enabling verified device-to-device communication,
supports seamless integration with secure cloud services, and allows for flexible, autho-
rized ML model updates, meeting modern IoT systems’ scalability and compliance needs.

Keywords: edge devices; remote attestation; [oT security; TinyML; edge Al; federated
learning

1. Introduction

Embedded edge devices play a vital role in daily life, supporting tasks like environ-
mental monitoring, remote appliance control, security, health tracking, and smart home
automation with minimal user involvement. Advances in CPU architectures, hardware
design, and artificial intelligence (Al) have enhanced TinyML (Tiny Machine Learning),
enabling resource-limited devices such as microcontrollers to perform machine learning
(ML) inference at the network edge. By monitoring parameters like temperature, humidity,
and sensors, these devices facilitate applications such as fault detection in wind turbines [1]
and gas leak detection [2] using ML algorithms.

Edge devices running unprotected ML models pose risks to systems that rely on
their prediction outputs. TinyML systems are particularly vulnerable to attacks like model
flashing and malicious updates, while advanced threats such as model inversion are less
common due to resource limitations [3]. To address these challenges, stakeholders are im-
proving security standards. The Confidential Computing Consortium defines confidential
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computing as using hardware-based Trusted Execution Environments (TEEs) to protect
data during use, ensuring confidentiality, data integrity, and code integrity [4].

Resource-constrained devices increasingly incorporate features like tamper protection,
true random number generators, secure storage, secure boot, and roots of trust, which
are already utilized in low-power applications such as environmental monitoring [5].
Hardware-based TEEs leverage these technologies to provide secure enclaves for sensitive
computations, ensuring protection even in the presence of physical attacks or compromised
software. System-on-chip (SoC) vendors implement various isolation mechanisms, such
as CPU access isolation or encrypted memory isolation, with solutions like Intel SGX [6]
and AMD SEV [7] targeting cloud-based applications, while ARM TrustZone [8] and RISC-
V PMP [9] are optimized for edge devices, providing a balance between security and
energy efficiency.

Additionally, device attestation, when implemented within a TEE, offers a strong
security solution [10]. Attestation verifies the authenticity and integrity of the TEE, ensur-
ing that sensitive computations occur only on trusted devices. The Remote Attestation
Procedures (RATS) defined by the Internet Engineering Task Force (IETF) [11] provide a
standardized approach to validate the integrity and authenticity of remote devices. RATS
specify components such as the Attester, Verifier, and Relying Party, with attestation tokens
serving as authenticated claims about the device’s state.

Several open-source TEE solutions, such as the ARM Confidential Compute Architec-
ture (CCA) [12] and TrustedFirmware-M [13], align with the Platform Security Architecture
(PSA) guidelines, offering well-defined structures for attestation tokens. Vendor-specific
solutions such as Silicon Labs’ Secure Engine Manager [14] and STM Microelectronics’
Secure Manager [15] generate PSA attestation tokens signed with hardware-specific keys.

In addition to the TEE attestation, a verifier may also need to prove the authenticity of
the ML model running on the device, for example, to ensure the system operates correctly
and securely [16] or to confirm that a device is capable of participating in collaborative
training, such as in federated learning and can safely exchange trained model weights [17].
However, to support standardized attestation for TinyML models, ML attestation tokens
should be independent of the TEE attestation process. This separation ensures that TEE
tokens focus solely on verifying the hardware platform, while the trustworthiness of the
ML model is attested individually.

Figure 1 illustrates a conceptual data flow of device attestation and the actors involved
based on RATS specification. The SoC and device manufacturers securely provision crypto-
graphic keys and other artifacts (1), establish attestation policies, and define claims, which
are then stored in a shared database accessible to an authorized verifier (2). The ability to
update ML models may vary by device type, with manufacturers potentially restricting
updates or allowing user-initiated updates (3).

A relying party initiates the device attestation process (4) and relies on a trusted
verifier to assess the authenticity and integrity of the tokens. Depending on the architecture,
the relying party may also analyze the token claims and decide whether the device is
trustworthy, such as verifying whether the ML model meets specific criteria or if the
device’s state aligns with certain security requirements.

This paper presents a dual attestation mechanism leveraging the concept of Entity
Attestation Tokens (EATs) [18] and CBOR Object Signing and Encryption (COSE) [19] encod-
ing. The approach utilizes two complementary tokens: one attesting to platform integrity
via PSA initial attestation and another verifying the ML model’s integrity and parameters.

By decoupling the ML model attestation from the TEE, the system enhances resource
efficiency and flexibility. The separation allows for more efficient use of computational



Future Internet 2025, 17, 85 3 of 27

resources and greater adaptability in managing various components, thereby fostering
trust among different entities and networks.
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Figure 1. Device attestation and involved entities: Soc Manufacturer, Device Manufacturer, Relying
Party, Verifier, User.

Existing attestation tokens primarily focus on platform integrity, leaving a gap in
verifying the trustworthiness of ML models. This limitation is particularly evident in
applications like federated learning systems with edge devices, where ensuring the integrity
of the ML model is crucial. Additionally, allowing an edge device to join a network based
on the model it uses requires a robust mechanism to attest to the model’s authenticity
and behavior.

To address these challenges, we propose a set of claims and a token structure specif-
ically designed for ML models. This approach enhances trustworthiness across various
applications by providing a standardized method to attest to the integrity and behavior of
ML models.

We implement a prototype that provides an end-to-end security solution, leveraging a
combination of RoT, secure boot, trusted execution environment, PSA initial attestation,
and the proposed ML-EAT attestation. Deployed on an STM32H5731 development board,
the prototype is evaluated in terms of memory footprint, scalability, and attestation time
to assess its effectiveness in ensuring both platform and ML model integrity, establishing
trust across the system.

The main contributions of this work are the following:

¢ Anovel, lightweight dual attestation mechanism that validates the integrity of both
the device and the ML model, facilitating trust verification by a remote entity.

* A new ML attestation token format based on EAT, containing claims that attest to both
general ML use cases and sensitive ML parameters, such as architecture and weights.
The paper is organized as follows: The related work is presented in Section 2. In

Section 3, the background is provided, while in Section 4 our proposed attestation method
for ML and its workflow is described. The overview of our methodology for the assessment



Future Internet 2025, 17, 85

40f27

is given in Section 6. The results and discussion are presented in Section 7. Finally,
the conclusion is drawn in Section 9.

2. Related Work

Embedded devices that handle privacy-sensitive data or perform safety-critical func-
tions are increasingly becoming prime targets for cybersecurity threats, such as denial-of-
service (DoS) attacks, unauthorized network access, firmware tampering, and more [20].
These devices often run embedded firmware from multiple vendors, meaning that a single
vulnerability in one vendor’s software can potentially affect a large number of devices that
depend on the same component [21].

Nowadays, there is an increasing focus on detecting compromised devices before they
can affect the functionality of connected systems. Remote attestation is one method used to
ensure device integrity. Depending on the system architecture and security goals, various
attestation approaches can be employed. These include single attestation, which verifies
the integrity of individual devices, and collective attestation protocols, where multiple
devices work together to validate the security of the entire network [22].

Large-scale IoT networks require collective attestation methods to effectively ensure
the security of the entire network. One such example is PASTA [23], a fully decentralized
attestation mechanism based on Schnorr-based multisignatures. It supports multiple
provers and verifiers that can attest their integrity using lightweight tokens, making it ideal
for resource-constrained embedded devices with limited computational capabilities.

Other collective attestation protocols, such as SEDA [16], use a spanning tree topology
where each parent node aggregates the attestation results from its child nodes. The un-
derlying protection mechanisms of the edge devices rely on SMART [24] or TrustLite [25]
architectures. Both TEE architectures can provide remote attestation for low-end embedded
systems by leveraging custom hardware memory protection units and carefully designed
software. However, their disadvantage is that they require hardware modifications to be in-
tegrated into current CPU architectures, which poses a challenge for widespread adoption.

Currently, collective attestation protocols lack the granularity to provide detailed
information about individual devices, making them more suitable for homogeneous sensor
networks where devices share similar configurations. In TinyML systems, devices may
run different ML model versions, software stacks, and have varying requirements that
need verification by a remote verifier. It is essential not only to confirm that a device is
operational but also to assess its internal state and the state of its ML model. Methods such
as single-device attestation are better suited to meet these specific needs.

In [26], the authors present a single device attestation flow based on an off-the-shelf
microcontroller (MCU) that leverages ARM TrustZone. The mechanism employs a paging-
based process integrity measurement in a Linux-based IoT environment. It also relies on a
ROM-based RoT to securely store and manage cryptographic keys, providing a tamper-
resistant foundation for the attestation process. The attestation mechanism of the device
relies on a simple hash value that is encrypted and sent to a remote server for verification.

Relying solely on a hash value for attestation is inadequate, as it does not enable
structured, interoperable communication of evidence. Different attestation models have
been proposed for resource-constrained devices, where efficiency is crucial. Property-based
attestation, utilizing structured claims such as those in PSA or EAT, enables more effective
and scalable communication of trust, allowing relying parties to easily verify the security
and integrity of devices or systems [27].

The Veraison project [28] seeks to establish standardization and interoperability across
various remote attestation frameworks. It contains a set of software components that can
be employed to construct attestation verification services that are common across different
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classes of devices, from IoT devices to large computing servers. It is based on the RATS
architecture proposed by the IETF, focusing on configuring the verifier with provisioning
endorsements and trust anchors such as keys and certificates. Further, the Verifier is capable
of validating evidence or attestation results using appraisal policies. It supports attestation
for both the ARM CCA on the cca-ssd platform and the ARM PSA on the psa-iot platform.

There is a need for TinyML devices to provide claims and follow the RATS format to
enhance trust and security in embedded environments. Operating in resource-constrained,
dynamic, and heterogeneous settings with models from various vendors, TinyML systems
can use claims to communicate detailed, structured evidence of their state. This allows
verifiers to assess their trustworthiness effectively. Verifiers can query the device state
to extract evidence such as model parameters, firmware versions, or runtime behavior,
and link these data with reference values or appraisal policies.

GuaranTEE [29] is a solution that focuses on providing attestable and private ML
execution on devices using ARM CCA, ensuring that ML models operate securely and
privately within TEEs. The CCA architecture is specifically designed for high-performance
processors like the Samsung Exynos 2200 and Qualcomm Snapdragon 8 series, which are
based on Armv9-A architecture. This architecture is not adopted in resource-constrained
embedded processors due to its higher performance requirements and associated costs.
Moreover, the authors claim that the attestation mechanism as described in the CCA speci-
fication cannot be implemented on Arm’s Fixed Virtual Platforms because the environment
lacks the hardware security engine necessary to generate the platform attestation token.

Table 1 below compares the attestation solutions discussed above, which are designed
to ensure the integrity and trustworthiness of software executed on an MCU. It highlights
each solution’s objective, targeted platforms, and their applicability to ML or TinyML
attestation.

Table 1. Comparison of attestation solutions for ensuring software integrity. Applicability to
TinyML models.

Attestation Solution  Goal Targeted Platforms ML-Oriented  Suited for TinyML Attestation
PASTA Attestation protocol for ESP32-PICO-KIT No No, attests only the device as
autonomous embedded systems a whole
SEDA Collective attestation protocol Not specified No No, attests only the device as
for large-scale swarms a whole
. . Can provide a basic HMAC
External verification mechanism attestation over the model
SMART over an internal CPU AVR, MSP430 architectures No X .
memory region weights, without any
other details
Can be used as a foundation
TrustLite Generic h.ardw.are-enforcec':l Xlininx Virtex-6 FPGA No layelj to create a trustlet
software isolation mechanism application that further
implements TinyML attestation
Attesta.tlon of ML models in High-performance platforms Not suitable for
GuaranTEE dynamic trusted Yes . .
. ) (e.g., Snapdragon 8 Gen) resource-constrained devices
execution environments
Low/Middle-range
This proposal Attestation of ML models in microcontrollers, Yes Yes
prop resource-constrained devices TrustZone-aware that follow

PSA hardware guidelines

In this work, we introduce an ML attestation mechanism designed for edge devices
and TinyML applications, integrating the PSA initial attestation token with a specialized
ML attestation token (ML-EAT). This approach provides an end-to-end solution for systems
where machine learning models need to be remotely verified, updated, and maintained,
ensuring both platform integrity and model authenticity. The PSA token confirms platform
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integrity, while the ML-EAT token attests to the correctness of the machine learning model
running on the device. To the best of our knowledge, this is the first solution specifically
tailored for TinyML, offering an effective and scalable method to secure and attest both the
platform and ML models in resource-constrained environments.

3. Background
3.1. Platform Security Architecture

Platform Security Architecture (PSA) is a security framework developed by ARM that
became an industry standard for embedded devices. PSA provides a set of guidelines
and best practices for designing secure hardware and software environments. It includes
features like secure boot, hardware isolation, TEE, and secure communication protocols to
protect devices, data, and communications.

Secure boot ensures that only authenticated software can run on the device, protecting
it against unauthorized or tampered code during the boot process. The entire chain of trust
is built on an RoT component, which is inherently trusted and executed after a system
reset. It relies on hardware elements like eFuses, ROM, or protected flash memory, which
are immutable once programmed. For example, the hash of the verification public key
can be stored in one-time programmable eFuses. The boot sequence may involve multiple
stages, where each firmware image is responsible for verifying the integrity of the next
image in the chain before it is allowed to execute. The hash of the public key used to
verify a specific image is stored in the preceding boot stage. Therefore, any attempt to
compromise the chain of trust requires altering the RoT public key hash, which is central to
the verification process.

Hardware isolation utilizes CPU addressability isolation to protect specific registers
and memory regions. ARM architectures incorporate the TrustZone security extension,
which introduces the concept of secure and non-secure environments through a new CPU
state bit. This allows or denies transactions initiated by the core based on the execution
context and the security attributes of the target address. In addition, all secondaries
connected to the bus are either TrustZone-aware or are protected by a security firewall. This
new privilege level is independent of the original exception levels (EL 0-2) and operates
orthogonally to them. Additionally, a Security Monitor at EL3 may be present in some
architectures to manage the software transition between the two trust domains.

Trusted Execution Environment is generally implemented using both hardware and
software techniques. It creates an isolated execution context in which untrusted applications
cannot access sensitive data or operations. This environment leverages hardware features
such as secure memory regions, cryptographic keys, and secure boot mechanisms to
ensure that code and data remain protected. The TEE ensures that even if the underlying
system is compromised, the execution of sensitive code remains secure, providing integrity,
confidentiality, and isolation for critical operations.

Attestation serves as a critical mechanism for verifying a device’s trustworthiness,
offering essential insights to cloud service providers or peer nodes. It enables informed
decisions on whether to trust a device and allow its interaction within a secure system.
Built on EAT, attestation relies on signed claims to provide key information, such as a
device’s security configuration, software version, and identity. The flexible format of EAT
tokens also allows for the inclusion of custom claims tailored to specific use cases, such
as runtime integrity verification or compliance with regional regulations. By refreshing
attestation tokens periodically, the process supports continuous monitoring, ensuring that
devices remain secure and compliant over time.
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3.2. Attestation Tokens

An attestation token is a message containing a claim set about an entity, which can be
either a hardware component (e.g., IoT device, network router) or a software component
(e.g., TEE, process). It is defined by the RATS Working Group [18], which specifies common
claims that an EAT token can include, with potential broad applicability. Additionally, they
describe EAT as a framework for defining attestation tokens tailored to specific use cases,
facilitating further standardization of proprietary claims.

The EAT specification builds upon CBOR Web Token (CWT) [30] or JSON Web Token
(JWT) [31], with an emphasis on claims specifically designed for attestation purposes.
For devices with limited resources, CBOR (Concise Binary Object Representation) [32] is
the preferred format because it provides a more compact and efficient encoding, reducing
both bandwidth usage and processing overhead compared to JSON. This makes CBOR
particularly suitable for IoT devices and other constrained environments where minimizing
resource consumption is critical.

A claim is represented as a key—value pair, where the key identifies the claim and the
value holds its content. Claims can be application specific or standardized by recognized
bodies to ensure interoperability. IANA maintains a global registry of defined claims [33],
which can be used in application-specific EATs. If a required claim is not listed, organiza-
tions or developers can create their own, deciding whether to keep them private, document
them publicly, or pursue standardization. For instance, the IETF defines standardized
claims like iss (issuer), sub (subject), and exp (expiration time) in CWT, which are widely
used in secure communication protocols.

In the context of PSA Attestation, claims such as psa_instance_id (device identifier),
psa_security_lifecycle (security state), or psa_implementation_id (RoT version) are
documented and standardized as outlined in the PSA Attestation Token specification [34].

The EAT is created on the device and securely transmitted to the relying party using a
COSE-based container [19]. COSE is an open standard designed for signing, encryption,
and ensuring data integrity, leveraging CBOR for efficient data encoding. Compared to
JSON-based schemes such as JOSE [35], COSE-signed tokens are significantly smaller in
size, making them particularly suitable for IoT devices that operate in low-bandwidth
environments or where data transmission rates are constrained.

3.3. EAT Token Structure and Encoding

A significant portion of the standardization efforts surrounding attestation tokens
has focused on defining the basic structure of the token container, along with establishing
interoperable claims and verification mechanisms. A token is generally composed of three
main components: the header, the payload, and the signature. Listing 1 depicts a sample
attestation token formatted according to COSE specification.

The payload is wrapped inside a container that can be a COSE_Sign1 or COSE_Encrypt
object. The protected header contains metadata such as the algorithm used for signing
the token or other contextual information such as the reference to the public key. The
unprotected header is a component of the message structure that contains metadata not
subject to integrity protection such as negotiation parameters or context identifiers. The
payload contains a list of claims which contains device attributes such as the device ID or
security state.

The claims in the payload can be categorized as follows:

¢ Standardized claims, where there is widespread agreement on how the information
should be structured,;

¢ (Claims that require standardization to ensure interoperability;

¢  (Claims that can be defined by individual parties according to their specific needs.
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Standardized claims, such as those found in the COSE header, are included in an
algorithm’s registry and are publicly available. Each claim set is associated with a fixed
integer key ID (label) that has a clearly defined function. For example, in the COSE Header
registry [36], Integer Label 1 corresponds to the algorithm used. Additionally, the values
for these algorithms are specified by the standard.

The claims that are not standardized are assigned private-usage IANA registry keys,
such as values less than —65,536. If the token includes more complex structures, such as
JSON, the object can be serialized into the token format, where the claim labels can have a
byte string format.

Listing 1. A sample Entity Attestation Token and its format.

<< {
/ protected / << {
/ alg / 1: -7 / ECDSA 256 /
} >>,
/ unprotected / {
/ kid / -75000: h’4173796d6d65747269634543445341323536?
},
/ payload / << {
/ boot_seed / -75004: h’3d4ffc935d4df450cb...",
/ challenge / -75008: h’2c50207544b0...7,
/ client_id / -75001: -1,
/ hardware_id / -75005: ¢¢04080401000007°°,
/ implementation_id / -75003: h’7b37279c6db435063...7,
/ instance_id / -75009: h’00506a3491d39cab57a4d9b9...",
/

security_lifecycle / -75002: ¢‘SL_NON_PSA_ROT_DEBUG?’’
> >,
/ signature / -75010: h’5e7al1f2a89b1f39a...’
I o>>

The entire COSE container, including the protected header, unprotected header, pay-
load, and signature, is serialized using CBOR. CBOR uses different major types for encoding,
such as integers, byte strings, text strings, arrays, and maps. In COSE, the headers and
payload are typically encoded as maps, with keys and values using various CBOR types
like integers or strings.

4. Proposed ML Attestation Method and Workflow
4.1. Dual-Token Attestation Method

In the context of the attestation of ML models, we propose a dual EAT attestation
method, as shown in Figure 2. We decouple the PSA attestation token from the ML-
specific claims for the following reasons: the PSA token is typically generated by a secure
partition manager component, which is usually provided by the vendor and is not intended
for modification. Additionally, the ML-specific claims we propose at this time are not
standardized. The PSA token attests to the device’s identity and ownership, while the
ML-EAT token provides evidence of the ML model and user application.

The tokens are signed with different private keys (ECDSA-256) belonging to distinct
entities. The first EAT token is signed with the SoC manufacturer’s private keys, attesting
to the chip’s identity and integrity. The second EAT token is signed with the device
manufacturer’s keys or other third-party keys, provisioned during manufacturing. The
second token is linked to the platform token via its hash (SHA256), which functions as a
nonce. Additionally, the second token includes an authorization challenge from the verifier
as one of its claims, ensuring freshness and preventing replay attacks.
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Furthermore, specific claims in the ML-EAT can be encrypted (AES-CBC-128), ensuring
that sensitive information, such as the model architecture or proprietary details, remains
confidential. This is particularly beneficial if the device participates in a collaborative
federated learning environment, where multiple devices share updates without revealing
sensitive data. In this context, the device needs to prove that its model architecture matches
the one agreed upon by the federation, ensuring consistency and compatibility during the
collaborative model training.

Aftestation
PSA Attestation Token i I Challange
ML_EAT Token e
COSE Header v T MU model
i
COSE Header R — LR
________ Pl
I I .
| Key1:value I: | SHAZSE [P -
| HASH | Keyl valued JR i | ML model |
_ [ properies |
Key2Maluez [ | | - — — — — — — KeyZvaluel ! — PRI
Key2:value3 KeyZivalue3 < :
Foo T
submodule claims submodule claims e {eefeaeaa- | Encrypt |
I_ _ _‘I‘_ .
R N COSE Signature i
| : H
| 1
COSE Signature <y Secure Keys b---d i
1 :
o ___ el
r-——~>~~>">~~- 7 -= = e T T T T T T |y -- - - - - -----~--= o T T T T |
| Secure erviranment {TEE) | Maonsecure environment

Figure 2. Dual attestation method: ensure device and model trust through PSA and ML-EAT tokens.

4.2. ML Attestation Token

At present, there are no standardized attestation claims for ML models that define a
consistent set of key IDs, along with their types and encoding formats, to ensure seamless
interoperability between devices and services.

As shown in Figure 2, the proposed ML attestation token includes a collection of
general claims that serve as metadata for the model, providing details such as the model
version, source, integrity attributes, and other model-specific information.

The submodule claims are represented as a Claim-Set, as defined in the EAT specifica-
tion. This Claim-Set contains the model architecture, formatted according to the framework
used for its creation. The claims are part of the authenticated container and encoded in
CBOR format, consistent with the other general claims.

Various ML frameworks offer methods to retrieve a summary of a model’s structure
and configuration. For example, TensorFlow or Keras provides the model . summary () func-
tion, which generates a tabular overview of the model’s layers, their shapes, and parameters.
Similarly, scikit-learn enables access to model properties such as coefficients, intercepts,
and hyperparameters. The get_params () method in scikit-learn further allows users to
obtain the hyperparameters of a model, including regularization strength, the solver used
in logistic regression, or the depth of a decision tree. These features provide valuable
insights into the model’s configuration, facilitating optimization and fine-tuning.

For the general claims, we propose a set of claims outlined in Table 2. For the submod-
ule claims, the process involves creating a human-readable and serializable summary of the
model in JSON format, converting it into a Python dictionary for further manipulation or
storage, and then using the Python cbor package to serialize the dictionary into a compact
CBOR representation.
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Table 2. ML-EAT token definition. Proposed generic claims and model architecture subclaims. Model
architecture claims not shown are specific the ML model and framework.

CLAIM FIELD TYPE (CBOR) DESCRIPTION

A unique 32-byte value from the verifier to mitigate

Challenge reply attacks

Byte String (3)

Model information (Array of maps)
A unique model identifier (e.g., DOI,

Model ID Text String (3) Name | | Creation date)

Model version Text String (3) Version of the model (e.g., “1.0.0”)

Model publisher Text String (3) Publisher or creator of the model

Hash algorithm Text String (3) fCrypt(?graph%c hash (e.g., SHA256) used for the
ollowing claims

Model hash Byte String (2) Hash of the model weights and nonce H(w | I nonce)

Hash of public key Byte String (2) Hash of the public key of the relying party

Training Summary (Array of maps)

Dataset name Text String (3) Dataset name as per the creator or DOI

. o . Identifier of the dataset used for training (e.g.,
Dataset identifier Byte String (2) UUID, hash)
Last update Tag (6) Standard Date/Time string

Performance (Array of maps)

Accuracy Floating-point (7) Accuracy of the model

F1-Score Floating-point (7) F1-Score of the model

SRAM footprint Unsigned Integer (0) Memory footprint of the model at runtime
FLASH footprint Unsigned Integer (0)  Flash memory used by the model

Inference latency

Floating-point (7)

Average inference time on device

Model Parameters (Array of maps)

The format of the model input. Array of

Input format Array (4) imsigned integers.
Output format Array (4) The. forma.t of the model output. Array of
unsigned integers.
Quantization List(4) Quantization details
Method Text String (3) ;th qu%’ntl}zatlon r,r,1eth0d used. e.g., “8-bit”,
Binary”, “Float16
Bits Unsigned Integer (0)  Number of bits used for quantization. e.g., 8
Weight Quantization Text String (3) De.scrlbes the l(lzlua.ntlzat’l’og method f(?rl /the model
weights. e.g., “uniform”, “asymmetric
Activation Quantization  Text String (3) Desclrllbes the q.u,i,mflzatlon me.tk},od for activations.
e.g., “symmetric”, “asymmetric
Post-training Unsigned Integer (0) Indicates if post-training quantization was used. e.g.,

1 (true), 0 (false)

ML Framework (Array of maps)

The name of the machine learning framework used,

Name Text String (3) e.g., “TensorFlow”, “PyTorch”, “ONNX"

Version Text String (3) "eF.I;, Y,;r;lg? of the machine learning framework,

Runtime TexiSing () 1S runtime environment ofth framework, e

Hardware acceleration Unsigned Integer (0) %ﬁlcll;[cj tle)ssilf)the model uses hardware accelerators

Supported operators List (4) List of operators supported by the runtime framework
Operation N Text String (3) Name of each supported operation, e.g., “Conv2D”,

“BatchNorm”, “Dense”

Model architecture (Array of maps)

Due to the lack of standardization, token claim labels can be assigned to IANA private
claim keys or encoded as text strings. While mapping general claims to predefined identifiers
may be straightforward, the situation becomes more complex for the model architecture
subclaims. This is because the model architecture can vary significantly across different
machine learning frameworks, each supporting multiple layer types and configurations.

In Section 7, we assess both encoding methods. Analogously to the EAT or PSA
standards, converting claim labels into integer keys results in a more compact form and
ensures cross-device compatibility. Nonetheless, for ML models, claims encoded as strings
might be more effective since they naturally match the JSON or other formats frequently



Future Internet 2025, 17, 85

11 of 27

employed by ML frameworks. This approach enables a verifier or relying entity to use the
string-encoded keys of model subclaims directly, bypassing extra processing. Conversely,
adopting integer-encoded claim keys requires a prior consensus for each ML framework
along with a mapped key set for all corresponding ML layers and parameters.

4.3. Remote Attestation Workflow

The remote attestation procedure involves different actors, as shown in Figure 3. We
utilize the RATS terminology to define a possible attestation scenario workflow, ensuring a
standardized approach to describing the roles and interactions of key entities.

The device, referred to as the prover, generates a nonce derived from the random boot
seed created during system boot. The relying party, which relies on attestation results to
make trust decisions, sends an attestation request to the device along with the specified
type of token to be generated and its public key. If the ML-EAT token is selected, the label
encoding can be further chosen as integer-encoded or string-encoded.

Upon receiving an attestation request from a relying party, the public key received in
the attestation request is used to encrypt a nonce, which is then returned to the relying party.

The relying party processes the nonce to compute a hash value, H(nonce || H(w)G),
and returns it to the device. When the relying party requests ML attestation, it employs
a zero-knowledge proof over the hash of the model weights. Here, H(w) represents the
hash of the model weights or the hash over the ML model object. H(w)G represents a point
encoded on a secp256k1 elliptic curve. The device verifies that the hash of the current
nonce combined with the encoded point retrieved from secure storage matches the received
value. Depending on the verification result, the device either aborts the process or generates
the attestation proof as requested.

The nonce is incremented with each attestation request to prevent replay attacks.
The device generates authentication tokens only if the remote relying party can compute
the same hash as the expected one. Additionally, a denial-of-service (DoS) attack from a
malicious verifier attempting to overwhelm the device with multiple attestation queries can
be mitigated. Since attestation is not a frequent process, rate limiting can be implemented
to restrict the number of requests allowed within a given time frame. A Man-in-the-Middle
attack is mitigated by design, since the tokens are signed with private keys that are only
used in the secure environment and by the verifier party. The integrity of the token and its
claims cannot be altered in transit, only if the private key is known.

The verifiers might be an independent entity or integrated into the relying party’s
system. With the help of a verifier entity, the relying party can evaluate the evidence of the
produced tokens and determine its validity.

DEVICE RELYING PARTY
BootEnty
__ j_ _ . TYPE =(TOKEN_TYPE: u16, ENCODING_TYPE: ui6)
| | _| iTOKEN_TYPE = [PSA_EAT, ML_EAT, PSA_ML_EAT)
I \ | iENCODING_TYPE = [STRING_ENCODED_CLAIMS,
| [ HkpF | I i INTEGER_ENCODED_CLAIMS]
Jwrrramp ‘
| ‘
— Attest Request (TYPE, Public Key) :
l(-------------------mm o= -
________ Encryptp,, (Nonce) >
H(nonce || H{w)G)_ ______
- oo VERIFIERS
Appraisal
{PSA_EAT ML EATY | f-ooooooiee
----------------- voa vermer | <[ Reference
Values

Figure 3. Remote attestation mechanism. Attestation request from a remote relying party.
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5. Security Analysis

We assume the existence of passive and active attackers. A passive attacker moni-
tors communication channels without interfering, aiming to extract sensitive information
through eavesdropping. An active attacker, on the other hand, can manipulate, inject,
modify, or block messages, attempting to disrupt the protocol or deceive participants.
Furthermore, the channel between the relying party and the verifier is assumed to be secure.
As a consequence, we focus on protection of the communication between device and relying
party. In particular, this includes protection against authenticity and integrity, such that the
relying party sending the request is also the only one able to verify the request.

The following informal security analysis evaluates the protocol’s resilience against
common threats. The analysis highlights key features and their effectiveness in mitigating
these threats, as outlined below:

(a) Man-in-the-Middle (MitM) Attack Prevention: The protocol is designed to mitigate
MitM attacks through the use of cryptographic techniques, particularly signing attes-
tation tokens with private keys within a secure environment. Since only the secure
environment and the verifier party have access to the private keys, the attestation
tokens cannot be altered in transit without knowing the private key.

(b) Impersonation Protection: The public key of the relying party is included in the
attestation request and is used to encrypt the nonce. This makes it impossible for
another relying party with knowledge of the model to impersonate the original
relying party. If any other party intercepts the request, it cannot reproduce the
necessary cryptographic responses, which prevents impersonation. Furthermore,
the attestation token includes the originator of the request, represented as the hash
of the relying party’s public key (see Table 2). This ensures that a relying party
cannot use attestation tokens generated from another relying party’s attestation
request to issue verification requests to a verifier entity.

(c) Replay Attack Prevention: The device increments the nonce with each attestation
request, which ensures that replaying previous requests will not work. The device
can identify the replayed request and abort the process. The initial nonce is derived
from a boot seed using HKDF function with an internal device-specific key. The boot
seed is not used directly since it is included as part of the PSA attestation token (see
Listing 1). Therefore, an attacker cannot deduce future nonce values.

(d) Device-side DoS Protection: The device checks for valid attestation responses
based on the nonce and the hash of the model. A zero-knowledge proof over the
hash of the model weights enables the relying party to convince the device that
has access to the model weights or at least to the hash of the model weights. This
prevents attackers from manipulating the attestation responses to trigger failures in
the device.

6. Methodology
6.1. System Overview

Here, we provide a description of the selected platform, software components, and
details about how the attestation and secure boot are performed.

6.1.1. Platform

To implement an end-to-end ML attestation solution, the STM32H573I-DK [37] devel-
opment platform (Figure 4) is utilized. This platform features an STM32H573 ARM Cortex-
M33 core with TrustZone enabled, 2 MB of internal flash, 640 kB of SRAM, a hardware
security module with dual AES coprocessors, a hash accelerator, a True Random Number
Generator (TRNG), secure data storage, and tamper detection capabilities. Additionally,
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it incorporates an immutable root of trust (ST-iRoT) that functions as the first boot stage.
An advantage of this platform is its integration into the STM32Trust Ecosystem, which
enhances security and simplifies implementation. The STM32Trust Ecosystem provides a
TEE Secure Manager (SM), streamlining the setup and management of secure services.

The SM is designed to reduce the development complexity of secure applications.
However, one drawback is that the SM image is provided in an encrypted format, meaning
developers do not have full control over how security services are implemented. A more
customizable solution would be TF-M [13], offered by ARM Community, but this comes at
the cost of increased complexity, particularly when integrating TE-M with platform-specific
hardware features.

&y

MB1677C

STM32H5731-DK =
DK32H573ISMR1

Figure 4. STM32H5731-DK Discovery development platform.

6.1.2. Software Components

The software architecture is based on the principle of separation between the non-
secure and secure environments. The separation is performed by STuRoT which further
loads the SM firmware and the nonsecure application.

The SM operates within a secure processing environment, consisting of the SM-Core
and a range of secure services, including cryptography, initial attestation, trusted internal
storage, and firmware updates. The SM-Core facilitates communication between non-
secure applications and secure services through PSA-API, manages the scheduling of
secure service execution, and, with the help of a memory protection unit, ensures the
isolation of secure services from one another.

The non-secure application consists of an ML user application that performs ML model
inference while simultaneously handling attestation queries through the serial interface.
The ML inference framework used in this system is TensorFlow Lite Micro (TFLM), which
is specifically designed for mobile and embedded devices.

There are multiple tools and packages available for converting ML models to formats
suitable for embedded systems [38]. Some of these tools directly generate code, representing
the model as an instruction list that can be executed as part of the application. Others
generate the model as an array of bytes, which is interpreted at runtime by the application
or an inference engine. As shown in Figure 5, the nonsecure application consists of multiple
software components that are compiled together into a final binary. Similarly, a ML model
can be integrated directly into the application binary during the build process or stored
separately in external flash memory.

TFLite [39] is a lightweight, portable framework optimized for running ML models
efficiently on devices with limited computational resources, such as microcontrollers,
smartphones, and IoT devices. It supports a wide range of platforms, making it an ideal
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choice for embedded applications. TFLite’s flexibility ensures that it can be integrated
seamlessly into various embedded devices while maintaining high efficiency in terms of
both processing speed and resource usage.

Monsecure Environment Secure Environment

_________________________________________

ML Madel Inference

Secure Manager Services
ML Model Attestation

Hardware Abstraction Layer

Secure Hardware

| Middleware |

i Secure Manager&P| i 1 Sht-Core

i TensorFlow Lite E g STuRoT

: i ]

| : =

i mbed-crypto i Diebug Authentication 5'?'3“”“'
i : L1 Library
Drvers

E Boar Support Package i STiRoT RoS

Trust TRNG Secure Life

Crypto Fone Starage|| coycle

Mansecure Hardware

Figure 5. Software architecture of the proposed dual attestation mechanism.

6.1.3. Device Provisioning

The entire attestation process depends on the device being pre-provisioned with the
necessary key material, secure application components, and firmware images, as illustrated
in Figure 6. The secure provisioning phase involves setting up the secure boot chain by
defining the flash layout, specifying the locations of the SM and application images, and de-
termining the keys used to verify and decrypt these images. It also includes configuring
boot options to enable TrustZone and activate STiRoT boot.

The key material and application data are stored in the internal trusted storage (ITS),
which is created using STM's ITSBuilder tool. The ITS file system is encrypted and can only
be decrypted by the SM-Core.

Application provisioning involves the ML training pipeline and model conversion to
TFLite, where the compressed ECC secp256k1 point (H(w)G) of the model is stored in the
internal ITS. The ML-EAT token is generated off the device, with only the fields that need
to be computed at runtime being populated during the attestation request.

The non-secure application is compiled and encrypted using the pre-provisioned keys
on the device. Flashing is performed at a specific address, as defined by the flash layout.
This ensures that only authorized, pre-configured software can execute on the device,
thereby supporting a secure boot process and maintaining overall system integrity.

The STuROT supports a dual-slot boot interface. During a firmware update, the new
image is placed in the download slot. Upon the next power cycle, if the image is au-
thenticated and its integrity is verified, it is copied to the active slot and executed. This
mechanism enables over-the-air updates for the ML model, as illustrated in Figure 1.
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Figure 6. Provisioning of secure artifacts and ML application provisioning flow.

6.1.4. Secure Boot

The secure boot process is carried out in two distinct stages. The first stage is managed
by an immutable root of trust provided by ST, which is natively embedded in the system
flash. This RoT is fixed and never erased, providing a strong foundation for secure boot
operations. TrustZone is enabled during the secure provisioning phase through a specific
flash option byte (TZEN), and the system’s clock speed is configured to 250 MHz to ensure
stable operation. As part of the immutable artifacts, two key components are included: the
RSS and the STiRoT. The STiRoT is responsible for authenticating, loading, and decrypting
the STuRoT, which serves as the second-stage bootloader. This multi-layered approach
ensures a robust and secure initialization process for the system. All cryptographic oper-
ations during this phase are hardware-accelerated, significantly enhancing performance
and security.

The RoT implements several cryptographic schemes to safeguard the boot process.
These include ECDSA-P256 for image authentication, ECIES-P256 for confidentiality,
and SHA-256 for integrity checks. These cryptographic operations provide a strong defense
against tampering and unauthorized modifications, ensuring that only verified and trusted
code is executed on the device. The STuRoT verifies both the integrity and authenticity
of the user application firmware images, including the non-secure application and the
SM binary.

Both firmware binaries, the SM and the non-secure application, are encrypted using
the ECIES-P256 algorithm for confidentiality and are authenticated with separate ECC
secp256rl keys. The Secure Monitor is encrypted and authenticated using proprietary
keys, while the non-secure application is encrypted and authenticated using keys installed
during the secure provisioning process. These keys are securely stored in the ITS flash
area, which is protected by a temporal isolation mechanism. This mechanism ensures
that the keys remain secure and isolated, preventing unauthorized access. Additionally,
the firmware executing in a specific layer N is prevented from accessing the secure storage
of any lower layers N-x. This separation enforces strict security boundaries, ensuring that
the secure storage of lower layers remains inaccessible and maintaining proper isolation
between the secure and non-secure components of the system.

6.1.5. PSA Initial Attestation Token

The format of a PSA attestation token is shown in Listing 1. The payload, created
by the STM SM within the secure environment, includes a map of custom claims that are
specific to the PSA specification.

Apart from the listed claims, the token also includes a map of claims for all the software
components in the system, specifically the non-secure application, STuRoT, and the SM
itself. These claims provide additional information about the software running in the secure
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environment and its integrity, ensuring that each component can be attested and trusted
(Table 3).

The signature is generated using a preprovisioned key, the DUA initial attestation key,
provided by the SoC manufacturer. This key is unique to each device and is utilized by the
attestation service to sign the token. The corresponding public key can be retrieved from the
device in the form of a certificate, which serves as proof of the device’s identity and confirms
that the token was signed by a trusted source within the device’s secure environment.

Table 3. Software component details for PSA token.

Claim Name Details Possible Values

Describes the type of hash
measurement_description algorithm used for the “SHA256”, “SHA512", etc.
measurement

Computed hash value of the

measurement_value software component Any valid byte array
. ) Hash of the public key used to .
signer_id verify the software component. Any valid byte array
Specifies the type of the “NSPE” (ML application)
sw_component_type software component being “SPE” (STM SM)
described “BL” (STuRoT)
. Version of the software Any valid version string (e.g.,
-corp - component “1.0.0”7, “1.1.0”)

The initial PSA attestation token profile used claim key IDs reserved for private use,
as registered by IANA, with values lesser than —65,536. However, a later PSA attestation
profile adopted standardized claims, which are listed in [33].

6.2. Description and Implementation of the Model Under Test

We assess the on-device token generation for models applied in anomalous sound
detection based on the autoencoder (AE) architecture proposed in [40], which can be
used in federated learning approaches. The AE comprises eight dense layers, each with
128 units, an 8-unit bottleneck, and ReLU activations after each layer except the final one.
Additionally, we evaluate simplified architectures with 32 and 64 units, available in both
quantized and non-quantized versions. The quantized models implement full integer
quantization for weights and activations, utilizing int8 inputs and outputs to enhance
on-device efficiency.

The models are built with Keras 2.4.0, trained on parts of ToyADMOS and the MIMII
Dataset [41] (normal/anomalous sounds of six toys and real machines) and converted to
TensorFlow Lite (TFLite). Before conversion, batch normalization layers are folded into
dense layers to improve efficiency and reduce model size during inference.

The ML-EAT token is generated off-device by combining the COSE header, the generic
claims from Table 2, and the model architecture, extracted from the summary of each
network layer using Keras APIs. These data, structured in JSON format, are then serialized
to CBOR using the cbor Python package. Since the token structure is created during the
training phase, the device does not have a CBOR encoder firmware. At runtime, the device
fills in the hash of the TFLite buffer data, the hash of the public key for model updates,
and the signature at predefined offsets.

6.3. Evaluation Metrics

The evaluation of the proposed solution focuses on key metrics that reflect its effi-
ciency and applicability. Initially, two key aspects are evaluated: the memory footprint,
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representing the resource demands of the implementation, and the secure boot time, critical

for ensuring secure system initialization. These foundational metrics provide a basis for

evaluating the feasibility and suitability of the solution on the experimental platform.
Further, other metrics can be derived from the following use cases:

1. A cloud-based service, acting as a relying party, wants to verify the device’s trustwor-
thiness and obtain high-level details about the ML model, such as vendor, version,
accuracy, and the latest update. It is not interested in the detailed specifics of the
model itself.

2. A federated learning system queries a device that has just joined the collaborative
network for the weights it has trained. In this scenario, the system needs to verify
both the trustworthiness of the device and the model architecture. Depending on
the security requirements of the model, the token claims can either be encrypted or
unencrypted. Additionally, the system may either recognize standardized ML claims
(integer-encoded) related to the model architecture or rely on string-encoded claims
that align with the structure of the ML framework.

The inference time of an ML model depends on its complexity, as demonstrated by
the MLPerf Benchmark [42]. For instance, a basic image classification task might require
around 700 ms for inference. In contrast, anomaly detection tasks using the same AE
architecture employed in this study, running on an STM NUCLEO-L4R5ZI, take only a few
milliseconds, typically ranging from 15 to 20 ms.

Attestation time is crucial in systems that perform inference at the edge, as it should
be minimal to ensure quick decision-making and maintain real-time performance. Any
significant delay in attestation could negatively impact the system’s responsiveness and
overall efficiency.

We evaluate how the model architecture impacts the ML-EAT token size and the
attestation time. We define the attestation time as the time it takes for the device to generate
the attestation tokens, without including the timing impact of the nonce encryption as
described in Figure 3. Further, we compare how important is to have standardized ML
claim labels for the model architecture and how this impacts the token generation time.

7. Results
7.1. Memory Footprint

The system memory comprising SRAM and flash is segmented into various regions,
with allocations to both secure and non-secure environments, as illustrated in Table 4. The
flash memory mapping for the secure world is determined by the SM, which enforces
a predefined memory configuration that cannot be modified by the user. This mapping
includes the SM and STuROT firmware images, the ITS file system, and the ITS provisioning
area. The SRAM memory required for the SM is 140 kB and the flash memory footprint is
360 kB. Additionally, a shared buffer (NS/S) area is allocated for data exchange between the
non-secure application and the SM. This buffer is sized to a maximum of 16 kB to optimize
the hashing time of the TFLite model buffer, which is processed in chunks of 12 kB.

The flash memory for the non-secure environment primarily contains the application
components, with the TFLite interpreter occupying the largest portion of 242 kB. The size
of the ML models varies depending on their hyperparameters and quantization settings.
The difference in size between quantized and non-quantized models is approximately
three to four times smaller for the quantized versions, offering a significant reduction in
memory usage. Nevertheless, apart from the benefit of reduced memory usage, quantiza-
tion comes with a penalty in model accuracy [43].

The SRAM footprint of the model refers to the memory allocated for tensors, which
includes the input, output, and intermediate data used during model inference. The size



Future Internet 2025, 17, 85

18 of 27

of this memory area depends on the target architecture and must be explicitly defined.
To determine the optimal memory allocation, we use an open-source divide-and-conquer
algorithm [44]. This helps in efficiently sizing the tensor memory required for the model’s
execution, considering the constraints of the target system.

Table 4. Component memory usage for secure and non-secure environments. ML model size for
quantized and non-quantized models.

SW Component Flash [kB] SRAM [kB]
Secure Environment Secure Manager 360 140
NS/S Area - 16
Non-secure Environment Application Components 358.2 4.7
Model AE-32 198.27 7.48
Model AE-32-quantized 57.6 6.46
Model AE-64 438.9 7.61
Model AE-64-quantized 120 6.49
Model AE-128 1067.64 7.87
Model AE-128-quantized 257.72 6.63

The STuROT supports dual-slot boot for both the SM and non-secure firmware images,
enabling over-the-air firmware updates. This dual-slot configuration effectively doubles
the available flash memory. With a total of 2 MB of flash memory, the SM and application
components occupy 718.2 kB, leaving 1281.8 kB for the ML model in a single-slot setup.
However, in the dual-slot configuration, this available memory is divided, leaving only
640.9 kB for an ML model. As shown in Table 4, the AE-32, AE-64 (both quantized and
non-quantized), and AE-128 quantized models can fit within this available flash memory
in the dual-slot configuration. However, larger models, such as the non-quantized AE-128,
exceed the available memory limits.

7.2. Secure Boot

The boot times vary depending on the configuration of the non-secure application
and the size of the model. As both the application and model sizes increase, the boot time
also increases, reflecting the additional data that must be loaded during the boot process.
The ML models are integrated into the final firmware image, with boot times provided for
both quantized and non-quantized models. Since quantized models are typically smaller,
they lead to faster boot times compared to non-quantized models of the same architecture.
This demonstrates how model size and quantization impact boot time in a system with a
250 MHz clock speed. The details of these variations can be seen in Table 5.

Table 5. Boot times for different image sizes based on the application and model configurations.

Component Image Size (kB) Boot Time (ms)
Application + AE-32 556.47 50.82
Application + AE-32-quantized 415.8 51.25
Application + AE-64 797.1 52.63
Application + AE-64-quantized 478.2 51.25
Application + AE-128 1425.84 53.06
Application + AE-128-quantized 615.92 51.69

7.3. Attestation Token Size

The size of the attestation tokens is a key factor, as larger tokens require more compu-
tational resources and take longer to process. In non-hardware-accelerated cryptographic
implementations, increasing token size leads to higher power consumption and longer
execution times. Additionally, for IoT devices, the time required to transmit the data over
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the air grows with the size of the token, as larger payloads take more time to send. This
extended transmission time directly affects the device’s energy consumption, particularly
in battery-powered IoT devices [45].

The PSA initial attestation token, generated by the SM, has a total size of 547 bytes.
It consists of a 10-byte COSE header and a 68-byte COSE signature. The token contains
integer-encoded claim keys that are part of the standardized format.

The size of the ML-EAT token is sum of the general claims, which are constant regard-
less of the model architecture, and the submodule claims that define the model architecture.

The general claim keys can be integer-encoded using private-usage IANA registry keys.
For this implementation, the base address for the first claim is set to —70,000, with each
subsequent claim having a decremented value from this base. The total size of the general
claims is 537 bytes.

Table 6. Size comparison (bytes) of integer-encoded and string-encoded claim keys for different
Keras-generated layers.

Layer String-Encoded Claim Keys  Integer-Encoded Claim Keys
Activation 158 95
Add 125 70
BatchNormalization 660 327
Conv2D 544 243
Dense 427 207
Dropout 166 98
Flatten 159 95
LSTM 801 358
MaxPooling2D 210 117
Multiply 135 80
Input 89 49
ReLU 182 101
Softmax 139 82

The subclaims regarding model architecture depend on the ML framework used to
create the model and should follow a standardized format to ensure compatibility with
the framework and model-saving APIs. For example, Keras provides the get_config()
function, which returns a JSON-serializable dictionary representing the model architecture.
Similarly, TensorFlow offers model.to_json(), and PyTorch uses torch.save() to export
the model architecture in a consistent format.

Table 6 shows the CBOR encoding sizes of commonly used Keras layers compatible
with TFLite, for both string-encoded and integer-encoded claim keys. For integer-encoded
keys, the base value used is —75,000, with subsequent keys decremented accordingly. These
sizes are determined by saving each layer’s configuration in a JSON format, serializing it to
CBOR, and then measuring the memory footprint. The serialized sizes are compared to
evaluate the impact of different encoding schemes on model memory usage.

For the evaluated AE architecture, the ML-EAT token size is 9468 bytes when using
string-encoded claim keys. Since each encoded layer includes a Dense layer followed by a
BatchNormalization and Activation layers, the size is nearly halved to 4218 bytes when
integer-encoded claim keys are used, excluding the input and output layers. This reduction
in token size significantly enhances transmission efficiency in IoT applications, leading to
reduced transmissions times and lower energy consumption.

In Figure 7, we show how the token size varies with the number of encoder layers
for the evaluated AE architecture. Depending on the model architecture, this trend can
accelerate further. For instance, an LSTM layer becomes 2.2 x smaller when integer-encoded
claim keys are used instead of string-encoded claim keys. This demonstrates that the impact
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of the encoding method on token size can be more prononced for certain layers, highlighting
the importance of encoding choices in optimizing token sizes.
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Figure 7. ML-EAT token size based on the number of encoder layers for the evaluated AE architecture.

7.4. Attestation Time

The inference time of a ML model refers to the time it takes to process input data and
generate predictions, and it must be maintained within application-specific limits to ensure
timely decision-making. However, if the ML model attestation process is resource-intensive,
it may compete with the inference time, potentially leading to delays in decision-making.

We evaluate the attestation time of the dual attestation method, specifically the time
elapsed from when the prover receives the challenge until the device generates the two
linked attestation tokens for the verifier. This evaluation focuses solely on the time it takes
for the device to generate the tokens and does not include the reply protection checks,
as illustrated in Figure 3.

One of the claims in the ML-EAT token is the model hash (see Table 2), which represents
the hash of the TFLite flatbuffer array, flavored with a nonce. This hash is computed on
the device to ensure that the model has not been modified or tampered with during
runtime. This is critical in an attestation system, where the verifier needs to confirm
that a specific model is being executed on the device. In a federated learning scenario,
the device-computed hash ensures that the updated weights sent to the server are identical
to those at the time of attestation. Nevertheless, if model weights are not updated at
runtime, the hash value of the TFLite flatbuffer array can be stored in the ITS area during
the provisioning stage.

The hash of the model is computed at runtime over the entire TFLite flatbuffer array,
which includes weights, layer configurations, and metadata. Extracting just the weights
requires parsing the entire flatbuffer, which not only causes a performance bottleneck
on resource-constrained devices but also requires integrating a parser, increasing the
memory footprint.

Figure 8 illustrates the attestation time for each model, with the hash computation
time included as part of the overall token generation time. This is shown to highlight the
additional overhead introduced by the hash process in relation to the token generation.

The attestation time includes the creation of the PSA attestation token, the hashing of
the ML model, and the generation of the ML-EAT token. The creation of the PSA token,
which is independent of the specific model being executed, takes approximately 15.2 ms.
The hash chain, which links the two tokens, requires around 1.8 ms.



Future Internet 2025, 17, 85

21 of 27

The variation in token generation time based on the encoding type of the claim keys
is primarily attributed to the AES-CBC-128 encryption time. When the ML-EAT token
uses integer-encoded claim keys for the model architecture, the average difference in time
generation is approximately 8 ms, resulting in an average improvement of 9.4%.

Quantized models consistently demonstrate faster hash times across all sizes and also
reduce token generation times. On average, quantized models show a 31.17% improvement
in hash times compared to non-quantized models. Additionally, the average improvement
in token generation times for quantized models is approximately 14.66%.

B Model Hash (claim)
7 mmm String-Encoded Claim Keys
mm Integer-Encoded Claim Keys

Tokens generation time (ms)

AE-32-quantised AE32 AE-64-quantised AE-64 AE-128-quantised  AE-128

Model Variants

Figure 8. Performance of the dual attestation mechanism for the evaluated models. Tokens generation
time and model hash overhead.

In addition to the hash time of the model, the token generation time is influenced
by the model architecture. The ML-EAT token includes the encoded model architecture,
stored as subclaims, which is produced by the model framework and encoded in CBOR.
An increase in the number of layers expands the model subclaim section, resulting in longer
ML-EAT hash times and additional time for encrypting the model subclaims.

The attestation time for different numbers of encoder layers in the AE model is shown
in Figure 9. The plot excludes the model hash overhead and focuses solely on the impact of
encryption on the model size, depending on the encoding type of the claim keys.

We evaluated how the attestation time differs between the ML-EAT token containing
model subclaims as plain data versus encrypted data. If the ML-EAT token uses string-
encoded claim keys, the encryption overhead for model subclaims averages around 6.39 ms
for architectures with fewer than 10 layers, while for models with more than 10 layers,
the average overhead increases to 19.71 ms. In comparison, for integer-encoded claim keys,
the encryption overhead is lower, with an average difference of 7.42 ms for models with
fewer than 10 layers and 10.45 ms for models with more than 10 layers.

Integer-encoded tokens are generally more efficient, especially for larger models,
in terms of both overall time and the added encryption overhead. On average, the attesta-
tion time for an integer-encoded token with encrypted model subclaims is 2.6 ms higher
than that of a string-encoded token with plain data. By standardizing the ML-EAT token
to use integer-encoded claim keys, token generation time could be significantly reduced
while maintaining the encryption of model subclaims. This approach would lead to more
efficient processing and lower overhead, particularly for larger models.

The baseline of 27.8 ms corresponds to the attestation generation time when the
ML-EAT does not include the model architecture subclaims, and the model’s hash is
precomputed during the device’s provisioning phase.
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80 { —®— String-Encoded Claim Keys: plain model architecture
String-Encoded Claim Keys: encrypted model architecture

—&— Integer-Encoded Claim Keys: plain model architecture

—&— Integer-Encoded Claim Keys: encrypted model architecture

704007 Baseline (PSA Token + ML-EAT without model architecture)

60 4

Token generation time (ms)

Number of Layers

Figure 9. Token time generation based on the number of encoder layers for the evaluated AE
architecture. Model hash time not included.

7.5. Discussion

In Section 7.4, we demonstrate the applicability of ML attestation for a model archi-
tecture proposed in the literature and used on TinyML devices. We assess how various
model hyperparameters influence the attestation time and the size of the ML-EAT token.
Additionally, we evaluate the benefits of standardization or consensus between devices
when comparing integer-encoded claims to string-encoded ones.

Based on the use cases described in Section 6.3, the following insights can be drawn:

1. In the first scenario, the token generation time of 27.8 ms on the device does not
affect the real-time requirements of the anomaly detection system. Given that the
inference time is between 15 and 20 ms and the attestation is not performed frequently,
the impact remains negligible. Furthermore, the token size is small, consisting of 1084
bytes, which includes both the PSA and ML-EAT tokens.

2. Inthe second scenario, it is evident that both the ML-EAT token size and the encoding
type of the claim keys play a crucial role. For the evaluated model architecture,
the ML-EAT token size can be reduced from 9468 bytes to 4218 bytes, resulting in
shorter attestation times and a smaller token size that needs to be transmitted.
Moreover, for the models evaluated, the attestation time may impact the real-time
requirements of the anomaly detection system on the device, as the attestation time
can be up to six times longer than the assumed inference time. However, in a TinyML
federated learning system, the attestation process may occur less frequently, since
the model may not require frequent updates due to the stability of the patterns being
learned across updates.

8. Scalability

Scalability plays a vital role in implementing TinyML attestation, particularly in
environments with diverse devices and model architectures. In the context of Software-
Defined Networking (SDN), TinyML attestation can enhance the security and reliability
of edge devices, which are essential components of modern SDN-enabled networks. SDN
controllers define and enforce policies for network devices, including access control and
data routing. TinyML attestation tokens, such as ML-EAT, can embed device-specific and
model-specific metadata, enabling SDN controllers to dynamically enforce policies based
on device trustworthiness or the validity of its ML models. Given the diverse range of
devices in SDNs, from IoT sensors to microcontrollers running TinyML models, attestation
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ensures the integrity and authenticity of these devices before they can communicate with
other network entities or controllers.

8.1. Constraints of the Proposed Solution

To implement an end-to-end ML attestation solution, the selected platform must fulfill
specific hardware and software requirements.

The proposed implementation follows the PSA Certified guidelines, which define
well-established security boundaries rooted in fundamental security engineering principles.
Table 7 presents the list of software and hardware requirements necessary to establish trust
in the attestation solution. The two most crucial features a platform must have are an
immutable RoT and isolation using TrustZone technology, while for the remaining require-
ments, there are various open-source or vendor-specific software alternatives available.

Not all SoC vendors offer an immutable RoT. Some rely on hardware-software-based
security solutions, where secure boot and software protections replace a dedicated, im-
mutable hardware RoT. Additionally, lower-end microcontrollers (e.g., NXP LPC800, Mi-
crochip PIC32, Atmel SAM D) lack an immutable RoT that supports secure boot, offering
only basic security features like read-out protection or memory write protection.

Similarly, not all microcontrollers and SoCs feature TrustZone technology. While
higher-end platforms like ARM Cortex-A and Cortex-M33 cores typically support Trust-
Zone for secure isolation, lower-end microcontrollers (e.g., Cortex-M0, Cortex-M3) do
not. These devices lack the advanced isolation and secure execution environments pro-
vided by TrustZone, which limits their ability to protect sensitive operations from less
secure processes.

Table 7. Comparison of platform requirements. Solutions utilized in the current evaluation and alternatives.

Platform Requirements Utilized Alternatives
i.MX RoT (NXP) Sitara RoT
. . . . (Texas Instruments) ESP32-S3
iRoT STiROT (STM Microelectronics) RoT (Expressif) SAMA5D
RoT (Microchip)
Isolation TrustZone (ARM) PMP (RISC-V)
Secure Environment Secure Manager (STM TF-M/A (Open Source) OP-TEE
Microelectronics) (Open Source) SME (Silicon Labs)
External Flash OTP Fuses
Secure Storage Internal Encrypted Flash EEPROM Secure Element
. . Mcuboot (Open Source) Wolfboot
Secure Boot STuROT (STM Microelectronics) (Open Source) HAB (NXP)
HW Accelerated (STM HW Cryptographic Engines: NXP,
Cryptography Microelectronics) SW Microchip, Renesas SW Solutions:
mbed-crypto (Open Source) OpenSLL, mbedTLS, wolfCrypt

Memory requirements for TFLM can vary significantly depending on the type of ML
model in use. TFLM’s memory usage encompasses the code size for components such as the
interpreter, memory allocator, and memory planner, along with any operators needed by
the specific model. For instance, platforms running convolutional neural networks (CNNs)
or recurrent neural networks (RNNs) typically require higher specifications, including
a minimum of 1 MB of flash memory, 512 kB of SRAM, and a high-performance clock
operating above 200 MHz [42].

On the other hand, classical ML algorithms like Support Vector Machines (SVMs),
Random Forests (RFs), or lightweight Multi-Layer Perceptron (MLP) networks demand
significantly less memory. According to [38], lightweight MLP models can run on low-end
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platforms with just 8 kB of SRAM and 256 kB of flash memory. In these cases, the only
constraints are the specifications outlined in Table 7 and the availability of such resources
on low-end platforms.

8.2. Adoption of Different Model Architectures

The evaluated solution is not limited to a specific model architecture like autoencoders;
it can also be extended to other types of models. For example, Keras models such as those
presented in the MLPerf Tiny benchmark [42] can be used. The custom ResNet model
for image classification has a size of approximately 19kB when included in an ML-EAT
token, while the MobileNetV1 model for the visual wake word use case is about 55kB. It is
evident that the latter, with its encoded model architecture, is significantly larger than the
evaluated autoencoder network. This can potentially pose a limitation when dealing with
more complex model architectures.

8.3. Integration in Federated Learning Workflows

Federated learning (FL) enables decentralized devices to collaboratively train a shared
global model by processing local data and aggregating the results. Frameworks like
TensorFlow Federated and PySyft are available but are mainly designed for more powerful
devices, such as cloud servers.

TFLite offers limited support for on-device learning on resource-constrained edge de-
vices. While on-device learning solutions are available for Android and iOS, the capabilities
are still restricted on ultra-constrained devices like microcontrollers.

Nevertheless, custom solutions are being developed to address on-device learning
limitations. In [46], the authors implement a lightweight feed-forward neural network
with a single hidden layer of 25 nodes, allowing backpropagation to be run on-device and
model weights to be updated. The federated learning server is implemented on a PC that
communicates with client nodes via a serial port.

Another custom implementation is presented in [17], where a neural network with
187 input neurons, two hidden layers with 25 neurons each, and an output layer with
5 neurons is used. In this case, the MQTT protocol is employed, with different topics
configured for tasks like adding new nodes, sending model weights, and receiving updated
model weights from the central server.

The proposed ML attestation solution can be incorporated into the previously dis-
cussed FL system by embedding the EAT tokens in the connection request to the MQTT
broker. With the EAT, the broker can assess whether the client is authorized to subscribe to
or publish messages on specific topics. The broker can also leverage the information in the
EATs to enforce access control policies, such as topic restrictions or rate limiting, based on
the client PSA and ML-EAT tokens.

The EAT tokens are secured using ECDSA cryptographic signing, meaning the trans-
mission medium does not need to provide additional security. As a result, these tokens can
be sent over protocols like HTTP or CoAP without jeopardizing their integrity. For commu-
nication protocols like TLS and SSL, the EAT can be incorporated into the client certificate
during the handshake stage using X.509 certificate extensions. For example, the Trusted
Computing Group’s DICE Attestation Architecture defines X.509 certificate extensions for
attestation and endorsements using EAT tokens [47].

Additionally, since the ML model deployed on devices is a custom solution tailored
for on-device learning, rather than being built with frameworks like Keras or TensorFlow,
the ML-EAT model subclaims must be defined using a custom serialization schema that
the central FL server can process and understand or to opt for string-encoded claims.
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9. Conclusions

The proposed dual attestation mechanism provides an effective and robust solution to
ensure the trustworthiness of machine learning models deployed on edge devices while
simultaneously maintaining the integrity of the device itself. This approach not only
addresses security concerns but also enhances the reliability of the system as a whole.
Furthermore, we demonstrate that this solution can be implemented using existing, readily
available hardware and software platforms, making it highly adaptable and suitable for
seamless integration into other TinyML embedded designs.

In addition, the concept of token interoperability is explored through detailed discus-
sions on standardized claims across popular machine learning frameworks. This highlights
the critical role of standardization, especially in scenarios where attestation time is of ut-
most importance for real-time applications. By emphasizing the significance of uniformity
in claim formats, we present a path towards more efficient and scalable solutions for edge-
based ML applications. These findings contribute to a more comprehensive understanding
of secure, efficient, and practical methods for remote attestation of ML models in the context
of edge devices, paving the way for more trustworthy and performant machine learning
solutions in the future.
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