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Abstract: Quantum computers have the potential to break the public-key cryptosystems widely used
in key exchange and digital signature applications. To address this issue, quantum key distribution
(QKD) offers a robust countermeasure against quantum computer attacks. Among various QKD
schemes, BB84 is the most widely used and studied. However, BB84 implementations are inherently
imperfect, resulting in quantum bit error rates (QBERs) even in the absence of eavesdroppers.
Distinguishing between QBERs caused by eavesdropping and QBERs due to channel imperfections
is fundamentally infeasible. In this context, this paper proposes and examines a practical method for
detecting eavesdropping via partial intercept-and-resend attacks in the BB84 protocol. A key feature
of the proposed method is its consideration of quantum system noise. The efficacy of this method is
assessed by employing the Quantum Solver library in conjunction with backend simulators inspired
by real quantum machines that model quantum system noise. The simulation outcomes demonstrate
the method’s capacity to accurately estimate the eavesdropper’s interception density in the presence
of system noise. Moreover, the results indicate that the estimation accuracy of the eavesdropper’s
interception density in the presence of system noise is dependent on both the actual interception
density value and the key length.

Keywords: BB94; quantum key distribution (QDK); partial intercept-and-resend; interception density;
quantum bit error rates (QBER)

1. Introduction

Quantum computers could render legacy cryptographic methods obsolete with their
ability to solve complex mathematical problems exponentially faster than classical com-
puters [1]. To counter this emerging threat, quantum key distribution (QKD) has been
developed, leveraging the principles of quantum mechanics to ensure unconditionally
secure communication, irrespective of advancements in computational power. Basically,
QKD works by encoding binary information into the physical state of a particle (photon),
transmitting this encoded state through the quantum channel, and then decoding it at the
receiving end. The encoded physical state, a quantum bit or qubit, forms the cornerstone of
this technology.

The first practical demonstration of QKD over 30 cm of free space using polariza-
tion coding [2] increased the interest in this new technology. Since then, a plethora of
theoretical and experimental studies have led to the commercial availability of prototype
QKD products. Various quantum cryptography protocols have been developed, with some
demonstrating key transmission over tens of kilometers through both optical fiber and free
space [3,4].

Recently funded research projects, such as SECOQC, have indicated a model for the
development and operation of a point-to-point QKD network architecture with advanced
protocols [5]. Additionally, GÉANT, an organization that connects National Research and
Education Networks (NRENs) throughout Europe and beyond, is exploring the integration
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of QKD services into its network, as well as the necessary hardware and software solutions
for maintaining and monitoring a QKD-secured network. The growing interest in practical
applications of QKD protocols in recent years is also evidenced by the establishment of
the European Quantum Communication Infrastructure (EuroQCI) project [6]. This infras-
tructure will consist of a terrestrial fiber-optic segment and a satellite network connecting
strategic sites nationally and across borders to safeguard the privacy of sensitive and critical
data for governmental institutions, their data centers, hospitals, and more.

In the context of smart grid infrastructure security, the work [7] utilizes QKD secret
keys over the MQTT protocol to support distributed energy resource (DER) communication.
The practical implementation was tested in a real utility environment at the Electric Power
Board (EPB) in Chattanooga, Tennessee, between a data center and an electrical substation
connected via optical fiber.

In another recent work [8], the application of QKD is discussed for communication chan-
nels in hydropower facilities. This implementation encrypts and decrypts command/control
communications, mitigating security risks while integrating with existing control interfaces.

Moreover, Ref. [9] demonstrates the implementation of quantum-safe 100 Gbps IPsec
VPN tunnels over 46 km of fiber between two data centers, achieving a secret key rate of
7.4 kbps.

Another promising application is presented in [10], which showcases and tests a real-
time implementation of a submarine QKD system based on the BB84 protocol using an
FPGA as a photon counting module.

QKD enables the secure sharing of a secret key between two parties, traditionally
referred to as Alice and Bob, over a quantum channel. An eavesdropper, Eve, may attempt
to intercept the communication during this process.

Several QKD protocols have been proposed, with the Brassard–Bennett 1984 (BB84)
protocol being the first and most widely adopted [11]. Due to its prominence and practical
applications, this study focuses on the four-state BB84 protocol as the foundational model
for QKD. The robustness of the protocol and its widespread use make BB84 an ideal
candidate for investigating the effectiveness and security of QKD in real-world scenarios.

This paper advocates for a deeper investigation into the detectability of eavesdroppers,
a non-trivial and unique feature of QKD. Indeed, the accurate detection of an eavesdropper
would allow for more efficient use of the expensive quantum resources involved in QKD,
ultimately enhancing the overall security and effectiveness of key-sharing processes.

The intercept-and-resend attack is widely recognized as a strategy employed by
eavesdroppers within the BB84 protocol [12]. The study of this approach has led to a
practical eavesdropping method known as a partial intercept-and-resend attack [13,14],
where the eavesdropper intercepts a qubit with probability p (also referred to as the
interception rate or density) and leaves it untouched with probability (1 − p). Such an
attack represents one of the simplest individual attacks by an eavesdropper. For simplicity
and clarity in analyzing eavesdropper detectability in the QKD protocol, this paper assumes
the partial intercept-and-resend attack as the sole strategy employed by the eavesdropper.

Previous studies have calculated the quantum bit error rate (QBER) under the partial
intercept-and-resend attack with rate p in the BB84 protocol as p/4 [15]. This calculation
considers the error due to eavesdropping independently of the error introduced via quan-
tum system noise. This paper extends the previous analysis by examining the QBER of the
partial intercept-and-resend attack in the BB84 protocol as a function of errors generated
via quantum system noise. Therefore, this comprehensive analysis, in conjunction with the
simulation validation, aims to provide a more realistic understanding of QBER behavior by
incorporating the imperfections inherent in practical QKD systems.

Paper Contributions

The main contributions of the paper can be summarized as follows.
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• A definition and statistical performance analysis of an intrusion detection system
for partial intercept-and-resend attacks to BB84 scheme, also considering quantum
system noise.

• An investigation of the role of the interception rate and key lengths on the BB84
security performances, which reflects its possible future application as a QKD scheme.

• A simulative implementation that exploits an open-source library able to model the
noise of real quantum computers. This feature allows the analysis of the obtained
results using backend simulators inspired by real quantum machines.

To the best of the authors’ knowledge, all of these combined aspects have not
been studied.

2. Related Works

A lot of work has been proposed to analyze the QKD in general and BB84 in particular.
The general unconditional security of the BB84 protocol has been demonstrated under

ideal noise-free implementations [16,17]. Only specific studies have considered particular
device imperfections [18,19], but they have typically employed an information theory-like
approach to allow the extraction of a secure key. Conversely, the goal of this work is not to
evaluate the security of the BB84 protocol but to develop an intrusion detection method for
the partial intercept-and-resend attack on this protocol.

The simulation of the BB84 protocol has also been performed in several studies, such
as [20–23]. They demonstrate its working principles, along with its limitations and the
effects of noise in a quantum system.

There has been significant research on eavesdropper detection in the context of
intercept-and-resend attacks within QKD protocols. Bennett and Brassard initially as-
sumed that a communication could be considered free from eavesdropping activity if the
measured QBER were zero [11]. Elboukhari et al. calculated that, in the four-state BB84
QKD protocol, an eavesdropper would go undetected with a probability of (3/4)K, where
K represents the number of qubits used to compute QBER [24]. Subramaniam and Parakh
extended this analysis to the limit case of infinite-state BB84 and quantum Diffie–Hellman
protocols, determining that the probability of an eavesdropper remaining undetected is,
at minimum, (1/2)K [25]. Zamani and Verma proposed a two-way QKD protocol and
calculated the probability of undetected eavesdropping in relation to both K and the num-
ber of key exchanges [26]. However, a common assumption across these studies is the
consideration of an ideal quantum system, wherein any QBER greater than zero is solely
attributed to eavesdropping. This idealized perspective does not account for quantum
system noise, which can also contribute to QBER.

A few works have investigated the possibility of developing an intrusion detection
system for the BB84 scheme. Among these, the most similar to the approach presented in
this paper are [12,27]. They present satisfactory results, often with high detection accuracy
in their considered conditions. However, they do not examine some details, either the noisy
simulation of a real quantum computer or the possibility for the eavesdropper to intercept
only a fraction of the qubits being sent.

3. Background

The distribution of secret keys over insecure networks plays a pivotal role in guaranteeing
secure communications. This problem was first addressed in 1976 by the celebrated Diffie–
Hellman algorithm, which considered the challenge of secret key agreement by relying on the
classically difficult discrete logarithm problem. Unfortunately, this problem can, nowadays,
be easily solved using quantum computers by leveraging Shor’s algorithm [15].

3.1. Quantum Computer and Qubits

A quantum computer employs quantum mechanical phenomena to enable the calcula-
tion of some problems exponentially faster than classical computers. The fundamental unit
of such a computer is the qubit, which differs from a classical bit in that it exists in a su-
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perposition of two basis states The state of superposition implies that, upon measurement,
the qubit will invariably assume one of two possible values, either 0 or 1, according to a
probability law that is dependent on the relative weights of these two states [28].

For the sake of simplicity, from here on in the paper, it is assumed that polarization
encoding is used to represent classical bits (0 s and 1 s), hence employing the polarization
states of photons. In this case, each qubit can exist in one of two bases: a + (“rectilinear”)
basis, with orthogonal states |↑⟩ and |→⟩, and an X (“diagonal”) basis, with orthogonal
states |↗⟩ and |↖⟩. An example of mapping between classical bits and qubits is |0⟩ = |↑⟩
and |1⟩ = |→⟩ for the + basis or |0⟩ = |↗⟩ and |1⟩ = |↖⟩ for the X basis, as summarized
in Table 1.

Table 1. Example of mapping classical bits to quantum states.

Classical Bit + Basis X Basis

0 |↑⟩ |↗⟩
1 |→⟩ |↖⟩

A quantum computer employs quantum logic gates to manipulate the states of qubits.
Of particular interest are the Pauli-X gate, denoted as X, which functions in a manner
analogous to a NOT gate, and the Hadamard gate, denoted as H, which induces a rotation
that changes the basis, e.g., from + to X, and vice versa, since its functional matrix is
hermetian and unitary. Both gates operate on individual qubits, allowing for transitions
between different states and bases as desired [29]. The quantum indeterminacy principle
precludes the possibility of distinguishing between the four states with absolute reliability,
as they are not all orthogonal to each other. Rather, they can only be distinguished in
pairs. Indeed, once the basis has been set, the measurement is only possible between the
orthogonal states.

If you tried to measure a qubit with the wrong basis (i.e., different from the one used
for encoding), the resulting reading would be random, either 0 or 1, with equal probability 1

2 .
Conversely, if the measurement was conducted with the same basis, the output would
always be the original state (of course, in the absence of external noise sources). In brief,
one fundamental property of quantum mechanics is that the act of measurement itself alters
the state of the observed object. Related to this property is the no-cloning theorem, which
states that an arbitrary quantum state cannot be duplicated perfectly [30]. In other words,
this theorem implies that creating an independent and identical copy of an unknown qubit
is impossible.

These two properties form the basis of QKD protocols, as they prevent an adversary,
referred to as Eve, from intercepting a stream of qubits, modifying them, and forwarding
them without being visible.

One reason why quantum computation is so important today is the discovery, by
Peter Shor, of a uniform family of quantum networks that solve the factoring problem.
Shor’s factoring algorithm has demonstrated that the security of many public cryptographic
systems is compromised once a quantum computer is available. On a quantum computer,
Shor’s algorithm is capable of factoring an integer, N, in polynomial time. This means
that the time taken is polynomial in logN, which is significantly faster than the most
efficient known classical algorithm [31]. Shor’s algorithm has indicated the necessity of
the development of new protocols that can withstand the mainstream implementation
of quantum computers. One potential solution is the use of QKD protocols as a secure
alternative to classical public-key distribution schemes.

3.2. Background on BB84

QKD protocols represent a method of secure communication that implements a crypto-
graphic protocol involving quantum mechanical components. The first QKD protocol was
presented in 1984 by Bennett and Brassard, from which the BB84 protocol name derives: [11].
This protocol is provably secure when assuming a perfect implementation and two conditions:



Future Internet 2024, 16, 275 5 of 22

1. Information can only be gained at the expense of disturbing the signal. If the no-
cloning theorem is valid, the act of measurement required to obtain information about
the quantum state disturbs the original state, preventing exact replication.

2. The use, in parallel, of an authenticated public classical channel.

BB84 or other analogous protocols permit the continued utilization of established
symmetric encryption algorithms, such as Advanced Encryption Standard (AES) [32], since
they are not as significantly affected by the advent of quantum computers, as instead, it
affects public key algorithms, including Diffie–Hellman [33].

BB84 Scheme

The BB84 algorithm begins with Alice randomly selecting a set of n bits. Considering
the polarization encoding, for each bit, it is necessary to establish the basis and the quantum
states, using for example the mapping shown in Table 1. In this manner, Alice obtains
n qubits that are subsequently transmitted to Bob through the quantum channel. Before
reaching Bob, the eavesdropper Eve may attempt to intercept the qubits, decode them,
and then, according to the read value, forward new qubits to Bob. Due to the no-cloning
theorem, Eve is unable to copy the qubits unless she takes a measurement that inevitably
disturbs the original state of that qubit half of the time if she chooses the wrong basis.
Consequently, the only option for Eve is to randomly select the basis, measure and decode
the intercepted qubit, regenerate the new one using the selected basis, and then forward
it to Bob. Similarly, Bob is unable to ascertain in advance the set of bases used by Alice
to generate the qubits. Thus, Bob can randomly select the set of n bases to measure the
received qubits and decode the related bits. After the decoding of the n bits, Bob publicly
announces he has received Alice’s signals. Alice responds by sharing, on the public classical
channel, the set of n bases used in the previous transmission. At this point, this operation
is safe because the shared bases refer to the previous signal. Similarly, Bob communicates
to Alice over the public channel the n bases he has randomly selected to decode the signal.
Both Alice and Bob now compare the received n bases with those they have used, and
they discard the bits corresponding to mismatches. The remaining bits measured with the
same bases are instead retained. Assuming that the number of such bits is k, Alice selects a
certain fraction of them (in our subsequent simulation analysis, for reasons of simplicity,
we will assume the first k/2 bits). She then discloses her selection to Bob over the public
channel. Subsequently, both Alice and Bob publicly announce the values of the selected bits
and verify whether a predetermined number of them are identical. If this verification fails,
the issue may be attributed to Eve, random noise, or a combination of both. In such cases,
the algorithm must be restarted. Otherwise, the algorithm concludes, and both parties can
proceed to generate a secret shared key with the remaining bits, as detailed in [34].

It is worth mentioning that information reconciliation and privacy amplification tech-
niques [2] can be employed to create the secret shared key. In a nutshell, these techniques
address discrepancies between keys, which can result from eavesdroppers or noise. Since
it is impossible to distinguish in advance between these types of errors, they are necessary
to ensure final key security. Accordingly, if the number of discrepancies (in the compared
bits) falls below a certain threshold, these techniques can be used to correct erroneous bits
and subsequently reduce Eve’s knowledge of the key to an arbitrarily small value. More
detail follows:

• Information reconciliation is a process of error correction performed between Alice
and Bob’s keys to ensure that both keys are identical.

• Privacy amplification is a method used to reduce and effectively eliminate Eve’s partial
information about Alice and Bob’s key.

4. BB84 Simulation Model

This section describes the implementation of the BB84 simulation model within Quan-
tumSolver (QS) [35], with a specific focus on its Crypto module. QS is a toolset developed
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in Qiskit [36] that enables the simulation of QKD protocols, such as BB84, using IBM
simulators and real quantum computers.

Figure 1 shows a simplified overview of the program’s internal operations.

Figure 1. BB84 flowchart.

In more detail, the program flow can be divided into three distinct phases presented in the
following subsections:

1. Key generation.
2. Key checking.
3. Validation.

4.1. Key Generation

The initial phase of the program, depicted in Figure 2, is responsible for generating the
cryptographic key. When initiating the program, the available inputs that can be chosen include
the following:

• Input string length: In our modified version of the simulator, this parameter exactly
corresponds to n, the number of bits initially exchanged during the QKD process.

• Interception density: This refers to the percentage of qubits that Eve may intercept
and forward to Bob. It quantifies Eve’s ability to eavesdrop on the qubit transmission
between Alice and Bob, hence influencing the overall security and effectiveness of the
key distribution process.

• Backend: The IBM backend simulator to be used in receiving operations for decoding bits.

The program then initiates with Alice generating a binary array of length n, corre-
sponding to the random transmission “axes” (i.e., bases). Additionally, she randomly
generates the n bits to be exchanged with Bob to establish the secret key. For each bit, the
associated quantum state is determined based on the corresponding random basis and the
mapping strategy, as shown in Table 1 and as explained below.

The simulation of the qubit encryption process on quantum hardware begins by
looping the number of times specified by the parameter n to encode each bit. Accordingly,
if the qubit’s state is 1, the X gate is applied. Otherwise, the qubit is skipped to the next
step. Similarly, if the corresponding basis value is X (i.e., “diagonal”), the H gate is applied.
Otherwise, no action is taken. Following this step, the qubit has been encrypted, and the
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next one can begin the same encryption process. Once all the qubits from the Alice n−long
array have been encrypted, they can be transmitted to Bob.

Figure 2. BB84 key generation.

Before reaching Bob, Eve may attempt to intercept the transmitted qubits. She is
equipped with an array of n randomly generated bits, which serve as her basis values. As
with Alice, she will loop n times and attempt to guess the received bit. More specifically,
the program randomly generates a number between 0 and 1, and if it is smaller than
the interception density chosen as input, then Eve is successful in intercepting the qubit.
Subsequently, the qubit is eventually subjected to an H gate operation if the corresponding
basis is the “diagonal” one, or otherwise, no other operation is performed. Now the process
continues by effectively measuring the intercepted qubit (by performing the Qiskit measure
operation) and by decoding the corresponding bit value through the readout operation of
the backend simulator (selected at the start of the program). Once all the intercepted qubits
have been processed, they are forwarded to Bob.

Bob’s behavior is essentially identical to that of Eve, differing only in his interception
density value, which is 1, since he intercepts all the qubits sent by Alice and Eve. Subse-
quently, Bob decodes the n received qubits by applying the same operations as Eve, based
on the values of his random bases array. Upon completion, he publicly announces that
Alice’s message has been received.

Upon receipt of the message, both Bob and Alice can securely share their bases. By
doing so, they can compare the bases and keep only the bit values in which the bases are
the same. Such remaining k bits will be used to subsequently form the private key, which
will be verified in the following step.

4.2. Key Checking

Figure 3 illustrates the flow chart of the key-checking procedure. This procedure
determines whether Alice and Bob share a secure secret or whether it is necessary to restart
the BB84 protocol due to Bob observing bit errors on the received key, which may be caused
by Eve’s interference and/or system noise. This is achieved by Bob publicly sharing the
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first m = k/2 bits of the key with Alice. Subsequently, both parties compare these bits to
ascertain any discrepancies. In such an event, the algorithm fails and necessitates a restart.
Otherwise, if all the shared bits are identical, probably, the remaining, unshared bits will
also be so. Subsequently, Alice and Bob discard the shared bits, as they have become public
and cannot be utilized for the private key generation. The remaining bits then form the
actual shared secret key, which can be used by both participants.

Figure 3. BB84 key checking.

It should be noted that QS does not perform information reconciliation and privacy
amplification techniques because, firstly, they are not strictly part of the protocol and,
secondly, the described implementation requires a perfect match (i.e., zero error rate)
between the cases of Alice and Bob compared key bits, rendering these techniques less
indispensable. In a real-world scenario, instead, both are typically employed, as commented
upon in Section 3.2.

4.3. Validation

Finally, QS provides a potential subsequent step, namely a message exchange, as
depicted in Figure 4. This is not a component of the BB84 algorithm; rather, it is a validation
process to show that the generated key can be employed to transmit encrypted messages in
a practical setting.

Figure 4. BB84 validation.

The newly created and verified shared secret key is used by both Alice and Bob to
generate a One-Time Pad (OTP). Alice encodes the original input string by XOR-ing it
with the OTP and sends the encrypted message to Bob. Bob XORs the message once
more with his own OTP to obtain the decrypted message. The program then checks
whether the message that Bob decrypted differs from the original that was sent by Alice.
If Bob’s resulting message differs from that originally sent by Alice, the cause may be the
undetected interception of Eve or random noise. This step is feasible only in a testing-
simulative scenario, as in the real world, Alice and Bob would have to publicly share the
decrypted message to ascertain that they are equal.

5. Intrusion Detection Method

To define the intrusion detection method, it is necessary to analyze the details of some
important aspects.

The first one is to evaluate the probability of detecting Eve, taking into account the
conservative approach used with the QS in the checking phase. In particular, we recall that
QS publicly shares half of the generated key to detect errors in the received bits caused by
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Eve’s action and/or system noise. In certain scenarios, this approach may be inefficient
because each shared bit is subsequently discarded and cannot contribute to the final key.
Furthermore, as the average probability of Bob correctly guessing Alice’s basis is only
50%, the number of usable bits for the key will be reduced to around one-quarter of the
initial number.

Table 2 summarizes the meaning of the symbols used in the remainder of the paper.

Table 2. Summary of the meanings of the symbols used.

Symbol Meaning

EU Event: Eve is undetected.

CB Event: Bob selects the correct basis.

Sb Event: Bob decodes the same bit transmitted by Alice.

p Interception density.

n Number of transmitted bits.

k Number of key bits measured on the same basis between Alice and Bob.

m Number of shared key bits publicly compared between Alice and Bob.

d Number of erroneous bits detected at Bob’s side in the shared key bits.

ˆQBER Estimated QBER at Bob’s side.

QBERSN QBER due to system noise.

ˆQBERSN Estimated QBER due to system noise.

p̂ Estimated p.

MD Event: missed Eve’s detection.

5.1. Probability of Detecting Eve’s Presence

Let us consider the situation in which it is known that Eve eavesdrops all qubits. When
assuming the ideal scenario of a lack of system noise, the probability of each event can be
easily determined, as follows.

• Case 1: Eve selects the same basis as Alice. The probability of this event is 0.5. In this
case, the data are successfully exchanged between Alice and Bob, and Eve intercepts
the bit without introducing any error.

• Case 2: Eve selects a basis that is different from Alice’s. The probability of this event
is 0.5. However, two different subcases can be defined, depending on whether Bob
correctly receives the qubit transmitted by Alice or not. In the first subcase, Eve’s
interception is not detected, and Bob will successfully receive the bit sent by Alice. The
second subcase considers the possibility that Bob fails to measure the qubit transmitted
by Alice. This leads to an error in the qubit reception and, consequently, to the decoded
bit. Both subcases have the same conditional probability, i.e., 0.5.

Considering all cases, the probability that Bob correctly receives the bit transmitted by
Alice conditioned to the event that Eve intercepts all qubits is 0.75. This value is obtained
by summing the probability of Case 1 (0.5) and the probability of Case 2 (0.5), multiplied by
the corresponding conditional probability of the subcase 1 (0.5). In such an event, Alice and
Bob are not aware of Eve’s interception because Bob correctly decodes the qubit regenerated
by Eve. However, Eve is present. This probability is, therefore, linked to the scenario where
Eve remains undetected because Alice and Bob have no actionable information to detect
Eve’s presence.

This reasoning can be extended to determine the probability of Eve’s non-detection when
Alice and Bob use m bits for comparison. When assuming the statistical independence of
Eve’s interception process, the probability of the event EU (Eve’s interception is undetected)
is as follows:
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P{EU} = 0.75m.

This equation demonstrates that the probability of detecting Eve’s interception, equal
to 1 − P{EU}, increases rapidly with the number of compared bits in the case where Eve
intercepts all qubits. For instance, in the case of 15 bits, P{EU} = 0.013 [36]. For longer
keys, comparing half of the bits becomes unnecessary and merely wastes useful bits that
could be retained for the final key. For this reason, there is a clear need for the development
of a more effective approach for practical applications.

5.2. Model QBER vs. Eve’s Interception Density

It is important to recall that the previous results are obtained with the assumption that
Eve is present and intercepts all qubits. A general analysis instead should consider that the
only information available is that Eve performs a partial intercept-and-resend attack. To
analyze this scenario in detail, the two cases, with and without Eve’s interception, must be
considered separately.

5.2.1. Case 1: Without Eve’s Interception

This analysis starts by considering the following example. Referring again to Table 1,
we consider the case in which Alice encodes the bit 0 with the basis +, hence employing
the |↑⟩ state. Indeed, we will carry out the subsequent statistical analysis by making such
an assumption. Anyway, it is worth emphasizing that such a model does not preclude the
generalization of the obtained results to the remaining cases, given the inherent symmetry
of the problem (i.e., equiprobable random choice of bit values and bases). Moreover,
throughout the remainder of this paper, quantum states will be explicitly represented only
with their corresponding bit values, as each state is uniquely determined according to
its associated bit once the basis has been defined. On Bob’s side, the events and their
associated probabilities are illustrated in Figure 5 and described as follows:

• Bob picks the correct basis, +, and hence, he always measures the correct state, 0,
given the ideal communication channel.

• Bob picks the wrong basis, X, and then the measured state is random, 0 or 1, with each
state having the same probability of 0.5.

+ 0

+ 0

X

0

1

Alice

Bob

Figure 5. Case 1: without Eve.

The probability of the event “Bob selects the correct basis”, shortly CB (i.e., the + basis
in Figure 5), can easily be determined:

P{CB} =
1
2

. (1)

With the assumption of an ideal communication channel and the properties of quan-
tum mechanics, the probability of the event “Bob measures the same bit” of Alice, shortly
Sb, conditioned to have selected the correct basis is P{Sb|CB} = 1, as is evident from
Figure 5. Therefore, in this scenario, if Bob chooses the correct basis (i.e., the same as Alice),
he is sure about the correctness of the decoded bit.
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Differently, the unconditioned probability of the event “Bob decodes the same bit
transmitted by Alice” can be easily computed using the total probability theorem:

P{Sb} = P{Sb|+}P(+) + P{Sb|X}P(X) = P{Sb|+}, (2)

since P(+) = P(X) = 0.5, and P{Sb|+} = P{Sb|X} (for the symmetry of the formulation,
as previously discussed). In the above Equation (2), the condition refers to the basis
employed by Alice.

Applying the total probability theorem and also considering the assumption of the
state (or bit, equivalently) transmitted by Alice, P{Sb|+} is given by the following:

P{Sb|+} = P{Sb|+
⋂

0}P{0}+ P{Sb|+
⋂

1}P{1} =
3
4

, (3)

where P{Sb|+⋂
0} = P{Sb|+⋂

1} = ( 1
2 + 1

4), and P{0} = P{1} = 1
2 (we recall that it is

assumed that Alice encodes with equal random probability 0 or 1 bit values through qubits).
Again, the symmetry of the problem allows us to neglect the explicit computations for

the other basis cases.
Therefore, Equation (3) shows that Bob measures the correct bit with a probability of

0.75. However, it is worth noting that the BB84 implementation discards the bits measured
with the wrong basis, i.e., the edge X in the tree shown in Figure 5. Consequently, only
around 50% of the received bits will be kept. Nevertheless, 100% of the set of measured bits
with the correct bases will produce the transmitted bits without errors, as previously shown.
The importance of this strategy is outlined by the successive discussion that describes the
scenario where Eve’s presence is assumed.

5.2.2. Case 2: With Eve

A more complex scenario occurs when Eve mimics Bob’s behavior by attempting to
intercept the bits transmitted by Alice. The discussion of this case considers an example
similar to the previous case, i.e., Alice encodes the bit 0 with the basis +. The alternative
events are illustrated in Figure 6 and described in the following.

• Eve picks the correct basis with a probability of 0.5, always measuring the bit 0. As
illustrated in the lower edge of the tree shown in Figure 6, in this case, Bob is in the
same situation as in the previous case; i.e., he receives a bit, “0”, transmitted using the
basis + (i.e., state |0⟩). Eve is transparent to Bob’s reception performance. Therefore,
Bob measures the bit “0” with a probability of 1 when the correct basis, +, is selected.
Consequently, the global probability of measuring the bit “0” in this case is 1

4 . Another
event that allows Bob to observe “0” is when he uses the wrong basis. In this case, the
two alternative outputs, 0 and 1, can be observed with the same probability. Thus, the
probability of observing 0 is obtained from the intersection of the following events:
“Eve selects the correct basis”, “Bob selects the wrong basis”, and “on the wrong
basis Bob measures 0”. All of these events have the same probability, 1

2 . Thus, the
probability of this global event is 1

8 .
• Eve picks the wrong basis with a probability of 0.5 and will equiprobabilly measure

the two alternative bits, 0 and 1. From this point, Bob performs his measurement,
which leads to two different scenarios:

– Eve measured 0; Bob will measure 0 with a probability equal to 1 when picking
the wrong basis (with respect to Alice and, hence, the same basis of Eve) and,
randomly, 0 (with 50% probability) when picking the same basis as Alice. When
taking into account the probability of Eve’s choices, the global probabilities of the
two events are 1

8 and 1
16 , respectively.

– If Eve measured 1, Bob will measure 1 with a probability equal to 1 when picking
the wrong basis and, randomly, 0 (with, again, a 50% probability) when picking
the same basis as Alice. In summary, Bob selects the correct state, 0, with proba-
bility 1

16 . This can be computed as the product of the probability of the following
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events: “Eve picks the wrong basis”, “Eve measures 1”, “Eve picks the same basis
as Alice”, and “Bob measures 0”. Indeed, all the above events are independent
and have the same probability, 1

2 .

+ 0

+ 0

+ 0

X

0

1

X

0

X 0

+

0

1

1

X 1

+

0

1

Alice

Eve

Bob

Figure 6. Case 2: with Eve.

Equation (2) allows P{Sb} to be obtained via the calculation of P{Sb|+}. The detailed
analysis presented above allows for the calculation of this probability as follows:

P{Sb|+} = P{Sb|+
⋂

0}P{0}+ P{Sb|+
⋂

1}P{1}

= 2
1
2
P{Sb|0

⋂
+} = P{Sb|+

⋂
0}.

(4)

P{Sb|+ ⋂
0} can be calculated by summing the probability of the different events

leading Bob to measure state 0, as detailed above. Hence, referring to Figure 6, we get
P{Sb|0 ⋂

+} = 1
4 + 1

8 + 1
16 + 1

16 + 1
8 = 5

8 . Consequently,

P{Sb} = P{Sb|+} =
5
8
= 0.625. (5)

This result indicates that Eve’s presence reduces P{Sb} from 0.75 to 0.625. It is worth
noting again that, in the BB84 procedure, only the bits that Bob obtains using the same
basis as Alice are considered. The others are rejected.
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Consequently, it is also important to calculate P{Sb|CB}:

P{Sb|CB} =
P{Sb

⋂
CB}

P{CB} , (6)

where, again, P{CB} = 1
2 , and

P{Sb
⋂

CB} = P{Sb
⋂

CB|0}P{0}+ P{Sb
⋂

CB|1}P{1}

= 2
1
2
P{Sb

⋂
CB|0} = P{Sb

⋂
CB|0}.

(7)

The term P{Sb
⋂

CB|0} can be calculated by considering, again, the operations de-
picted in Figure 6, as follows:

P{Sb
⋂

CB|0} = P{Sb
⋂

CB|0
⋂

+}P{+}+ P{Sb
⋂

CB|0
⋂

X}P{X}

= 2
1
2
P{Sb

⋂
CB|0

⋂
+} =

1
4
+

1
16

+
1

16
=

3
8
= 0.375.

(8)

Finally, we return to Equation (6). Given that P{Sb
⋂

RB} = 3
8 , we get P{Sb|RB} =

2 3
8 = 3

4 .
This result indicates that, even when Bob guesses the same basis as Alice, there is

a probability of 0.25 that he measures the wrong state with respect to Alice due to Eve’s
intervention. This observation quantifies how much Eve negatively affects Bob’s chances
of measuring the correct value that Alice sent.

5.2.3. Impact of the Interception Density

The previous analysis considers the cases of knowing the presence or absence of
Eve. The extension of the study is to evaluate the impact on the BB84 performance of the
interception density parameter, indicated as p, which represents the percentage of qubits
(and, hence, bits) that Eve intercepts. This parameter is considered in QS and can be set
before starting the simulation, as was already highlighted in Section 4.1. If referring to the
previous analysis, this parameter impacts the BB84, as described in Figure 7:

• With probability p, Eve intercepts the qubit; consequently, the BB84 performance can
be computed following the analysis of Case 2 in this subsection.

• With probability 1 − p, Eve does not intercept the qubit; i.e., the scenario is equivalent
to Case 1 in this subsection.

+ 0

No intercept

1 − p

Intercept

p

Alice

Figure 7. Scenario with interception density p.

With respect to the previous analysis, the introduction of p does not change Equation (1),
i.e., P{CB} = 1

2 , while it impacts the probability of some other events as follows.
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Recall Equation (2), P{Sb} = P{Sb|+}, which can be calculated by considering
Equations (3) and (5), weighted according to the conditioning probability (1 − p) and p,
respectively:

P{Sb|+} =
3
4
(1 − p) +

5
8

p =
3
4
− 1

8
p. (9)

P{Sb|CB} can be easily derived from Equation (6), taking into account thatP{Sb
⋂

CB}
is equal to 3

8 or 1
2 if Eve does or does not intercept the qubit, respectively:

P{Sb|CB} = 2P{Sb
⋂

CB}

= 2
(
P{Sb

⋂
CB|No intercept} (1 − p) + P{Sb

⋂
CB|Intercept} p

)
= 2

(1
2
(1 − p) +

3
8

p
)
= 1 − 1

4
p.

(10)

This result allows for deriving a key relation between the computable (by Alice
and Bob) QBER and Eve’s interception density, p, in the case of a partial intercept-and-
resend attack:

QBER = 0.25 p, (11)

which confirms previous results [15] and represents the starting point of the proposed
intrusion detection method. It is worth pointing out that Equation (11) is obtained when
assuming ideal channel conditions, i.e., no system noise.

5.3. The Proposed Intrusion Detection Method

To generalize Equation (11), the assumption on the channel noise should be released.
For this aim, four different cases can be defined, depending on the presence of Eve and noise.
Each case has a different impact on the theoretical QBER, as described in the following:

1. No system noise, no Eve: QBER = 0,
2. System noise, no Eve: the QBER can be derived once the amount of random noise is

determined,
3. No system noise, Eve: QBER = 0.25 p,
4. System noise, Eve: QBER ≥ 0.25 p.

Among these alternative scenarios, the latter (with interception density p) is the most
interesting one. Considering a noisy scenario and Equation (11), in the case where the
parameter p is known, the information that could be derived from the QBER observation
is that, if QBER < 25 p%, Eve has not intercepted the exchanged bits. On the contrary,
no useful information is available when QBER ≥ 25 p% if no information on the noise is
available. Of course, this is a probabilistic approach that may fail, as discussed below.

The QBER can be estimated after establishing the number of bits used for testing the
BB84 procedure (i.e., m), Therefore indicating with d the number of erroneous bits detected
at Bob’s side in the shared key:

ˆQBER =
d
m

. (12)

When considering the above analysis and Equation (11), the missed detection (MD)
event corresponds to the case that d < 0.25pm, but Eve is present, i.e., when the number of
wrong bits in the shared key is less than the expected mean value.

More specifically, when considering the corresponding integer value and, hence, setting
a threshold equal to ⌊0.25pm⌋ − 1, the missed detection probability P{MD} can be calculated
as follows:

P{MD} =
⌊0.25pm⌋−1

∑
i=0

(
m
i

)
(0.25p)i (1 − 0.25p)m−i. (13)
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It is worth noting that the above Equation does not consider the noise; consequently,
the actual P{MD} would be even smaller since the noise would increase the probability
of a bit error on Bob’s side. In other words, the proposed intrusion detection method
incorporates errors on the bits due to system noise into Eve’s intervention, thus following a
conservative approach in evaluating the attack scenario.

6. Performance Evaluation

The performance evaluation of the proposed intrusion detection method was carried
out with the QS, using different quantum backend simulators and simulation settings,
as described in Sections 6.1 and 6.2, respectively. The key element of our approach, the
estimation of the QBER, is discussed throughout all the remaining subsections.

6.1. Simulators of Quantum Communication

QS can be interfaced with a large amount of backend simulators, provided via IBM,
and inspired by real quantum machines. These simulators mainly differ in terms of the
following properties.

• The number of qubits available for computations to the quantum computer.
• The maximum number of shots. A shot is a single execution of a quantum algorithm;

for example, a shot is a single pass through each stage of a complete quantum circuit.
The maximum number of shots represents how many times an algorithm can be run
for a single task, resulting in a probability distribution of results [37].

• The noise model, used to simulate the noisy operations of a real quantum computer.

After the analysis of all available backends (to take advantage of their inherent
characteristics), our choice is to utilize the following two simulators: aer_simulator
and fake_brooklin, both with the number of shots set to 1. Table 3 summarizes their
main features.

More specifically, the aer_simulator was selected for two main reasons:

• The execution times are very low, enabling a high number of simulations in a short
amount of time.

• It simulates an ideal, noise-free, quantum circuit, allowing for the isolation of the
impact of Eve.

On the other hand, the selection of fake_brooklin was due to its ability to model the
system noise, giving more accurate and realistic results.

Table 3. Summary of the main features and settings of the simulators used.

Parameters aer_simulatoraer_simulatoraer_simulator fake_brooklinfake_brooklinfake_brooklin

Number of qubits 29 65

Maximum shots 1,000,000 8192

Noise modeling No Yes

6.2. Settings of Simulation Analysis

The simulation study was carried out with different settings of p and n. In more detail,
the values of Eve’s interception density are as follows:

p = { 0, 0.2, 0.4, 0.6, 0.8, 1 } ,

and for each of them, four different settings of n were considered:

n = { 1024, 1536, 2048, 2048} .

The first three values refer to scenarios where BB84 is used to generate a symmetric
key with the same security level as today’s standard symmetric key algorithms: AES-128,
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AES-192, and AES-256, respectively [32]. Indeed, about half of the n bits are lost due to
the random choice of the bases by Alice and Bob, and another half of the remaining bits
must be discarded because of the key-checking procedure (see Section 4.2). Consequently,
the average number of bits useful for the key is about n

4 . Furthermore, once quantum
computers can implement Grover’s algorithm, the complexity of a symmetric key search
will be reduced from O(2n) to O(2

n
2 ) [1]. This means that, to have an equivalent post-

quantum security level, the key lengths must be multiplied by a factor of 2. In summary,
for example, n = 1024 permits having the same security level of AES-128. Finally, the
value n = 4096 was chosen to provide sufficient data to accurately model the noise of
the simulator and analyze the evolution of the model’s performance under increased
safety requirements.

For each scenario characterized by the pair (p, n), 50 independent runswere conducted
to estimate the average value and the corresponding 95% confidence interval (CI).

6.3. Results: Model Validation

The first set of results aimed to validate the accuracy of Equation (11). Two different
scenarios were considered: without and with system noise. Clearly, the analysis of the first
case exploits the aer_simulator, while the second one refers to fake_brooklin, under the
assumption that the system noise is additive to Eve’s interception, i.e.,

QBER = 0.25 p + QBERSN , (14)

where QBERSN is the QBER introduced via the system noise.
Figures 8 and 9 display the considered values of p on the x-axis, while the estimated

QBER, ˆQBER, and its related 95% C.I. are shown on the y-axis. The dashed black line
represents the best-fitting line (least squares error), based on the estimated mean ˆQBER for
each value of p.

More specifically, Figure 8 shows the results with the aer_simulator for n = 1024. The
resulting slope of the best-fitting line is 0.2493, which is closely aligned with the theoretical
predicted value of 0.25 p. As expected, the regression line passes through the origin, given
that this simulator does not model noise.

Figure 8. aer_simulator model, n = 1024.

Similar results were obtained for the other n settings. For simplicity, only the case
n = 4096 is depicted in Figure 9, while the essential data required to validate the model of
Equation (11) are summarized in Table 4 for all considered values of n.
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Figure 9. aer_simulator model, n = 4096.

Table 4. Results for the aer_simulator model.

n Slope ˆQBERSN

1024 0.2493 0
1536 0.2533 0
2048 0.2476 0
4096 0.2511 0

Figures 10 and 11 refer to the fake_brooklin simulator. The main distinction from the
previous results is the inclusion of system noise, which generates QBERSN .

The best-fitting line in these figures suggests two conclusions. Firstly, QBERSN appears
to be additive, as assumed in Equation (14). Indeed, the best-fitting line has a slope of
around 0.25. Secondly, the estimation of QBERSN can be derived by evaluating ˆQBER
when p = 0. For instance, Figure 10 displays a slope of 0.237 and ˆQBERSN = 0.01835.

The comparison between Figures 10 and 11 reveals a decrease in the size of the 95%
CI as n increases. Additionally, the figures illustrate a trend of higher CI intervals as
p increases.

Figure 10. fake_brooklin simulator model, n = 1024.
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Figure 11. fake_brooklin simulator model, n = 4096.

Table 5 summarizes the quantitative results, highlighting the small variations in the
estimated values of the slope and ˆQBERSN .

Therefore, the results shown provide experimental evidence of the validity of Equation (14).

Table 5. Results for the fake_brooklin simulator model.

n Slope ˆQBERSN

1024 0.237 0.01835
1536 0.247 0.01705
2048 0.244 0.01918
4096 0.243 0.0189

6.4. Results: Intrusion Detection

This analysis aims to evaluate the accuracy of the method used to estimate p on
Bob’s side. The assumption is that QBERSN is known, for example, through measurement
campaigns, as previously discussed. The intrusion detection procedure involves calculating

ˆQBER on Bob’s side and then, by inverting Equation (14), estimating p̂, which provides
Bob with information on the interception density. This information can help Bob decide
whether the shared key can be considered secure or if the BB84 protocol needs to be rerun.
This study only considered the fake_brooklin simulator because it is important to account
for the effects of the system noise in the estimation process.

In this regard, the QBERSN value refers to the result obtained in the scenario with
n = 4096, as shown in Table 5, i.e., QBERSN = 0.0189. The rationale behind this choice is
that the higher the value of n, the higher the accuracy of the QBER estimate.

Figures 12 and 13 show the results for the cases n = 1024 and n = 4096, respectively.
The figures display the set of points (p,p̂) obtained for each of the 50 runs. The analysis
of the figures suggests that the average estimate is close to the set p value. However, the
different estimations are spread over a relatively wide interval. This interval widens further
as p approaches 1.
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Figure 12. Estimated p with fake_brooklin simulator, n = 1024.

Figure 13. Estimated p with fake_brooklin simulator, n = 4096.

The comparison between Figures 12 and 13 reveals that, as n increases, p̂ becomes
progressively more accurate, and the spread of the estimation interval decreases. These
conclusions were corroborated with the results for other values of n, namely n = 1536, 2048.

For the sake of brevity, only the quantitative results of the various scenarios are
presented in Tables 6–9.

Table 6. Estimated p, n = 1024.

p avg. min. max. σ

0 −0.0110 −0.0622 0.0471 0.0200
0.2 0.1960 0.0839 0.3100 0.0490
0.4 0.3911 0.2880 0.5147 0.0548
0.6 0.5963 0.4641 0.7239 0.0600
0.8 0.7774 0.6120 0.9753 0.0742
1 0.9687 0.7628 1.1138 0.0762
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Table 7. Estimated p, n = 1536.

p avg. min. max. σ

0 −0.0026 −0.0453 0.0455 0.0173
0.2 0.1964 0.1382 0.2699 0.0346
0.4 0.3868 0.3098 0.5016 0.0458
0.6 0.5988 0.4980 0.7080 0.0510
0.8 0.7982 0.6658 0.9057 0.0539
1 0.9953 0.8646 1.1436 0.0656

Table 8. Estimated p, n = 2048.

p avg. min. max. σ

0 −0.0059 −0.0375 0.0415 0.0141
0.2 0.1980 0.1355 0.2704 0.0300
0.4 0.4044 0.3076 0.4960 0.0387
0.6 0.6011 0.5135 0.7073 0.0387
0.8 0.8052 0.6809 0.9086 0.0534
1 0.9993 0.8376 1.1544 0.0624

Table 9. Estimated p, n = 4096.

p avg. min. max. σ

0 −0.0000 −0.0228 0.0259 0.0100
0.2 0.1999 0.1447 0.2593 0.0265
0.4 0.4035 0.3570 0.4691 0.0265
0.6 0.6016 0.5377 0.6645 0.0300
0.8 0.7938 0.7159 0.8605 0.0346
1 1.0040 0.9366 1.1059 0.0361

The analysis of these tables reveals that the estimation becomes progressively more
accurate with the increase in n. Particularly, the last table, Table 9 provides almost perfect
average estimations, with a mean standard deviation (σ in the tables) that is always less
than 4% for all values of the interception density.

It is important to note that, while the accuracy of determining the real value of p is
certainly valuable, in practical scenarios, simply knowing that p > 0 may indicate a high
likelihood of Eve’s presence. In summary, the method can detect Eve’s action as long as
information on QBERSN is available.

6.5. Additional Remarks

The results presented here assumed a noise-free environment, except for the intrinsic
noise of the simulated quantum system. However, in real-world scenarios, noise could
originate from various sources, including the communication channel. Excessive noise
could potentially reduce the reliability of intrusion detection.

Moreover, this approach is inherently probabilistic, so if it were to be employed in a
real-world application to detect an eavesdropper, an acceptance threshold would need to
be established. If the estimated values were to fall above this threshold, the key exchange
would be deemed insecure. To determine this threshold, all potential sources of noise
would need to be considered, along with the number of errors that could be tolerated and
corrected using error correction codes.

7. Conclusions

This paper has presented a method for intrusion detection within the BB84 QKD
scheme with a partial intercept-and-resend attack. The proposed approach is based on a
theoretical model that considers the QBER induced via both eavesdropping (Eve’s inter-
ception) and inherent quantum system noise. A performance evaluation, conducted using
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a realistic quantum system simulator with noise, demonstrated the validity of the proposed
method in estimating the interception density, which is crucial for detecting Eve’s presence.

In more detail, the results obtained indicate that the system accuracy is influenced by
the actual interception density and the initial key length, n. Specifically, lower interception
densities and longer key lengths improve the precision of the detection mechanism.

Therefore, these findings suggest that the method could be effectively utilized in
real-world scenarios to detect eavesdropping activities during the generation of a private
shared key, thereby enhancing the security of quantum communication systems. Further
work on this topic will include an examination of the viability of the proposed method in
actual BB84 applications, such as those described in Section 1.
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