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Abstract: Opportunistic mobile social networks (OMSNs) have become increasingly popular in recent
years due to the rise of social media and smartphones. However, message forwarding and sharing
social information through intermediary nodes on OMSNSs raises privacy concerns as personal data
and activities become more exposed. Therefore, maintaining privacy without limiting efficient social
interaction is a challenging task. This paper addresses this specific problem of safeguarding user
privacy during message forwarding by integrating a privacy layer on the state-of-the-art OMSN
routing decision models that empowers users to control their message dissemination. Mainly, we
present three user-centric privacy-aware forwarding modes guiding the selection of the next hop in the
forwarding path based on social metrics such as common friends and exchanged messages between
OMSN nodes. More specifically, we define different social relationship strengths approximating
real-world scenarios (familiar, weak tie, stranger) and trust thresholds to give users choices on
trust levels for different social contexts and guide the routing decisions. We evaluate the privacy
enhancement and network performance through extensive simulations using ONE simulator for
several routing schemes (Epidemic, Prophet, and Spray and Wait) and different movement models
(random way, bus, and working day). We demonstrate that our modes can enhance privacy by up
to 45% in various network scenarios, as measured by the reduction in the likelihood of unintended
message propagation, while keeping the message-delivery process effective and efficient.

Keywords: privacy; OMSN; trust; routing; selection mode; one simulator; efficiency

1. Introduction

Mobile social networks (MSNs) facilitate communication anytime and anywhere.
However, mobile devices typically connect via mobile networks, which can struggle with
coverage and capacity, leading to connectivity issues [1-3]. Opportunistic networks have
emerged as a solution, allowing devices to communicate ad hoc through a store-carry-
forward method. Messages are held until a suitable opportunity for delivery arises, relying
on the cooperation of passing devices to transport and deliver messages [4]. These devel-
opments have fostered the creation of opportunistic MSNs (OMSNSs), which are deeply
integrated into social life by enabling new forms of social interaction via features like
texting and photo sharing. However, this convenience comes at the cost of privacy. As
messages are forwarded through intermediary nodes within these networks, personal data
and user activities become increasingly vulnerable to exposure [5-8]. Therefore, OMSN
privacy implications must be balanced with their benefits [7,9].

The challenge lies in preserving privacy without impeding the efficiency of social
interactions. Traditional routing models in OMSNSs prioritize metrics such as delivery rate,
latency, and network overhead, often overlooking the critical aspect of security and privacy.

Recently, there has been a great tendency to take advantage of social relationships in
routing design to achieve more reliable message delivery by efficiently selecting the next
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hop of message forwarding [10,11]. However, using social metrics to enhance privacy in
OMSNSs poses some challenges. The primary challenge is developing a system model that
intelligently decides which nodes to trust with message forwarding. This involves quan-
tifying trust using social metrics, which can be complex due to these networks” dynamic
and decentralized nature. Trust can be asymmetric and context-dependent, further com-
plicating the decision-making process. Additionally, integrating a privacy-aware solution
with the legacy protocols poses the risk of altering the fundamental path construction logic,
potentially affecting the network’s overall efficiency. Moreover, extensive simulation and
analysis are required to validate the effectiveness of privacy-preserving methods in diverse
and realistic network scenarios.

In response to these challenges, the paper introduces the following contributions.
Firstly, it presents a privacy layer that can be integrated into existing routing decision
models, empowering users to control the dissemination of their messages. This layer is
designed to be lightweight and flexible, ensuring that the core logic of path construction
remains intact. Secondly, the paper proposes three user-centric privacy-aware forwarding
modes that leverage social metrics to guide the selection of intermediary nodes in the
message-forwarding path. These modes are tailored to approximate real-world social rela-
tionship strengths, categorized as familiar, weak tie, or stranger. They are complemented
by trust thresholds that users can adjust according to social contexts. Thirdly, the paper
thoroughly evaluates the privacy enhancement and network performance implications
of these modes through extensive simulations using the ONE simulator. The simulations
cover a range of routing schemes and movement models, comprehensively assessing the
proposed solutions. The results demonstrate that the proposed privacy-aware modes can
significantly enhance user privacy by up to 45% in various network scenarios, striking
a balance between privacy and network performance. These contributions collectively
address the pressing need for privacy preservation in OMSNs and pave the way for more
secure social networking experiences.

The remainder of this paper is organized as follows. Section 2 surveys the related
works. Section 3 presents our system model and methodology. Section 4 presents the
proposed privacy-aware forwarding selection modes. Section 5 presents the simulation
parameters and measurement metrics. Section 6 thoroughly shows the results and perfor-
mance study. Finally, Section 7 discusses the results, and Section 8 concludes the paper.

2. Related Work

The key human behavior properties in mobile social networks were thoroughly identi-
fied in [12]. Social ties measure relationship strength through interaction frequency, contact
time, social homogeneity (preference similarity), or social neighborhood for nodes with sig-
nificant ties, while community structure represents clustered nodes linked by relationships
and interests measured by a clustering coefficient describing community interconnected-
ness, centrality categories node importance via the number of ties, information spread
speed, and location/tie importance. Bubble Rap protocol uses a community structure
of social networks and forwards via central nodes having high social interaction in their
communities, showing better delivery performance than the classical Prophet protocol [13].
SimBet protocol is based on nodes’ similarities, the strength of ties, and the betweenness of
nodes, which is the node’s ability to connect nodes [14]. Dlife, a more realistic social-aware
routing algorithm, monitors real social interactions of users in their daily lives by using
the dynamic nodes’ behavior and strength of social ties measured by contact duration
between nodes for the selection of the message-forwarding carrier [15]. SocialCast routing
exploits social interaction metrics using users’ interests, relations strength, and mobility
patterns [16]. Authors in [17] use social relations analysis to identify which data to dissemi-
nate to whom and what will be more cooperative and reliable to transmit. In [18], a social
preference-aware forwarding scheme based on social information and contact probability
and a buffer replacement policy for the message preferences shows a good performance
with acceptable delay. Ref. [19] presents a friendship-based routing that utilizes users’
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features and relationships by presenting a social pressure metric that measures friend-
ship between nodes by their long and frequent contact during periods, ensuring a better
message-delivery rate.

On the other hand, to prevent nodes’ selfishness when nodes behave selfishly, i.e., to
exploit the network with little or without participation in the delivery process, trustworthi-
ness became a critical factor of each node before sharing information and establishing new
relationships. In that context, ref. [20] introduced trustworthiness between nodes based on
node and path trust levels to improve reliability and performance. Trust measurement uses
intimacy and cooperation social metrics, along with a sliding window, to track the recent be-
havior of nodes and eliminate long ones in the decision of routing and message forwarding
to ensure a reliable route for data dissemination. They achieved high packet delivery and
transmission delay but lost the advantage when the network topology changed and became
bigger. Ref. [21] improved routing adaptability and handled network selfishness by using
trust degree and threshold concepts, where nodes with greater social relationships will be
selected as the next hop candidate to transfer data. The trust thresholds adjust the delivery
ability and deal with various network selfishness. Ref. [22] improved packet delivery based
on thresholds of a composite trust, including QoS trust (connectivity and energy metrics)
and social trust (cooperation degree), for next-hop message selection. This composite trust
approach achieves high delivery with acceptable delay and overhead. Ref. [23] measured
contact time, frequency, and regularity, so better frequent and longer contact will be more
trustworthy in the delivery process. The solution achieves a better delivery ratio and delay
than the classical Bubble Rap protocol.

The authors in [24] presented a trusted routing based on social similarity to deal with
selfish and malicious nodes using a threshold-based approach. At the same time, ref. [25]
handled misbehaving nodes using social relations to establish a trusted node list used later
in routing, along with identity trust enforced by a distributed key management scheme.
Ref. [26] fully utilized geographic, social, and interest features to identify optimal relay
nodes for efficient data propagation. The proposed Geo-Social-Interest protocol outper-
forms others by selecting relays based on spatial contact patterns, social characteristics,
and user interests. Ref. [27] proposed an activity-based message-forwarding algorithm that
selects relay nodes and optimal paths to improve delivery ratios and reduce delays and
overhead compared to opportunistic routing algorithms. Ref. [28] focused on protecting
location privacy when accessing location-based services in opportunistic mobile social
networks. Two obfuscation protocols that utilize social ties to anonymize user identities
and locations were proposed for that purpose. Despite the proposed protocols’ efficiency
with higher query success ratios than existing methods by facilitating multi-hop routing
through social contacts, ref. [29] tackled the problem of privacy leaks, enabling external
adversaries to infer user demographics from exposed location profiles and match shared lo-
cations to real mobility traces and points of interest. The authors proposed a context-based,
system-level privacy protection solution that automatically learns user preferences and
provides transparent control over location sharing to address this. The two last works are
limited only to the location-based service’s privacy, limiting their use.

Although these works contributed greatly to the OMSN routing field, most focus on
ensuring a high delivery rate with low latency and acceptable network overhead without
considering security and privacy. It is also worth noting that research works explicitly
tackling the privacy issues in OMSN at the routing level are rare. Therefore, privacy
preservation in OMSNSs constitutes a challenging issue. This paper presents lightweight
privacy-aware routing schemes for OMSN by adding a privacy layer to the state-of-the-
art OMSN routing decision models. This layer approximates real-world scenarios and
provides user-centric message delivery according to user incentives and requirements. The
proposed privacy-aware forwarding modes minimize privacy misuse while keeping the
message-delivery process effective and efficient.
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3. System Model and Methodology

We aim to empower users to communicate efficiently while maintaining control over
their personal information, thereby fostering trust and privacy in OMSNs. Trust and privacy
are indeed closely related but distinct concepts. Trust is a measure of confidence in an
entity’s behavior based on past interactions and social relationships. It is context-dependent
and can vary across different spheres of interaction, such as personal, professional, or social.
In OMSNS, trust is quantified using social metrics that help to establish the likelihood that a
node will reliably forward a message without compromising the sender’s intentions. Trust
can be asymmetric; for example, node A may trust node B more than node B trusts node A,
depending on their interaction history.

On the other hand, privacy concerns the control over the dissemination of personal
information and the ability to communicate without exposing sensitive data to unintended
parties. Therefore, privacy-aware routing protocols aim to ensure that messages are for-
warded in a manner that respects the sender’s privacy preferences, which may include
restricting the visibility of messages to certain nodes based on trust levels.

Our approach considers contextual trust differentiation by using trust thresholds and
relationship scores to determine the next hop for message forwarding. For example, trusting
a friend socially but not professionally illustrates this concept of contextual trust. This
would mean trust metrics could differ for various contexts (e.g., work, social, family). Thus,
if a node is trusted in a social context but not a professional one, the trust metrics can be
adjusted accordingly to prevent message propagation through that node in a work-related
context. Consequently, we propose that the privacy-aware forwarding modes consider the
context of the network and the relationships between nodes. This implies introducing an
overarching context layer that sets parameters for different scenarios, such as work or home.
Users could define their privacy preferences for various contexts, and the system would
use these settings to make routing decisions that align with the desired level of privacy.

Figure 1 presents our system model to empower privacy in OMSNs. For example, if
you are part of a professional network and another social network, you might set higher
trust thresholds for message forwarding within your professional network. This would
ensure that only nodes (colleagues) with a strong professional trust relationship with you
would be selected to forward sensitive work-related messages. Conversely, you might opt
for a lower trust threshold for social messages, allowing more nodes (friends) to participate
in forwarding nonsensitive messages.

Trust Calculation User Node

Routing Protocol Privacy Preferences

Trust Score \Message / Protocol Decision Privacy Setting

Trust Score Intermediary Node 1 Protocol Decision / Privacy Setting
Forward based on Trust and Privacy
Intermediary Node 2

Message

Figure 1. System model overview.

For efficiency purposes, the proposed privacy-aware solution is integrated into existing
routing algorithms without affecting the overall path construction logic; thereby, users
have the flexibility to define their privacy needs in various social contexts, which would be
respected during the message-forwarding process.
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To implement this model-enhancing privacy in OMSNSs, the methodology shall pro-
vide a comprehensive approach from conceptualization to validation. Therefore, our
methodology can be distilled into three clear steps: (1) privacy-aware mode development,
(2) simulation and implementation, and (3) evaluation and performance study. The first
phase involves the creation of a theoretical framework that defines the privacy challenges
and formulates the privacy-aware forwarding strategies. It includes developing trust mod-
els and algorithms that will enable nodes within the network to make informed decisions
about message forwarding based on predefined privacy preferences.

The formulated strategies are translated into practical algorithms and implemented
within a simulated OMSN environment in the second phase. This step is critical for testing
the feasibility and effectiveness of the privacy-aware forwarding strategies under controlled
conditions. It involves setting up simulations that mimic real-world user mobility and
interaction patterns, allowing for data collection on how the strategies perform across
various network scenarios.

The third and final phase focuses on analyzing the collected data to assess the perfor-
mance of the privacy-aware forwarding strategies. This phase thoroughly examines the
strategies” impact on privacy preservation and network efficiency. This final phase ensures
that the methodology addresses the theoretical aspects of privacy in OMSNs and stands up
to practical scrutiny.

4. Privacy-Aware Selection Modes

In real situations, people need to meet each other to communicate directly and pri-
vately with whom they trust. They will pass by a third party to deliver their messages
if there is no way to meet. Therefore, they must conveniently select the intermediates to
ensure reliability and privacy. Therefore, selecting the next hop considers a trust factor
in the forwarding decision and chooses nodes with the highest trustworthiness. Thus,
adding a privacy layer integrating dedicated policies in the routing decision process will
prioritize the selection of trusted intermediary nodes in the routing path and enhance
privacy from source to destination. We propose three different selection methods for that
layer, enhancing message privacy on the top of the routing schemes. Mainly, the nodes run
the common, well-known routing of any OMSN algorithms that optimize reliability and
efficiency. When it decides to pass a message, it checks the privacy required conditions
according to the proposed modes. The following section details the trust model and the
three routing selection modes.

4.1. Trust Model

The social relationships between mobile users are the main element that defines the
meaning of privacy; they can vary from weak to strong ties depending on the context
or the location of the opportunistic network. Variant social metrics can determine this
relationship, including profiling similarity, number of encounters, number of common
friends, distance count less than six in the six-degree theory, centrality, etc. Considering
n common countable social metrics between two nodes A and B, we calculate the trust
between two nodes A and B by the following weighted equation:

e Metric;(A, B) S
Trust(A,B) = ) (le max(Metric;(A, ) where l; a=1 (1)

i=1

Equation (1) states that the trust score is calculated with 7 social metrics; for each
metric and node, we evaluate this metric for its neighbors (* nodes) (depending on the
node coverage zone). When the node has no relation regarding that metric, the metric
will not be considered. The node with the maximum value will take a full trust value and
constitute the reference node for that metric. Accordingly, any node will be rated according
to that reference node for that specific metric. The total score will be weighted by «; to
combine the metrics and tune their impact on the trust score.

In this paper, we experiment with the trust score for two metrics:
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1. Number of Common Friends (NCF)—counts how many common friends two nodes
have. Higher NCF indicates a stronger social tie. The value ranges from 0 (no common
friends) to (network size—2) (maximum possible common friends).

2. Number of Exchanged Messages (NEM)—counts previous messages between two
nodes. Higher NEM indicates a better relationship. Value is 0 for no prior exchanges
or a positive number x for x messages exchanged in the past.

Then, the trust scores using only the NCF metric, only the NEM metric, or the NCF
and NEM metrics jointly between two nodes A and B are calculated, respectively:

_ NCF(A,B)
Trust(A,B) = max(NCE(A, 7)) 2)
_ NEM(A,B)
Trust(A,B) = max(NEM(A, ) (3)
Trust(A, B) — 2, NCE(A/B) NEM(A, B) @

Yimax(NCE(A, %)) T max(NEM(A, x))

a1 and o are weights in [0-1] to tune metric impacts, & + oty = 1, and the trust score
range is [0-1].

The calculated score represents the tie strength between two nodes. We note firstly
that the trust scores are directional—node A’s score for B may differ from B’s score for
A. Secondly, a higher score indicates stronger trust/familiarity, and thirdly, thresholds
are defined to classify relationships as stranger/weak tie/familiar. When we use one
single metric approach, we simplify the trust calculation, while the combined metrics
provide more fine-grained scoring to distinguish different relationship strengths. Both help
nodes determine social trust with peers during routing. Using this score, we define three
relationship strength levels using thresholds: (1) stranger, (2) weak tie (acquaintance), and
(3) familiar. Therefore, a higher score means stronger social ties and higher trust between
nodes and vice versa. The thresholds help qualify trust levels like strangers, acquaintances,
and close friends. Each node stores NCF and NEM values for every other node locally and
updates them continually. This information is used during message forwarding to pick
trusted next hops and enable private routing.

4.2. Privacy-Aware Selection Modes

Based on the previous trust model, we propose three different next-hop selection
methods to allow routers to better preserve message privacy during forwarding. These
selection modes are integrated into existing routing algorithms without affecting overall
path construction logic. Before passing a message copy to neighbors, the privacy process
checks if nodes meet the defined familiarity /trust conditions and prioritizes them in the
selection process. By proceeding so, we support diverse privacy needs in social contexts.

4.2.1. Trust Threshold-Based Selection Mode

This next-hop selection mode is based on defined trust thresholds. Nodes prioritize
neighbors above a configured minimum trust level to forward to (see Figure 2a). Indeed,
each node calculates a relationship score (e.g., using the number of common friends metric)
with each neighbor. This score represents the strength of social ties. Trust thresholds are
then defined to determine whether a neighbor is sufficiently trusted to relay messages. A
node selects the next hop during message forwarding if its relationship score exceeds the
defined trust threshold—a high threshold like 0.8 means picking strongly tied nodes across
the entire message path for high privacy. A lower threshold like 0.3 allows the selection of
even weak tie neighbors, improving message spread but reducing privacy. The threshold
can be tuned based on different social contexts and privacy needs—from allowing only the
most trusted friends to relay messages to allowing even strangers to do so. This flexibility
helps address diverse real-world scenarios. A simplified trust evaluation using just a single
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defined threshold to classify neighbors as “trusted” or “not trusted” allows us to address
different social privacy requirements.

Start: Receive Message
Calculate Trust for Neighbors

I Filter Neighbors Above Trust Threshold

Select Highest Trust Neighbor

Start: Receive Message
Is Current Node Source?
es No

Select Nodes with Trust Above Threshold

Select Nodes with Trust Below Threshold ‘

Are There Eligible Nodes?
No

No Eligible Neighbors?

Yes

I Use Default Routing Selection

No \
Forward to Selected Next Hop
Forward to Selected Next Hop
End: Message Forwarded
End: Message Forwarded

(a) (b)

Start: Receive Message
Is Current Node Source?
es No

Use Default Routing Selection

Select Nodes with Trust Above Threshold ‘

Are There Eligible Nodes?
No

Select Nodes with Trust Below Threshold

I Use Default Routing Selection | | Yes

N

Forward to Selected Next Hop

©

Figure 2. Privacy modes’ flowcharts (a) for the trust threshold-based mode, (b) for stranger then

familiar selection mode, and (c) for familiar then stranger selection mode.

4.2.2. Stranger Then Familiar Selection Mode

This next-hop selection mode addresses complex social situations where privacy
needs vary. Nodes forward to least familiar/trusted neighbors to maximize anonymity (see
Figure 2b). Indeed, the selection is based on categorizing node relationships as “stranger”,
“weak tie”, or “familiar” by user-preferred thresholds based on NCF and NEM metrics.
Multimetric scoring allows for the handling of more complex privacy needs than binary
trust thresholds. The “stranger then familiar” method acts as follows:

1. The source node selects initial hops that are strangers or weak ties to maximize anonymity.
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2. Subsequent intermediary nodes prioritize familiar, well-connected neighbors to re-
lay messages.

This mode ensures the originator can hide messages from known people by routing
through strangers first, and the intermediaries protect privacy by passing them to trusted
parties later, who will probably be strongly unfamiliar to the sender since they are familiar
with the chosen stranger node. Therefore, this approach suits social contexts where sources
want privacy without involving familiars, while intermediaries only rely on trusted parties.
Moreover, it is suitable when sources want to hide messages from familiars but do not
mind strangers receiving copies.

4.2.3. Familiar Then Stranger Selection Mode

The “familiar then stranger” next-hop selection mode acts as follows:

—_

The source node first selects a familiar, well-trusted neighbor to start message forwarding.
2. Subsequent intermediary nodes prioritize strangers to relay messages to further
restrict propagation.

This approach suits contexts where sources want to limit spread beyond the commu-
nity. To limit sender recognition, the user will choose a trusted node to forward, and this
one chooses a stranger from his neighbors to maximize the probability of not being familiar
to the sender but to any relay node in the path (see Figure 2c). This mode can be applied
in a context where the sender is a well-known person and has an important number of
social bonds. He wants the nodes carrying his information to be strangers to each other to
avoid their discussion or disclosure. As before, relationship scores are calculated using two
metrics—the number of common friends and exchanged messages. The scores divide nodes
into stranger/weak ties/familiar ranges. This method limits propagation by leveraging
the source’s trusted ties while intermediaries route through strangers. It prevents mes-
sages from spreading among the source’s trusted contacts. The multi-metric scoring and
thresholds support more complex notions of familiarity and trust than binary selections.

In all modes, the existing routing logic stays unchanged. Only the final next-hop
selection decision is modified to enforce privacy policies by prioritizing nodes satisfying
the mode to be selected. Indeed, when the node cannot find relay nodes satisfying the
selection mode criteria, its common routing strategy proceeds to balance the message
privacy preservation and delivery time. Proceeding like so allows privacy preservation
integration without affecting the overall routing. The selection modes support diverse
social situations and privacy needs—from high confidentiality to anonymous transmission
and restricted propagation. The next section evaluates these modes through simulations
for different sample scenarios.

5. Simulation Characterization

In this section, we contextualize our simulations. We present the simulator used. The
OMSN used routing algorithms and movement models. We then define our metrics for
privacy and introduce the performance metrics used in this analysis. Finally, we present
the simulation parameters and their values.

5.1. Simulation Context

We used the opportunistic network simulator ONE to evaluate proposed approaches
and their performances, their impact on network efficiency, and the improvement of user
privacy [30]. It is a well-known simulator designed to evaluate OMSNs and delay-tolerant
networks in general. The simulator integrates principal opportunistic routing schemes and
movement models, making network scenarios more realistic. We selected three routing
algorithms (Epidemic, Prophet, and Spray and Wait) and three movement models (random
way, bus, and working day) for the simulation scenarios.
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5.1.1. Routing Algorithms

The Epidemic routing approach [31] is one of the first schemes and is commonly
used as a benchmark for most routing protocols in opportunistic mobile social networks
(OMSNSs). It relies on continuous flooding where all nodes can act as first senders or
re-layers of messages. When nodes encounter each other, they exchange message vectors
to identify new messages to exchange copies of. This achieves high message-delivery rates
when node buffers are unlimited, but performance deteriorates when buffers are limited, as
messages are dumped due to insufficient memory. To control the flooding, some variations
set conditions before transferring messages, like n-epidemic, which requires a node to have
at least n neighbors before relaying.

Prophet is a prediction-based routing approach that relies on two main metrics: pre-
dictability of message delivery and transitivity in forwarding decisions [32]. It uses delivery
probability to indicate how likely node A is to deliver a message to a destination node
B when encountering each other. Nodes that meet more frequently have higher delivery
probabilities. When nodes do not meet for a while, the probability decreases. It also uses
transitivity—if A meets B and B meets C, then C is a more forwardable node. When two
nodes meet, they exchange message lists and identify new messages. The message is
copied and transferred if the new encounter has a better delivery prediction for a desti-
nation. This ensures efficient overhead and resource usage by intelligently calculating
delivery predictability.

The Spray and Wait routing [33] approach limits flooding by controlling the number
of copies per message, similar to Epidemic routing but with two phases to balance flooding
with directed propagation: a spray phase, where a source node spreads L message copies
to the first L distinct nodes encountered, and nodes with copies can further spread to
other nodes without copies, and a wait phase, where once a node only has one copy left, it
switches to direct transmission, only forwarding the copy to the destination when encoun-
tered. Its main advantages are simplicity, low latency, and overhead, while disadvantages
include a lower delivery ratio than other flooding protocols.

5.1.2. Movement Models

Movement models are defined in ONE simulator to emulate different kinds of travel.
We applied the random waypoint, bus movement, and working day models to the simula-
tion. The random waypoint movement model defines random positions and destinations
for different hosts. Then, each node will move straight from its current position to the next
one. In the bus-based model, users should travel together in a bus with a predefined line of
movement and a fixed number of stations. The bus travels from the beginning of its line
and stops regularly at each station until it reaches the end of the line. Each host’s random
probability is generated to define when it can board or alight the bus. The last model is
the “working day”. It represents a typical daily routine. People start at home, walk to
work offices, or drive cars. At offices, they can be stationary and later move in the same
“building” from one position to another to simulate their habitual walking between offices.
Coffee breaks are also generated randomly. At the end of the working shift, people can go
home directly or decide to go shopping or to any entertainment places. During different
periods of the day, many encounters can happen. A single person can meet his coworkers
in the office and later some friends to have a drink.

5.2. Simulation Metrics
5.2.1. Privacy Metrics

We define the privacy awareness ratio (PAR) metric that rates the number of privacy-
aware nodes in the forwarding path for any message between source A and destination
B. By privacy-aware node, we mean a node that uses one of the three proposed routing
selection modes previously defined. This contrasts the privacy-unaware node, which
proceeds in its default routing selection setting (Epidemic, Prophet, and Spray and Wait)
without involving the three proposed selection modes. We stated that in the privacy-aware
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routing, we enforce privacy policies by prioritizing nodes satisfying the node policy to be
selected. When the node cannot find relay nodes satisfying the selection mode criteria,
it proceeds with its common routing strategy to balance message privacy preservation
and delivery time. Let n be the total number of selected privacy-aware nodes in the path
between A and B and N be the total number of nodes constituting that path; then, PAR is
calculated by:

n

PARpolicy(A/ B) = N ®)

PAR equals 1 when all intermediary hops successfully enforce the privacy-aware
selection policy on all the path nodes. When we use routing algorithms without privacy
policy enforcement, we can determine that the PAR can be 0 or greater than 0 since it can
unintentionally select trust nodes when constructing the path between A and B. Therefore,
we compute the privacy enhancement ratio (PER):

PARwithfprivacy - PARwithoutfprivacy

PER = (6)

PARwithoutfprivucy

5.2.2. Performance Metrics
For the performance evaluation, we used the following metrics:

e  Energy Consumption: the consumed energy ratio during running time for routing
with and without the defined privacy-aware modes. We aim to compare needed
energy in privacy-aware routing versus privacy-unaware routing schemes. We set
energy model parameters in the ONE simulator to initial energy = 72,500 (equivalent
to typical mobile phone battery capacity), scan energy = 1, transmit energy = 1, and
scan response energy = 1.

e  Packet Delivery Ratio (PDR): the ratio of total packets delivered to the total packets
transmitted across from source to destination nodes. It measures the rate of delivered
messages in the whole network. It will show if privacy enhancement positively or
negatively affects the number of successfully delivered messages.

e  Average Transmission Time (ATT): measuring the average time needed to transfer a
message to a destination. We will compare privacy-aware routing to normal routing
to measure the possible delay introduced.

e  Packet overhead: measures how many packets are used in the whole running time to
identify the impact of privacy modes on message delivery.

5.3. Simulation Parameters

Table 1 presents the common parameters for all our experiments. First, we vary
network size from 40 to 300 hosts to simulate small to large groups of network users with
random walk and bus movement models. We vary node numbers from 120 to 200 hosts for
the working day model. Each host is equipped with two mobile interfaces: Bluetooth and
Wi-Fi. This configuration accurately depicts people using their mobile devices during their
daily routines. Simulated space is defined in two different ways. The first case (1000 m,
1000 m) represents a small to medium city square or campus building where people gather
or move for different purposes like social events, meetings, daily routines, or attending
conferences. We simulated the amount of 1-h networking usage with this type of zone.
The second case (10,000 m, 8000 m) outlines a large movement zone like a whole city or a
village. It is suitable to simulate people during an entire working day. They will be moving
from home to work/office to entertainment places or shops and back to their homes at
the end of the day. Thus, with this kind of space, we set the duration of the simulation
scenario to 10 h. To simulate host communication, we use a random uniform generator.
It chooses randomly based on a uniform distribution couple (source, destination) and
exchange events. So messages will be sent from sources to destinations during the whole
scenario duration and covering the entire simulated zone.
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Table 1. Simulation parameters and values.

Simulation Parameter

Value

Simulation Time
Simulation Space
No. of Nodes
Interfaces
Bluetooth Interface
Wi-Fi Interface
Node Buffer Size
Size of Message
Message TTL
Routing Protocol
Mobility Model

1h,10h

1000 m x 1000 m, 10,000 m x 8000 m
Variable from 40 to 300 nodes
Wi-Fi + Bluetooth
10 m with 250 k
1500 k, 2500 k, 4500 k, 6000 k, 6750 k
5 MB
500 KB-1 MB
300 min
Epidemic, Prophet, Spray and Wait
Random Way, Bus, Working Day

6. Results

In this section, we detail the results of each approach and compare recorded enhance-
ment in different routing algorithms. We then discuss those results and their impact on
privacy preservation and performance.

6.1. Trust Threshold-Based Selection Mode

In this experiment, we use three routing algorithms (Epidemic, Prophet, and Spray
and Wait), three movement models (random way, bus movement, and working day), and
three defined trust threshold values (30, 50, and 80). The combination of those parameters
generates different cases. We experiment with 27 scenarios. For each case, we also run its
equivalent using the normal routing version to compare them. We organize the presentation
of simulation results based on trust thresholds, movement models, and routing protocols.

6.1.1. Results Using Trust Threshold 30%

e Random waypoint movement model

Figure 3 shows that the privacy enhancement rate provided by the mode on the routing
is almost the same.

Using a low score limit of 30% allows the routers to select a large number of next hops
as a relation score with the origin. More specifically, the Prophet and Epidemic routing
show the same improvement. In the Epidemic, privacy preservation has been improved
by 45% with different network sizes. It means that the intermediary routers can choose
the next hop with stronger ties than the normal version in the privacy-aware version of
the Epidemic protocol. In Prophet, the results are the same as the experiment with the
Epidemic routing. A lower restriction in the selection method leads to modest privacy
enhancement. Then, “Spray and Wait” maintains a stable rate, while other protocols show
a small degradation until reaching 10% with a larger network. The “Spray and Wait”
protocol controls the number of allowed copies of the transmitted message. Thus, even if
the threshold is low and the network becomes more crowded, the routing decision keeps a
high enhancement rate for the origin sender.

For network efficiency values, the packet delivery ratio (PDR) and the average trans-
mission time (ATT) vary according to the routing scheme, while the energy consumption
is not affected. The remarkable difference is due to the specification of each algorithm.
Spray and Wait limits the forwarding copies and surveys the reception by destination,
resulting in a better delivery ratio and longer transmission time. The Prophet protocol is an
enhanced version of the Epidemic protocol. It uses its predefined probabilities to improve
forwarding, providing better PDR but not reducing the transmission time. Epidemic shows
a small difference in the measurement of ATT between the two routing versions. Adding
the selection in the forwarding process forces the routers to apply the privacy mode and
check for candidates. Therefore, the average transmission time will be greater than the time
in the normal version.



Future Internet 2024, 16, 48

12 of 28

100

Privacy Epidemic PDRT30 —
Privacy Prophet PDRT30 —
Privacy SprayAndWat PDRT30

Epidemic Privacy Enhancement For Al Hops T30 (%) —
Prophet Privacy Enhancement For Al Hops T30 (%) —
SprayAndWat Privacy Enhancement For Al Hops T30 (%)

80 -
60 -

4W0F T

Enhancement ( % )
1

50 100 150 200 250 300 350 Hosts number

Hosts number (b) PDR
(a) Privacy Enhancement

120 - T T y T 1000 (— T T r T T
Privacy Epidemic Consumption-T30 — Average Transmission Tme Privacy Epidemic ATT-T30 ——
Privacy Prophet Consumption-T30 — Average Transmission Time Privacy Prophet ATT-T30 —~

Privacy SprayAndWat Consumption-T30 Average Time Privacy SprayAndWat ATT-T30

800 - 1

100

80 - R
600 [~ 1

400 - \ g

200 - S .

60 - 1

Energy Consumption (%)
Time (s)

af 4

20 1

ol L L L L L 0l L L L s s
50 100 150 200 250 300 350 50 100 150 200 250 300 350

Hosts number Hosts number

(c) Energy consumption (d) ATT

Figure 3. The result of trust threshold 30% and random way movement model.

e  Bus movement model

Figure 4 shows the results using the bus movement. It confirms the previous outcomes.
In Epidemic and Prophet, the privacy improvement reaches 45% for all hops, while in Spray
and Wait, it reaches 55%. The enhancement is larger for the Spray and Wait protocol than
the two other protocols because Spray and Wait controls the number of allowed copies of
the transmitted message (i.e., is more selective), and then even if the network becomes more
crowded, the routing decision keeps a high enhancement rate for the origin sender. For
network efficiency parameters, we can see Spray and Wait routing generates a better rate
for PDR and even provides very low packet overhead while having the highest ATT metric
values. All three protocols maintain the same energy level consumption and improvement
rate for intermediary nodes. The study confirms again that the privacy enhancement
depends on the threshold value without affecting the network stability.

e  Working day movement model

This model emulates larger space (10,000 m, 8000 m) and longer time (10 h) than the
two previous models. Figure 5 shows the result for the working day movement model. The
specifications of this model, with long duration and wide space, mean that the opportunity
to meet new mobile nodes is very low. Thus, it is harder for routers to find various
forwarding possibilities. Consequently, despite the routing scheme, the results will be the
same. Epidemic shows that privacy-aware routing versions generate 40% with a small
network size. It reaches 60% with medium size, then slows down with larger size. We
explain this behavior by the large space and longer amount of time used by the working day
model. Thus, it will be more difficult to find candidates’ nodes able to fulfill the selection
method for privacy preservation.
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Figure 4. The result of trust threshold 30% and the bus movement model.

The enhancement increases with medium-sized networks (65% for 160-sized net-
works), but when the number of hosts overpasses 160 nodes and a threshold (30%), in-
termediary routers select more hosts with low relation scores, which decreases privacy
enhancement. This is also true for Prophet and Spray and Wait protocols. For all of them,
the network efficiency is lightly affected.

6.1.2. Results Using Trust Threshold 50%

e Random waypoint movement model

Figure 6 presents the result with the random way model. The routing schemes main-
tain the same behavior. More specifically, using a threshold of 50% forces mobile nodes
to select closer hosts, resulting in better privacy preservation. A larger network means
more opportunities for message forwarding. Therefore, the probability of meeting good
candidates who satisfy the privacy preservation criteria increases with the number of hosts
in the network. We observe a 100% enhancement in privacy with minor degradation in the
network performance except for the transmission time for Epidemic and Prophet, which
slightly increased due to the restriction about relaying nodes. Spray and Wait gives the best
packet delivery rate with a distinct weakness in its delivery time.
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e  Bus movement model

Figure 7 shows the results for the movement bus model. Prophet and Epidemic behave
the same, while the Spray and Wait protocol keeps the highest performance. They gain
100% privacy preservation with minor degradation of network performance. Spray and
Wait gives the best packet delivery rate with a distinct weakness in delivery time, while
Epidemic has a high overhead with a larger network.
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Figure 7. The result of thresholds 50 and bus model.

e  Working day movement model

Figure 8 shows the results for the working day movement model. We observe that
Epidemic’s privacy is improved by 140% with a small-size network and goes down to
50% with a medium size. Then, it rises again with a larger network. The large space
and longer time scenario narrows the opportunities to encounter new mobile nodes when
the network contains few users. Also, the high threshold hardens the next hop choice.
While the Prophet protocol has low improvement with a small network, it becomes better
with medium sizes. The three protocols become closer to each other when the network
overpasses 180 with acceptable network performance. The higher threshold combined with
the Prophet probabilities of success increases the privacy protection rate.

6.1.3. Results Using Trust Threshold 80%

e Random way movement model

Figure 9 shows that the higher the relationship score threshold, the better the privacy
enhancement rate will be. For all the algorithms, there is a very good enhancement in
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privacy. Still, as expected, with a degradation in network performance metrics, mainly the
ATT transmission time, a high threshold prevents the intermediary routers from choosing
bad-quality hops, which leads to a longer forwarding time.
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Figure 8. The result of thresholds 50 and working day.
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e  Bus movement model

Figure 10 shows the bus movement model results confirming the precedent results.
The threshold value is the key parameter that controls the rate of privacy improvement
and network performance. While Spray and Wait achieves a privacy enhancement rate of
300%, it has the highest PDR and ATT over other protocols.
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Figure 10. The result of thresholds 80 and bus model.

e  Working day movement model

Figure 11 shows the working day movement model results for the 80% threshold. In
Epidemic, it starts at 250% for small networks and increases when we increase the network
size. For Prophet, the enhancement varies between 200% and 400%. Spray and Wait also
has a high privacy enhancement rate. The wide space and long duration limit increase the
forwarding opportunities, degrading the network performance.

6.2. Stranger Then Familiar Mode

In this mode, trust is calculated by Equation (4) and defines two thresholds to define
stranger, weak tie, and familiar zones. We experiment with nine scenarios for three routing
algorithms with three movement models.

e Random way movement model

Figure 12 shows that the Epidemic routing starts at 35% for a small-size network,
then it slows down until becoming stable at around 20% with larger sizes. We achieve
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around 30% for the Prophet protocol and 60% for the Spray and Wait routing protocol. We
observe that the Spray and Wait algorithm exceeds the other two protocols by 30% but
negatively affects the network. The delivery time suffers from an extra delay in the Spray
and Wait protocol. For energy consumption, the privacy mode does not alter the level
of consumption. For the PDR and the packet overhead, the Epidemic algorithm has the
highest overhead rate and the lowest PDR due to its blind broadcast.
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Figure 11. The result of thresholds 80% and the working day model.

e  Bus movement model

The results shown in Figure 13 support the previous experiment. Privacy-aware
Spray and Wait reached an enhancement of around 50%, slightly lower than the previous
movement pattern. The enhancement varies between 20% and 30% in the Epidemic and
the Prophet protocol. Being on the bus, mobile nodes had very limited opportunities to
encounter suitable candidates, which made the two routing schemes similar. We observe
the same behavior of the previous movement model for the network efficiency. Spray and
Wait has the best PDR and packet overhead rates and the worst delay transmission. While
the Epidemic and the Prophet protocols act almost the same, they are similar to the normal
routing protocol.
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Figure 13. The result of stranger mode with bus model.
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e  Working day movement model

Figure 14 shows that for Epidemic, Prophet, and Spray and Wait, the privacy enhance-
ment fluctuates around 60%, 50%, and 50%, respectively. For network efficiency, the long
duration and large space of the working day movement model influenced the performances;
the privacy-aware based protocols almost have the same energy consumption level and
PDR. Even for the delivery time, the Spray and Wait protocol generates the same time as the
others. Clearly, the working day model eliminates any advantage of the different routing
schemes. In Epidemic, the packet number increases significantly for packet overhead due
to the fewer forwarding opportunities, forcing the nodes to keep the messages much longer.
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Figure 14. The result of stranger mode with working day model.

6.3. Familiar Then Stranger Mode

In this mode, we experiment with the same nine scenarios in the stranger and then the
familiar mode. Following, we present the simulation results according to movement models.

e Random way movement model

Figure 15 shows the results for the random way movement model. Epidemic and
Prophet protocols give almost the same results. In fact, the Prophet algorithm is an extended
version of the Epidemic protocol, aiming to limit its continuous forwarding scheme. The
privacy enhancement starts at around 30% for small networks and decreases to stabilize
at around 10%. For the Prophet, privacy has improved by more than 20% for small-size
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networks and decreased until reaching 10% for larger networks. Spray and Wait protocol
controls the message copies, reduces forwarding opportunities, and eliminates unsuitable
candidates. Thus, its enhancement rate for privacy rises and stabilizes at 20%, independent
of the network size. For network efficiency, Epidemic and Prophet increase the delivery time
while Spray and Wait achieves the highest packet delivery ratio but slows the transmission
and generates the highest ATT.
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Figure 15. The result of familiar mode with the random way model.

e  Bus movement model

Figure 16 supports the results of the previous movement models. The privacy-aware
Spray and Wait protocol gained 20% better privacy enhancement. Epidemic and Prophet
behave mostly the same for network efficiency, while the Spray protocol has the high-
est PDR.
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Figure 16. The result of familiar mode with bus model.

e  Working day movement model

Figure 17 shows that the privacy enhancement in Epidemic overpasses 20%, rises to
50%, and then slows down to 20% for larger networks, while in Prophet, it gains up to
60%. The Spray and Wait protocol is improved by 20% in a small network compared to
the normal routing, by 40% with medium size, and back to 20% with a larger network and,
consequently, has the longest delivery time.

6.4. Management Overhead Characterization and Evaluation

The three proposed privacy-aware modes are based on social metrics collected to
calculate the trust metric. Mostly, the mobile nodes analyze their previous communications
and extract the needed information (NCF, NEM) without gathering them. When the nodes
obtain information directly by contacting their neighbors, they initiate a “data collection”
process by sending requests and receiving responses from the other nodes, which induces
an overhead to the network.

To evaluate the “data collection” process, we defined simulation scenarios based on the
protocols and movement models used in the previous experiments. We run privacy-aware
routing in each scenario with a data collection process activated. We measure the following
metrics: energy consumption, the average transmission time (ATT), and the overhead,
which measures the average number of used packets for each node in the network during
the “data collection process”—following the results organized by the movement model.
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e Random way movement model

Figure 18 shows that the data collection process consumed a negligible amount of
energy. The privacy-aware Epidemic routing consumes less than 0.05%, and the two others
provide lower values. This result is expected since the “data collection” is a direct process
of transferring packets to the final recipient.
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Figure 17. The result of familiar mode with working day model.

For the average transmission time for “data collection” packets per node, we see that
the Epidemic routing protocol generates an average time of less than 2 s. In contrast, the
Prophet protocol shows values around 0.5 s. The Spray and Wait protocol gives the highest
values, with an ATT increasing with the network size from 0.5 to 4 s. Limiting the packet
transmission to only direct transfer between nodes and saving the collected data locally to
avoid sending new requests enabled the routers to retrieve needed data without causing a
new delay. For the average number of packets used during the “data collection” process,
the Spray and Wait protocol gives the lowest values (around five packets per node). The
two other protocols increase on average from 5 to 500 packets per node. We can observe
that, depending on the network size and the routing scheme, we need an average of less
than (2 * size of the network) to ensure that all nodes have all the needed information. For
example, using the Prophet protocol and 300 nodes in the network, we obtain an overhead
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average of 500 packets per node. The average overhead registered is low and remains
acceptable in the opportunistic networks.
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Figure 18. The result of the data collection process in the random way model.

e Bus movement model

Figure 19 shows the result of the data collection process evaluation using the bus
movement model. The data collection process consumed more energy in this experiment
than in the previous one. The Epidemic protocol reached 0.4%, the Prophet protocol
0.3%, and Spray and Wait registered the lowest value (under 0.1%). Those results confirm
that the collection of relationship information did not consume high node energy. The
registered values remain in the same interval as the previous movement model for the
average transmission time. The ATT is less than 2 s for small-size networks for all used
routing protocols. Then, it increases depending on the routing scheme, but still by less than
4 s. The results for packet overhead confirm the previous observations that routers use
a small amount of packets to acquire the necessary information. On average, we need a
number of operations close to the size of the network.

e  Working day movement model

Figure 20 represents the evaluation of the collection process using the working day
movement model with the three routing protocols. We observe that for all schemes, the
impact of the collection process is very low. Unlike the previous movement models, the
working day generates extreme conditions for message transfer. It defines a wide space
and long duration. Thus, opportunities for new encounters are rare; routers will seldom
need to launch a data collection process. Consequently, the data collection process lightly
affects the network efficiency.
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Figure 19. The result of the data collection process with the bus model.
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Figure 20. The result data collection process with the working day model.

7. Discussion

Table 2 illustrates the privacy enhancement ratios for each proposed mode. Firstly, the
privacy enhancement increases with the threshold values. Secondly, the network conditions
affect the improvement of privacy, especially the size of the used space. In a small zone,
mobile nodes can meet each other more often than in a large zone.
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Table 2. PER of the trust-threshold-based mode.
Movement Model
Routing Network Size Random Way Bus Model Working Day Model
Algorithm Privacy Mode Small Large Small Large Small Large
30% 45.71 44.94 46.74 41.89 40 21.73
Epidemic 50% 94.72 102.96 96.23 90.52 133.33 133.18
80% 334.11 403.23 303.17 387.8 233.33 2300
30% 40.50 40.96 50.54 46.67 19.99 40.0
Prophet 50% 94.20 93.18 104.49 102.59 33.33 104.54
80% 310.47 389.18 355.02 388.82 150 400
S d 30% 45.20 43.94 46.79 40.47 38.02 20.68
Pl;:[y an 50% 96.38 102.18 98.45 99.5 108.51 133.33
ait 80% 356.30 368.44 318.15 402.78 308.33 289.99
Epidemic Stranger then Familiar 34.18 15.17 17.015 17.64 70.83 75
P Familiar then Stranger 32.26 8.011 28.07 6.9 25.75 21.73
Prophet Stranger then Familiar 49.24 23.71 17.56 20.44 62.5 50.9
P Familiar then Stranger 27.07 9.12 23.63 12.04 38 40
Spray and Stranger then Familiar 59.74 58.46 50.9 57.76 66.53 71.85
Wait Familiar then Stranger 26.73 22.06 22.75 18.22 28.64 20.68

Thirdly, with some protocols like Spray and Wait, routers are already selective in
choosing the next hop nodes. Adding the privacy conditions will make the choosing
process more selective, leading to fewer forwarding opportunities and increasing the
enhancement ratio. Fourthly, we observe a good privacy enhancement for the stranger then
familiar and familiar then stranger modes. Indeed, their privacy enhancement ratios vary
between 6% and 71%.

The overall effect of the privacy-aware selection methods is minimal concerning the
network performance. The energy consumption is minimal since the selection process did
not use active transmission or reception. The packet delivery ratio and the packet overhead
are also slightly affected. The selection method will find fewer forwarding nodes than
the normal routing, leading to fewer used packets in transmitting messages. The average
transmission time (ATT) increases because nodes must select acceptable candidates before
transferring messages to them, which induces a delay in transmission.

The proposed modes ensure a good privacy enhancement without losing the network
and message-delivery performance. However, in real-world implementations, encryption
is a critical component of privacy and security, especially when sensitive information is
transmitted. Even when trust-based routing is used, encryption would still be necessary
to protect the content of messages from being accessed by malicious nodes that might
be part of the routing path. This paper focuses on the social aspect of privacy, such as
selecting trustworthy nodes for message forwarding, rather than on the technical aspects
of securing the content of the messages through encryption. Thus, we shift away from
encryption to focus on the impact of such social trust and privacy-aware forwarding on
network performance on top of routing protocols that do not include encryption as part
of their core functionality. However, our proposed modes can be easily integrated with
solutions that use encryption as a standard practice in their core functions, mainly when
encryption is designed as a complementary layer that secures the content regardless of the
routing path.

There are several promising directions for future work to build upon the privacy-aware
routing techniques presented in this paper. Firstly, the social trust model can be enriched
by incorporating additional contextual cues such as user profiles, interests, relationships,
and interactions to enable more fine-grained trust evaluations between users. Secondly,
exploring encryption, anonymization, and pseudonymization techniques along with social
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routing can further enhance privacy. Thirdly, designing proper incentives to encourage
participation in privacy-preserving message propagation can improve adoption. Fourthly,
equipping the privacy layer with machine learning capabilities to automatically learn user
preferences can make the system more adaptive.

8. Conclusions and Future Work

This paper presents a user-centric solution to enhance privacy in OMSNs through
privacy-aware message-forwarding modes. Leveraging social metrics to approximate real-
world relationship strengths and trust contexts, the proposed modes empower users to
control the dissemination of messages by guiding the selection of trusted intermediary
nodes. The extensive simulations demonstrate the ability of these modes to significantly
improve privacy by up to 45% across various network scenarios and routing schemes while
maintaining reasonable delivery efficiency and performance. The lightweight privacy layer
integrates seamlessly into existing routing logic, providing flexibility to users in specifying
their privacy preferences.

There are several promising directions for future work to build upon the privacy-
aware routing techniques presented in this paper. Firstly, the social trust model can
be enriched by incorporating additional contextual cues such as user profiles, interests,
relationships, and interactions to enable more fine-grained trust evaluations between users.
Secondly, exploring encryption, anonymization, and pseudonymization techniques along
with social routing can further enhance privacy. Thirdly, equipping the privacy layer with
machine learning capabilities to automatically learn user preferences can make the system
more adaptive.
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