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Abstract

:

The paper presents an experimental security assessment within two widely used open-source 5G projects, namely Open5GS and OAI (Open-Air Interface). The examination concentrates on two network functions (NFs) that are externally exposed within the core network architecture, i.e., the Access and Mobility Management Function (AMF) and the Network Repository Function/Network Exposure Function (NRF/NEF) of the Service-Based Architecture (SBA). Focusing on the Service-Based Interface (SBI) of these exposed NFs, the analysis not only identifies potential security gaps but also underscores the crucial role of Mobile Network Operators (MNOs) in implementing robust security measures. Furthermore, given the shift towards Network Function Virtualization (NFV), this paper emphasizes the importance of secure development practices to enhance the integrity of 5G network functions. In essence, this paper underscores the significance of scrutinizing security vulnerabilities in open-source 5G projects, particularly within the core network’s SBI and externally exposed NFs. The research outcomes provide valuable insights for MNOs, enabling them to establish effective security measures and promote secure development practices to safeguard the integrity of 5G network functions. Additionally, the empirical investigation aids in identifying potential vulnerabilities in open-source 5G projects, paving the way for future enhancements and standard releases.
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1. Introduction


With the mounting surge in the number of devices connecting to mobile networks, particularly within the realm of 4G networks, there is an ever-growing strain on network capacity. This challenge has spurred the imperative for network densification and the emergence of novel technologies like 5G to accommodate the escalating number of subscribers within the network ecosystem [1].



In line with the observations presented in the Cisco Internet Annual Report [2], the forecasted volume of devices connected to IP networks is poised to surpass three times the global population by the year 2023. By 2023, there will be 3.6 network devices per capita, a substantial increase from the 2.4 network devices per capita recorded in 2018. Consequently, the global count of network devices is projected to surge to 29.3 billion by 2023, rising from 18.4 billion in 2018. This rapid expansion is underscored by the estimation that machine-to-machine (M2M) connections will account for half of all globally connected devices and connections by 2023, translating to 14.7 billion M2M connections.



This seismic trajectory in mobile technology growth coincides with the advent of the 5G mobile network, a pivotal juncture that is exerting significant stress on network capacity. The advent of 5G technology constitutes a monumental leap forward in the capabilities of mobile networks, ushering in opportunities for a plethora of new use cases that were previously inconceivable with 4G technology. This remarkable stride has the potential to stimulate substantial economic growth for businesses across various domains. The far-reaching applications of 5G encompass realms such as industrial management, telemedicine (including remote surgical operations), IoT-equipped self-driving cars, smart city infrastructure, and much more.



In light of these compelling dynamics, the imperative to safeguard the security of the entire 5G infrastructure becomes paramount, necessitating rigorous testing and scrutiny of the novel features introduced by this groundbreaking mobile standard.



Developed under the aegis of the Third Generation Partnership Project (3GPP), the 5G standard has been meticulously designed to rectify the vulnerabilities inherent in its precursor, 4G. This new standard incorporates more rigorous constraints to fortify user traffic and enhance end-user security. Nonetheless, it is imperative to recognize that while the 3GPP imposes stringent rules governing network design and functionality, the responsibility for implementing security measures ultimately rests with 5G vendors and Mobile Network Operators (MNOs). This underscored dependence implies that network security can only be assured through the proactive engagement of MNOs in adopting and enacting suitable security protocols.



In addition to the shifting paradigm brought about by the introduction of Network Function Virtualization (NFV), where dedicated hardware devices are being supplanted by software-based solutions deployable on generic servers, the relevance of adhering to secure development practices takes center stage. The adoption of practices such as establishing a continuous integration/continuous delivery (CI/CD) pipeline and leveraging code testing tools becomes paramount. These measures ensure the robust security and vulnerability-free nature of the functions deployed within the network architecture, especially as the landscape transitions towards software-oriented solutions.



This paper is motivated by the need to critically examine and experimentally analyze the security vulnerabilities of two prominent open-source 5G projects, Open5GS [3] and the Open-Air Interface (OAI) [4], within this rapidly evolving landscape. The selection of these two frameworks takes into account their popularity. Indeed, they are used in different large testbeds for experimentally testing alternative deployment architectures and new services and protocols [5].



1.1. Paper Contribution


The primary goal of the paper is to conduct an experimental investigation into the security vulnerabilities present in open-source 5G projects, namely Open5GS and OAI. Specifically, our focus centers on analyzing the security landscape of the 5G core network, with a pronounced emphasis on evaluating the Service-Based Interface (SBI), the novel communication interface connecting network functions (NFs) that was introduced with the 5G standard. Our scrutiny will be directed towards two pivotal components within the Service-Based Architecture (SBA) NFs: the Access and Mobility Management Function (AMF) and the Network Repository Function/Network Exposure Function (NRF/NEF).



In summary, the paper’s central contribution lies in its rigorous experimental exploration of the security vulnerabilities inherent in the AMF and NRF/NEF implementation of the above-mentioned open-source 5G projects. By focusing on the core network’s SBI and scrutinizing externally exposed NFs, this analysis not only sheds light on potential security gaps but also underscores the critical role of 5G vendors and MNOs in ensuring the implementation of robust security measures. Furthermore, in the backdrop of the evolution towards NFV, the paper underscores the significance of secure development practices to bolster the integrity of 5G network functions. To provide a visual summary of our experimental tests, an accurate comparison of the main issues identified in the two implementations is also presented in the final section.



Finally, all the traffic captures and the scripts used in the experimental analysis are available in the GitHub repository [6], so that readers can not only reproduce the paper results but also check the evolution of the frameworks’ releases in terms of security (or adapt the scripts to other frameworks of interest).




1.2. Organization of This Paper


The paper is organized as follows. The related work is discussed in Section 2, while Section 3 presents some background information on 5G architecture and Section 4 focuses on the security issues in 5G infrastructure, outlining the main vulnerabilities that will be analyzed in the paper. A general overview of our testing methodology and related software tools is then provided in Section 5, while Section 6, Section 7 and Section 8 present the experimental results for DoS (denial of service), replay, and API injection attacks, respectively. Finally, Section 9 concludes the paper with a recap of our main experimental findings and some general remarks on security concerns of 5G infrastructure. Furthermore, Section 9 contains a list of the abbreviations used in this manuscript.





2. Related Work


To gain a comprehensive understanding of the security threats in 5G networks, it is essential to consider recent survey papers that provide an overview of various aspects of 5G security. For example, Nencioni et al. [7] offer an analysis of 5G-MEC architecture and its security implications, which is crucial in understanding the security challenges in 5G networks. Bozorgchenani et al. [8] highlight the introduction of new security challenges in 5G due to the utilization of enabling technologies and the high degree of network heterogeneity. This is important in understanding the evolving nature of security threats in 5G networks. Additionally, Salazar et al. [9] discuss the new cybersecurity threats introduced by 5G SBA, emphasizing the ineffectiveness of previously adopted security and privacy mechanisms in the context of 5G. Mahyoub et al. [10] present a detailed 5G security analysis from the perspective of network architecture. They closely examine the critical 5G interfaces and provide a set of possible vulnerabilities and threats that would occur if no proper security mechanisms were set in place.



Considering commercial networks, there are works such as Park et al. (2021) [11] that analyze if the mobile operators provide 5G services applying techniques of reaction related to security threats. Their analysis lists the security challenges that are valid in the real 5G NSA (non-stand-alone) network and how they could be mitigated. However, the considered NSA networks are based on the Evolved Packet Core (EPC) architecture, and the identified vulnerabilities are related to the elements of the EPC architecture.



In their study on 5G architecture, Park et al. (2022) [12] propose a 5G security system to ensure security within the 5G core network. They evaluate the performance and security features in real time, focusing on interfaces used in NAS, HTTP, PFCP, and GTP protocols. The authors introduce an effective detection algorithm for PFCP-in-GTP and IPsec disable attacks, representative of 5G vulnerability attacks. Tests were conducted using a commercial 5G core network system simulator.



The formal verification of 5G network protocols has been approached through various models. Basin et al. [13] model the Authentication and Key Agreement Protocols (5G-AKA) of 5GS, while Hussain et al. [14] analyze several NAS and RRC protocols. Yang et al. [15] present a formal model of the Authentication and Key Management for Application (AKMA) service used for establishing authenticated communication between users and application functions. Akon et al. [16] recently introduced the first scalable formal model of the 5G core network’s access control mechanism. The proposed 5GCVerif is an adversary-controlled framework designed for the systematic formal analysis of the access control mechanism of the 5G core network, revealing five new classes of exploitable privilege escalation vulnerabilities in the technical specifications.



Conversely, numerous fuzzers have been developed in the past to identify new vulnerabilities. The National Computing Centre (NCC) group introduces three representative tools: Fuzzowski 5GC, Frizzer2, and AFLNet. Among them, Frizzer2 and AFLNet are open-source network protocol fuzzers accessible to anyone [17]. The group examines two open-source solutions, Free5GC and Open5GS, with the latter chosen for its stability and ease of installation. While neither of these solutions is of commercial grade, they provide a reasonable test target for free.



Salazar et al. [18] propose several scenarios to simulate attack injection using the open-source simulator 5Greplay [19]. These scenarios include modifying and injecting network traffic offline, sending malformed packets against open-source 5G cores in real time, and conducting a NAS-5G Security Mode Command (SMC) replay attack. The last use case involves generating high-bandwidth traffic to validate the scalability of 5Greplay.



5Greplay can be considered a classical traffic replay tool when inputting a PCAP file. However, it distinguishes itself from classical traffic replay tools due to its ability to modify 5G protocols, such as NAS-5G and Next Generation Application Protocol (NGAP). Users can modify attributes in a completely arbitrary manner. Dumitru-Guzu et al. [20] deploy the Open5GS core as microservices orchestrated by Kubernetes to simulate two attack scenarios on the control and user plane. The simulation involves injecting traffic using the 5Greplay tool to analyze the AMF throughput response under the two attack scenarios.




3. Background on 5G System


This section is organized in two parts: the first one presents the architecture of the network, while the second one focuses on communication aspects between the NFs.



3.1. The 5G Architecture


As illustrated in Figure 1, the 5G system architecture is composed of three main parts: the user equipment (UE), the radio access network (RAN), and the 5G core network (5GC). The figure highlights the main SBIs on the control plane and the reference points involving NFs working on the user plane [21]. The presented architecture refers to the 5G stand-alone nonroaming scenario. This architecture can be used both in the case of private and public networks.



The RAN is a mesh network of gNodeBs (gNBs), which facilitates wireless connectivity for 5G users to 5GC via the Uu air interface. The gNodeB engages with the UE through New Radio Radio Resource Control (NR RRC) protocols in the control plane (CP) and forwards traffic data to the user plane function (UPF) in the user plane (UP). Additionally, it establishes a relay bridge for the transmission of non-access stratum (NAS) messages between the UE and the AMF, to manage the establishment of communication sessions and to maintain continuous communications with the UE as it moves.



UE denotes the mobile equipment (ME) equipped with a Subscriber Identity Module (SIM). The ME, typically represented by smartphones, serves as a cellular device capable of establishing connections with gNB. The SIM can take the form of a physical Universal SIM (USIM) or a virtual eSIM. It stores subscriber data identical to that found in the operator’s Unified Data Management (UDM) database, including the globally unique Subscriber Permanent Identity (SUPI), cryptographic keys, and security algorithms.



The 5GC incorporates an array of NFs, each serving distinct roles. Noteworthy, on the control plane among these are the following:




	
The Network Exposure Function (NEF) facilitates the exposure of NF functionality externally, fostering interaction with third-party applications.



	
AMF orchestrates access control and mobility management.



	
The Network Slice Selection Function (NSSF) facilitates the selection of network slices for user-requested services.



	
The Session Management Function (SMF) is responsible for session setup and management in alignment with network policies.



	
The Policy-Control Function (PCF) provides policy management capabilities.



	
UDM stores subscriber data and profiles.



	
The NF Repository Function (NRF) enables registration and discovery of NFs for interfunction communication.



	
The Authentication Server Function (AUSF) is responsible for user authentication.








On the data plane, only UPF provides all the functions necessary for user packet routing and forwarding. UPF corresponds to the gateway concept in 4G, interfacing the 5G systems with the external data networks.



Of note, NEF and NRF functions stand as noteworthy additions in the 5GC compared to the 4G EPC. Although both fulfill similar roles, NEF targets external network exposure, while NRF serves internal 5GC functions.




3.2. NF Communication Procedures


The architecture of the 5GC ushers in a novel paradigm known as SBA. In this innovative architectural framework, a microservice structure is adopted, wherein each component (i.e., NF) is assigned a well-defined and specialized task to enhance modularity. These NFs communicate with one another through API requests via the SBI, facilitating the exchange of services. This architecture accommodates the utilization of NFs from diverse vendors, as the internal workings of these functions are externally exposed through interfaces standardized by the 3GPP.



The 3GPP has laid out meticulous guidelines in TS 29.501 [22] to ensure consistent and interoperable API design across the 5G ecosystem. In this context, OpenAPI version 3 [23] serves as the standardized language for defining APIs. This description format allows for comprehensive interface specifications, enabling both human and machine comprehension of APIs without necessitating extensive source code or documentation scrutiny.



All the Nxxx interfaces (communication between functions) are based on REST technologies: API requests in HTTP/2, encoded in JSON format [24]; see Figure 1. Authorization and access control within SBA are ensured by OAuth 2.0 [25]. As such, web technologies, particularly RESTful APIs, play a dominant role in managing control functions (e.g., mobility, access control, etc.) within the network.



This integration of APIs within the SBA framework enables a transformative shift from proprietary protocols to a dynamic, service-oriented environment. This evolution enhances the network’s interaction with third-party developers and vertical industries, fostering the development of tailored, on-demand services. The quintessential role of RESTful APIs as the backbone of this architectural model is indisputable, underpinning the technical realization and integration of the 5G ecosystem.



Integral to the architecture is the integration of NFV, which shifts the network landscape away from dedicated hardware devices in favor of software-based solutions. This transition underscores the significance of adopting cloud-native technologies. Embracing this approach means that network functions like UPF and SMF can be developed using open-source software, such as [3,4]. The software–hardware disaggregation of the network components working on the Uu air interface has pushed the open-source approach in the RAN, as shown by the Open Radio Access Network (O-RAN) Alliance [26]. This signifies the convergence of open-source and cloud-native principles in 5G deployment, distinguishing it as the pioneer in this domain.



The interaction among NFs in 5GC is characterized by a “producer–consumer” relationship. This relationship promotes dynamic collaboration, facilitating the smooth exchange of services between functions and thereby enhancing the overall network efficiency.



Within the orchestration of NFs in the 5GC, a dynamic model emerges in which each NF serves as both a “producer” and a “consumer” of services. This dynamic interaction model is based on “request” and “subscribe” interactions, providing flexibility and adaptability to the system. Figure 2 shows an example of an API call involving NRF. The example refers to the API-driven interaction for session establishment. The SMF discovery and Session Establishment are initiated by the AMF, serving as a key instance of the interaction flow. The NRF plays a pivotal role in facilitating SMF discovery, thereby exemplifying the essence of API-driven communication in SBA.





4. Security in 5G Infrastructure


The adoption of 5G technology brings opportunities across automotive, industrial, and business sectors, fostering IoT integration and productivity gains. However, this integration exposes 5G networks to unique security vulnerabilities. Addressing these risks is crucial for network safeguarding and threat prevention. An assault on a 5G network carries more profound consequences than on 4G or earlier networks. This arises from the intricate 5G network structure and its pivotal role in critical industries.



The 5G security framework encompasses defense against multiple threats: radio access, signaling planes, user planes, impersonation, confidentiality breaches, replay attacks, downgrades, man-in-the-middle intrusions, and interoperator security issues. These concerns were meticulously considered during the 5G design and deployment [27].



This section presents a concise overview of the security mechanisms in 5G systems. It includes a brief description of the protection mechanisms adopted in 5G, highlighting their improvements over 4G, as well as an outline of the major vulnerabilities associated with core network elements.



4.1. Fifth-Generation Protection Mechanisms


The security foundations of 5G systems are shaped by the security requirements outlined in [28]. This document underscores the five pillars of information security: confidentiality, integrity, availability, authenticity, and nonrepudiation. The security protocols established in 5G are designed to safeguard networks and users against diverse security threats, including cyberattacks, data breaches, and unauthorized access.



Notably, 3GPP security specifications are mandatory for vendors, yet optional for 5G service providers. This flexibility in implementation has led to varying security levels across different 5G networks. This approach caters to the varied regulations of different countries, some of which opt not to mandate certain security features for national telecommunications providers to preserve privacy [29].



General Security Requirements


One of the most important functions considered in the general security architecture is related to the authentication and authorization of UEs. In particular, subscriber and serving network authentication ensure authorized access and secure communication. Serving networks verify the SUPI authenticity, while UEs authenticate the serving network identifier to counter rogue networks or man-in-the-middle attacks. Furthermore, the threat of bidding down attacks necessitates robust security mechanisms. These attacks manipulate negotiation between UE and network entities, deceiving both into believing the other lacks specific security features. Preventive measures involve mutual authentication, secure negotiation of security parameters, and detecting and rejecting misleading messages.



The security architecture considers the UE requirements. The most important is the guarantee of confidentiality and integrity of user data and signaling data. UEs must encrypt user data and signaling messages to preserve confidentiality and integrity. Ciphering activation by gNB indication, support for different data rates, and integrity protection mitigate tampering and replay threats.



The same security services are required on the gNBs and AMF. gNBs encrypt user data and signaling messages based on security policies and requirements. Versatility in applying confidentiality and integrity protection balances security needs. AMFs encrypt and protect NAS signaling messages, enhancing confidentiality and integrity. The security policy-driven application of protection mechanisms renders confidentiality protection optional.



The security requirements considered for the SBA are mainly related to the interaction among the different NFs. Among the NFs, the NRF represents the most critical one from the security perspective because it enables the registration and discovery of NFs for interfunction communications. Given this role, the NRF must support confidentiality, integrity, and replay protection in the discovery and registration processes between the NF Service Consumer and NF Service Producer. The NRF must authorize discovery and registration requests, allowing only authorized entities to discover and register with NFs. The process should hide the topology of NFs within one trust domain from entities in different domains, preventing unauthorized access and disclosure of network topology. Furthermore, Mutual authentication between the NF Service Consumer and NF Service Producer is crucial for secure communication.



The other critical element is the NEF, which exposes NF functionality externally for fostering interaction with third-party applications. The NEF must ensure integrity, replay, and confidentiality protection for communication with application functions (AFs). Mutual authentication between the NEF and AFs is necessary to prevent unauthorized access and ensure secure communication.



Each NF must validate all incoming messages. Messages failing validation based on protocol specification and network state should be rejected or discarded. This ensures the processing of valid messages and the discarding of malicious ones.



The extracted NF requirements highlight the need to validate every received message, aligning with zero-trust principles. Given the 5G vast and perimeter-less ecosystem, reliance on trustworthiness to third parties or other NFs is insufficient. Attacks like API injection, Distributed DoS (DDoS) attacks, and replay attacks are potential threats; therefore, in our experimental testbeds, we will verify their impact on AMF and NRF/NEF in two popular 5G open-source projects.



The 5G landscape incorporates APIs and exposes the core to third parties, with the Common API Framework (CAPIF) introduced in Release 15 and expanded in Release 16. CAPIF establishes a consistent northbound API framework for diverse 3GPP functions. This framework encompasses the API Exposing Function, API Publishing Function, and API Management Function.



Any SIM card contains an International Mobile Subscriber Identity (IMSI) uniquely identifying a subscriber in the operator’s network. The IMSI, comprising 15/16 digits, was sent in clear text during NAS procedures in the past mobile generation. This feature has been exploited to perform the tracking of users’ location and violate the users’ privacy.



In 4G, the generation of a Globally Unique Temporary ID (GUTI) avoids one sending IMSI in the clear. However, the development of IMSI catcher techniques allows to overcome the barrier added by the temporary identifier [30]. In 5G, to contrast this issue, privacy starts preauthentication via encrypting the SUPI using the home network public key in the USIM, generating the Subscription Concealed Identifier (SUCI). This approach mitigates the exposure of subscriber identity during transmission [27]. However, it does not completely prevent all tracking and linking. In scenarios where a user’s identity is already known, an attacker can still probe users for that identity, as exemplified by the SUCI-Catcher attack [31]. Furthermore, the recent analysis of public mobile networks shows that the SUCI mechanism is not deployed [32,33].



Two types of SUPI are defined: the Network Specific Identifier (NSI) and the IMSI [34]. In the first case, the unique identifier is composed of a variable-length username and domain name (e.g., userXXX@serviceprovidername.com). In the second case, the SUPI consists of a 3-digit Mobile Country Code (MCC), a 2–3-digit Mobile Network Code (MNC), and a 10–11-digit Mobile Subscriber Identification Number (MSIN). The SUCI always contains the SUPI type (e.g., IMSI, NSI), Home Network Identifier, Routing Indicator, Protection Scheme, Home Network Public Key ID, and Protection Scheme Output.



The Home Network Identifier contains the domain name of the NSI SUPI, while consisting of MCC and MNC in the case of the IMSI. The Protection Scheme Output completes the SUPI by reporting the username part of NSI SUPI, or the mobile subscriber identification number (MSIN) of the IMSI.



Although not considered in our testbeds, it is worth mentioning that other than mobility, roaming is a distinctive feature of mobile networks. The fifth-generation system introduces Security Edge Proxy Protection (SEPP) for roaming interconnection, which ensures secure communication between home network and serving network. Two Internet Protocol Exchanges (IPXs) are established between the Visited and the Home Public Land Mobile Networks (VPLMN and HPLMN, respectively), and SEPP implements application layer security, preventing IPX providers from reading sensitive data. It detects unauthorized message modifications and performs source validation, message format verification, and topology hiding [27]. Communication between SEPPs uses HTTP/2 protocol via well-defined API requests, so our testing methodology (see, in particular, Section 5.4) could be easily extended to SEPP.



Finally, for non-3GPP access networks, 3GPP has considered two access scenarios: trusted and untrusted. In the trusted scenario, traffic is exchanged with the trusted non-3GPP access using the Trusted Non-3GPP Gateway Function (TNGF). In the case of untrusted non-3GPP networks, the Non-3GPP Interworking Function (N3IWF) acts as a security gateway, enabling the UE to access the 5G core over untrusted non-3GPP networks through IPsec tunnels for both UP and CP traffic [35].





4.2. Vulnerabilities in 5G System


The presented security mechanisms address critical aspects of the 5G system. However, the 5G system complexity and novel use cases have exposed it to vulnerabilities not previously encountered.



Vulnerabilities span the RAN, Core, and UE, but we will focus on vulnerabilities in the 5G core network. Replay attacks on N1 and N2 interfaces, API vulnerabilities on the Nnef interface and Nnrf interface, and stability tests against DDoS attacks are primary concerns.



SBA, reliant on APIs, introduces vulnerabilities due to poor developer implementation. Common API web server issues are exploitable, potentially compromising critical infrastructure or causing a DoS attack.



Numerous vulnerabilities stem from factors such as IoT/M2M implementations [36], multistack environments [37], open-source programs [38], improper API usage [39], third-party apps [40], and insufficient testing [41]. Cloud deployment introduces shared security responsibility and necessitates additional security controls beyond 3GPP [27].



Different works on vulnerability analysis of 5G systems have identified threats to various NFs. For example, Mahyoub et al. [10] examine critical 5G interfaces, providing a set of possible vulnerabilities and threats. Comprehensive vulnerabilities are also detailed in [27], categorized as shown in Table 1. It is worth noting that this section specifically addresses the subset of threats pertinent to the scope of the presented study.



4.2.1. Insecure API


The vulnerabilities of each NF deployment mode include infrastructure (hardware and container) and communication (API) vulnerabilities:




	
Container vulnerabilities: Image vulnerabilities, insufficient isolation, improper configuration, container run-time vulnerabilities;



	
Hardware and host vulnerabilities: hardware and software vulnerabilities or improper access control;



	
Internal interfaces: API vulnerabilities (within SBI), insecure networking (eavesdropping);



	
External interfaces: API vulnerabilities.








API security is a crucial security aspect for 5GC cloud-native functions. APIs often have simple code that assumes that clients handle filtering, lacking adequate security scrutiny for request and response messages. Developers may overlook the sensitivity of transferred information.



Modern automated tools can exploit poorly implemented API interfaces for API injection attacks, causing information compromise, malfunction, or DoS attacks. An example of an automated tool is Burp Suite [42], used in the presented experimental evaluation to test the security level of the NF’s API interfaces.



Note that the wide use of distributed computing architectures like Multiaccess Edge Computing (MEC) to improve the end-user experience or application performance introduces new concerns in terms of security. Indeed, MEC connections to core 5G could allow attacks exploiting weak implementations within MEC to establish indirect connections to core 5G, leading to API injection. Proper Transport Layer Security (TLS) usage, as mandated by 3GPP, can mitigate this problem, although challenges persist in TLS management and implementation [43].



Furthermore, encrypted container communication hampers network security controls, necessitating anomaly-based Intrusion Detection Systems (IDSs) (possibly based on AI and ML [44]) to analyze encrypted packets without decryption and detect malicious packets (with all the limitations related to false positives and false negatives).



For MEC applications, API gateways or API firewalls are advised, along with adherence to established API security protocols to counter API attacks.




4.2.2. DDoS Attacks


Fifth-generation core network functions must handle malformed requests and offer mechanisms to filter or limit requests during service overload. These controls should be intrinsic to each NF implementation to avoid relying solely on external measures. Inadequate handling of malicious requests and the absence of proper input controls can lead to attacks like DDoS. To ensure the correct implementation of crucial security checks, optional devices like the Security Gateway (SecGW) are required.



To defend against inbound DDoS attacks, a DDoS protection system featuring anti-DDoS and Web Application Firewall (WAF) capabilities can be positioned between the Internet/web layer and the MEC layer (or 5G core, if MEC is unused). This safeguards against HTTP flood attacks, where excessive HTTP requests from bots attempt to overwhelm the system. The solution must distinguish legitimate from illegitimate requests, permitting legitimate traffic and diverting DDoS traffic for analysis.



Security strategies against DDoS attacks [45] involve vulnerability assessments, software updates, enhanced visibility, anti-DDoS tools, and AI/ML-based threat intelligence for proactive risk identification.




4.2.3. Traffic Interception


The traffic between the centralized 5GC data center and the Enterprise MEC can utilize an insecure public network: indeed, data transmitted from the MEC traverse the N2 (gNB to AMF), N4 (UPF to SMF), and N9 (Inter-UPF Interface) interfaces. The exposure of these interfaces to a backhaul sniffing threat requires protection for integrity, confidentiality, and replay in insecure networks, as these security layers are not inherently present.



The use of IPsec via SecGWs between the enterprise MEC and centralized 5GC can safeguard data transmission over an unsecured public network, including N2, N4, and N9 interfaces, ensuring packet confidentiality.



Similar vulnerabilities exist in the communication channel between the UE and the gNB. The absence of confidentiality, integrity, and protection against replay attacks exposes the N2 interface or the N1 interface to DDoS and replay attacks.






5. Experimental Methodology


Our work focuses on the security aspects related to the NFs that are exposed to the outside of 5GC, either directly or indirectly, such as the AMF (considering both the N1 interface with the UE, through the NAS, and the N2 interface) and the NRF/NEF, which acts as an API gateway between the 5GC and third-party applications, to offer services outside the 5G network. At first, our investigation is centered on the evaluation of the reliability and security posture of the AMF component within the 5GC. Specifically, our goals encompass the identification of vulnerabilities related to replay attacks and DoS attacks. Then we test the effectiveness of security measures implemented in the NRF/NEF, focusing on DoS attacks and API injection techniques, which are common in web application security. While the analysis of the NEF component is restricted due to the absence of open-source implementations at the time of this study, we leverage simulations and tests on the NRF to gain insights into the security landscape of the SBI. In more detail we aim to scrutinize the vulnerability landscape by examining the OWASP Top 10 vulnerabilities and assessing their applicability to 5GC, considering its unique communication methodologies, particularly via REST API requests. Furthermore, we explore scenarios involving communication between different operators’ NRFs, leading to considerations of potential malicious actions that might compromise competitors’ 5GC infrastructures.



5.1. Testing Methodology


The testing methodology is based on the simulation of various attack scenarios and on the evaluation of the system’s response to these threats. As already mentioned, the testing covers the vulnerability assessment of AMF and NRF, considering two well-known open-source 5G projects, namely Open5GS and OAI. A summary of the main features of the tested software is shown in Table 2.



For both NFs, the DoS attack has been tested using a free and open-source tool, MHDDoS [46], which allows us to determine the behavior of these NFs under heavy loads.



As concerns the AMF, we emulate a replay attack utilizing the 5Greplay tool [19]. The goal of this test is to assess AMF resilience to the reply of registration messages from the UE. Finally, leveraging the Burp Suite tool [47] (and the ad hoc 5GHTTP modifier tool for the Open5GS testbed), we perform the API injection test on the NRF by examining the OWASP Top 10 vulnerabilities. The 5GHTTP modifier tool, configuration files and some acquired data of the presented analysis are available in [6].



The rest of this section presents in detail all the above-mentioned specific attack scenarios. Then, the experimental results will be reported in the following sections.




5.2. DoS Attacks (TCP ACK Flooding) on AMF and NFR


In the realm of cybersecurity, TCP ACK flooding (known also as PSH–ACK flooding) emerges as a form of DDoS attack, targeting the transport layer implementation on the victim. The core of this attack lies in flooding the victim with an excessive number of TCP packets, each having the ACK and PSH flags set. This is performed to overwhelm the target’s available network bandwidth and resources. The PSH flag, in particular, poses an additional burden on the victim as it initiates instant data delivery to the receiving application, bypassing the standard TCP receive buffer handling process. As a result, the victim’s capacity to manage legitimate requests and respond to concurrent network traffic becomes severely impaired. Note that unlike SYN flooding, the TCP three-way handshake has been completed with a multitude of different source port numbers and the connections are in the established state.



The effectiveness of the attack can be magnified by harnessing a network of compromised devices (botnets) distributed across various locations.



It is essential to highlight that the AMF encompasses two distinct types of interfaces. The first type comprises interfaces linked to the 5G access network, exemplified by N1 and N2. These interfaces employ a protocol stack that concludes with the NAS protocol and may utilize suitable transport protocols for control plane traffic, such as SCTP implemented on the N2 interface. The second type is the SBI, establishing connections between the AMF and other NFs of the SBA, including NRF, UDM, and PCF. This interface employs TCP to facilitate the RESTful communication model integral to the SBI.



To mount this TCP ACK flooding attack, we employ MHDDoS with the specific configuration parameters reported in Table 3.



It is important to highlight two notable limitations inherent to this test. Indeed, the absence of a multitude of machines for simultaneous DDoS attack execution and the lack of active users within the network who might experience disruptions constrain the scope of our experimentation. Thus, our evaluation extends primarily to augmenting requests to the NF and assessing its responsiveness in relation to other interfaces within the SBI. Our assessment delves into whether the NF can continue to receive messages from other NFs and fulfill API requests under the duress of the attack.




5.3. Replay Attack on AMF


The TS 33.512 [48] furnishes comprehensive security controls and specifications for the AMF, encompassing both safety and security aspects. Within this framework, the test TC_NAS_REPLAY_AMF mandates that the AMF be fortified against replay attacks: Verify that the NAS signalling messages are replay protected by AMF over N1 interface between UE and AMF.



As reinforced in TS 33.501 [28], clause 5.5.2 mandates that AMF shall support replay protection of NAS signalling messages between UE and AMF on N1 interface.



Therefore, our initial test scenario involves scrutinizing the susceptibility of the AMF implementation in OAI and Open5GS to replay attacks. To accomplish this, we harness the capabilities of 5Greplay [19]. This tool enables us to simulate replay attacks using intercepted traffic on interfaces N1 and N2. A similar attack scenario is also explored in [18] (Section 4.3 “Scenario 3”) considering a different implementation of the 5GC, namely free5G.



During the UE interaction with the 5G system, the registration procedure is vital for network entry. This entails authentication and the establishment of encryption and integrity protection parameters at the Access Stratum and NAS. The NAS SMC procedure plays a pivotal role in this process, ensuring secure communication between the UE and the AMF (see Figure 3). After a series of exchanges between the two elements, this procedure involves the downlink transmission of the NAS Security Mode Command and the subsequent NAS Security Mode Complete message from the UE to the AMF. The AMF may also send an NAS Security Mode Command message to modify the security algorithm within an existing security context [49].



Preceding the establishment of the security context, NAS messages are transmitted in an unencrypted state. This vulnerability emerges from the potential interception of a clear NAS Security Mode Command sent from the AMF to the UE. An attacker with access to NAS traffic on the N1 interface could replicate the NAS SeQuence Number (NAS SQN) and craft a replayed NAS Security Mode Complete message. Alternatively, the attacker could intercept a NAS Security Mode Complete message and retransmit it to the AMF.



If the AMF lacks sufficient safeguards against such attacks, the network may not detect the replayed packet. Consequently, the attacker could impersonate a UE, prompting the system to adopt a weaker security algorithm or disable security altogether, in both cases undermining the system integrity.



The results presented in [18] point out that the free5Gc AMF is protected against the NAS-5G SMC replay attack. Our focus is to ascertain whether Open5GS and OAI have incorporated adequate security measures to thwart this kind of replay attack.



The rules necessary for executing a replay attack on the N1 interface need to be configured within a configuration file (named nas-smc-replay-attack.xml) in the directory 5greplay/rules. The rule comprises two events with a minimal delay of 0 ms and a maximum delay of 10 ms. The first event identifies a NAS Security Mode Command message using the NAS message type, set to 93. The second event detects the expected receipt of a NAS Security Mode Complete message after the first event, identified by the NAS security type, which is 4. This rule serves to filter captured network packets, transmitting only those aligned with the specified conditions.




5.4. API Injection on NRF


API injection stands as a prevalent attack vector, wherein malicious input is injected into an API to execute unintended actions or access confidential information. This breed of attack manifests through various channels, encompassing SQL injection, command injection, and payload injection among others.



SQL injection revolves around infusing malevolent SQL commands into an API endpoint responsible for interacting with databases, aiming to gain unauthorized access to sensitive data or manipulate existing information.



Command injection transpires when malicious commands are injected into an API endpoint capable of executing system commands, facilitating the execution of arbitrary code on the server.



Payload injection ensues when harmful payloads are injected into an API endpoint that processes untrusted data, ultimately leading to the execution of arbitrary code on the server.



The implications of API injection are grave, encompassing data breaches, illicit access to confidential information, and service disruptions. Mitigating this threat necessitates the implementation of robust input validation, fortified authentication, and access control mechanisms.



Given the 5GC’s reliance on REST API requests (HTTP/2), the NFs of the SBA become susceptible to the entire gamut of web application attacks, thereby expanding its attack surface. Consequently, the adoption of automated tools like network vulnerability assessment tools becomes indispensable. In our tests, we employed the Burp Suite tool, but for Open5GS experiments an additional ad hoc “translator”, named 5GHTTPModifier, was also necessary, due to the lack of support (by Burp Suite and similar tools) for active scans on HTTP/2 servers that do not support TLS, such as Open5GS. In more detail, 5GHTTPModifier takes an XML file containing requests for a specific API as input, and then transforms them into legitimate requests for Open5GS. The tool ensures proper request forwarding and logs response data. In the case of AOI, the direct utilization of Burp Suite was possible using HTTP1.1. For this HTTP version, Burp Suite does not require TLS usage.



Burp Suite is equipped to assimilate an API schema (defined in OpenAPI) as input and initiate an active scan on the specified target, subsequently generating a comprehensive report detailing the identified vulnerabilities.



Burp Suite encompasses an extensive array of vulnerability tests, with a comprehensive list available at portswigger.net/kb/issues. Notable tests include OS command injection, SQL injection, File path traversal, PHP code injection, Server-side JavaScript code injection, and HTTP request smuggling. Moreover, the tool undertakes injection attempts across various elements of a request (such as parameters, body, headers, cookies, etc.), or at predefined points.



The testing methodology we adopted for API injection entails the following steps:




	
Parse the API schema definition (OpenAPI 3.0.0) using Burp Suite.



	
Initiate an automated scan for each API service in the OAI testbed, injecting malicious parameters/payloads at various junctures of the HTTP requests, including headers, body, and URLs.



	
Analyze the scan results for the OAI testbed and export them as an XML file, which serves as the input for the 5GHTTPModifier tool.



	
Execute the 5GHTTPModifier tool for each output obtained from the previous scan in the Open5GS testbed.










6. Vulnerability Assessment of AMF and NRF to DoS Attacks


As already mentioned, the MHDDoS tool was used to launch a TCP ACK flooding attack against the AMF and NRF in both testbeds to evaluate their ability to handle such an attack. It is noteworthy that the ACK flooding attack under consideration is designed to compel the operating system to instantly deliver the data to the application, in this case, the NF undergoing examination, thus consuming system resources. The objective is to assess the response and resilience of the specified NFs when subjected to this particular form of attack.



The MHDDoS tool was initialized with the configuration parameters as specified in Section 5.2, and the attack was repeated twice at different times.



In both testbeds, throughout the attack, the AMF continued to send its reports to the NRF and managed incoming connections. The only difference is that in the Open5GS case, the AMF logs displayed a nghttp2_session_mem_recv() failed message, indicating that the incoming requests did not adhere to the HTTP/2 protocol. Such an error message was expected since the tool only supports HTTP/1.1, while Open5GS (unlike OAI) only allows core network deployment through HTTP/2.



Although the attacks were unsuccessful (see the limitations of our implementation discussed in Section 5.2), they pointed out the need to implement a limiting mechanism to counteract TCP ACK flooding attacks.



In both the OAI and Open5GS testbeds, the attacks on the NRF did not lead to any noticeable slowdowns or unfulfilled requests. Throughout the attacks, we were able to ping the machine consistently, and the heartbeats among various NFs remained unaffected.




7. Vulnerability Assessment of AMF to Replay Attacks


In this section, we delve into the experimental results of the replay attack against AMF in the two considered testbeds. This attack focuses on N1 and N2 traffic, primarily dealing with UE registration and gNB association procedures. In more detail, in both scenarios, we captured the traffic exchanged between the gNB and the AMF during the simulation of UEs’registration. It should be noted that the captured traffic interactions and protocols heavily rely on the Stream Control Transmission Protocol (SCTP) as well as the new SBA of 5G networks. The replay attack’s consequences and the ability of the respective 5GC components to withstand such attacks will be dissected for the two testbeds. All the relevant files (pcap files and log excerpts) were made available on the GitHub page [6]. These data provide visual evidence of the replay attack’s effects, including registering new devices, UE disconnection, and the subsequent corrective actions taken by the 5GC components.



7.1. Testbed 1—Open5GS


The first step to perform the replay attack is the registration in a pcap file of the traffic exchanged between the RAN and the 5GC. This traffic encompasses UE registration and gNB association messages.



The replaying process resulted in the forwarding of all acquired packets. Analyzing the log of the program, we observed that 5Greplay successfully forwarded all 22 packets in the file. However, the outcome of forwarding all packets was the registration of a new gNB and UE with the same SUPI, essentially replicating the devices. This unexpected behavior led to the misbehavior of the entire 5G infrastructure.



In more detail, on the RAN-side, a replay attack led to the gNB receiving a UE Context Release Command message, followed by the release of the UE’s RCC (Radio Connection Control) connection. This disconnection prompted the UE to switch to the “Connection Management Idle” (CM-IDLE) state. This state indicates that the UE is powered on and has registered with the network but is not actively engaged in any data transmission or communication.



When a user tries to access the Internet, the gNB receives a request to establish an RCC connection (RCC setup for UE) and an initial NAS message from UE, but these attempts fail. Only after the UE is rebooted and received a new ID from the gNB, a successful connection of UE to the core network could be established and the normal operation restored.



On the core side, three different blocks of events can be observed: the attack start time, the data network (DN) reachability request from legitimate UE, and the UE restart. During the start time of the attack, the core receives the message requesting registration of a new gNB (NGSetupRequest). The core does not perform checks on this message and it is accepted as coming from a legitimate radio station. So, no replay attack is detected, and the core registers a new gNB with the parameters given in the request (IP, TAX, PLMN_ID, etc.). It then notifies that there are two gNBs. Then, a registration procedure request (InitialUEMessage) is sent to negotiate the radio connection parameters required for network access and data communication. As the UE’s data sre already registered in the core (and the core identifies this through the SUCI - known UE by SUCI), it sends a context release request to the legitimate gNB to which the UE was previously connected, resulting in the UE losing connectivity to the core.



Replay of the registration request begins, but this time, core 5G realizes that the message has been compromised through MAC verification (NAS MAC verification) and sends an “Authentication Rejected” message. Subsequent messages from the UE to the AMF (UplinkNASTransport) are all verified through the MAC, which can detect a replay attack and trigger a context release request from the UE. This action results in the removal of the UE from the core. The UPF and SMF then proceed to eliminate the context information associated with the gNB that registered through the replay attack (which was fake). The fake gNB is instructed to release the UE’s context, but since no actual gNB exists, the connection request is denied. Following this, the AMF removes the UE information and reports the count of UEs connected to the gNBs, which now amounts to 0. This indicates that there are no longer any UE devices connected to the gNB (5G base station). The MFA (Mobility Management Function for Access) removes the fake gNB from its list and reports the total number of gNBs, which is now 1.



Analyzing the DN reachability request from a legitimate UE, a request for an InitialUEMessage is received from the genuine gNB. The MFA proceeds to add this device to the list of known devices (now totaling 1) and associates it with a TMSI. However, the request ultimately fails because there is no active session established for this UE at that moment.



Finally, let us consider the UE restart. The registration process begins with the transmission of the InitialUEMessage to initiate registration at the core. Consequently, the count of UEs registered to the gNBs rises to 2, even though it is actually the same UE (the core is not aware of this yet). When the AMF recognizes an already known SUCI, it requests the gNB to release the context. During this registration request, the AMF detects an already-allocated 5G-GUTI, leading to the release of the context, resulting in the UE count associated with the gNB reverting to 1. At this juncture, an authentication request is dispatched to the AMF, initiating the SMC procedure. Regrettably, the SMC procedure fails to terminate correctly, resulting in the rejection of the registration. The UE context is released, and the SUCI-related data are erased. Subsequently, after a few seconds, the UE retries the registration procedure, which concludes successfully this time. Normal operation of the UE is restored.




7.2. Testbed 2—OAI


The observed consequences of the replay attack in the OAI testbed are more severe. The AMF crashed due to the inability to handle unexpected requests and messages: this crash caused a DoS, rendering the AMF nonfunctional.



Additionally, testing 5Greplay with different captured traffic (ue_authentication.pcap file [6] further substantiated the AMF’s inability to handle unexpected messages. This caused the AMF to crash once again, exposing its vulnerability to replay attacks.



Overall, the experimental results from both Open5GS and OAI testbeds reveal that despite the 5G network’s advanced security measures, there are vulnerabilities in the core network components that can be exploited through replay attacks. These vulnerabilities highlight the importance of deploying robust countermeasures to protect against such attacks and ensure the security of the 5G infrastructure.





8. Vulnerability Assessment of NRF to API Injection Tests


This section provides an in-depth analysis of the security vulnerabilities and potential risks associated with the NRF components of both frameworks, highlighted by API injection tests. In more detail, the 3GPP standard defines several services offered by the NRF, including NF Service Management, NF Service Discovery, and Access Tokens. The primary focus of our testing is on the NF Service Management, specifically the NRF NF Management (nnrf-nfm) interface. This interface offers various methods for managing subscriptions and instances of NFs. The imported schema for the nnrf-nfm interface is depicted in Figure 4: the various available services and methods include creating, updating, deleting, and retrieving NF subscriptions and instances.



Recall that Open5GS and OAI employ different communication protocols for their Core Network deployment; however, it is important to note that both frameworks do not support TLS. While OAI supports HTTP/1.1 and HTTP/2 SBA communications, Open5GS only supports HTTP/2. As already pointed out, this disparity in protocol support leads to distinct testing approaches for the two frameworks:




	
OAI Testing Approach: we utilized Burp Suite, which can receive input (via the 5GC API Parse plugin) in the form of a definition file containing the OpenAPI 3.0 schema of the API interfaces, and it delivers requests in the format prescribed by the 3GPP standard. The parameters of Burp Suite were configured to maximize the number of tests performed with the imported API schema, including the activation of the “HTTP smuggler” and “ActiveScan++” extensions to enhance the diversity of tests.



	
Open5GS Testing Approach: Starting with the requests that were exported and executed on OAI, we employed the custom tool 5GHTTPModifier. This tool takes as input the path containing all the tests exported from Burp Suite and modifies the parameters, configuring them for the new 5G core. It then sends these requests after transforming them into the HTTP/2 format. Using this tool, we were able to execute identical tests as those performed on OAI, facilitating an objective comparison of the security levels between the two frameworks.








8.1. OAI API Injection Tests


Starting from the API schema imported through the appropriate plugin (OpenAPI Parser), an automatic scan was initiated for each service.The requests sent through Burp Suite are reported in Table 4.



The testing of each API did not reveal any significant security vulnerabilities, and there were no instances of data breaches or disruptions. However, the tests did uncover some noteworthy points:




	
PUT-NF Instance ID (Document): Not all responses adhere to the standard JSON output format. Errors such as “request method does not exist,” Java Errors, and header errors were observed. In some cases, these errors provided overly informative details, including information about the library and programming language used, which could be valuable to potential attackers.



	
OPTIONS-NF Instances (Store): This particular API was found to be unimplemented, as every request simply yielded the response “Do some magic”.



	
GET-NF Instances (Store): Requests containing SQL commands within the parameters were not rejected but instead accepted and ignored. Ideally, any requests that deviate from the specifications outlined in the schema should be rejected. For instance, if a parameter is declared as an integer but passed as a string, the entire API request should be rejected. Additionally, it was possible to input any value in optional parameters (such as the “limit” parameter in “nf-instances?nf-type&=”“limit=”), and the API would still return a valid response.








In summary, the tests highlighted the following relevant issues:




	
Response Inconsistencies: Some responses from the API did not conform to the standard JSON output format, revealing errors in request methods and providing excessive information about the implementation, which could be exploited by attackers.



	
Lack of Input Sanitization: The APIs lacked proper input sanitization, enabling the acceptance of invalid parameters and SQL commands. This could lead to security vulnerabilities like SQL injection.



	
Invalid Method Handling: Inconsistent handling of HTTP methods was observed. For instance, changing the method from GET to POST in certain APIs caused a crash of the NRF, leading to a potential DoS vulnerability.



	
Unimplemented APIs: Some API services were not properly implemented and returned generic error messages or “magic” responses.









8.2. Open5GS API Injection Tests


To make a fair comparison between the two testbeds in spite of the limitations related to HTTP protocol, we developed the custom 5GHTTPModifier tool to transform the requests exported from Burp Suite for OAI into HTTP/2 requests compatible with Open5GS. The testing uncovered several security vulnerabilities within the Open5GS framework.




	
SQL Injection: Requests containing SQL commands within the parameters are not rejected; instead, they are accepted and ignored. It is unclear whether there is a sanitization process in place. Regardless, all requests that do not conform to the schema specifications should be rejected. For example, if a parameter is declared as an integer but passed as a string, the entire API request should be rejected.



	
GET-NF Instance (Store): This API requires two parameters, “NFtype” and “Limit,” but inconsistencies were discovered during testing:




	–

	
Any non-existing NF entered in the “NFtype” parameter results in a response with all instances in the core network.




	–

	
The “limit” parameter is declared as an integer, but no checks are performed on this parameter, allowing it to contain various data types, including OS/SQL commands or strings.




	–

	
Changing the HTTP method from GET to POST in any request to this API causes the NRF to crash, leading to a DoS for the entire Core Network.









	
DELETE NF Subscription ID (Document): This API contains an error that causes the network function to crash. Failing to enter any value for the requested parameter leads to the NRF becoming unresponsive.



	
DELETE NF Instance ID (Document): Similar to the previous API, this one also has an error that can crash the network function if no value is entered for the requested parameter.



	
PUT-NF Instance ID (Document): During some tests, network functions were recorded with dummy parameters, suggesting a potential security flaw.



	
OPTIONS-NF Instances (Store): Every request made to this API crashes the NRF.








In summary, the tests lead to the following conclusions.




	
Response Inconsistencies: Similar to OAI, some API responses did not adhere to the standard JSON output format, leading to information leakage about the implementation, which could be exploited by attackers.



	
Lack of Input Sanitization: Similar to the OAI testbed, Open5GS suffered from insufficient input validation. Requests with SQL commands as parameters were accepted and ignored, potentially leading to security risks.



	
Improper Data Handling: During testing, NFs were registered with dummy parameters, highlighting issues in the handling of data inputs.



	
Crash on Invalid Inputs: Certain API calls, such as deleting NF subscriptions and instances, could cause the entire core network to crash when provided with invalid inputs.









8.3. General Security Considerations Drawn from API Injection Tests


Several key observations about common weaknesses emerged from the tests carried out in the two testbeds.



Both OAI and Open5GS have issues related to input sanitization, allowing for the acceptance of invalid or malicious parameters. Moreover, the inconsistencies in API responses and handling of HTTP methods point to a lack of proper API specification adherence and input validation: this absence of standardization in API responses could lead to interoperability issues when integrating NFs from different vendors. Despite the 3GPP specification’s requirement for messages that are not valid according to the protocol to be rejected or discarded by the NF, both testbeds exhibited weaknesses in this area.



Finally, the absence of proper TLS encryption within the SBI of the testbeds exposes vulnerabilities that could be exploited for various attacks.



In conclusion, while the open-source 5G projects Open5GS and OAI offer promising features for core network deployment, the API injection tests revealed security vulnerabilities that require attention. The results underscore the need for robust input validation, proper handling of invalid inputs, and adherence to standardized API responses to ensure the security and stability of 5G networks.





9. Final Remarks on Security Concerns


A detailed summary of the main problems identified in the two implementations of the API interfaces is provided in Figure 5.



To conclude the paper we would like to provide a high-level view of the security issues, highlighting also architectural aspects of the implementations:




	
Requests to the NRF can be sent by any machine that can reach it, i.e., there is no authentication token check to verify identity, and thus authorization, to access the network and services. Relying on perimeter security (firewalls and traffic closures) to secure an NF is a weak approach; instead, we must assume a zero-trust design, assuming that anyone can contact the NFs. A DELETE NF Instance by any NF within the core would result in a DoS attack.



	
Traffic not encrypted in SBI: in the core 5G, another high-impact issue is the interception of SBA traffic. In both Open5GS and OAI, traffic in the SBI is not encrypted, exposing the core to replay attacks, API injections, and other attacks.



	
No rate-limiting on requests to the AMF or NRF: in fact, all requests are answered. This means that no security mechanism is in place to mitigate a DDoS attack, like a SecGW might be.



	
No control mechanism (filtering) on user-set values: reliance is placed on client-side filtering when control should also be carried out server-side.



	
Replay attacks on N1/N2 interface successfully executed: no security mechanism (sequence number) inserted to counter this attack.








Finally, it is worth mentioning that the implementation of the considered frameworks is still evolving and some features might be included only temporarily. However, the analysis methodology presented in the paper can be applied with minor changes to any new release and will permit tracking the evolution of open-source software for the 5G core network.
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The following acronyms (listed in alphabetic order) are used in this manuscript:



	5GC
	Fifth-Generation Core Network



	5G
	Fifth-Generation



	AMF
	Access and Mobility Management Function



	API
	Application programming interface



	CAPIF
	Common API Framework



	CP
	Control Plane



	DDoS
	Distributed Denial of Service



	DN
	Data Network



	EPC
	Evolved Packet Core



	gNB
	gNodeB (Next-Generation Node B)



	GUTI
	Globally Unique Temporary ID



	IMSI
	International Mobile Subscriber Identity



	IoT
	Internet of Things



	IPsec
	IP Security



	MCC
	Mobile Country Code



	MEC
	Multiaccess Edge Computing



	MNC
	Mobile Network Code



	MNO
	Mobile Network Operator



	MSIN
	Mobile Subscriber Identification Number



	N3IWF
	Non-3GPP Interworking Function



	NAS
	Non-Access Stratum



	NEF
	Network Exposure Function



	NF
	Network Function



	NRF
	Network Repository Function



	NSI
	Network Specific Identifier



	OAI
	Open-Air Interface



	RAN
	Radio Access Network



	SBA
	Service-Based Architecture



	SBI
	Service-Based Interface



	SecGW
	Security Gateway



	SEPP
	Security Edge Proxy Protection



	SIM
	Subscriber Identity Module



	SMC
	Security Mode Command



	SMF
	Session Management Function



	SUCI
	Subscription Concealed Identifier



	SUPI
	Subscriber Permanent Identifier



	TLS
	Transport Layer Security



	UE
	User Equipment



	UPF
	User Plane Function



	UP
	User Plane



	WAF
	Web Application Firewall
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Figure 1. 5G system architecture. 
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Figure 2. Example of API calls and NF interaction in SBA. 
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Figure 3. UE authentication procedure: The messages exchanged between UE and AMF during the identification, authentication, and SMC procedure. 
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Figure 4. Imported schema for NRF NF management. 
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Figure 5. OAI vs. Open5GS vulnerability assessment comparison. 
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Table 1. Summary of vulnerabilities in 5G system.
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	User Equipment
	Air Interface
	RAN
	MEC
	5G Packet Core
	N6 and Roaming





	Malware
	MitM
	Rouge Nodes
	DDoS Attacks
	Virtualization Orchestration

Vulnerabilities
	IoT Core Integration



	Firmware Hacks
	Jamming
	Rouge Applications
	API Vulnerabilities
	Improper Access Control
	App Server Vulnerabilities



	Tampering
	
	Insecure S1, X2
	Side Channel Attacks
	Network Slice Vulnerabilities
	Application Vulnerabilities



	Sensor Susceptibility
	
	Insecure Xx, Xn
	NFVi Vulnerabilities
	API Vulnerabilities
	API Vulnerabilities



	
	
	
	
	NEF Vulnerabilities
	



	
	
	
	
	Roaming Partner
	



	
	
	
	
	DDoS and DoS Attacks
	










 





Table 2. Main features of the tested OAI and Open5GS frameworks.
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	OAI
	Open5GS





	Version used
	1.4.0
	v2.4.11-17



	Deployment mode supported
	VM, Container, Kubernets
	VM, Container, Kubernets



	Protocols supported in SBI
	HTTP/1.1 and HTTP/2
	HTTP/2



	TLS in SBI
	No
	No



	Declared compliance 3GPP standard
	Release 16
	Release 16



	Different deployment modes supported
	Yes, with script
	Yes, configuration to be performed manually



	Configuration needed before run
	No
	Yes, Configuration on AMF and UPF



	API Adherence to the 3GPP Rel 16 Standard
	Partial
	Partial










 





Table 3. MHDDoS configuration parameters.
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	Parameter
	Value (comments)



	method
	TCP (Flooding TCP)



	url
	URL to attack (in our case, the IP address of AMF and NRF)



	threads
	200 (number of threads employed for the attack)



	duration
	Attack duration (set to 500 s)



	debug
	True (to collect information about the incoming requests in the AMF logs)










 





Table 4. Requests sent through Burp Suite.
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	Method
	Description
	Number of Requests





	DELETE
	Subscription ID (Document)
	628



	PATCH
	Subscription ID (Document)
	630



	POST
	Subscription (collection)
	2398



	DELETE
	NF Instance ID (Document)
	628



	PUT
	NF Instance ID (Document)
	2987



	PATCH
	NF Instance ID (Document)
	630



	GET
	NF Instance ID (Document)
	761



	GET
	NF Instances (Store)
	820



	OPTIONS
	NF Instances (Store)
	550
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