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Abstract: Regulatory Technology (RegTech) is an emerging set of computing and network-based
information systems and practices intended to enhance and improve regulatory compliance processes.
Such technologies rely on collecting exclusive information from the environment and humans through
automated Internet of Things (IoT) sensors and self-reported data. The key enablers of RegTech
are the increased capabilities and reduced cost of IoT and Artificial Intelligence (AI) technologies.
This article focuses on a survey of RegTech, highlighting the recent developments in various sectors.
This work identifies the characteristics of existing implementations of RegTech applications in the
financial industry. It examines the critical features that non-financial industries such as agriculture
must address when using such technologies. We investigate the suitability of existing technologies
applied in financial sectors to other industries and the potential gaps to be filled between them in
terms of designing information systems for regulatory frameworks. This includes identifying specific
operational parameters that are key differences between the financial and non-financial sectors that
can be supported with IoT and Al technologies. These can be used by both producers of goods
and services and regulators who need an affordable and efficient supervision method for managing
relevant organizations.

Keywords: regulatory technologies; RegTech; internet of things; IloT; machine learning; artificial
intelligence

1. Introduction

Regulation Technology, or RegTech, refers to the use of technology to assist organi-
zations in meeting regulatory compliance requirements [1]. RegTech has rapidly gained
popularity in the financial industry due to the benefits it offers [2]. The existing financial
RegTech solutions have been well-developed with the ability to conduct automated data
distribution and regulatory reporting through big data analytics, real-time reporting, risk
exposure assessment, potential threat prediction, real-time monitoring, tracking of compli-
ance states and future regulations, and auditing with the adoption of multiple technologies.
With the benefits it can bring, RegTech has addressed many issues in financial industries,
such as the regulatory interpretation problem, the development of compliant management
and business policies, effective and productive regulatory compliance reporting, better
performance of data governance and analysis for enterprises, integrated risk management,
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Supervisory technology (SupTech) has also been proposed from the perspective of the
supervisory entity [4]. The significantly increased regulations after the last global financial
crisis have driven financial institutions like banks to optimize workflow efficiency and
challenge the supervisory processes that mainly rely on manual operations [5]. Financial
institutions can enormously improve their internal processing speed to comply with poli-
cies and regulations by adopting regulatory technologies, which force the corresponding
financial regulators or supervisors to take advantage of the supervisory technologies to
keep the same pace as required.

RegTech and SupTech have different focuses, whereas the former is concentrated on
assisting companies and the latter spotlights enhancing supervision from the supervisor’s
viewpoint. RegTech is a tool for enterprises to prove what they performed, while SupTech
is used to evaluate and verify their behaviors. The key mediator that links them is the data
collected and reported by one while being received and verified by the other. SupTech and
RegTech belong to the family of compliance technologies as they share the same target of
making the products or services qualified to meet compliance requirements and regulations.
A failure in either the reporting of data or its verification will risk the whole compliance
process, which must be integrated. In this paper, we refer to a broad scope of RegTech, as
shown in Figure 1, when discussing RegTech from the perspective of compliance, which is
the destination of all efforts. In short, the rapid development of compliance in all sectors
relies on the joint efforts of all stakeholders.
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Figure 1. Focus of Broad RegTech.

In addition, by examining the characteristics and challenges of the various industries,
this paper recommends an integrated framework of RegTech infrastructure that potentially
suits non-financial enterprises more, strengthening the workflow and importance of data
treatment as well as decision-making by taking advantage of various advanced and de-
veloped technologies. In discussing the proposed compliance system framework, both
supervisory and producer roles are considered. By comparing the features of different
sectors in using technologies, the Industrial Internet of Things (IloT) is identified as one of
the key differences between the financial area and the other fields in terms of data collection.
In contrast to others, the financial RegTech system has negligible field data to collect.

The remainder of the paper is organized as follows: Section 2 presents the current ap-
plications, solutions, and terminologies used in RegTech and related technologies. Section 3
discusses how current RegTech applications work, their features, and standard operating
policies. Sections 4 and 5 present a review of how RegTech currently works in financial
applications and new approaches taken for other industries. We compare the difference
between financial technologies and other fields in Section 6 and discuss a potential approach
to using the IIoT to seamlessly extend the use of RegTech effectively in industries with con-
siderable human or environmental actions and a substantial number of tangible products
in Section 7.
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2. Current Supervisory or Regulatory Technologies
2.1. Definition of Several Concepts: Fintech, RegTech, SupTech

Financial Technology (FinTech), Regulatory Technology (RegTech), and Supervisory
Technology (SupTech) are all related to the application of technology in the financial
industry, but they have distinct focuses and purposes.

2.1.1. FinTech

FinTech was first coined in 1993 [6] and defined by the Financial Stability Board (FSB)
as “technology-enabled innovation in financial services” [7]. It refers to using technology to
deliver innovative financial products, services, and solutions. It encompasses a wide range
of applications, including mobile banking, online payment systems, peer-to-peer lending,
robot advisors, digital currencies, digital wallets, etc. For example, a pioneer digital wallet
provider, Safaricom, which is also a mobile network provider at the same time, provides
M-PESA for clients who can manage money and accounts by themselves within the app [8].
Furthermore, multiple Fintech examples are listed by [9] in both the banking process and the
insurance process in terms of provider types (bank, non-bank, insurer, and non-insurer) and
interaction types such as B2C, C2C, and B2B, etc. For instance, Fintech products in the B2C
business mode are identified, such as video conferencing (HVB, GER) and personal finance
management (Mint, US) for Advice services; social media payments (Commonwealth Bank
of Australia, AUS) and cryptocurrency (Bitcoin) in Payments services; robot-advisory (UBS,
CH) and multi-assets trading (360t, GER) in Investment services; online credit application
(Targobank, GER) and Corporate credits (Finpoint, GER) in Financing services; online
bank account opening (Fidor Bank, GER) and electronic data safe (SecureSafe, CH) in
Cross-process service. FinTech aims to enhance and automate various financial processes,
increase accessibility, improve efficiency, and provide new business models. Although the
development of fintech has become relatively mature, issues and challenges still exist. The
research in [10] identified a series of Fintech challenges in framework and model, regulation
and policy, financial literacy, supervision, personal data protection, collaboration, data
security, etc. For instance:

Fintech needs a practical and systematic framework.
A stable and efficient public infrastructure and trust in the payment system are re-
quired for public policies.
Absolute regulation may not be suitable or effective enough for Fintech.
Significant data protection issues are caused by the use of big data and new technologies.
knowledge of the success factors of equity crowdfunding open to non-accredited
investors.

e Issues in secure data storage and processing.

2.1.2. RegTech

RegTech was first presented in 2015 by the Financial Conduct Authority (FCA) [11].
As quite a new industry, it is defined as “the use of technologies to solve regulatory and
compliance requirements more effectively and efficiently” by the Institute of International
Finance (IIF) [12]. RegTech focuses specifically on leveraging technology to address reg-
ulatory compliance challenges faced by organizations, particularly in highly regulated
industries like finance. It involves using advanced technologies such as AL, machine learn-
ing (ML), natural language processing (NLP), and data analytics to streamline compliance
processes, automate regulatory reporting, monitor risks, ensure data privacy and security,
and manage regulatory changes effectively. RegTech solutions aim to help organizations
meet their compliance obligations more efficiently, accurately, and cost-effectively. The
basic differences between Fintech and RegTech are shown in Table 1.
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Table 1. Comparison of Differences Between FinTech and RegTech.

FinTech

RegTech

Time Period

1993-Now

2015-Now

Deliver innovative financial

Address regulatory compliance

Focus . . -
products, services, and solutions challenges faced by organizations
Enhance and automate various Help organizations meet their

Aim financial processes, increase compliance obligations more

accessibility, improve efficiency, and
provide new business models.

efficiently, accurately, and
cost-effectively.

Sector Scope

Finance only, negligible tangible
products involved

Varied and often involve tangible
products that generate unique data

Well-developed e.g., application
program interface, artificial
intelligence, machine learning,

Key Technologies  internet of things, big data analytics,
distributed ledger technology,
smart contracts, cloud computing,
cryptography, biometrics

Everything in Fintech, but it is still
evolving

The life cycle of products in certain industries, such as electronic products, is becoming
shorter and shorter [13]. Companies must constantly design new products to replace
old ones to maintain their market share. New products need to be designed to meet
changing market demands and comply with regulations. Implementing RegTech ensures
that designers are aware of whether the new products are compliant at the design stage so
that they can be successfully launched after mass production.

At the same time, competition in new industries is increasing. A larger number of
companies are startups developing new products. This creates a risk for consumers as the
final products may not be of acceptable quality and/or the companies may not be able to
meet the regulatory requirements while maintaining design and functional originality in the
long run. Having an in-built RegTech application from the start of product design for such
companies can ensure that companies are aware of quality requirements and confidently
design and sell their products with high quality assurance. Larger companies, on the other
hand, will benefit proportionately less from RegTech for new product design but can still
ensure that the production and logistics themselves have acceptable regulatory compliance.

2.1.3. SupTech (RegTech for Supervisors)

The fast development of RegTech presents significant opportunities for supervisory
agencies. SupTech refers to the application of technology by regulatory authorities to
enhance their supervisory and regulatory functions. It involves the use of data analytics,
Al ML, and other technologies to collect, analyze, and monitor large volumes of data
from regulated entities with “a shift away from current approaches based on past data,
lengthy on-site inspections, and often delayed supervisory action, towards a pro-active,
forward-looking supervision that relies on better data collection and sophisticated data
analytics” [12]. SupTech can improve the efficiency and effectiveness of regulatory processes
such as risk assessment, market surveillance, fraud detection, and compliance monitoring.
It also enables regulators to have a more proactive and data-driven approach to supervision.

While FinTech focuses on innovation in financial products and services, RegTech
addresses compliance challenges faced by organizations, and SupTech involves using
technology by regulatory bodies to improve their supervisory functions. However, these
terms are not mutually exclusive, and there can be overlap and synergy among them as
technology continues to shape the financial industry.
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2.2. Three Stages of RegTech Development

The development of RegTech has gone through three stages [14]. RegTech 1.0 refers to
the early stages of RegTech development when companies started leveraging technology
to address regulatory challenges. RegTech solutions primarily focused on automating
manual processes, improving data management, and ensuring compliance with existing
regulations during this period. It developed risk management practices by introducing
new technologies to monitor regulations, risks, or specific processes before the 2008 global
crisis [15].

RegTech 2.0 applications, driven by industry and regulators to improve regulatory
compliance and efficiency after the global crisis, facilitated companies improvements in
consumer protection and supervisory activities [16]. Regulators seek to enhance their
capacity to analyze the rising volumes of data generated by institutions required by the
post-GFC (global financial crisis) reporting obligations in 2008. It involves more advanced
and sophisticated solutions that leverage emerging technologies like artificial intelligence,
machine learning, natural language processing, and data analytics. These technologies
strengthen risk assessment, real-time monitoring, predictive analytics, and regulatory
reporting. It enables financial institutions to control costs and predict risks more effectively,
saving regulatory funds and creating new opportunities for the financial industry. It also
allows regulators to identify problems using continuous monitoring tools and spend less
time conducting compliance breach investigations. Without RegTech, regulators will face
significant challenges such as “fundamental information asymmetry, higher regulatory
arbitrage, and more serious systemic risks” [17].

In the third phase, more advanced technologies are adopted in applications to foresee
risks with predictive algorithms [18] and tools shifting the focus from KYC (Know Your
Customer) [19] to KYD (Know Your Data) [20]. This stage involves further advancements in
automation, integration, and scalability of RegTech solutions. It incorporates technologies
like blockchain, cloud computing, and decentralized applications to address compliance
challenges more efficiently and securely.

2.3. Current Development of RegTech and Existing Applications

The high compliance cost accelerates the increasing implementation of various com-
pliance systems with digital technologies such as machine learning, artificial intelligence,
big data, and blockchain. According to the statistics of Deloitte in 2023 [21], 485 RegTech
companies have exposed detailed information about their businesses covering various sub-
sectors such as regulatory reporting, risk management, identity management and control,
compliance, and transaction monitoring (see Figure 2). Most RegTech solutions focus on
compliance, one of the critical metrics for financial industries.

RegTech Industry Themes

m Compliance

= |dentity Management
and Control

m Regulatory Reporting

Risk Management

Transaction Monitoring

Figure 2. Thematic fields covered by RegTech companies (based on Deloitte, 2023).
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2.4. Existing RegTech Applications

Some statistical presentations (Figures 3 and 4, and Table 2) are made based on the
information disclosed in the “RegTech100 Report 2023” [22]. It can be concluded (see Figure 3)
that most RegTech companies are small, with less than a hundred employees, which
indicates that this industry is still in its primary development stage, attracting startups
with incredible potential and opportunities. Figure 4 shows that most RegTech enterprises
were set up after 2008. The worldwide economic crisis of 2008 forced countries to tighten
regulations in various sectors, especially the financial sector, to avoid a similar large-scale
economic collapse. Table 2 indicates that RegTech focuses on compliance management, risk
management, onboarding identification, regulatory reporting, and transaction monitoring.
This finding also matches the data shown in Figure 2. It is worth noting that almost all of the
100 applications are in the financial sector. This indirectly shows that RegTech applications
in non-financial sectors still lag behind those in the financial industry. Moreover, there are
some interesting new areas developed by some companies, including [22]:

Digital Transformation and Automation (by “Profinch”)
Market surveillance (by “Solidus Labs”)

Web3 scam prevention (by “Solidus Labs”)

Web3 Intelligence and Forensics (by “Merkle Science”)
Blockchain Analytics and Investigations (by “Coinfirm”)
Data Privacy (by “Enveil”)

Taxation Reporting (by “MAP FinTech”)

Trade Surveillance (by “MAP FinTech”)

Staff Compliance (by “U-Reg”)

Data Exchange (by “U-Reg”)

Contract Lifecycle Management (by “SignDesk”)
eSignature (by “SignDesk”)

45 41

40
35
30
24
25
20
14
15
7

10 5
5 l 3 3 3
, N mE = =

© & S S $

Size of RegTech Companies in Employees

Company Quantity

Figure 3. Size of RegTech Companies (Based on “RegTech100-Report-2023” [22]).
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Figure 4. Numbers and Year of Establishment of RegTech Companies (Based on “RegTech100-Report-
20237 [22]).

Table 2. Thematic fields covered by the report (Based on “RegTech100-Report-2023” [22]).

Times Covered
Subsector in the Report Percentage

Risk Management 65 19%

Compliance Management 64 19%

Onboarding Verification 57 17%

Regulatory Reporting 49 14%

Transaction Monitoring 39 12%

Identification/Background checks 22 6%

Cybersecurity/lnformatign 16 50,
Security

Communications Monitoring 13 4%

3rd Party Vendor Management 5 1%

Capital Planning/Stress Testing 4 1%

Investigations 3 1%

Regulatory Change Management 2 1%

3. Fundamental Technologies for RegTech

FinTech is a complex, overarching set of technologies for monitoring, supervision, com-
pliance, and ultimate consumer assurance and satisfaction. Key technologies in RegTech
include artificial intelligence, machine learning, IoT, big data analytics, cloud computing,
Distributed Ledger Technology (DLT), Application Program Interface (API), smart con-
tracts, cryptography, biometrics, etc. The technologies adopted in RegTech are the same as
those implemented in FinTech.

3.1. Features

For a cyber-physical solution to be part of RegTech, it has to have some specific features.
Some of the critical aspects of RegTech include:

e Automation: RegTech solutions often involve the automation of compliance processes,
which can help reduce the risk of human error and increase efficiency [14,23-28].
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Data management: RegTech solutions typically involve collecting, processing, and
analyzing large amounts of data. This requires sophisticated data management tools
and techniques like data analytics and machine learning [24,29-32].

Risk management: RegTech solutions can help companies identify and manage compli-
ance risks more effectively. This includes tools for risk assessment, monitoring, and
reporting [14,16,23,31,33].

Transparency: RegTech solutions can help improve transparency and accountability by
providing real-time access to compliance data and reports [17,24].

Collaboration: RegTech solutions often require collaboration between different stake-
holders, such as regulators, industry associations, and technology providers. This can
help promote innovation and best practices in regulatory compliance [34].

3.2. Tools

RegTech solutions, which have the above features, are typically composed of indepen-

dently developed software and hardware tools. RegTech focuses on leveraging technology
to improve compliance processes, reduce costs, and enhance the overall effectiveness of
regulatory compliance by utilizing a range of technologies to automate, streamline, and
enhance compliance processes. It may be noted that the technologies used in RegTech are
extremely mature and have been in use for decades. This helps the developers integrate
such software and hardware to meet the requirements. Some of the key technologies used
in RegTech include:

Al and Machine Learning: Alis an advanced technology that can perform tasks in areas
that require human intelligence with the implementation and development of com-
puter systems, including a broad range of techniques, algorithms, and methodologies
that enable computers to mimic or simulate human intelligence. It involves creating
intelligent machines that can perceive, reason, learn, and problem-solve in ways simi-
lar to or surpassing human capabilities [35]. For example, the Al-based scoring system
is more objective in making credit decisions more precise and reasonable without
bias and with brilliant fraud detection, no matter how sophisticated or complex the
regulations are [36]. In addition, Al plays an incredible role in complying with the
General Data Protection Regulation (GDPR) [37,38], the European Data Protection Law
that aims to protect personal information. For instance, Aigine offers a tool based on
Al to detect personal data from various sources, including structured or unstructured
files such as emails or notes, to handle the challenge of unstructured personal data
through four stages: filtering, highlighting, assessing, and documenting [16]. Machine
learning is a subset of Al that focuses on algorithms and models that enable computers
to learn from and make predictions or decisions based on data. It involves training
computer systems to automatically improve performance on a specific task through
experience and without explicit programming.

Blockchain: Blockchain technology can improve transparency and traceability in com-
pliance processes. For example, it can be used to create tamper-proof records of
transactions and improve the audit trail [39-41]. Blockchain technology has several
potential applications in RegTech, primarily due to its ability to provide an immutable
and transparent record of transactions.

Natural Language Processing: NLP can analyze unstructured data, such as text docu-
ments, to identify and flag potential compliance issues [42].

Big Data Analytics: RegTech relies on analyzing large amounts of data to identify
patterns, trends, and anomalies that may indicate compliance risks [2,43].

Cloud Computing: Cloud computing can be used to store and process large amounts of
data in a cost-effective and scalable way [44—46].

Robotic Process Automation (RPA): RPA can be used to automate routine compliance
tasks, such as data entry and reconciliation, to improve efficiency and reduce er-
rors [47-49].
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o  Internet of Things: IoT devices can be used to collect data from physical assets and
locations, such as factories or supply-chain nodes [50-52], to monitor compliance and
identify potential risks.

Adopting these technologies can automate compliance processes, such as monitoring
and reporting, by analyzing large volumes of data in real-time [46,47]. They are constantly
evolving as new solutions are developed to meet the specific needs of different industries
and regulatory requirements.

3.3. Policies and Standard Operating Procedures

Over time, RegTech, particularly FinTech, has developed several well-known and
tested policies and standard operating procedures. These are mainly aimed at acquiring
the correct data from the correct source in a timely manner. They are based on the tools
mentioned above. Here are some ways in which blockchain can be used in RegTech:

e  Know Your Customer: Blockchain can be used to create a decentralized and secure
identity verification system that allows customers to prove their identity without the
need for intermediaries. This can streamline the KYC process for financial institutions
while maintaining data privacy and security [53,54].

e  Regulatory Reporting: Blockchain can be used to create a secure and transparent audit
trail of regulatory reports, making it easier for regulators to monitor compliance
and identify potential issues. This can potentially reduce the burden of regulatory
reporting for financial institutions and improve the overall quality of the data [54].

e Supply chain compliance: Blockchain can be used to create a secure and transparent
record of transactions in supply chains, enabling companies to track the movement of
goods and ensure compliance with regulations. This can aid in reducing the risk of
fraud and improving the overall efficiency of supply-chain management [55].

e Smart contracts: Blockchain can be used to automate compliance processes through the
use of smart contracts, which are self-executing contracts that automatically enforce
the terms of an agreement. This lowers the impact of errors and improves the overall
efficiency of compliance processes [56].

3.4. Applications

The combination of blockchain and IoT can provide a powerful solution for compli-
ance management, enabling companies to monitor and enforce compliance requirements
securely, transparently, and efficiently. Some ways in which blockchain and IoT can be used
in traceability and quality assurance are:

o Supply chain management: IoT devices can be used to collect data from physical assets
and locations, such as factories or supply-chain nodes. These data can be stored on a
blockchain, creating a secure and transparent record of transactions [57]. This can help
to ensure compliance with regulations, such as food safety regulations, by providing
an auditable trail of the movement of goods and the conditions under which they were
transported.

e  Anti-Money Laundering (AML): Blockchain can be used to create a secure and tamper-
proof record of transactions, making it easier to detect and prevent money laundering
and other financial crimes. This reduces the risk of fraud and increases transparency
in the financial system [53].

o  Asset tracking and management: 1oT devices can be used to track and monitor the
condition of assets, such as machinery or vehicles [58-60]. Similar to the supply chain.
These data can be stored on a distributed database, creating a reliable and quickly
accessible record of the asset’s history. This can help to ensure compliance with
regulations, such as maintenance schedules or environmental standards, by providing
an auditable trail of the asset’s use and maintenance.

e Identity verification: Blockchain can be used to create a decentralized and secure iden-
tity verification system. IoT devices can be used to collect biometric data, such as
fingerprints [61] or facial recognition, to verify the identity of individuals. This can
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help streamline financial institutions” KYC processes and reduce the risk of identity
theft or fraud.

e  Product tracking and monitoring: IoT devices can be used to monitor the quality of
products in real-time, such as temperature, humidity [62,63], or vibration. These
data can also be stored on a blockchain, creating a record of the product’s history.
This can help identify quality issues and ensure that products meet the required
quality standards.

e Quality control and testing: IoT devices can collect data for quality control [64] and
testing processes, such as test results or inspection data, to monitor compliance with
these requirements. Based on this, it can trigger automatic actions if required. This
can help identify quality issues and improve the overall quality of products.

3.5. RegTech and TRL

RegTech can be used to determine the Technology Readiness Level (TRL) [65] in certain
contexts. TRL measures how mature a technology is and its readiness for deployment [65].
It is often used in research and development projects to assess the progress of technology
development and identify areas for further investment and improvement. RegTech can be
used to automate the collection, analysis, and reporting of data related to TRL [65]. For
example, RegTech solutions can be used to collect data on the performance and reliability
of a technology, such as its ability to meet regulatory requirements, the quality of its
data output, or its ability to integrate with other systems. These data can be analyzed to
determine the technology’s TRL and identify areas for improvement.

RegTech can also be used to automate compliance processes related to TRL. RegTech
solutions can be used to ensure that the development of a technology complies with
regulatory requirements and standards for safety, performance, and quality. RegTech can
provide a more efficient and accurate way to determine TRL, enabling organizations to
make better-informed decisions about developing and deploying new technologies.

4. RegTech in Financial Sector

The mortgage industry turned to a virtual approach during the pandemic period to
serve clients by introducing digital mortgage companies and application processes, which
brought back mortgage fraud and synthetic identity fraud [66]. According to the report
by McKinsey [67], synthetic identity fraud contributed to 10-15% of lender losses in the
UK. And the 2020 Q3 ACES Quality Control Industry Trends Report [68] indicated that
the error rate of the industry reached the highest percentage (2.34%) since 2016. Hence,
lenders must mitigate risks by introducing risk reduction and credit monitoring tools.
RegTech can provide an easier solution for them to achieve this. Further, the latest Anti
Money Laundering (AML) rules require businesses to use electronic verification instead of
manual identity checks to keep pace with the increasing sophistication of fake identities
and financial documentation. Electronic RegTech solutions help lenders check these faster
and improve the application process timeline, which is a key sore point for applicants.
This not only makes the companies comply with the ever-changing regulatory landscape
cost-effectively but also boosts customer retention and competitiveness.

4.1. Benefits of the Current Compliance Application in Financial Sectors

RegTech offers numerous benefits to the financial industry, assisting financial in-
stitutions in streamlining their regulatory compliance processes and improving overall
regulatory effectiveness. Some key benefits of RegTech in the financial industry include:

o Compliance Efficiency: With the help of RegTech applications, the compliance processes
can be automated, greatly reducing manual effort and time to save costs and improve
productivity in compliance operations [69]. In addition, useful tools enable financial
entities to keep good auditable records of compliance activities by maintaining a robust
audit trail [25] and capturing all relevant actions during the compliance process, which
provides clear evidence for future investigations. Moreover, financial regulations keep
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changing [16], which not only costs entities time to keep pace with them but may also
cause potential non-compliance risks without good regulatory change management.
RegTech solutions can automatically monitor and interpret regulatory changes and
provide timely updates and alerts so that organizations can stay informed and adapt
their compliance processes and policies accordingly. For example, the NLP can help
users interpret the regulatory rules and identify any changes or updates; Robotic
Process Automation can produce the regulatory reports automatically; distributed
ledger technology can verify and check the authentication of the report; and the
programming interface will enable the report to be submitted directly to regulators or
supervisors [70]. The combination of various digital technologies can have a greater
effect on the compliance process.

o  Transparency and Regulatory Collaboration: RegTech can handle real-time monitoring [70]
and internal and external reporting. On the one hand, by analyzing real-time data such
as transactions, market activities, and regulatory changes, financial institutions can
identify potential compliance issues or suspicious transactions and take appropriate
action immediately against any potential risks. In addition, entities can identify
and assess risks via real-time monitoring, detect patterns, and generate insights that
support risk mitigation strategies by analyzing large volumes of data. On the other
hand, RegTech also facilitates automated, accurate, and timely reporting to regulators
or supervisors, contributing to transparency and accountability [32] and building trust
between entities and supervisors. As a result, better collaboration and communication
between two parties can be facilitated by providing a standardized platform with
automated reporting, which can streamline the exchange of information, reduce
duplication of efforts, and foster a more efficient and transparent relationship.

e Customer Due Diligence: Client background checks are crucial in the financial industry
to avoid causing financial crimes such as money laundering. As criminals become
more technologically advanced, it presents unprecedented challenges for financial
service providers. Hence, customer due diligence processes such as Know Your
Customer (KYC) and Anti-Money Laundering (AML) checks are inevitable [71]. By
automating data collection, verification, and risk assessment, the applied RegTech can
make more accurate analyses and judgments in due diligence procedures as well as
streamline customer onboarding with reduced manual errors [71], establishing a good
reputation in customer service.

o Data Integrity and Security: RegTech solutions often incorporate robust data manage-
ment and security features, including encryption, access controls, audit trails, and
other security measures to protect sensitive information and prevent data breaches [72],
which helps financial companies ensure the integrity, confidentiality, and accuracy of
data used in regulatory compliance.

RegTech offers significant advantages to the financial industry, allowing financial
institutions to effectively navigate complex regulatory landscapes, enhance compliance
efficiency, and mitigate risks. These benefits ultimately contribute to a more resilient and
sustainable financial ecosystem.

4.2. Shortcomings of the Current Compliance Application in Financial Sectors

Limitations or challenges still exist despite the successful development of RegTech. It is
suggested by Teichmann and Boticiu [14] that the following three challenges
deserve attention:

the inconsistent and complicated national and international regulatory landscape,
cybersecurity issues caused by the exposure of internet vulnerabilities [73], and

the difficult integration with new technologies for the legacy systems that require a lot
of modifications [74].

Moreover, a wide variety of applications may create selection challenges for enter-
prises. It is expected that future RegTech applications can upgrade compliance processes
to be more streamlined with more automation, standardization, and simplified interpre-



Future Internet 2023, 15, 256

12 of 27

tation. But standardization is only possible with the long-term involvement of relevant
governance bodies.

For short-term or mid-term solutions, there are limited options. The industry can
proceed by:

e establishing a collaborative relationship among financial institutions, technology
providers, and regulatory bodies to identify the specific challenges faced by compliance
applications.

e  creating regulatory sandboxes or innovation hubs that allow for better understanding
of the limitations and challenges while providing an opportunity to refine and improve
them based on real-world feedback.

e  issuing clear guidance on compliance requirements and expectations, taking techno-
logical advancements into account.

e initiating pilot programs or demonstrations to showcase the effectiveness of compli-
ance applications.

e regularly monitoring the evolution of compliance applications and providing timely
updates to regulations and compliance requirements.

It is expected that most of these steps will be automated and data-reliant in future
RegTech software solutions.

5. RegTech Applications in Non-Financial Sectors

RegTech was initially adopted in the financial industry, but it is gaining more and
more attention in other sectors. RegTech aims to identify fraud in all industries. Increasing
fraud occurrences pose significant challenges to regulators’ authority and cause serious
consequences or threats to consumers’ safety. Fraud may result in the loss of capital in the
financial sector and the loss of lives in non-financial industries. Hence, fraud detection and
risk prediction are even more important in non-financial sectors.

5.1. Agriculture Sector

The agriculture industry faces many regulatory challenges, including environmental
regulations, food safety regulations, and supply-chain transparency requirements. RegTech
solutions can help companies comply with these regulations and improve their overall
operations. Effective RegTech solutions will likely improve compliance with agricultural
regulations by automating and streamlining processes for accurate data collection, analysis,
and real-time reporting. For example, RegTech can monitor compliance with food safety
regulations, track the use of pesticides and other chemicals, ensure that farmers meet
environmental standards, improve traceability and transparency in the supply chain, and
enhance risk management. The adoption of blockchain technology can track the movement
of agricultural products from farm to market, providing a tamper-proof record of the
products’ journeys and ensuring compliance with regulations related to food safety [75].

A good example is Aglive, a cloud-based platform that provides traceability and
compliance solutions for the agriculture sector. It allows farmers and producers to record
and manage data related to animal health, welfare, and movements, as well as compliance
with regulations around food safety and animal welfare. Similarly, TR4 Hub is a traceability
platform developed specifically for the banana industry in Australia, allowing producers
to track the movement of bananas from farms to retailers and enabling rapid response
to any outbreaks of banana plant disease. Another traceability platform is FreshChain,
which uses blockchain technology to track the movement of fresh produce through the
supply chain. It allows producers to record and manage data related to product quality,
safety, and compliance. Other traceability platform solutions perform similar functions
and advantages, such as BeefChain, Farmless, Livestock Data Link, AgriChain, HarvestMark,
AgriLedger, OriginTrail, Farmforce, SmartAgriHubs, Agrivi, Farmbook, AgUnity, MUIIS,
Bext360 (US), AgroTrace (Philippines), AgriChain (EU), FieldSense (EU), Smartbow (EU,
livestock), etc.
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All the above solutions address, to varying degrees, parts of or the whole stages
of supply-chain tracking for agricultural products by adopting technologies such as
blockchain, cloud computing, IoT, big data analysis, or tangible identification solutions
such as QR codes or RFID. The digitalization of agricultural supply-chain tracking has
gained varying degrees of popularity and application. Some of these solutions focus on the
internal data management of farms or the tracking record from the perspective of end con-
sumers for provenance, and others focus on the traceability of the whole supply chain from
farm to fork to comply with regulations. But this is not enough for a mature application
that can satisfy all stakeholders in agriculture supply-chain tracking. A few applications
have added the timely supervision of regulators to the whole picture. There might be data
available for supervisors to view, but few solutions have an architecture design with direct
intervention mechanisms or real-time action windows open to them. In the context of
international market expansion of agricultural products, given the complexity, diversity,
and variability of international laws and regulations, future applications need to value the
in-system supervision of the regulators.

RegTech in agriculture is still in its early stages of development, and several challenges
need to be addressed for its widespread adoption.

1. Limited data availability: RegTech solutions rely on data to provide insights and auto-
mate compliance processes. However, data can be limited or fragmented in agricul-
ture, making it difficult to develop effective RegTech solutions. For example, data
on weather patterns, soil conditions, and crop yields may be available from different
sources, making it challenging to integrate and analyze the data [76,77]. Weather
pattern data may be obtained from local weather stations, while soil condition data
is collected from soil testing laboratories, and remote sensing techniques capture
information about soil composition. Additionally, crop yield data are sourced from
agricultural surveys, farm management systems, and market reports. These diverse
sources lead to data fragmentation, where information is scattered across multiple
platforms, formats, and sources.

2. High implementation costs: Implementing RegTech solutions can be expensive and
may be prohibitive for smaller farms. To gather the required data, the farm would
need to invest in various sensors, which can be quite costly considering the scale of
deployment across different fields or crops. In addition, acquiring and maintaining the
necessary hardware, software, and connectivity infrastructure can add to the expenses.
Moreover, collecting and analyzing the data may involve utilizing cloud-based storage,
advanced analytics platforms, and data integration tools. These technologies often
come with subscription fees or licensing costs, which can be prohibitive for smaller
farms with limited budgets. Furthermore, farmers or farm managers may need
training to operate the sensors, interpret the data, and make informed decisions
based on the insights obtained, which requires additional expenses for professional
training or hiring consultants. Lastly, sensors may require software updates and
potential system repairs that incur additional costs. This can limit the adoption of
RegTech solutions, particularly in developing countries or regions where agriculture
is a significant source of income [78].

3. Lack of standardization: Agriculture is a complex industry, with different crops, farming
practices, and regulations varying by region and country. Different crops have unique
growth requirements, susceptibility to pests and diseases, and market demands.
For example, if there are two regions and region A specializes in wheat production
and follows conventional farming practices, the local regulatory authority requires
farmers to adhere to specific guidelines for pesticide usage, irrigation methods, and
soil conservation. In contrast, if region B focuses on vineyard cultivation and practices
organic farming methods, the regulatory framework in this region places strong
emphasis on organic certification, water conservation, and biodiversity protection.
Farms in Region B need to keep detailed records of crop inputs, such as organic
fertilizers, compost, and pest control products, to secure organic certification. This
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can make it challenging to develop RegTech solutions that are widely applicable and
can be scaled across different contexts [77,79].

4. Limited understanding and awareness: Many farmers and agricultural stakeholders may
not be aware of the potential benefits of RegTech solutions [76,78] or may lack the
technical expertise to implement and use them effectively [78,80]. A small family-
owned farm in a rural area with tight budgets may be reluctant to allocate resources
towards technology adoption if farmers are not aware of the potential return on
investment or long-term benefits. The farmers have been using traditional farming
practices for generations and are not familiar with modern technologies or digital
solutions. They may also lack the necessary skills and knowledge to set up and
operate the required hardware, software, and connectivity infrastructure and struggle
with data collection, analysis, and interpretation. This can limit the adoption and
impact of RegTech solutions in agriculture [81].

5. Regulatory barriers: In some cases, regulations may not allow the use of certain tech-
nologies or may require manual processes that cannot be automated with RegTech
solutions. For example, drones equipped with advanced imaging sensors and arti-
ficial intelligence algorithms can efficiently identify pest infestations, monitor crop
health, and optimize irrigation practices. However, due to concerns related to airspace
regulations, privacy, or safety, the regulatory framework in a particular region may
prohibit or limit the use of drones in agriculture. In addition, some agricultural regu-
lations may require manual processes or paper-based record-keeping for compliance
purposes. For instance, a regulation might require farmers to manually record the
use of certain pesticides or the application of specific fertilizers, which poses chal-
lenges when integrating RegTech solutions that automate data collection, analysis,
and reporting. This can limit the potential impact of RegTech in agriculture.

5.2. Manufacturing

Manufacturing companies face a range of regulatory requirements, such as environ-
mental regulations, health and safety standards, labor laws, and product quality standards.
The compliance cost is a heavy burden for manufacturers. The World Bank reports that
about 8% of the gross national product is spent on regulatory compliance annually [82].
The National Association of Manufacturers (NAM) also reports that the U.S. company
spent $9991 on average per employee per year to comply with federal regulations in the
USA. But it cost each manufacturer almost $19,654, which is two times the average, and
the smaller producers’ costs could be close to $35,000, which is almost three times more
than the average [83]. Fulfilling compliance requirements is expensive for manufacturers,
who will pay more if they fail to meet regulatory guidelines, as non-compliance can cost
up to $14.82 million for manufacturers, according to the study conducted by the Ponemon
Institute [84]. With the help of RegTech, which can facilitate the automation and precise in-
terpretation of ever-changing compliance guidelines, manufacturers can increase efficiency
in the compliance process and reduce labor costs significantly. They can automate data
collection, analysis, and reporting processes, enabling real-time monitoring of compliance
status and facilitating timely corrective actions.

Moreover, workplace injuries are another high cost for manufacturers related to
occupational health and safety compliance. RegTech can minimize this loss by specializing
in risk management that monitors employee behavior and workplace conditions. Potential
dangers can be identified by analyzing incident data to improve processing procedures by
reducing weak points. For example, manufacturers can apply pressure-sensitive tags to
“circumvent recurring blockage of their stamping equipment by examining the data sets
presented for embossing” [82].

In addition, manufacturers must adhere to stringent regulations and standards to
ensure product safety and quality. RegTech solutions can automate product testing, quality
control, and traceability processes. By integrating data from various sources, such as
IoT devices or quality management systems, RegTech tools provide real-time visibility
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into production processes and enable proactive measures to maintain compliance with
relevant standards.

Moreover, manufacturers can minimize the potential impact on their operations and
keep a good reputation through supply-chain compliance management and product quality
control by proactively addressing compliance risks. Manufacturers often have complex
supply chains involving multiple suppliers and subcontractors. Effective supply-chain
management directly impacts the manufacturer’s efficiency in production. RegTech so-
lutions can assist them in automating due diligence processes and monitoring suppliers’
compliance status. By enhancing transparency and traceability, RegTech enables manufac-
turers to ensure that their suppliers meet regulatory requirements, such as ethical sourcing
or product safety standards.

By taking advantage of technology and automation, RegTech solutions enable manu-
facturers to navigate complex regulatory landscapes, enhance compliance efficiency, and
mitigate compliance risks, ultimately contributing to improved operations, reduced costs,
and increased regulatory effectiveness.

5.3. Healthcare

The healthcare industry is the most attractive target for cyberattacks because health-
care records contain sensitive personal data and important financial information that are
valuable resources for criminals. In addition, during the pandemic, more healthcare pro-
fessionals worked remotely, which further increased the vulnerability of cybersecurity.
Moreover, healthcare workers” education and awareness of cybersecurity risks need to
be improved. These issues can be solved by implementing standardized security proto-
cols such as “Single Sign-On Software”, “risk-based authentication policies, and annual
cybersecurity training for healthcare professionals” [85].

In addition, the healthcare fraud issue is regarded as a top priority by The National
Money Laundering Risk Assessment (NMLRA) [86]. According to this report, 345 people
were charged in healthcare fraud schemes involving over $6 billion in 2020, the largest
fraud in history. Applications of RegTech such as AML, KYC, and anti-fraud detection can
be adopted in the risk prediction of Medicare fraud. In addition, RegTech services provided
by Abside RegTech and 6Clicks can track current and upcoming regulations for the medical
industry [85]. In addition, the highly digital transformation of the healthcare industry has
also brought new issues, such as data privacy. To address this issue, Theta Lake uses Al
to identify risks such as video and voice content by implementing a data privacy impact
assessment, which can standardize health data protection [85].

5.4. Logistics

RegTech solutions can enhance tracking and traceability capabilities in logistics op-
erations. Through technologies such as RFID (Radio Frequency Identification) and IoT,
RegTech tools enable real-time visibility of shipments, inventory, and transportation condi-
tions. Logistics companies must comply with regulations governing transport operations
and driver safety. RegTech solutions can automate driver compliance checks, including
driver qualifications, licensing, hours of service, and vehicle maintenance records.

5.5. International Trade and Business

RegTech is crucial in facilitating compliance and streamlining international trade and
business processes. It can benefit international trade and business in the following aspects:

o Trade Compliance Automation: The complex international political environment brings
significant regulatory challenges to cross-border trades [87] that need to comply with
regulations imposed by governments and international bodies. Providing real-time
monitoring and screening of parties involved in trade transactions against sanctioned
lists or restricted entities can ensure compliance with export control requirements,
mitigate reputational risks, and help businesses avoid penalties. The trade compliance
processes can be automated by digitizing documentation, automating data collec-
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tion, and providing real-time updates on regulatory changes to achieve a simplified
compliance process and smoother cross-border transactions with reduced error.
Cross-Border Payments: The settlement of payments for international trade carries a
high risk. In international trade, the consignee often refuses to pay the final payment
for various reasons. This problem can be avoided to a certain extent by using smart
contracts [88].

Efficient Documentation Management: International trade involves extensive documen-
tation, including contracts, invoices, bills of lading, and certificates of origin. Proper
digitalization reduces reliance on physical paperwork [89], improves accessibility,
and facilitates efficient sharing of documents with trading partners and regulatory
authorities. It also ensures proper record-keeping, easy retrieval, and compliance
with document retention requirements. For instance, RegTech can assist in classify-
ing products more accurately in terms of their harmonized system (HS) codes and
automatically calculating customs duties to minimize errors, improve efficiency, and
ensure compliance with tariff regulations.

Implementing RegTech in international trade and business helps businesses navigate

complex regulatory landscapes, streamline compliance processes, mitigate risks, and en-
hance efficiency, facilitating smoother international trade transactions and overall business
success in the global marketplace.

5.6. Challenges in Non-Financial Sectors

Based on the above investigation of RegTech applications, some common challenges

associated with a range of non-financial industry sectors are identified:

Lack of Customization: Existing RegTech applications, derived from the financial indus-
try, may not be readily applicable to the wide range of non-financial regulations to
cater for the specific compliance needs of different sectors, which will create gaps in
compliance coverage and hinder effective regulatory compliance in specific industries.
Complex and Evolving Regulatory Landscape: Keeping pace with the evolving regulatory
landscape is challenging as regulations of various industries can be complex and
rapidly changing, which leads to difficulties in staying up to date with regulatory
changes, gaps in compliance coverage, and potential non-compliance risks.

Limited Adoption and Awareness: RegTech adoption in non-financial sectors is relatively
low, and the limited awareness of available RegTech solutions may result in a lack of
understanding about these technologies’ potential benefits and limitations.
Integration Challenges: Many non-financial organizations have legacy systems that were
not designed to accommodate modern RegTech solutions. Integrating new RegTech
applications with existing infrastructure can be challenging. It requires additional
investments in technology and staff training and may also cause disruptions during
implementation. In addition, disparate systems with different data sources collected
from non-financial entities are not easily integrated, which presents great challenges to
the existing applications in effectively aggregating, normalizing, and analyzing data.
Standardization: The implementation of RegTech in the financial sector is comparatively
advanced and well-established, with hundreds of applications providing relatively
complete functional modules and practical technical applications. However, it is
still in the initial application stage in other sectors, such as agriculture, the food
industry, supply-chain management, etc. No matter how developed they are, on-shelf
applications lack uniformity and standardization.

To address these challenges, RegTech solution providers must recognize non-financial

sectors’ diverse compliance requirements and develop customized solutions. Collaboration
between RegTech providers, regulators or supervisors, regulatory producers, and industry
stakeholders can help foster innovation and awareness of effective compliance solutions.
Additionally, solution providers should consider the development based on specific in-
dustry requirements and seek integration strategies that ensure seamless data flow and
interoperability with existing systems.
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6. Comparing FinTech and Different RegTech

In this section, we discuss how different non-financial sectors differ but can still benefit
from or evolve to improve compliance and monitoring. Although RegTech is derived from
the financial sector and has made good progress in that field, the development in other
sectors is still in its infancy. The application of RegTech in the non-financial sectors has much
to learn from the valuable experience of the financial sector. It is also important to note
that there are many differences in the non-financial sectors in terms of product or service
features, business focus, compliance focus, value chain, and scope of compliance. The
following aspects have been identified that deserve further attention in future framework
designs, as shown in Table 3:

Table 3. Comparison of Differences Between Financial Industry and Non-Financial Industries.

Aspects\ Sectors Finance Agriculture Manufacturing Food Services Inte;ﬁ:i‘lteonal
A1.m of Financial crime | Product Safety | Product Safety Food Safety Product Safety
Compliance
Physical
Safety of N/A YES YES YES YES
Humans
Processing;
. . Farming/ Processing; Processing; SCM;
Business Focus Transaction Planting SCM sCM Logistics;
Transaction
Value Chain Simple Simple Complex Complex Complex
Business
Procedures Low Medium High Medium High
Complexity
Industrial . . . .
Equipment N/A Medium High Medium High
Logistics No YES YES YES YES
Physical
Environment Not necessary Necessary Necessary Necessary Necessary
Field Data No YES YES YES YES
Network High Low Low Low Medium
Dependency

6.1. Different Business Focuses

All actions in the financial sector revolve around trading. It includes the object of the
transaction, the instruments used for the transaction, the medium, and how the transaction
is completed. In the current highly digital age, most transactions are performed through
electronic devices and networks. This feature dictates that all transactions are traceable
and that any transactional behavior leaves a footprint online. The application of regulatory
technology tools has made tracking and monitoring transactions easy, and data access is
relatively simple. The supervision procedures also focus on transaction-related activities.

In the non-financial sector, transactions are only a small part of the value chain. The
core lies in the products or services and the humans who operate the business. The
manufacturing entities aim to sell as many products as possible. But the products can
only be sold consistently if they meet the buyer’s quality standards and the relevant
regulatory requirements, such as Work Health and Safety (WHS), industry certification,
government regulations, and even the regulations of the target markets for the exported
products. Failure to meet compliance requirements at any point or in any way could result
in the product not being sold. It is particularly high-risk for sellers in international trade.
Regulators will issue industrial certificates to those who comply with the regulations. The
company must obtain these certificates to sell its products properly.

6.2. Different Compliance Focus

Compliance in the financial industry mainly lies in the legitimacy of the sources, paths,
and destinations of transactions as well as the identities of clients. However, compliance
in other fields, such as manufacturing, is quite different. Producers may do anything to
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obtain regulatory certificates, such as falsifying data. The role of regulation is to avoid these
irregularities and the potentially serious consequences they may entail. Furthermore, com-
pliance involves more factors in the latter, including raw materials, production processes,
production equipment, the environment, and the relevant production operators that must
all comply with the laws and regulations.

In the manufacturing sector, each qualified product needs to be processed through
a series of processing operations, from the raw material’s processing to the assembly
of the finished product. These procedures may involve one or multiple manufacturers
depending on the product type, and each manufacturer has different management abilities
and processing standards as per the industrial requirements or buyer’s standards. The
compliance of the finished product depends on the overall compliance of the whole supply
chain. It includes not only the processing procedures from upstream to downstream but
also the laborers hired by different entities, who may vary in enterprise culture, expertise
in compliance, and the relevant technological equipment. All these will positively or
negatively affect the ultimate compliance degree of the finished product.

6.3. Different Audit Sequences

In finance, it may be possible to do something first and audit later. It means that the
regulator will come to audit the legality of the transaction after it has been completed, while
in the non-financial sectors, the relevant certification must be obtained before the product
or service can be sold on the shelves.

6.4. Value Chain

Compliance is more complicated in non-financial sectors due to the longer value chain,
the complicated processing procedures, and the variety of environments and business
focuses (see Table 2). For example, the manufacturing industry focuses on the processing of
materials and supply-chain management (SCM). As the products are involved in multiple
manufacturing processes, compliance must be achieved within the whole supply chain,
from the raw material to the final finished product. Outsourcing materials may bring risks
without proper supplier management. Hence, manufacturers need to play a supervisor’s
role before products reach consumers, and each process is as important as the final one.

Furthermore, several features exist in the non-financial sector but are absent in finance:

o Industrial Equipment: Industrial equipment is unnecessary in the financial industry, but
it is indispensable in most physical industries.

e  Physical Safety of Humans: Compliance in the financial sector is less concerned with
people’s physical health and safety, which is considered as important as product
quality in non-financial fields due to its huge impact.

e  Field Data: There is no field data in finance. However, it is a critical source of infor-
mation for non-financial entities. Collecting field data is more challenging because of
extreme weather and human interference.

o Logistics: Logistics is only available in non-financial industries to contribute to the
value-adding process. Thus, logistics-relevant activities are also within the scope of
compliance, such as the truck driver’s behavior, the internal environment of containers
in transportation, etc.

6.5. Virtual vs. Physical World

The financial industry relies on the internet network, and most business activities are
conducted online in cyberspace. On the contrary, the businesses of non-financial sectors
are conducted in the physical environment. In contrast, the activities also need the inter-
net for communication, documentation, and payment, but most value-adding processes
take place offline, in the field, in workshops, or at other workplaces. The corresponding
compliance scope of products or services covers humans, machines, materials, procedures,
environments, and even supply-chain management.
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6.6. Human Roles

The activity is more of a peer-to-peer mode in the financial field. However, the roles of
humans play differently in the non-financial industries, and it is difficult to avoid human
interference in real-world activities that affect the various perspectives in the compliance
process, which causes compliance issues. For example, humans operate industrial equip-
ment, do quality control, inspections, and packaging, do on-site audits, and may have close
contact with products during processing. All these processes that require human operation
or control can create compliance issues, as the complexities of human nature can have
positive or negative effects and outcomes that are hard to control with digital devices.

The supervision of non-financial sectors involves more aspects such as equipment,
environment, humans, materials, and even the policies of entities. By comparison, the
supervision in finance focuses on the data, which is in large volume and might be available
online in most cases. But supervision in other industries includes both online and offline
activities, which make it more difficult to collect and integrate data.

7. RegTech and Industrial Internet of Things

So far, we have discussed the current status of RegTech developments, their underlying
computing technologies, and how RegTech functions in different industries. In this section,
we present a possible future direction for RegTech. We present the basic components of
RegTech in terms of how data propagate through various phases of a RegTech solution and
then discuss the potential issues and usability of IIoT in RegTech.

7.1. The Core of RegTech

The data-relevant treatment is the focal objective of the entire regulation compliance
process, which involves data from both regulators and regulated entities. Due to the
existing legacy systems, the integration of varying user systems is the key to large-scale
RegTech adoption. Such integration must be low-cost and involve minimal disruptions to
operations and existing practices. RegTech is expected to gain unprecedented popularity if
its implementation can achieve this goal with the lowest cost in terms of time and monetary
investment and, at the same time, help companies operate and run more efficiently under
the premise of protecting enterprise data. It is suggested that the general activities of
RegTech are data collection, data processing, data analysis, and data visualization [5].

e  Data collection is a continuous, repeating process that involves quality management
internally and regulatory compliance externally. Considering the privacy of data and
the protection of organizations’ interests, a screener is necessary to be designed in
the data collection process to make sure that only the compliance-related required
data are retrieved. In the traditional regulation audit process, regulation-related data
are prepared in advance by the organizations on paper or digital devices. Collecting
authentic data is a significant challenge for supervisors, as these documents can be
easily forged or tampered with.

e Data processing is the step where the authentication of data should be verified and the
fake, invalid, and irrelevant data should be cleared.

o Data analysis is the process where the generated data are matched with the standard of
regulatory rules, and a positive or negative decision is made along with it.

e Data visualization is the proper presentation of data, showing the result of data analysis
in a readable and easy-to-comprehend format. Data storage, or data archiving, is the
definitive treatment of data. In this step, all the data should have clear identification,
and they deserve various destinations as per their categories. In terms of complexity,
the most time-consuming procedure is data processing.

There may be some additional steps, such as data storage or archiving. The development
of regulatory technologies benefits some key drivers that are relevant to data processing.
It is mentioned that the following data issues in the financial sector, to some extent, drive
regulation technology forward [5]:
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e  Unstructured Data: Data is collected from various sources within organizations without
a unified format, so it is time-consuming for regulators to aggregate information and
identify risks.

o The complexity of Received Data: The increasing regulations, which are increasingly
complex, challenge the expertise of professionals to make timely and correct judgments
or recommendations.

e  New Risks Caused by the Dynamic Development of Entities: Migrating financial compa-
nies to virtual companies may bring new potential risks to the industry in terms of
regulation and management.

We can conclude that the financial industry and other industries are facing these
problems, too. Although other industries started later than the financial sector, the issues
and needs in these regulatory activities are similar. Other industries even face more
problems. A major difference between the financial sector and the other physical industries
is that there needs to be more filed data in the former, but field data in the latter is one of
the main data sources.

7.2. The Need for 1loT in RegTech

To improve information transparency from the perspective of regulators, the imple-
mentation of IloT is necessary, especially for industries involving large amounts of field
data. Not only can IoT applications free human hands from data collection, but the data
collected automatically by the devices also avoids possible data falsification and human
errors. For example, operators may make up fake data to cover up mistakes they make in
the processing procedures. Moreover, the significant information asymmetry between firms
and regulators causes extra costs for regulators to supervise. It is identified by Gao, Ling,
and Liu [90] that social media can promote the information disclosure of non-compliance
behaviors based on the case analysis of environmental incidents. However, it is important
to note that media information is also sourced indirectly from secondary sources, and
media disclosures are processed and guided by subjective language or concepts rather than
objective and neutral ones. Data collected by the IoT is more objective and unbiased in the
absence of malicious human intervention. The adoption of IoT can improve information
transparency, save labor in data collection, reduce human errors, and solve the information
asymmetry issue between regulators and producers.

7.3. Data Security and Access Control

Information privacy is a significant point that needs to be addressed. Psychologically,
it is human nature to be reluctant to make public disclosures [91]. From a business perspec-
tive, companies may be concerned about their trade secrets being leaked. Implementing
IoT for data collection can provide a good database for maximum data sharing, and at the
same time, the privacy of enterprises should be properly protected. In addition, the threat
to cyber security is another serious problem in the existing network [92-95]. Data shar-
ing should be conducted within safe networks for both regulators and regulated entities.
Blockchain, defined by Don and Alex Tapscott [96] as “an incorruptible digital ledger of
economic transactions that can be programmed to record not just financial transactions
but virtually everything of value”, is one of the potential solutions to this issue due to
its significant advantages or features such as transparency, immutability, and trustwor-
thiness with high reliability [97-99]. With the advantages of the technology, blockchain
is identified as an effective tool in the bill operation of commercial banks through build-
ing a decentralized digital billing system to decrease bill-forgery risk and credit risks, as
well as in the cross-border payment operation to save service charges and transfer time
compared with the traditional payment method such as the SWIFT system [100]. Similarly,
blockchain technology can be used in RegTech applications to ensure data security and
smooth information communication between stakeholders.

In addition to adopting blockchain technology to protect data privacy and security,
another effective way is to set proper access control as agreed upon by all stakeholders
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who have access to relevant data pools. For example, Attribute-Based Encryption (ABE)
is the best way to apply access control [101-103]. It is also taken as a useful technique to
solve the issue of “data privacy and fine-grained access control” in popular cloud storage
systems [104]. By taking advantage of this technology, access to the relevant data can
be restricted to desired groups of users only through data encryption and authorized
decryption [105]. This will prevent data breaches in daily compliance activities and protect
the producer’s commercial confidentiality. The combination of ABE and blockchain (as
shown in Figure 5) can make data sharing flexible and secure.
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Figure 5. Regulatory Supervision Framework in Non-Financial Sectors.

7.4. Data Storage and Archiving

The daily collected data needs to be stored securely after being processed. Some
data may need to go to the blockchain after processing, while others may be stored on a
local server. Data treatment is different in terms of importance. Furthermore, centralized
storage methods such as cloud storage and decentralized storage is another potential
solution for dealing with the massive amounts of data generated daily. Data is more
secure to store on blockchain networks. But the limitations of blockchain technology,
such as scalability and availability in data processing, retrieval, and storage [106], restrain
its application to large files or document storage. The Interplanetary File System (IPFS),
which “identifies, verifies, and transfers files relying on the cryptographic hashes of their
contents” [107], is a content-addressable distributed file storage platform [108] with a
decentralized storage protocol. It is a potential solution to address excessive file redundancy
when using blockchain technology.

The IPFS system can allocate a unique hash for each file stored by users who have
access to their corresponding files via the hash address. Data owners can encrypt their
data before storing it on the IPFS platform. For example, Sun and Yao discussed the
implementation of IPFS in medical data storage to control the access to the patient’s medical
records of various users [109]. They indicate that medical data can be encrypted based on
attributes and determine the attributes of users by matching the private key related to their
attributes with the access policy set in advance. The users can have secured data access by
matching the private key related to the users’ attributes with the access policy set in advance
and related to the ciphertext. They also advocate that blockchain can record medical data’s
storage and search processes, providing both tracking of data sources and data retrieval
records. In addition, IPFS is a good way to archive data. Centralizing data storage on a
cloud server is cost-effective and convenient for data retrieval for companies. However,
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the failure of one cloud model may lead to the unavailability of the whole cloud server.
In contrast, the IPFS has no single point of failure without a central server, and the data
are stored in duplicate copies in different places worldwide [104]. In short, the regulated
entities may choose the most suitable data storage mode—cloud storage or distributed
storage—as shown in Figure 5.

7.5. Potential 1loT-Based Regulatory Supervision Framework

The presence of supervisory activity is a sign of the regulator’s distrust of the regulated
entities. Traditionally, the supervisors may need to audit producers on site to confirm their
actions comply with the regulatory requirements. But it is more difficult to ascertain
compliance immediately after such spot checks. Although many of the producers follow
the rules, some of them can violate them to reduce costs or pursue higher profits. One
possible solution is real-time supervision. There are two ways to conduct it. One is that
the producers can proactively report to regulators or supervisors. The other way is that
regulators can passively acquire the reports. From the regulators’ perspective, the former
way has prominent pros such as lower cost and high efficiency, but the data might be
tampered with as they are second-hand sources. The disadvantages of the latter approach
are higher costs and inefficiency. However, the data are authentic (see Figure 5). Regulators
want authentic data, while supervision needs to be cost-effective and efficient. To achieve
this, the ideal solution would be to map real-world production processes onto the web
applications with technologies such as digital twins [110]. This would allow for real-time
monitoring and management, which could become as easy as supervision in the financial
sector. However, it is difficult to achieve this in all industries worldwide at the moment.
Nevertheless, there are a few options that can be tried to become closer to this goal:

e IoT-based Data Collection: this not only saves labor costs for producers for data col-
lection by replacing traditional manual work but also increases the transparency of
the process.

e  Necessary Data Verification: this measure prevents data fraud risks such as IoT devices
being damaged or tampered with by humans. It can be achieved by introducing Al and
ML technologies to assist decision-making after certain algorithms are trained [111].

e  On-site Audit: Activities in the non-financial sectors involve fieldwork. A proper
on-site audit is necessary, as supervisors can only partially rely on online supervision.
For example, pesticide spraying is important for the cultivation of crops because it is
effective against pests and diseases. However, excessive pesticide use is a serious threat
to human health, and therefore precise control of pesticide doses is very important. It
is therefore important to check records of pesticide purchases and actual use.

e Real-Time Supervision: Real-time monitoring in some critical procedures with automatic
reporting to regulators can help manufacturers comply with regulations with less
labor cost in data collection as well as establish a good reputation. Machine learn-
ing can help companies eliminate potential risks by using daily data to predict their
occurrence in advance. On-premises real-time monitoring is difficult, as companies
would be reluctant to set up such infrastructure without any benefit. However, manu-
facturers can also benefit if the IIoT is deployed for both their own production and
compliance monitoring.

While these tools can solve some problems, they can also create new ones. For example,
the daily collected data are of high volume, and how to safely process, share, and store it is a
significant issue. The algorithms training for data verification takes time and money before
they can make precise judgments. The frequent on-site audit is expensive for supervisors
and a burden for producers. The regulator needs to balance the frequency and cost of data
verification and its negative impact on industrial innovation. Real-time supervision may
result in data privacy issues.
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8. Conclusions

While the adoption of RegTech in the financial sector is relatively mature, its imple-
mentation in the non-financial industry is still in its early stages. There are already a variety
of applications in various sectors that are experimenting with these technological tools.
However, the non-financial sectors are more pragmatic and have more diverse and complex
business environments. RegTech applications need to consider these industrial features at
the initial framework stage to meet the industry’s specific needs. The following aspects
are identified as the most challenging points to be considered for future technological
development or research: Real-time reporting for agricultural products is not easy due to
diverse data sources and data collection environments; complete supply-chain traceability
from raw materials to end products in manufacturing is challenging because of the complex
value chain processes and the different interests of various stakeholders; the high level of
privacy protection in the healthcare industry is rather critical for patients who are exposed
to high risks without proper personal data protection; and supply-chain compliance in in-
ternational trade and business is significantly challenged by the ever-changing international
regulations, policies, and political situations.

In addition, humans continue to play a prominent role in the non-financial sectors
because business operations in many industries are difficult to operate without human in-
tervention, thus opening many possibilities for human factors to interfere with compliance
outcomes. Moreover, RegTech development should consider the cost of implementation
and the extent of applicability to various businesses without adding an extra burden or
disrupting existing processes and practices. When considering the adoption of compliance
solutions, companies should assess their private business requirements as well as the com-
patibility of their existing equipment and make sure training and support are available to
their employees before choosing the most suitable and affordable application. Finally, the
development of RegTech requires collective efforts from the government, regulators, and in-
dustries through Research and Development for the benefit of all in the value chains. These
aspects are worthy of further study by researchers, industrial professionals, regulators,
and organizations.
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