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Abstract: Cloud services provided by Microsoft are growing rapidly in number and importance.
Azure Active Directory (AAD) is becoming more important due to its role in facilitating identity
management for cloud-based services. However, several risks and security issues have been asso-
ciated with cloud systems due to vulnerabilities associated with identity management systems. In
particular, misconfigurations could severely impact the security of cloud-based systems. Accordingly,
this study identifies and experimentally evaluates exploitable misconfiguration vulnerabilities in
Azure AD which can eventually lead to the risk of privilege escalation attacks. The study focuses on
two scenarios: dynamic group settings and the activation of the Managed Identity feature on virtual
devices. Through experimental evaluation, the research demonstrates the successful execution of
these attacks, resulting in unauthorized access to sensitive information. Finally, we suggest several
approaches to prevent such attacks by isolating sensitive systems to minimize the possibility of
damage resulting from a misconfiguration accident and highlight the need for further studies.

Keywords: Azure Active Directory; cloud services; misconfiguration vulnerabilities; privilege
escalation attacks; identity management; cloud-based systems

1. Introduction

In the past few years, cloud computing has revolutionized the way institutions de-
velop and provide their services. In today’s mission-critical business requirements, cloud
technology plays an important role. Cloud computing provides effortless, on-demand
access to a shared pool of computing resources, while requiring little management com-
plexity [1]. With the advent of cloud computing, it has become possible to outsource the
entire IT infrastructure to a service provider. As a result, cloud solutions have become the
industry standard for running IT systems in a range of organizations, from small businesses
to large corporations. Consequently, several organizations find it appealing to move from
on-premises computing to cloud computing, either fully or partially, which has led to
increased competition between service providers [2].

Cloud computing has emerged as a rapidly growing sector in the IT industry, offering
numerous benefits such as cost efficiency, flexibility, accessibility, scalability, and increased
productivity. Projections indicate that the demand for cloud computing services is expected
to reach approximately $791.48 billion by 2028 [3]. However, alongside its potential, there
are significant risks and threats associated with cloud services. The storage of confidential
data in multi-cloud environments exposes organizations to a higher risk of attacks. This
concern is particularly relevant for businesses that are still considering a migration to cloud
computing, as it poses a potential threat to their transformation efforts.

Cloud computing enables efficient data management at a reasonable cost, with flexible
pricing options tailored to customer requirements and the expertise of service providers.
Price plays a crucial role in organizations providing cloud-based services, as it directly
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affects customer requirements and company profitability. Pricing decisions have a direct
impact on the economy, shares, profits, and losses [4]. Service vendors prioritize delivering
guaranteed quality of service (QoS) to their customers, ensuring customer satisfaction and
meeting service level agreements (SLAs). While pricing in the technology industry has
traditionally followed a set framework, the advent of cloud computing has brought about
new models of value chains, leading to the evolution of pricing models in this domain [5].
Overall, statistical data and figures indicate a growing trend among companies in adopting
Microsoft cloud services, encompassing Microsoft Office 365, SharePoint for collaborative
purposes, Microsoft Office applications, and various other services [6]. Microsoft Azure
Active Directory (AAD) serves as a cloud-based identity and access management solution
offered by Microsoft, delivering Identity and Access Management (IAM) services through
the cloud [7]. Moreover, AAD can be leveraged for authentication purposes across different
cloud environments. AAD shares similarities with Windows Active Directory (AD), which
operates as a server-based service, running on Windows Server [6].

Despite the advantages of cloud computing, the storage of sensitive data with a third
party, such as a cloud service provider, raises significant security concerns. Security is
a crucial requirement for both cloud providers and their customers [8]. Cloud systems,
due to their accessibility and complexity, are associated with various risks and security
issues. The National Security Agency (NSA) has identified cloud misconfigurations as
a prominent cause of security breaches [9,10]. These misconfigurations create opportu-
nities for malicious actors to exploit vulnerabilities or obtain user credentials through
phishing campaigns or social engineering techniques, thereby enabling privilege escalation
attempts [11]. Misconfigurations can have severe consequences, including the compromise
of sensitive data and privilege escalation attacks [9].

The focus of this paper is on Microsoft Azure cloud services, specifically highlighting
its security architecture. A distinctive cloud security component provided by Microsoft
Azure is Active Directory (AD), a cloud-based identity and access management service [6,7].
Consequently, this research contributes the following:

1. The study identifies exploitable misconfiguration vulnerabilities in Microsoft Azure
Active Directory (Azure AD), specifically focusing on privilege escalation attacks. Two
scenarios are examined: misconfigurations in dynamically assigned identity groups
and risks associated with managed identities on virtual machines.

2. Rigorous experimental evaluations are conducted to demonstrate the successful exe-
cution of privilege escalation attacks resulting from the identified misconfigurations.
The evaluations utilize a common configuration scoring system to analyze and assess
the outcomes, providing empirical evidence of the risks and consequences associated
with these vulnerabilities.

3. The research provides detailed insights into the identified misconfiguration vulner-
abilities, highlighting their potential impact on the security of cloud-based systems.
These insights contribute to a better understanding of the risks involved and provide
a foundation for enhancing the security measures in Azure AD and similar cloud
platforms.

The rest of the paper is organized as follows: Section 2 covers the related works of
cloud computing, security concepts and Microsoft Azure. Section 3 describes the research
methodology. Section 4 describes the design and configuration of the cloud environment
used in the study. The detailed results are presented in Section 5. Discussion and conclusion
are presented in Sections 6 and 7, respectively.

2. Related Work
2.1. Adaptability and Shared Accountability

Takabi et al. [12] examined the sharing of cloud services between customers and
vendors in terms of privacy and security. The researchers pointed out that customers using
Software as a Service (SaaS) have limited extensibility because vendors typically offer
solutions with a wide range of integrated functionalities. Consequently, providers bear
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a greater responsibility in ensuring the confidentiality of software solutions, particularly
in public cloud environments, where client organizations may have stringent security
requirements and can enforce necessary protection measures. In certain cases, private
clouds may necessitate additional customization to accommodate specific needs.

Furthermore, Platform as a Service (PaaS) primarily aims to empower developers to
build their own applications on top of the platform. Therefore, customers hold the main
responsibility for safeguarding the software they create and deploy on these platforms. As
a result, suppliers have the complete responsibility of segregating the applications and
workspaces of their clients.

2.2. Threats and Vulnerabilities

In [13], the author investigates potential threats targeting cloud computing systems.
The researcher highlights the significance of securing high-authority accounts, such as
those belonging to programmers or technical operators, as their compromise could have
catastrophic consequences. An illustrative example is the recent breach of sensitive infor-
mation concerning 80 million customers of Anthem, Inc. Moreover, the researcher observes
that customers often overlook security measures and best practices when configuring cloud
services, including the assignment of privileges to each service and identity. Additionally,
users generally lack comprehensive knowledge about cloud resources and heavily rely
on service providers. However, it is important to note that service providers are typically
bound by the terms of their agreement with the customer and do not offer services beyond
the agreed-upon scope.

Furthermore, the researcher discusses the risk of human error, which is relevant to all
aspects of the information technology sector, including cloud computing. Both users and
system administrators, despite their expertise, can inadvertently commit errors that may
result in a compromise of the entire system [14]. However, the study does not specifically
address the possibility of these risks occurring within the context of SaaS models such as
Azure Active Directory. Additionally, the scientific paper does not explore whether these
factors contribute to privilege escalation attacks.

2.3. Security Pattern

A recent scientific paper by Rath et al. [15] discusses security patterns in SaaS-based
cloud systems. These patterns involve recognizing recurring problems and identifying
corresponding solutions [16]. The researchers have divided the patterns into several sec-
tions and described the security issues associated with each section. Particularly, several
problems have been raised within the categories of authentication, authorization, and
identification. One of these issues pertains to the secure authentication of users in cloud
computing. The authors proposed a solution which involves the use of three-factor au-
thentication. Three-factor authentication is the most commonly method used to enhance
user authentication. It consists of the user knowing something (e.g., their username and
password), possessing something (e.g., a mobile phone), and providing user biometric
information (e.g., a fingerprint). In most cases, only two factors are applied, and a third
factor is required when accessing sensitive information. Although this solution is effective,
its success heavily relies on the user’s decision-making.

Another problem discussed is access token management and security. Access tokens
play a critical role in securing various operations that require specific permissions, such as
managed identity and service principals. To ensure the security and proper management
of access tokens, a proposed solution involves specifying an activation time and granting
specific permissions that do not exceed the required level. While this solution is effective, its
implementation can be challenging, particularly when access tokens need to always remain
active. Furthermore, defining the permissions is crucial, but it does not prevent these
privileges from being exploited, even if they are limited, leading to a potential escalation of
privileges in the hands of intruders.
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3. Research Methodology

For this study, a quantitative research method was employed, which involved col-
lecting and analyzing numerical data to draw conclusions and make statistical inferences.
Additionally, an experimental systems research approach was adopted, and the results
were evaluated using the Common Configuration Scoring System (CCSS). Figure 1 presents
an overview of the research methodology employed in this study.

Quantitative Research

Experiment
Approach

Data Collection
and Analysis

v 4

Figure 1. An overview of the research methodology.

3.1. Experimental Research

In this experimental research study, our primary objective was to investigate the
misconfiguration vulnerabilities present in Microsoft Azure Active Directory (Azure AD).
To achieve this, we utilized Microsoft Azure as the underlying infrastructure to conduct
our experiments. Two separate experiments were carefully designed and executed on
this Azure-based infrastructure. Prior to conducting the experiments, a comprehensive
exploration of the features, applications, and benefits of Microsoft Azure was undertaken
to ensure a solid foundation for our research. This knowledge guided the development of
the experiment designs and the creation of distinct attack paths and configurations for each
experiment. The aim was to capture the diverse aspects and potential risks associated with
misconfigurations. We present a detailed analysis and comparison of the two experiments,
highlighting their specific variations and characteristics, in Table 1.

Table 1. The differences between the two experiments.

Experiment Elements Experiment 1 Experiment 2
The type of attack Horizontal privilege escalation Vertical privilege escalation

The objects that were abused =~ Dynamic group \I\I/Ihz:lrlgze d Identi

in the attack users users & ty

Pre-attack privileges of the
hacker

Reader role on the subscription

Virtual Machine Contributor role on the VM-02 machine
Virtual Machine Administrator Login role on the VM-02
machine

Reader role on the subscription
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Table 1. Cont.

Experiment Elements Experiment 1 Experiment 2
.. Virtual Machine Administrator Access to Managed identity virtual machine with an owner
Hacker privileges after attack . ..
Login role on all VMs role on the subscription level

3.2. Evaluation Frameworks

In the realm of cloud computing security evaluation, the utilization of effective frame-
works is essential to accurately assess security levels and identify potential vulnerabilities.
To this end, numerous evaluation frameworks have been employed for analyzing and
measuring different aspects of cloud security. Each framework offers unique perspectives
and approaches to assess the security of cloud systems.

1.  Information Security Risk Management Framework for Cloud Computing Environ-
ments: This framework, described in [17], focuses on identifying threats to cloud
computing security, integrity, availability, and management. It provides a comprehen-
sive overview of security levels in cloud systems. However, it does not evaluate the
most crucial factor for this study, which is the severity of configuration errors.

2. Common Vulnerability Scoring System (CVSS): CVSS is a framework for calculating a
qualitative estimate of system security flaws [18]. In this framework, vulnerabilities
are assessed based on a fixed formula, which allows organizations to evaluate their
system’s vulnerability severity. A wide range of businesses, governments, and other
organizations use CVSS.

3. Common Configuration Scoring System (CCSS): In terms of the factors it measures,
this framework is based on the CVSS framework, with a few modifications, to accu-
rately measure the severity of misconfiguration threats. A downside of this standard
is that it is less widely adopted than CVSS. However, it is based on CVSS factors,
which makes it reliable [18]. As a result, this framework was adopted in the evaluation
process of this study.

4. Design and Implementation
4.1. Design

In accordance with Microsoft’s policy [19], individuals are permitted to conduct
Azure vulnerability assessments and penetration testing without involving Microsoft,
provided they own the system or possess legal authorization. Consequently, in this study,
an infrastructure will be created to simulate a medium-sized company’s environment,
enabling authorized penetration testing and necessary experiments. The infrastructure
will replicate that of a game programming company, specifically designed to facilitate
the authorized testing. Only essential components required for the experiment will be
created, built, and prepared. For instance, the experiment will involve the creation of two
virtual machines, as the scope of the experiment does not necessitate a larger number. It is
important to note that, in real-world infrastructures, the number of virtual machines would
typically be greater.

The company chosen for this simulation is Tala Game, a video game development
company. Tala Game specializes in developing complex video games that involve the
collaboration of multiple programmers. Additionally, the company invests in independent
game developers worldwide, providing them with the necessary equipment, such as
access to virtual machines, in exchange for a percentage of the game’s revenue. To ensure
flexibility and easy access to resources for its employees, Tala Game relies on Microsoft’s
cloud computing services.

The following is an outline of the design process. The first step is to create a free
account on the Microsoft Azure website, which will serve as the admin account for creating
the lab. The second step involves activating Active Directory Premium 2, as Active Directory
plays a crucial role in the experiment. Active Directory Premium 2 provides enhanced
functionality, including identity management and dynamic groups. Identity management
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allows granting permissions to objects, such as virtual machines, without requiring a
username and password. Dynamic groups automate tasks, such as adding users to a group
automatically when specific conditions are met. The third step is to create two accounts
with different permissions, serving as the starting point for the attack. Both accounts
have read-only permissions, while the VM-Reader account has access to one of the virtual
machines. Finally, two virtual machines with distinct features are created, and managed
identities with owner roles in the subscriptions are activated for VM-02. The VM-Reader
user is granted access to this virtual machine. The subsequent section will provide detailed
coverage of all the permissions assigned to the users and virtual machines, followed by a
diagram illustrating the design, as depicted in Figure 2.

Lab architecture

-

RBAC Structure

\ / Lab Hierarchical Structure \

I

DynamicVM VM-Reader

rtual Machine Contribulor
rtual Machine_Administrafor Logi

VM1 VM2 VN-02

Groups

Azure AD Tenant
DyrameVM non group /I

g Resources Resources Group Subscriptions Accounts
& &
g g &0

Reader VW02

VM-Group TélaGame Reader VM-Reader

[vner Role

Figure 2. Lab architecture.

4.2. Implementation

This section explains how to create the cloud infrastructure that will be used in this
study using Microsoft Azure.

Setting up an Azure account:

Create an account on Microsoft Azure using the following link: (https://portal.azu
re.com). Microsoft provides $200 for each new account, which is valid for a month; this
amount may be sufficient to cover the cost of building the infrastructure, initially [20]. After
creating an account in Azure, a tenant is automatically created, and the account used is the
global administrator.

5. Experiment and Results

This section presents the experimental methodology developed to address the research
objectives. The purpose of the experiment is explained, including the research questions it
aims to answer and the criteria used to assess its success. Furthermore, this section outlines
the exploitation of incorrect settings in each scenario, detailing the tools employed, the
resulting outcomes, and potential solutions. The focus of the experiment is on the fourth
step of the MITRE ATT&CK Framework, which involves privilege escalation. The aim is to
simulate the attacker’s mindset and replicate real-world scenarios. It is assumed that the
initial three steps of the framework, involving gaining initial access, executing the attack,
and establishing persistence, have already been accomplished successfully by the attacker.

5.1. Assumption

In this experiment, we made a few assumptions. Firstly, it was assumed that the
system was built using Microsoft products available on Azure to simulate the infrastructure
of a small or medium-sized organization. Additionally, it was assumed that the attacker
was able to implement the initial access tactic from the MITRE ATT&CK Framework. It
is worth noting that, prior to selecting the most effective attack method, actual attackers
conduct a substantial amount of reconnaissance within the system.
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5.2. The First Experiment: Exploit the Dynamic Groups Settings to Escalate Privileges
5.2.1. Explanation

In this scenario, the administrator wishes to automate the process of managing the
accounts of independent game developers. For this reason, several steps have been taken
by the system administrator. As a first step, the system administrator creates a dynamic
group and adds a condition that automatically adds users whose accounts contain the word
“indep”. In the second step, he gave this group a role that allows all the users in the group
to log on to the virtual machines, which is “Virtual Machine Administrator login”. As a
final step, the system administrator has configured virtual machines for users.

A dynamic group configuration fault will be exploited in this experiment to simulate
the horizontal privilege escalation attack. The following is the path of attack: First, assume
the hacker was able to obtain a minimally privileged user (reader) role. As a second step,
the hacker will attempt to gather as much information as possible about the organization,
such as a list of users and groups, along with their roles. Through the analysis of the
collected information, the hacker will be able to discover the misconfiguration, which
will enable him to add an external user to the dynamic group and take advantage of the
privileges assigned to that group. Due to the successful elevation of privilege attack, the
hacker will have gained access to the virtual machines.

5.2.2. Aim of the Experiment

This experiment aims to demonstrate the dangers associated with the misconfiguration
of automation tasks in general, especially in cases where users can directly or indirectly
input values into the system. There are two conditions that must be met to consider this
experiment successful. The first aspect is the successful escalation of power, either vertically
or horizontally. Second, the focus should be on the flaws caused by the incorrect settings,
and not on any software vulnerabilities.

5.2.3. Exploit the Dynamic Groups

The purpose of this section is to describe the steps necessary to exploit the dynamic
group setup error to perform a privilege escalation attack. The process begins by exploring
the system with the PowerShell Azure AD Module, using the reader account. The “Connect-
AzureAD” command is used for authentication. After that, the following command will
provide a list of all dynamic groups. As shown in Figure 3, the display names of all dynamic
groups are retrieved.

Get-AzureADMSGroup | ?{$_.GroupTypes -eq ‘DynamicMembership’}.

Figure 3. The dynamic group enumeration.

The next step is to determine the permissions granted to this group. By using Az
PowerShell, it is possible to determine this information using the following command:

Get-AzRoleAssignment | Where-Object {$_.DisplayName -like ‘DynamicVM’}.

Figure 4 illustrates that the group has the role “Virtual Machine Administrator Login”
at the subscriber level. As a result of this role, all users in this group can log on to virtual
machines with local administrative privileges.
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Figure 4. The dynamic group role.

The attacker can assume or predict the functionality of the group based on the name
and description, but the conditions that must be met to join this group are unknown. One
of the methods used to discover the conditions is to analyze the users in the group and try
to find out what they all have in common. This command in AzureAD displays all users in
a specified group:

Get-Azure ADGroupMember -Objectld [ Group OpjectID]

where the ID is replaced by the group number that was extracted using the previous com-
mand. As shown in Figure 5, the previous command’s output provides critical information.
The first information is that all users share an “indep” word in their e-mail. The second is
that there is a guest user, which means that an external user can be invited to the system.

Figure 5. Enumeration of the users.

After analyzing the previous information, the hacker will most likely attempt to add
a user via the invite feature. Any e-mail from any service provider can be used, but the
username must contain an “indep” word; the following e-mail will be used in the next step:
“ahmad-indep@hotmail.com”. It is possible to send invitations through Azure Portal or
Azure AD Module by using the following command:

New-AzureADMSInvitation -InvitedUserEmail Address ahmad-indep@hotmail.com -SendInvitationMessage

$True -InviteRedirectUrl “http://myapps.microsoft.com”

Upon successful completion of the process, an e-mail will be sent, containing an
account activation link, which will be used to prepare the account and password. From the
outputs of the following command, the user “ahmad-indep@hotmail.com” has been added
to “DynamicVM”, indicating that the escalation process was successful. The outputs of the
command are shown in Figure 6.

Get-AzureADGroupMember -Objectld [Object 1d] | Where-Object {$_.UserPrincipalName -like “*ahmad-indep_hotmail*'}

Figure 6. Enumeration of the external user.
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The final step is to demonstrate Ahmad’s ability to execute commands on virtual
systems. It is possible to execute commands remotely on one of the virtual systems using
the PowerZure framework. First, log in with the “ahmad-indep@hotmail.com” account,
and then execute a command to list all existing virtual machines. Finally, execute commands
on one of the VMs. This process is done using the following commands. The outputs of the
previous steps are shown in Figure 7.

Connect-AzAccount
Get-AzVM
Invoke-AzureRunCommand -VMName [virtual machine name] -Command [ the command]

I Virtusl machine R Networking

Figure 7. The process to execute command on VM.

5.2.4. Results

Before successfully executing the attack, the hacker took several steps. Initially, the
hacker gained access to the user “Reader” with a reader role. A dynamic group called
“DynamicVM” was discovered by the hacker, which has access to virtual machines. Due to
the fact that dynamic groups are used to add users automatically according to predefined
conditions, the hacker was able to discover the condition by analyzing the information
of the members of this group. Using the “invite guest” feature, the hacker exploited
the dynamic group settings through the Internet, without the need to access the internal
network to carry out the attack. This makes this attack average in complexity. Moreover,
all users have the guest invite feature enabled by default; it can be disabled, so this attack
requires access to a user who has this feature enabled. The hacker created an email with the
word “indep” in the address. Consequently, this address was added to the dynamic group
as soon as it was invited as a guest. Due to this, the hacker could access all virtual machines
using the guest account. By reading, writing, and modifying files and information on these
devices, the hacker is partially violating the confidentiality and integrity of information in
the organization. Considering that the hacker did not obtain the owner role in the system,
this attack can be classified as a horizontal privilege escalation. As this attack relies on user
attributes that can be controlled by users, and because the user invitation feature is enabled
by default, it may be reproducible. The steps taken during this attack are summarized in
Figure 8.
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Figure 8. Description of the process of attack execution.

5.2.5. Recommendation

Several suggestions can be made to prevent this type of attack. As a first step, avoid
relying on users’ controllable attributes in dynamic group conditions. Second step: prevent
users from inviting external guests. If this feature is required, specific users are given this
option, and only users from specific domains are allowed to be invited. In addition, all
external users must be closely monitored.

5.3. The Second Experiment: Exploit Managed Identity Settings to Escalate Privileges
5.3.1. Explanation

In this scenario, “VM-reader” requested activation of the Managed Identity feature
for his virtual machine so that he could accomplish his daily tasks. This feature allows
the virtual machine to authenticate to cloud services without providing credentials. The
following is an explanation of how the system administrator enabled the managed identity
and configured the permissions needed to achieve the user’s desire. First, managed identity
has been enabled on the VM-02 machine. Secondly, the VM-02 device has been given the
validity of “Owner” at the level of subscriptions to ensure that it is able to connect to the
cloud services as it should. Finally, the system administrator assigned the roles “Virtual
Machine Contributor” and “Virtual Machine Administrator Login” to “VM-reader” and set
the scope for VM-02 VM only, to prevent other virtual machines from being accessed using
these permissions. Additionally, the account has a reader role at the level of subscriptions.

This experiment will simulate a vertical privilege escalation attack by exploiting a
managed identity misconfiguration, based on the assumption that the attacker has access to
the “VM-Reader” account. In the same way as in the previous scenario, the hacker collected
and analyzed the infrastructure data of the organization. Using this information, he was
able to determine that the “VM-reader” account had access to the “VM-02"” machine, which,
in turn, had owner access at the subscription level. As a next step, the hacker attempted to
log in or execute a command on the virtual machine to obtain the token that would make
it possible for him to log in using the virtual machine’s identity. Finally, the attacker will
attempt to log in with the “VM-02” identity to escalate its permissions to “owner” and
access sensitive information, such as storage keys.

5.3.2. Aim of the Experiment

Managed identities present some of the risks that this experiment seeks to clarify.
Furthermore, if the managed identity that a user can access is not adequately evaluated,
it may be exploitable. Two conditions must be met for this experiment to be considered
successful. The first aspect is the successful vertical or horizontal escalation of power.
Second, rather than focusing on software vulnerabilities, the emphasis should be on flaws
caused by incorrect settings.
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5.3.3. Exploits

A PowerShell Azure AD Module is used to explore the system, with the reader account
as a starting point. Connect to the Azure using the “Connect-AzureAD” command, then
use the command below to list all the user roles:

Get-AzRoleAssignment -SignlnName [username]

The output shows that the user “VM-Reader” had a “Reader” role in the subscription,
and “Virtual Machine Administrator Login” and “Virtual Machine Contributor” roles on
the VM-02 Virtual Machine. Utilizing the command below, list all virtual machines on the
network:

Get-AzVM

Two commands must be executed to identify the roles assigned to virtual machines.
The first of these commands extract the virtual machine “Id” for use in the second command:

Get-AzADServicePrincipal -DisplayNameBeginsWith [VM Name]
Get-AzRoleAssignment -Objectld [VM 1d]

It is evident, from the outputs of the commands, that the “VM-02” has a “system
managed identity”, and that the assignment role is “Owner” on the subscription. Figure 9
displays the output of all previous commands for further clarification. To exploit the VM’s
permissions, the hacker must obtain a token. To obtain the token through IMDS, it is
necessary to execute the following command on the VM. Using the Azure portal is the
simplest method of executing the command locally if the remote desktop service is not
available, for example, due to firewall configurations. Log in to the Azure portal website
using the VM-Reader account and select “VM-02” under “Virtual Machines”. Choose
“Run command” from the list of options, followed by “RunPowerShellScript”, as shown in
Figure 10. Use the following command to extract the token to be used in logging in with
the privileges of the VM-02:

Invoke-WebRequest -Uri “http://169.254.169.254/metadata/identity/oauth2/token?a
pi-version=2018-02-01&resource=https%3A%2F %2 Fmanagement.azure.com%2F
\T1\textquoteright-Headers @{ Metadata="true”} -UseBasicParsing | Select-Object
-Expand Content

These commands extract the virtual machine’s “Principal Id”:

$vmPrincipalld = Get-AzVM -ResourceGroupName “DYNAMIC-VM” -Name “VM-02”
$VMID = $vmPrincipalld.Identity.Principalld
echo “The service principal ID for VM-02 is $VMID”.

Logging in using the token can be done in several ways. PowerShell Module will be
used in this attack simulation to log in with the following command:

$MIToken = “[ access token]”
$MIID = “[ Manged identity ID]”
Connect-AzAccount -AccessToken $MIToken -Accountld $MIID

The first command stores the token in the variable “$MIToken”, the second command
stores it in the variable “$MIID”, and the third command is the login command, which
passes both variables. Following the successful completion of the process, the hacker will
have acquired the “Owner” permissions on the entire subscription level. As a result, the
attacker permissions were escalated from the “Reader” to the “Owner”, due to a misconfig-
uration of the “Managed Identity”. As shown in Figure 11, the attacker successfully logged
in as the virtual machine VM-02.


http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https%3A%2F%2Fmanagement.azure.com%2F\T1\textquoteright -Headers
http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https%3A%2F%2Fmanagement.azure.com%2F\T1\textquoteright -Headers
http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https%3A%2F%2Fmanagement.azure.com%2F\T1\textquoteright -Headers
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@ belon  powerShell Script

1 Lozure.coni2F' -Headers @(Metoadata="true"} -UseBasicParsing| Select-Object -Expand Content

{"access_token™: “ByI0eXA1017KVIQ1LCINBGE 101 15UZ TANTTSTAE1GCT6T 17 UXBKI1VWYRPBRVZR2F YRUpSOGKANF RPSSTS T
TPICT6TI IaUXBRNI VY RpRVATR2FY XWIFRPSS 0. oy ThdwQi 0 ) 21hbnFa7w1 1bnQuYXp1 emiuY29tL yTsTalz.
EnaoleAdminAcoount CYT6TrhOAHBZO1BvC IRZLNAPbARVAINUDAVOL 2U1NTKZNT2LTAZNIQENGUINS 10T CyL TZ INZNLMGZANTCWOCB1 LCIPYXQIOE2N Q)
SOTYAN7ESTH51 74 TGHTY2NDK SN E30Cw1 7XhuT JoxNYINDETNT €41 CIhaws1 01 JF X pralippenRqTGR10U91 U7 IRIZK11 OVPYRhIQU)

EOPS TS InFwcG1KTJoiNGNSYJA100QtNTVINYGaN T 5L UIKNTHENTQy YRUTNTATOGEA T ini YXEWNRhY 21101 TyTiwi 3wku1 joi sHRoc
W6Ly97dHMIA2 ] U7 GI3CY SUTXQVZ TUYOTHYM Y ENDHINCORZ TUXL HT SN TENBUIN2 T Y YTSTmIKAHINT Jof YXBNT uib21k
TH01NGEBOGTYZ TATNGN] NCOAY Yl WEWHDQTOM ITNGUINTUIYMOS T fwi cng 01 Tut KF7SUFKak 1NVARRF VNV JbTVGNF ASWENF W]
EnaleWindowsUpdate 12 BAXRKUHYRUGE 3Zm0y TUJPVKFBQS81LC ) 2dM 1§01 1Y 1Q4YJ J1MC0BY210L 1QyNJALY I AnNCOSYRYOL TUINT dhZDgiLC IOamQi0i

FINTT S TyNi 0tz Y01 TRINTETYIK3N1 027 Te 77 TRRZ JUMDES 1 €11d6k1 01 34bGAUXAT 37 TwollSBRH] 5YVZ TNUFRT sl dovy T Joi
1PConty Sawliwie617X21penlkl joil N1 YaNFeml: vbaMvZ JREZ TQyOMATODZYNSOONR L T gZMDC tNWRINAUZNT Z JOWViL 331291 caN]
73IvAXB71 2R5bmF tAMEVKOVCHIVAR] k7XT7101pY3 IV 29mAC 5002 1wdXR1L 37pEnRTVxNYWNOAWS] CyONTSOW TS Tnht c190Y2R
B10iNTY2MDCAC0TWNG 10, 0 Rok japw (7 31N1 30T §RkkY17quhpCDBXTR - 9t77n(q_TpZ21UGXF cZT1FbOUZKEqxX6]ZrPD)
EODK 396 /a8 INAHTVZSu3 3503 UNKS/ralac iUs | 110wZn2v 0) - dkXHQnbs Tkx JF LuSK IMnvAOKNKANY 1tkgeowjvezzri

KINZ61rHL 61 cAPAKTNTMKF X7 3YPhOK'SGNUTYCHPS 5GOVENIVXHZ 1 FE TXd91qs1 TelmeTxe My WV ol
SQPZhyGABP {2t dnLYESO/D7 JENDGLMNEYRCE 2L LE fDEXXE 2410208, "client id” bas84 1503 422 bd
083578", "ext_expir - »"not_befor

,"token_type™: "B

Figure 10. Extracting the Managed Identity token.

C:\Users\buhaimedi\Desktop\azure> Get-AzVM

C sers\buhaimedi\Desktop\ re> .Identity.Principalld
C:\Users\buhaimedi\Desktop\azure> echo

The service principal ID for VM-02 is @a48b2e@-4cb4-4260-a004-9bf4e5557ad8
C:\Users\buhaimedi\Desktop\azure>

C:\Users\buhaimedi\Desktop\azure>

SubscriptionName TenantId Environment

0a48b2e@-4cb4-4260-2004-9bf4e5557ade Ibrahim Bu Haimed .

Figure 11. Steps explaining how the hacker gained access to the system using the VM’s identity.

As a result of these privileges, the hacker has access to data that the “VM-Reader”
account cannot access; for example, he can view the storage keys. The following commands
are executed using the MicroBurst Module. The first three commands are used for logging
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in, while the fourth command is used to extract sensitive information from the storage.
An illustration of the difference between using VM-reader and VM-02 tokens to extract
sensitive information can be found in Figure 12.

$MIToken = “[ access token]”
$MIID = “[ Manged identity ID]”
Login-AzAccount -AccessToken $MITOKEN -Accountld $MIID
Get-AzPasswords -Verbose | Out-GridView

[ Unauthorized access using VM-Reader account ]

Figure 12. An illustration of the difference between trying to extract sensitive information from the
storage before and after using the virtual machine’s identity.

5.3.4. Results

The hacker had to take several steps before he could successfully execute the attack.
Firstly, the hacker obtained access to the user account “VM-Reader” with the “reader”
role assigned at the subscription level. Additionally, this user possessed the roles of
“Virtual Machine Contributor” and “Virtual Machine Administrator Login” on the virtual
machine “VM-02”. The Identity Management feature was observed to be activated in
the virtual machine, granting owner-level rights at the subscriber level. Exploiting this
misconfiguration, the hacker managed to steal the virtual machine’s identity, thereby
gaining unauthorized access to sensitive information.

To carry out this type of attack, the attacker must initially acquire local access to
the targeted virtual machine. Subsequently, the attacker needs to grant administrative
privileges to the virtual machine. If these two conditions are met, the attack can be replicated
on a virtual machine with managed identity enabled. By executing this attack, the hacker
gains access to the identity of the virtual machine possessing the owner role. With this
elevated level of permission, the hacker can completely compromise the confidentiality
and integrity of subscribers’ data. This experience resulted in the successful execution of
the vertical privilege escalation attack. The stages involved in carrying out the attack are
summarized in Figure 13.
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The Second Experiment Attack Path

i~ {Extract the Managed identity token from the VM} &4 nmal access i
; >

VM-Reader [Owner Role]

|Virtual Machine Contributor] |Reader Role| attacker

5.3.5. Remediation

To enhance the security of identity management in Azure AD, the following reme-
diations are proposed: conducting a necessity evaluation to determine when identity
management is essential, implementing strict controls and monitoring mechanisms for
access privileges, adopting a scope-based permission model, limiting local admin privileges
on virtual machines, and establishing ongoing monitoring and compliance practices. Im-
plementing these recommendations will mitigate misconfiguration risks and unauthorized
access, strengthening the overall security of identity management in Azure AD.

|Virtual Machine _Administrator Login|

Owner Role

RBAC Role ——»

Attack Patch >

{Login using VM-02 Identity| ¥

Figure 13. An overview of how the attack is executed.

6. Evaluation and Discussion

In this section, CCSS will be used to evaluate the study and determine the severity of
each misconfiguration vulnerability. Further, the reasons for determining the values for
each factor will be explained. These steps will be based on what was discussed in Section 3.
The factor is also the result of what was extracted from each experiment in the Results
section.

6.1. Evaluation of the First Experiment

Initial results of abuse in the dynamic groups experiment will be presented regarding
configuration vulnerabilities as assessed using the CCSS framework. Table 2 contains all
the factors and an explanation of why each value was chosen. Additionally, the results of
the calculation of Exploitability, Impact, and Base are shown.

Table 2. The first experiment’s evaluation values.

Factor Value Score Explanation
Access Vector (AV) Network (N) 1.0 Hackers could invite exterr}al users without accessing the
internal network or executing any commands locally.
Access Complexity (AC) Medium (M) 0.61 For the hacl.<e1j to invite an ex.ternal user, he must have
some permissions and an active user account.
Authentication (Au) Single (5) 056 A single %o'gm attempt is sufficient to exploit this
vulnerability.
As a result of the attack, the hacker was able to access all
Confidentiality Impact (C) Partial (P) 0.275 the virtual devices used in programming games, which

may contain confidential data, but he could not access all
the data stored in the company’s cloud.
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Table 2. Cont.

Factor Value Score Explanation
As a result of the attack, the hacker gained access to all
Integrity Impact (I) Partial (P) 0.275 virtual machines used in game programming, enabling
him to modify any file or attach malicious code to a game.
Availability Impact (A) None (N) 0.0 No service was directly disrupted because of this attack.

Exploitation Method (EM)

The hacker was able to access parts of the system after

Exploited Actively (A) non carrying out the attack.

Exploitability result 6.9
Impact result 49
Base result 49

Vector

AV: [N]/AC:[M]/Au:[S]/C:[P]/L:[P]/A:[N]/EM:[A]

In the first experiment, the exploitability factor was assessed at 6.9 points, indicating
that exploiting this vulnerability is not difficult. This initial impression raises concerns
about its potential danger. Although the impact factor was evaluated at 4.9, it is important
to note that the actual impact may vary depending on the privileges assigned to dynamic
groups. If higher privileges are granted, or if the scope of user access is narrower, the
impact could be more significant. Conversely, lower privileges, or a more restricted user
scope, could result in a lesser impact. It is crucial to recognize that the impact is directly
correlated with the confidentiality, integrity, and availability of information and services.
Taking all factors into account, the vulnerability was assessed with a Base Factor of 4.9 out
of 10, placing it in the category of medium-risk vulnerabilities.

6.2. Evaluation of the Second Experiment

Using the CCSS framework, initial results will be presented regarding configuration
vulnerabilities. Table 3 contains all the factors and an explanation of why each value was
chosen. Additionally, the results of the calculation of Exploitability, Impact, and Base are
shown.

Table 3. The second experiment’s evaluation values.

Factor

Value Score Explanation

Access Vector (AV)

Obtaining the token requires executing a command locally

Local Access (N) 0.395 on the target device.

Access Complexity (AC)

Special permissions are required to extract the token from

Medium (M) 061 the target device.

Authentication (Au)

A single login attempt is sufficient to exploit this

Single (S) 0.56 vulnerability.

Confidentiality Impact (C)

The hacker gained owner role access to the subscription

Complete (C) 0-660 scope because of the attack.

Integrity Impact (I)

The hacker gained owner role access to the subscription

Complete (C) 0660 scope because of the attack.

Availability Impact (A)

None (N) 0.0 No service was directly disrupted because of this attack.

Exploitation Method (EM)

The hacker was able to access parts of the system after

Exploited Actively (4) carrying out the attack.

o]

on

Exploitability result

27

Impact result

9.2

Base result

6.0

Vector

AV: [N]/AC:[M]/Au:[S]/C:[C]/L:[N]/A:[N]/EM:[A]
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Based on our experiment’s results, the exploitability factor was rated at 2.9 points,
suggesting that exploiting this vulnerability would be challenging, due to the requirement
for specialized privileges and local execution of the exploit on the target device. In contrast,
the impact factor scored 9.2 out of 10 points, indicating a critical level of impact. This
high rating can be primarily attributed to the compromised integrity and confidentiality
factors, as the attacker gained control over a wide range of subscribers, thereby accessing
a significant amount of files and information. If the obtained virtual machine privileges
are reduced or a specific scope is selected, the value may decrease to 2.7 out of 10. Finally,
the base factor received a rating of 4.9 out of 10. The higher rating is primarily influenced
by the elevated impact value compared to previous experiences. Therefore, it is highly
recommended to consider all relevant factors, rather than solely focusing on the final value,
when assessing vulnerabilities that arise from configuration errors. This holistic approach
is crucial in obtaining a comprehensive understanding of the potential risks involved.

6.3. Discussion

This paper investigates the causes and risks associated with privilege escalation
attacks on Microsoft Azure Active Directory due to configuration errors. A replicable
laboratory environment was created using Microsoft Azure and Azure Active Directory,
incorporating all security features to simulate the infrastructure of a software company.
Realistic scenarios were implemented, including options to fulfill users’ requirements, such
as remote access to specific virtual machines. Through these simulations, it was observed
that a hacker could elevate their privileges vertically and horizontally within the system,
even without exploiting any software bugs. This experience highlights the significance of
proper configuration, as a single misconfiguration can have substantial consequences for
an organization, prompting a reevaluation of the reliance solely on the principle that SaaS
is protected by the service provider.

Prior research and industry observations have revealed that the facilitation of user
processes and the automation of tasks were primary motivations behind privilege esca-
lation attacks. In the first scenario, the dynamic group feature was activated to expedite
and automate the granting of access to new users. In the second experiment, the managed
identity feature was employed to streamline authentication between the virtual machine
and the required resources. Despite being classified as an additional layer of protection,
inadequate preparation of these features rendered them vulnerable. System administrators
were often unaware of the severity of these errors, as they occurred unintentionally. Their
intention was not to introduce vulnerabilities to the system, but rather to enhance user effi-
ciency by not specifying the scope of assigned roles. Consequently, system administrators
must possess comprehensive knowledge of security aspects.

Azure Active Directory provides numerous configuration options, and their combina-
tions can yield countless outcomes. As the system grows, the complexity of these options
increases, leading to a higher likelihood of configuration errors and vulnerabilities. Consid-
ering that the present research adopts a hacker’s perspective, the following question arises:
Which factors contribute to the inclusion of misconfiguration vulnerabilities that enable
privilege escalation attacks, and how does the assessment differ among organizations?

To address this question, the research employs the CCSS standard to assess configura-
tion weaknesses and their associated risk implications. The assessment of weaknesses con-
siders three fundamental values: exploitability, impact, and base. Exploitability determines
the ease and conditions for exploiting a vulnerability, impact assesses the consequences
for the organization, and base provides an overall evaluation of the vulnerability. The
adoption of this standard aims to measure the threats associated with configuration errors,
which often differ significantly from typical vulnerabilities. This discrepancy arises from
the varied settings, privileges, services, and errors that may exist within an organization,
as well as the extent of their impact. During the second experiment, the effect levels of
integrity and confidentiality were set to “Complete” when the virtual machine’s privileges
were exploited at the subscriber level. If the device’s permissions are confined to a specific
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range, the effect becomes “Partial”, reducing the impact value from nine to two. While
the privilege level of the virtual machine itself did not directly influence the successful
execution of the privilege escalation attack, the privilege level of the user played a role.
Therefore, while the vulnerability resulting from misconfigurations in the managed identity
feature may exist across multiple organizations, its evaluation score may differ based on
specific circumstances.

7. Conclusions

This paper investigates the causes and risks associated with privilege escalation attacks
on Microsoft Azure Active Directory due to configuration errors. The experiment simulated
two scenarios based on the employee requirements of a game programming company. In
the first scenario, a system administrator’s error in dynamic group settings resulted in a
loophole that allowed a hacker to gain access to all virtual machines and escalate their
power. The attack can be prevented by avoiding dynamic group conditions that rely on
user-controllable attributes and closely monitoring external users. In the second scenario,
a loophole was created when the system administrator activated the Managed Identity
feature on a virtual device, resulting in the hacker gaining access to sensitive information
using VM privileges. To prevent such attacks, identity management should only be used
when necessary, and permission to manage identity objects should be granted only to a
specific scope.

Our findings contribute significant value by providing novel insights into the specific
impacts and implications of misconfigurations in Microsoft Azure Active Directory within
real-world scenarios. Furthermore, we identify areas for future exploration, including
the assessment of privilege escalation in on-premises Microsoft Active Directory and the
evaluation of the effectiveness of the Zero Trust concept. This paper enhances the existing
knowledge base and offers valuable insights that contribute to ongoing efforts to enhance
the security of Azure Active Directory, while also guiding future research endeavors in the
field.
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