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Abstract: Watermarking protocols, in conjunction with digital watermarking technologies, make it
possible to trace back digital copyright infringers by identifying who has legitimately purchased
digital content and then illegally shared it on the Internet. Although they can act as an effective
deterrent against copyright violations, their adoption in the current web context is made difficult
due to unresolved usability and performance issues. This paper aims at providing researchers with
the basics needed to design watermarking protocols suited to the web context. It is focused on two
important aspects. The first concerns the basic requirements that make a protocol usable by both
web users and content providers, whereas the second concerns the security primitives and how they
have been used to implement the most relevant examples of watermarking protocols documented
in the literature. In this way, researchers can rely on a quick guide to getting started in the field of
watermarking protocols.
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1. Introduction and Motivations

Digital copyright protection is one of the relevant problems of the current Internet
because anyone can legitimately purchase digital contents from content providers and then
illegally share them by means of peer-to-peer network applications. In fact, the current
network and multimedia technologies make it easy to duplicate, modify, and re-distribute
digital contents without reducing their perceptual quality. As a consequence, content
providers endure heavy economic losses because they cannot adequately protect their
digital contents.

Although the problem of copyright protection is widely recognized, its solution is
hard to find since it has to take into account the conflicting interests of content providers
and web users wanting to enjoy digital contents. The former want to sell as many contents
as possible at the highest possible price without incurring high protection and distribution
costs; the latter, on the contrary, want to purchase contents at the lowest possible price.
They want to follow the “fair use” doctrine, which guarantees legitimate buyers dominion
over reproduction, public performance and display, and distribution of the purchased
content. Moreover, web users want to keep control over the ownership and the spreading
of their personal data, thus preserving privacy and opposing protection mechanisms that
tend to identify them.

In the past, the research community has been very active in proposing solutions to
the copyright protection problem. Some of them are based on financial incentives that
attempt to make the copyrighted versions of contents more desirable and useful than copies.
Others adopt punitive approaches that force third parties, such as Internet Service Providers
(ISP), to prevent web users from performing illegal content sharing. Still others exploit
the so-called Digital Rights Management (DRM) systems [1-3], which are web platforms
aiming at enforcing the legal rights associated with the use of copyrighted digital contents
by implementing specific services. They usually keep track of content modifications or
manage copyright transfers and other transactions related to digital contents distributed
on the Internet. However, all these solutions have revealed specific shortcomings. For
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example, financial incentives have reduced the earning capacity of content providers. ISPs
have often been accused of privacy violation in monitoring the data traffic of web users
with the aim of preventing illegal content sharing. DRM systems, for their part, cannot
counter the illegal sharing of contents legitimately bought by web users. They cannot
legally prove the ownership of content that has been downloaded and tampered as well as
identify those responsible for copyright infringement. Moreover, DRM systems have been
often accused of having too much control over the protected contents compared to what
the copyright law intends.

A different approach to protecting digital copyright is represented by solutions based
on digital watermarking [4]. They make it possible to embed hidden “fingerprints”, in the
form of “watermarks”, into the contents sold on the Internet [5]. In this way, if watermarks
are generated so as to identify buyers, and if the watermarked contents are released
according to interaction schemes specified by “watermarking protocols”, the embedded
watermarks can be used as a proof of ownership to identify the web users who have
legitimately purchased contents and then illegally shared them on the Internet [6].

The capacity to identify initial copyright “infringers” by examining one of the copies of
content illegally shared on the Internet makes watermarking protocols an effective solution
to the digital copyright problem. The basic idea consists of a simple consideration: the more
a web user illegally shares a legitimately purchased content, the greater the likelihood that
the copyright infringement will be picked up and punished. This represents an effective
deterrent against copyright violations.

A consequence of what is reported above is that the scientific literature on the water-
marking protocols of the last two decades is characterized by a wide variety of proposals.
The proposed protocols mainly differ in the requirements they meet and in the security
primitives they exploit, thus achieving very different results in terms of security and
practicability for the web context.

This paper proposes a systematization of preliminary knowledge needed to design
innovative watermarking protocols, particularly those based on the popular “buyer-seller”
scheme [7,8]. Therefore, the paper firstly specifies and discusses the basic requirements that
make a protocol usable by both web users and content providers. Then, it lists the security
primitives used to implement the most relevant examples of watermarking protocols
documented in the literature. In this way, researchers can rely on a short guide to design
watermarking protocols without making the classic errors characterizing many of the
previous protocols proposed by the scientific community.

2. Requirements

Watermarking protocols can be effective only if two basic requirements are met. The
first concerns the watermark embedding algorithm, which has to be both robust against
non-intentional manipulations and secure against intentional attacks. Thus, the watermark
extracted from a content can unambiguously identify its original buyer. The second involves
the watermarking protocol, which has to ensure that only the original buyer of a content
has access to it in its final, protected form.

However, the nature of the requirements reported above has usually led researchers
to focus on the security design of watermarking protocols, thus overlooking their prac-
ticality for the current web context. Hence, there is a need to revise the set of the classic
requirements documented in the literature on watermarking protocols. The main aim is to
mainly differentiate “practicality” requirements from security requirements. The former,
also named “usability” requirements, deal with the participation of buyers and sellers in
the interaction schemes defined by the protocols; the latter specify the conditions that have
to be ensured by the protocols in order to be considered secure. Both are usually described
in terms of problems that the protocols have to solve.
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2.1. Usability Requirements

The studies conducted in the past few years show that usability requirements must be
given priority over security requirements in designing modern watermarking protocols. In
fact, if a protocol makes the involvement of buyers in the interaction scheme difficult, or if
it does not meet the actual service needs of content providers, the distribution of protected
contents on the Internet can be seriously hampered. This harms the business interests of
content providers, thus making the security capacities of the protocol useless [9].

2.1.1. Buyer Problem

E-commerce has become a consolidated reality in the current Internet. Web users
purchase goods online by simply using credit or pre-paid cards. They are not required to
have specific competence to participate in the purchase transactions. They only need to
know how to use modern web browsers supporting HTML5 and scripts. As a consequence,
such ease must also be ensured when web users purchase copyrighted digital content. This
means that watermarking protocols have to be designed so as not to force buyers to carry
out complex actions such as, for example, participating in zero-knowledge proof or group
signature schemes, generating one-time anonymous public and private key pairs based on
specific security parameters, creating valid watermarks based on fingerprinting codes, or
digitally signing or encrypting messages or tokens. Such actions are permitted only if they
can be automatically supported by web browsers [9].

2.1.2. Content Provider Problem

Initially, content providers were web entities specialized in producing and distributing
paid digital contents. However, in the last few years, the rise of social networks has turned
many common web users into actual content producers wanting to distribute their creations
on the Internet. Such users have no skills to protect and distribute their contents, and so
they have to resort to specific web entities to implement such functions. They are not
different from professional content producers that do not want to directly protect and/or
distribute their contents. As a consequence, watermarking protocols have to be designed
so as to enable such new categories of content providers to outsource the burdensome
activities of digital content protection and distribution according to the new web service
models characterizing the current Internet. In fact, the need to involve web entities different
from buyers and content providers, such as, for example, cloud computing platforms,
poses further security problems for watermarking protocols, since such entities have to be
considered “honest-but-curious”, with all that this entails [10-14].

2.1.3. Multiple Negotiation Problem

Web users usually purchase goods online without having to disclose their identities.
All that matters is that buyers can pay what they purchase. On the contrary, copyright
protection systems need to unambiguously link buyers to the contents they purchase, since,
as reported in Section 1, they have to track down the infringers once illegal copies of
contents have been found in the market. However, web users wish to remain anonymous
during purchases. They fear that content providers may gather sensitive data about
buyers and may benefit from reselling those data to other parties which can misuse it.
As a consequence, to reach a good compromise between anonymity and tracing, most
watermarking protocols implement identification systems based on anonymous digital
certificates issued by certification authorities (CAs) [8]. However, such systems are usually
considered acceptable to web users residing within geographical areas such as Western
Europe, the USA and Japan, but they cannot be adopted outside these areas, where the
spread of digital certificates is still rather limited.

The considerations reported above suggest that watermarking protocols have to
support multiple negotiation mechanisms so as not to force buyers to adhere to a unique and
rigid identification method when they want to buy digital contents [15]. Such mechanisms
can also identify the buyers by exploiting the information normally used to purchase digital
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contents, such as credit card numbers, since a credit card is always associated with a unique
identity. The ultimate goal is to make the purchase of copyrighted contents as similar as
possible to the purchase of any other good online.

2.2. Security Requirements

The security requirements are needed to design watermarking protocols able to resist
increasingly dangerous attacks. However, the search for security has led to less usable and
complex protocols, which, for example, often involve trusted third parties (TTPs) acting
as watermark certification authorities (WCAs) [8] to manage the implemented protection
schemes. As a consequence, the key challenge in designing modern watermarking protocols
consists of finding the right balance between conflicting requirements, such as simplicity
and usability on the one hand and security on the other hand.

2.2.1. Piracy Tracing Problem

As reported in Section 1, the deterrent action characterizing watermarking protocols
strictly depends on their capacity to correctly track down copyright infringers starting from
copies of contents illegally owned or shared by web users. More precisely, when such a
copy is found in the market, a watermarking protocol should make it possible to trace it
back to the user who initially purchased the original content and then illegally shared the
copy on the Internet. In this regard, the protocol should be based on a protection scheme
that permits gathering undeniable proof against the infringer so as to prevent any form of
repudiation [8,9].

2.2.2. Customer’s Right Problem

This problem arises when a content provider can have access to the final form of a
protected digital content sold to a buyer. In this case, the content provider can fabricate
piracy to frame the innocent and unwitting buyer, since they can make and distribute a
copy of the digital content purchased by the buyer and then accuse the buyer of illegal
distribution [8].

2.2.3. Unbinding Problem

This problem occurs whenever a watermarking protocol does not implement mech-
anisms to uniquely bind a given watermark identifying a buyer to both the purchased
digital content and the corresponding purchase transaction. In this case, a dishonest content
provider can frame the buyer by transplanting his/her watermark into a copy of higher
priced digital content that the buyer never bought in order to obtain a compensatory pay-
ment. A similar situation may also occur when a content provider can, more simply, know
the watermark embedded in a digital content purchased by a buyer. This fact enables the
content provider to insert the same watermark into further copies of the content bought by
the buyer so as to unjustly accuse him/her of illegal distribution [8].

2.2.4. Dispute Resolution Problem

The dispute resolution protocol is a sub-protocol of watermarking protocols. It is run
by the content provider whenever a pirated copy of a copyrighted content is found in the
market. Its task is to identify the “traitor”, that is, the buyer who distributed illegal replicas
of the protected content. In this regard, it is worth noting that, in the general practice of
law, it is the accuser who has to prove the guilt of the defendant, not the reverse. Therefore,
the sub-protocol should provide the content provider with the evidence necessary to make
appropriate adjudications without involving the suspected buyer, and this is because of
two main reasons: the first is that a suspected buyer is very unlikely to cooperate since
he/she is presumed innocent until proved guilty; the second is that a malicious content
provider could easily harass an innocent buyer by repeatedly requiring cooperation [8].
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2.2.5. Conspiracy Problem

As reported above, many watermarking protocols need TTPs to ensure the correct
execution of the protection scheme. However, the presence of a TTP may cause conspiracy
or collusion problems. More specifically, a TTP, particularly if it is a WCA, might behave
dishonestly and collude (1) with a fraudulent content provider or (2) with a malicious
buyer to fabricate piracy. In the former case, the collusion could cause the same effects of
the unbinding problem or the customer’s right problem. In the latter case, the buyer could
remove or partially corrupt the watermark embedded into the purchased content, thus
cheating the tracing mechanism implemented by the watermarking protocol [16].

Even though the watermarking protocols that do without TTPs appear to be more
secure [13,14,17], they are often affected by usability problems. Indeed, the absence of TTPs
ends up complicating the participation of buyers in the protocols, forcing buyers to carry
out complex actions.

2.2.6. Ambiguity Problem

To solve the problems reported above, a number of watermarking protocols need
a double watermark insertion carried out by distinct web entities, such as, for example,
content providers and WCAs. Such solutions, however, may give rise to a further problem
caused by the fact that, when embedded independently, the second watermark insertion
can impair the previously inserted watermark, thus discrediting its authority. In addition
to confusing the copyright information embedded in digital contents, a double watermark
insertion may also impair the final quality of the protected contents, thus reducing their
commercial value. As a consequence, a double watermark insertion ends up behaving as
an “ambiguity attack” on watermarks, and this strongly reduces the security performance
of protocols [18,19].

3. Security Primitives

The watermarking protocols documented in the literature exploit a wide variety of
security primitives. However, the focus is on the primitives used in “buyer and seller” wa-
termarking protocols based on the “asymmetric fingerprinting” protection scheme [7,8,20].
According to such a scheme, the buyer and seller can jointly protect digital content in such
a way that only the buyer receives the final version of the content watermarked by using a
fingerprint that unambiguously binds the buyer, the content, and the purchase transaction.
As a consequence, if a copy of the protected content is illegally distributed and found in
the market, the seller can run a proper dispute resolution protocol to prove the guilt of the
buyer. Moreover, asymmetric fingerprinting schemes can also involve TTPs, which usually
assist buyers in performing the most complex actions required by joint protections.

Accordingly, the basic primitives employed in the asymmetric fingerprinting schemes
are presented in the following. They are described also in relation to the goals that they
make it possible to achieve. In fact, their knowledge can be considered sufficient to
understand the basics to design modern watermarking protocols.

3.1. Zero-Knowledge Proof

Zero-knowledge proof of knowledge is a basic technique that can be used by a party,
called the “prover”, to prove to another party, called the “verifier”, that a given statement
is true without providing any additional information besides the fact that the statement
is indeed true [21]. This technique results in a two-party protocol involving a prover and
a verifier. The protocol enables the prover to prove to the verifier knowledge of a secret
about a statement without disclosing anything about the secret to the verifier. This also
means that a prover without the knowledge of the secret can convince the verifier with
negligible probability. Moreover, the verifier cannot learn any information about the secret
during the execution of the protocol.
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More formally, the notation

PK{(x) :y = f(x)}

represents a zero-knowledge proof of knowledge of the secret x such that y = f(x). In
particular, in the notation, the letter x in round brackets represents the secret, whereas the
result y and the function f are known to the verifier [22].

Zero-knowledge proof of knowledge has found many applications in watermarking
protocols. One of the most frequent uses concerns the verification of public—private key
pairs in public key infrastructures (PKIs). For example, the notation

PK{(sk') : (pk’,sk") - C < Enc(pk,sk')}

denotes a proof that C is the encryption of the secret key sk’, corresponding to the public key
pk’, carried out using the public key pk and the encryption algorithm Enc. As a consequence,
a party who possesses the secret key sk, corresponding to pk, can retrieve sk’ from C. In this
regard, to instantiate the proof, the encryption algorithms described in [23,24] can be used.

Other relevant uses of zero-knowledge proof of knowledge concern the need to prove
that a content is the encrypted version of a binary string usually representing a fingerprint
or watermark information. For example, the notation

PK{(b) : C < Enc(pk,b) ANb € {0,1}}

denotes the proof that C is the encrypted version of the bit b under the public key pk [25].

Zero-knowledge proofs of knowledge can be considered very useful for watermarking
protocols since they make it possible to convince a party of something without revealing
any secret information. However, they force the prover and the verifier to execute complex
protocols. Therefore, according to what is reported in Section 2.1.1, these two specific roles
should never be assigned to the buyers, whose involvement should be as simplified as
possible. In fact, protocols such as the one proposed in [26] are characterized by security
schemes that are simple but impractical in the current web context.

3.2. Homomorphic Encryption

Homomorphic encryption is defined as follows. Let M be a set of plaintexts, and
let C be a set of ciphertexts corresponding to M. An encryption scheme E is said to be
homomorphic if it satisfies the following condition for any encryption key k:

Vmy,my € M, E(mq ©pqmp) < E(mq) ©¢ (m3)

where ® \ and ®¢ denote some operators in M and in C, respectively, and < means “can
be directly computed from”, that is, without any intermediate decryption [27].

The homomorphic encryption schemes used in watermarking protocols usually as-
sume that both content and watermark can be represented in a block-wise form,
X ={x1,x,...x;} and W = {wy, wy, ... w; }, respectively. In particular, the elements of X
can be either the original host signal samples or the features of the host signal computed
by transforms such as, for instance, the discrete Fourier transform or the discrete cosine
transform (DCT). The elements of W are usually binary values representing a fingerprinting
anti-collusion code [5,28-31].

The watermarking protocols also assume that the encryption is a block-wise function
E so that the encryption of a content X = {x1,x2 ... x;} under the key k can be calculated
as [7,8]:

Ex(X) = Ex(x1,x2...x1) = (Ex(x1), Ex(x2) - .. Ex(x1))

Likewise, they assume that watermark insertion can be expressed in the form:

X@W: {xl @w1/x2@w2,XI@wl}:X
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in which the symbol @ represents, in principle, an arbitrary function [4]. However, in
practice, it is sufficient to consider only the asymmetric homomorphic encryption schemes
that support addition and multiplication operations since such operations are functionally
complete sets over finite sets [32]. In addition, such schemes also have to be “probabilistic”
and “semantically secure”. This ensures that the knowledge of a ciphertext does not provide
any useful information on the plaintext to an adversary having only a reasonably restricted
computational power represented by polynomial resources [27,32].

The result is, therefore, represented by the so-called multiplicatively and additively
homomorphic encryption schemes. The former ensure that [33]

Vmy,my € M, E(mlmz):E(ml)E(mz)
whereas the latter ensure that [34,35]
Vimy,my € M, E(my+my) = E(my) - E(my)

Such schemes can be used to apply a watermark, for a fixed key k, according to the
following expression:

El(X & W) = Ex(X) ® Ex(W) = Ex(X)

Homomorphic encryption schemes have changed the way watermarking protocols
are designed. They have been used to prevent content providers from having exclusive
rights on their contents sold to buyers since, in the early watermarking protocols, content
providers took charge of embedding watermarks into the distributed contents. On the
contrary, homomorphic encryption schemes enable all the parties involved in the protocols
to directly operate on the encrypted contents. More precisely, performing operations on the
plaintexts before encryption is equivalent, for a fixed key, to carrying out operations on the
corresponding ciphertexts after encryption.

For example, consider the watermark insertion algorithm based on the spread spec-
trum technique described in [4] and represented by the formula:

T=x+a2b—1)s

where x is a host signal feature obtained by calculating the cosine discrete transform
(DCT), % is the corresponding watermarked feature, b € {0,1} is the bit to embed, s is the
component of a spreading sequence, and « is a scaling factor that controls the watermark’s
strength. The watermark insertion can be directly carried out into the encrypted domain by
exploiting an additively homomorphic cryptosystem, thus obtaining [36,37]

E[x] = E[x] - E[b]*** - E[as] ! (1)

Homomorphic encryption can also be applied to the class of data hiding schemes
defined as “informed embedding”. Such schemes hide signal-dependent watermarks using
as embedding rules the quantization of some content features. For example, consider a
watermark insertion based on quantization index modulation (QIM) [38]. It is carried out
according to the following expression [37]:

% = f(x) + bA(x)

where x, ¥, and b maintain the signification reported above, while f(x) and A(x) de-
note a function of the original signal features and a signal-dependent quantization step,
respectively. In particular, f(x) and A(x) can be expressed as:

f(x) = Q35(x) A(x) = & -sgn(x — Q55(x))
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where
Q5o(x) =arg min |ugr—x| and  sgn(x) = x/|x|
! uo/keu?,o

In particular, Q is a quantizer associated with the following codebook:
Uy = {uox} = {kA+6, k € Z}

where A is the quantization step and ¢ is the dithering value. In fact, both parameters are
specific to a binary dither modulation with uniform scalar quantizers, such as the QIM
modulation [38].

By directly operating in the encrypted domain and by assuming an additively homo-
morphic cryptosystem, the watermark insertion based on QIM can be obtained by applying
the following expression [37,39,40]:

E[%] = E[f(x)] - E[p]*™) )

The two examples reported above show that homomorphic encryption results in a
kind of commutativity between encryption and some data-processing operations, such
as those concerning watermark insertions. This makes it possible to decouple content
encryption from watermark insertion: a party involved in a watermarking protocol can
receive an encrypted watermark and can directly insert it into an encrypted content without
knowing anything about it. Such a property is crucial in the development of protocols able
to meet the security requirements reported in the previous sections.

3.3. Commutative Encryption

An encryption scheme E is commutative if it satisfies the following properties [41-44]:

Ey, (Ex,(m)) = Ex,(Ex,(m)) and Dy, (Dx,(Ex, (Ex,(m)))) =m

with D representing the decryption function corresponding to E for any two keys k; and k
and any message 1.

The above properties mean that a message m can be encrypted more than once using
different public keys; that is, there is no need to decrypt m before re-encrypting it. Moreover,
m can be recovered from the corresponding ciphertext without having to take into account
the order of the public keys used in encrypting it. More precisely, m can be decrypted by
applying the private keys in any order. In practice, the results achieved by applying a
commutative encryption scheme are not affected by the order of keys used in encryption
and in decryption.

The properties of commutative encryption schemes can be very useful to implement
a wide variety of applications [45-49]. However, they are particularly suitable for water-
marking protocols that enable content providers to exploit “security delegates”, such as
cloud computing platforms, to apply protections to digital contents distributed on the In-
ternet [10,11]. In such cases, the protection schemes are based on double encryption. More
in detail, content providers apply a first encryption to their digital contents so as to release
them in a protected form to cloud platforms. Then, cloud platforms can re-encrypt the
received contents without having to first decrypt them. At this point, it is possible to embed
watermarks directly into the encrypted domain even in the presence of a double encryption,
thus supporting the protection schemes based on security intermediaries [50-52].

3.4. Joint Watermarking

Joint watermarking proposes a different approach to designing watermarking proto-
cols. Its main aim is to distribute the computing load to protect contents among buyers
and content providers. It operates in two phases. The former enables a content provider
to encrypt multimedia digital content by heavily distorting some of its perceptually sig-
nificant parts. In particular, distortion is obtained by adding a specific noise signal to the
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content. The latter enables a buyer to decrypt such content by partially removing the noise
signal added to it, thus introducing changes in the content, which can be considered as a
detectable watermark.

A significant example of joint watermarking based on the spread spectrum embedding
technique is described in [53,54]. The example shows how a content X can be encrypted
and distributed to N buyers by employing a long-term master encryption look-up table
(LUT) E whose size is T. The entries of E are denoted as E(0), E(1),..., E(T—1), and
represent independent and identically distributed (i.i.d.) random variables characterized
by a Gaussian distribution with variance o2. In particular, to encrypt the copy of X for
the k-th buyer, the content provider has to generate two LUTs, denoted as Wy and Dy,
personalized for that buyer. The former represents a watermark LUT whose entries are i.i.d.
random variables following a Gaussian distribution with variance ¢3,. The latter represents
the personalized decryption LUT built by combining componentwise the encryption and
watermark LUTs according to the following expression:

Dy(t) = —E(t) + Wi(t)

fort=0,1,...,T—1.

Then, the content provider creates a content-dependent key, denoted as skx, and
encrypts X by applying the following procedure. Firstly, it uses skx to generate a set
of pseudo-random M X R values in the range [0; T—1], each denoted as t;; and with
0<i< M-1land0 < &k < R—1. Then, M significant content features of X, each denoted
as x;, are encrypted by employing the encryption LUT E. In particular, the encrypted
value of x;, denoted as c;, is obtained by adding R entries of E identified by the indexes
(tio, - - - ti R—l)) included in the set of M x R values according to the following expression:

R-1
ci=xi+ ) E(ty) ®)
=0

Once encryption of X is completed, the content can be sent to the N buyers together
with the key skx. Moreover, each buyer also receives the personalized decryption LUT.
This means that the k-th buyer receives Dy fork =1,2,...,N.

Joint watermarking is carried out by each of the N buyers in two phases: in the
former, the k-th buyer has to reconstruct the same sequence of indexes t;; by employing the
content-dependent key sky; in the latter, the k-th buyer adds R entries of the decryption
LUT Dy to each encrypted feature c; according to the following expression, thus obtaining
the decrypted and watermarked content feature v ; corresponding to x;:

R-1 R—1
Yii = cit+ Y Di(tin) = xi+ Y Wi(tin) = xitwy; 4)
=0 =0

wy ; represents the i-th watermark component of the k-th copy of X. It is calculated as the
sum of the R entries of the k-th watermark LUT Wjy. As a result, the k-th buyer can receive
a personalized watermarked copy of X, denoted as Yy = X + Wj.

Joint watermarking is characterized by computational simplicity since it makes it
possible, in the first instance, to watermark digital content without resorting to complex
homomorphic public-key encryption operations. However, its use in watermarking pro-
tocols has to be accompanied by specific solutions to solve the following problem: the
content-dependent keys and personalized decryption LUTs are both created and distributed
by content providers, which end up fully controlling the protocols. In fact, this prevents
protocols from matching some of the requirements reported in the previous sections. In
this regard, the solutions proposed in the literature, such as, for example, those described
in [55,56], implement specific variants in order to enable the generation of the personalized
decryption LUTs in such a way that content providers cannot know or access them. Such a
result is achieved by applying the following procedure.
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Firstly, proper watermarking LUTs W}, are generated by buyers or TTPs in the form
W; = Gmy, where my, is obtained by coding the L-bit fingerprint identifying the k-th buyer
using a binary antipodal modulation, while G represents a generator matrix of a linear
block code over the set of real numbers [57,58].

The personalized watermarking LUTs Wj are then encrypted using an additively
homomorphic cryptosystem, thus obtaining

L—
[[Wi(B)]] = [|Gmy(t) [|my[1©
0

—_

—

where homomorphic encryption is denoted as [| |]. The encrypted LUTs are sent to the
content provider, which can generate the personalized decryption LUTs Dy by exploiting
the same homomorphic cryptosystem since all the operations to be performed are linear.
Therefore, each entry of the decryption LUT Dy can be calculated directly into the encrypted
domain as follows:

[IDk(D)]] = [[Ex(t)

:O

Once the personalized encrypted LUT [|Dy|] is received, the k-th buyer can perform
the decryption, thus obtaining
Dy = —E; + Gmy

The k-th buyer can therefore use Dy to operate the joint watermarking on the previ-
ously received encrypted version of X and obtain the personalized, final watermarked copy
of X, which is unknown to the content provider.

4. Performance Issues

The requirements listed in Section 2 provide researchers with a guide to designing
watermarking protocols able to protect the copyrights of digital content distributed on
the web. The protocols are implemented as web applications that embed personalized
protections into distributed content [1], as reported in Section 1. This means that protections
are applied “on-the-fly” when contents are purchased by buyers (see Figures 1 and 2).
Therefore, such applications have to be run by systems provided with adequate resources
if they want to implement competitive, real-time services in the current web context.

Seller

3. Sends pkland Epk(W) /’ N
L »

| 4. Encrypts X with pk
5. Generates Epk(X)

«— 7. Ends
protection process———

Trusted Third Party

2. Starts
protection process

8. Sends sk L
l A /

Buyer

N

9. Decrypts E k(X) with sk\ ¢ 6. E k(—x)
and generates X P

1. Chooses content X

=

Figure 1. Buyer and seller watermarking protocol based on asymmetric fingerprinting and homo-
morphic encryption.
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More precisely, the computing and memory resources needed to implement a water-
marking protocol determine its efficiency and scalability; the former mainly depends on
the processing time taken to protect content, whereas the latter depends on how such a
time increase is related to the increment in the number of the buyers purchasing content.

Efficiency should be maximized so as to achieve a near-linear growth of scalability. In
this regard, it is worth noting that, in past years, searching for secure watermarking proto-
cols led researchers to design protection schemes mainly based on homomorphic primitives
(see Figures 1 and 2). This resulted in rather inefficient protocols, since homomorphic
primitives require that each sample of protected content is individually encrypted. In fact,
the public-key individual encryption of samples causes a high computing overhead as well
as an expansion of data, which also has a specific impact on communication bandwidth.

Seller

—I e
3. Sends [| W I] and pk ﬁ Generates E \

4—||—P' 5.Uses Etoencrypt X
8. Ends protection process 6. Generates [ D []I=[|E 1] [IW ]
|

‘ 2. Starts protection process @
1

9. Sends s
A /
Buyer

10. Decrypts [I D I] with sk\ .
11. Uses D and sk ‘ 7. Sends X encrypted with E,
X — [ID 1] and sk
to generate X X

@8 — 1. Chooses content X————

=

Trusted Third Party

Figure 2. Buyer and seller watermarking protocol based on asymmetric fingerprinting and joint
watermarking.

The performance problems caused by homomorphic public-key encryption algorithms
particularly affect watermarking protocols based on the interaction scheme shown in Figure 1,
in which sellers implement the most resource-intensive and time-consuming operations.

For example, consider the tests conducted in [26,59] on images of 1024 x 1024 pixels.
Each image is watermarked by applying the QIM algorithm reported in Section 3.2. The
watermarked features are extracted by the lowest frequency DCT coefficients, excluding
the DC value, of the 8 x 8 DCT blocks composing the images. The embedded watermarks
are 128-bit strings. Each image is encrypted using the Paillier cryptosystem with a public
key size of 1024 bits [35]. Therefore, in an image of 1024 x 1024 pixels, the size of the host
signal is 1,048,576 DCT coefficients. This means that the Paillier cryptosystem requires
1,048,576 multiplication exponentiations on a 2048 bit group to protect an image according
to the expression (2). However, by adopting the optimization strategy called “composite-
embedding strategy” [26,59], it is possible to group several signal features into a single
2048-bit group and to perform basic linear operations on them. As a consequence, the
number of multiplication exponentiations can be reduced by a factor of about 100 in the
tests documented in [26,59].

Under the above assumptions, let T, denote the computing time spent by the seller to
protect a digital content. Let T,}uy denote the computing time spent by the buyer to obtain
the same content in its final protected form. According to the scheme in Figure 1, the total
computation cost T, ; needed to protect a content can be expressed as T., , ~ TL, + Tl}uy
since it can be approximated by the sum of three main contributions corresponding to the
phases 4, 5, and 9 indicated in Figure 1. These phases consist of public key encryption,
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watermark insertion, and public key decryption. In fact, the remaining computation costs
to complete content protection can be ignored since they are related to operations on short
bit strings [26,59]. Therefore, the tests mentioned above show that the major contribution
is Tslel (phases 4 and 5 in Figure 1) and is less than 2 min on an Intel Core 2 Quad CPU at
2.40 GHz, used as a single processor. The remaining contribution T}, y (phase 9 in Figure 1)
is about 30 s on the same computing system.

The results achieved by the QIM watermarking algorithm are essentially similar to
those obtained by the spread spectrum watermarking algorithm since the two
expressions (1) and (2) require a similar number of multiplication exponentiations in the
case of the use of the same homomorphic cryptosystem.

On the contrary, a scheme based on joint watermarking requires a reduced compu-
tational load. In the tests documented in [53,60,61], images of 1024 x 1024 pixels were
watermarked by applying the expressions (3) and (4). The watermarked features were
extracted by choosing 4 frequency DCT coefficients, excluding the DC value, from the
8 x 8 DCT blocks composing the images. This results in M = 2!° content features to wa-
termark. In all experiments, the LUT size was setto T = 216 and R = 4 LUT entries were
added to encrypt each content feature. The embedded watermarks were 128-bit strings.

Under the above assumptions, the total computation cost T2, ; can be approximated
by the sum of two similar contributions, denoted as Tszel and Tlfuy, respectively: the former
corresponds to the evaluation of (3), whereas the latter corresponds to the evaluation of (3).
This is because the remaining computation costs concern the generation of LUTs, which
are long-term encryption/decryption tables used to protect a single content distributed

to multiple buyers (see Section 3.4). Therefore, T2, , ~ T2, + Tguy is about 9 s on an Intel

Core 2 Quad CPU at 2.40 GHz used as a single processor. Moreover, T2, , is split between
the buyer and seller.

The experiences documented above show that the protection schemes based on ho-
momorphic encryption perform worse than joint-watermarking-based schemes since they
require heavy multiplication exponentiations. On the contrary, the schemes based on joint
watermarking mostly require sums. Moreover, they make it possible to distribute the
computational costs of the protocols between buyers and sellers, thus improving scalability.

5. Conclusions

Buyer and seller watermarking protocols based on asymmetric fingerprinting have
proven to be effective tools to protect digital copyright. They are mainly based on the
primitives documented in Section 3, which can be assumed to be building blocks to design
secure interaction schemes able to meet the requirements reported in Section 2. However,
such primitives are often characterized by high computational costs, which make their use
in the current web context rather difficult.

On the other hand, attempts to develop watermarking protocols that do not use the
primitives described above have often resulted in solutions that are not able to achieve
sufficient levels of usability and security. As a consequence, a first key challenge in the next
few years consists of designing new and more efficient homomorphic encryption schemes
since such new schemes can increase the efficiency of buyer and seller watermarking
protocols based on asymmetric fingerprinting, which remain the most promising solutions
to the problem of digital copyright protection.

Funding: This research received no external funding.
Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.



Future Internet 2023, 15, 163 13 of 15

Abbreviations

The following abbreviations are used in this manuscript:

DRM Digital Rights Management

TTP Trusted Third Party

CA Certification Authority

WCA  Watermark Certification Authority
LUT  Look-Up Table

DCT  Cosine Discrete Transform

QIM  Quantization Index Modulation
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