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Abstract: This research paper reviews the potential of smart contracts for responsible AI with a
focus on frameworks, hardware, energy efficiency, and cyberattacks. Smart contracts are digital
agreements that are executed by a blockchain, and they have the potential to revolutionize the way
we conduct business by increasing transparency and trust. When it comes to responsible Al systems,
smart contracts can play a crucial role in ensuring that the terms and conditions of the contract are
fair and transparent as well as that any automated decision-making is explainable and auditable.
Furthermore, the energy consumption of blockchain networks has been a matter of concern; this
article explores the energy efficiency element of smart contracts. Energy efficiency in smart contracts
may be enhanced by the use of techniques such as off-chain processing and sharding. The study
emphasises the need for careful auditing and testing of smart contract code in order to protect against
cyberattacks along with the use of secure libraries and frameworks to lessen the likelihood of smart
contract vulnerabilities.

Keywords: blockchain; smart contracts; security; privacy; artificial intelligence; cybersecurity;
algorithms

1. Introduction

Blockchain [1-3] and artificial intelligence (Al) [4-6] are two of the most significant
and rapidly evolving technologies today. Blockchain is adaptable and scalable, whereas Al
has overcome all of its limits in terms of testing performance in real-world applications.
While both are rooted in contemporary technical breakthroughs, their origins are distinct [7].
Blockchain is thought to be a shared and permanent ledger that can be utilised for data
encryption in the future. Al engines, on the other hand, allow a person to assess and make
judgments based on acquired data [8-10]. It is worth noting that while each technology
has several facets, the combination of artificial intelligence and blockchains can provide
numerous benefits [11,12], as laid out in Figure 1.
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Figure 1. The interaction of emerging technologies including Al, blockchain, and cloud.
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1.1. Blockchain and Distributed Ledger Technology (DLT)

Blockchain is a decentralized digital ledger that records transactions on multiple
computing nodes [13]. These transactions are grouped together in blocks, which are then
chained together using cryptography [14]. This creates a permanent and unchangeable
record of all transactions on the blockchain, as shown in Figure 2. The architecture of
a blockchain network typically consists of nodes that participate in the network and a
consensus mechanism that ensures the integrity of the transactions [15-18]. In a public
blockchain network such as Bitcoin [19], anyone can participate as a node and the consensus
mechanism is achieved through a process called mining [20]. In a private blockchain,
the nodes are typically restricted and the consensus mechanism can be achieved through
other means, such as voting [21]. Blockchain technology has the potential to revolutionize
a wide range of industries by providing a secure and transparent way to record and
track transactions [22]. Potential use cases include supply chain management, digital
identity, and voting systems. Additionally, blockchain can be used to create decentralized
applications (dApps) which are build on top of a blockchain network [23-25].

(A)

Figure 2. Flowchart of a blockchain network for transaction processing: (A) the transaction is initiated
by the consumer, (B) the network represents the transaction as a block, (C) the verification of the
block is broadcast to every node in the network, (D) validation of transactions is conducted by nodes,
(E) the resulting block may then be added to the chain of blocks that serve as a transparent transaction
ledger, (F) the intended consumer receives the transaction.

The complexity of blockchain technology depends on the specific implementation and
use case [26]. For example, the complexity of running a full node on the Bitcoin network,
which requires validating and relaying transactions, is relatively high and requires a
significant amount of computational power [27]. In contrast, using a blockchain for a
simple application such as tracking supply chain information would likely be less complex.

In terms of energy usage, the process of creating new blocks on a blockchain, known
as mining, can be quite energy-intensive [28]. The most well-known example of this is
the Bitcoin (BTC) network, which currently consumes a significant amount of electricity.
This is because the process of mining new blocks involves solving complex mathematical
problems, which requires a significant amount of computational power. However, newer
blockchain protocols such as Ethereum are working on improving energy efficiency by
using new consensus mechanism such as proof-of-stake, which is less energy intensive
than proof-of-work (POW) [29,30]. It is important to note that energy usage is an issue that
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involves both the blockchain, the consensus mechanism, and the implementation of the
blockchain protocol [31].

Blockchain technology is often considered to be highly secure and private due to its
decentralized nature and the use of cryptography to secure transactions. One of the main
security features of blockchain is that it is a distributed ledger, meaning that the information
is stored on multiple computers in the network rather than in a central location [32]. This
makes it much more difficult for hackers to tamper with or corrupt the data, as they would
need to gain control of a majority of the nodes on the network. Additionally, after a block
has been added to the blockchain it is very difficult to change or remove the information it
contains [33].

When a smart contract is created [22,34], the terms of the agreement between the
buyer and the seller are written into a computer program. This information is stored and
replicated throughout a blockchain network [35,36]. Smart contracts enable the automatic
management of digital assets, which can pave the way for the creation of decentralised
apps that can be operated entirely by the network itself. Moreover, smart contracts, which
are fundamental to blockchain technology, may be vulnerable to flaws, inefficiencies, or ma-
licious malware [37]. It is important to consider the blockchain’s underlying infrastructure
security as well, such as the cloud where the nodes are hosted [38].

1.2. Responsible Al

Developing, deploying, and using Al systems in a manner that is ethical and useful to
society is what is known as “responsible Al”, and is a central idea in the study of artificial
intelligence (AI) [39,40]. To make sure Al is utilised for the sake of humanity, we must
carefully assess its ethical, legal, and societal consequences. Transparency is a fundamental
concept of ethical artificial intelligence. Decision-making processes in Al systems need to
be transparent in order to ensure that users and stakeholders can comprehend them [41].
This is especially crucial for decision-making systems in highly confidential fields such as
medicine, banking, and law enforcement.

Fairness is another fundamental element of ethical Al In order to achieve equality,
it is essential that Al systems be built without bias [42,43]. This is especially crucial for
systems used in fields such as employment, finance, and law enforcement [44]. Artificial
intelligence systems in these domains should be developed to avoid contributing to the
spread of prejudice and bigotry. Data preparation, data augmentation, and model validation
are all strategies that may be used to make Al systems more equitable [45]. By employing
these methods, it is possible to check whether the data used to train an Al system are
indeed representative of the target population and that the model is not being over-fitted
to the training data. Fairness in Al systems can be ensured by employing methods such as
explainable Al (XAI) [46]. XAl is a collection of methods for increasing the transparency of
Al systems, allowing users and other stakeholders to better grasp the reasoning behind
the system’s actions. This is especially crucial for decision-making systems in highly
confidential fields such as medicine, banking, and law enforcement [47,48].

As Al systems become more integrated into society, it is crucial that they operate in
an ethical and transparent manner. Smart contracts, which are self-executing agreements
recorded on a blockchain, have the potential to play a significant role in promoting respon-
sible Al. A taxonomy of the confluence of blockchain for responsible Al is provided in
Figure 3. This paper reviews the ways in which smart contracts can establish a framework
of rules and standards that ensure ethical and transparent use of Al systems. This includes
defining clear limits on how Al can be used as well as creating a system of checks and bal-
ances that monitor key performance indicators such as accuracy, bias, and fairness. Smart
contracts can provide an audit trail of Al transactions, which helps to ensure accountability
and transparency throughout the life-cycle of Al systems. By promoting responsible Al,
smart contracts can help to build trust in Al systems and mitigate potential risks associated
with their use, ultimately paving the way for more widespread adoption of Al technology.
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Figure 3. Taxonomy of blockchain for responsible Al

The rest of this article is organized as follows. Section 2 covers algorithms, frameworks,
and implementation tools for deploying smart contracts with AL In this section, we analyse
network system complexity and energy efficiency. Section 3 examines the verification and
authentication systems used to deal with the overall convergence of smart contracts and
AL This section discusses the best practises in the smart contract review process that verify
whether the contract performs as intended and does not include any bugs or vulnerabilities.
Towards the mitigation of external cyber-threats, Section 4 discusses security and privacy
issues, safe data management, and the implementation of explainability processes into the
design of Al systems. The research in this article is conducted through a combination of a
literature review and selected case studies.

2. Programming Smart Contracts for Responsible Al

Smart contracts can be used to enforce specific ethical or compliance-related norms
around the development and deployment of Al systems in the context of responsible
AI [49]. A smart contract, for example, might be used to verify that an Al system is only
utilised for its intended purpose and that the system’s decision-making processes are visible
and auditable [50]. The following are some of the uses of adopting smart contracts for
responsible Al:

*  Algorithmic Transparency: Smart contracts can be used to ensure that the decision-
making processes of an Al system are transparent and auditable [51]. For example,
a smart contract can be used to automatically log all of the inputs and outputs of an
Al system, as well as the specific decision-making rules that it uses [52].

e  Bias Mitigation: Smart contracts can be used to ensure that an Al system is not biased
against certain groups of people. For example, a smart contract could be used to
automatically check that an Al system’s training data are diverse and representative
of different groups of people, and that the system’s decision-making processes do not
disproportionately harm certain groups [53].
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*  Explainability: Smart contracts can be used to ensure that the reasoning behind an Al
system’s decisions are explainable to human stakeholders [54]. For example, smart
contracts can be used to automatically generate a human-readable explanation of the
decision-making process used by an Al system [55,56].

e  Data Privacy: Smart contracts can be used to ensure that an Al system’s access to
and use of sensitive data is controlled and compliant with regulations such as the
GDPR [57]. For example, a smart contract could be used to automatically encrypt
and decrypt data and to ensure that data are only used for specific pre-approved
purposes [58].

It is worth noting that this is an area that is currently under active research and
development [59]. There are many challenges to be addressed, such as the complexity of
Al systems and the lack of clear regulations and standards for responsible AI [60]. Thus,
although smart contracts can be a useful tool for enforcing certain aspects of responsible
Al it is important to keep in mind that they are not a panacea and there is a great deal of
work to be done in order to ensure that Al systems are truly responsible and ethical.

2.1. Implementation Tools

Currently, there are a limited number of tools available for implementing smart
contracts for responsible Al [61]. The availability of such tools depends on the specific use
case and framework that is being implemented. However, there are a number of general-
purpose smart contract platforms, such as Ethereum, EOS, and Hyperledger that can be
used to build smart contracts for a variety of different use cases, including responsible
Al [62].

Limited number of tools and platforms are available that have been developed specif-
ically for implementing responsible Al using smart contracts [63]. For example, Ocean
Protocol is a decentralized data exchange protocol that uses smart contracts to ensure that
data are shared in a responsible and transparent way [64]. Algorand is another decentral-
ized platform that provides smart contract capabilities and is designed to support scalable
and secure execution of smart contracts [65]. Other generic off-the-shelf solutions include:

¢ OpenLaw (https://www.openlaw.io/ (accessed on 22 January 2023)): An open-source
platform that allows users to create, manage, and execute smart legal agreements using
natural language, it can be used to encode ethical guidelines for Al decision-making
into smart contracts.

¢  ChainGuard (https://www.chainguard.dev/ (accessed on 22 January 2023)): A tool
that uses formal verification to automatically check whether smart contracts meet
specified safety and security properties. It can be used to ensure that Al decision-
making smart contracts comply with ethical guidelines.

e AI-Guard (https://www.revelis.eu/en/products/ai-guard-software-solution/ (accessed
on 22 January 2023)): A tool that uses formal methods to check whether Al models sat-
isfy certain properties, such as fairness and robustness. It can be integrated with smart
contract platforms to ensure that deployed Al models comply with ethical guidelines.

e DeepTrust (https://www.deeptrustalliance.org/ (accessed on 22 January 2023)): A
blockchain-based platform that enables explainable Al and trustworthy machine
learning models, DeepTrust allows for automated compliance checking and dispute
resolution through smart contracts.

e Al Ethics Lab (https://www.aiethicslab.com/ (accessed on 22 January 2023)): A plat-
form that provides a framework for creating, testing and deploying Al systems that
align with ethical principles. It provides a library of pre-defined ethical guidelines and
can be used to automatically generate smart contracts that enforce these guidelines.

These are only a few examples of the tools that can be used to automatically program
smart contracts for responsible Al It is important to note that these tools may not be
suitable for every use case, and that the appropriateness of a tool depends on the specific
requirements of the Al system in question. While there are currently no specific standards
and regulations specifically for smart contracts in responsible Al, there are general guide-
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lines and best practices that organizations can follow when developing and deploying Al
systems. One framework that organizations can follow is the IEEE Global Initiative on
Ethics of Autonomous and Intelligent Systems [66], which provides a set of ethical princi-
ples for the development and use of Al systems. Another is the Asilomar Al Principles [67],
which provide a set of guidelines for the responsible development and use of AL

In terms of regulations, the General Data Protection Regulation (GDPR) in the Euro-
pean Union includes provisions related to Al and automated decision-making, such as the
right to explanation and the right to human intervention [68]. Many other jurisdictions
are currently considering or developing regulations specifically for Al In addition, certain
organizations and industries have their own guidelines and regulations for Al; for example,
the Federal Reserve, the National Institute of Standards and Technology (NIST), and the
Center for Internet Security (CIS) have all issued guidelines for responsible Al use in the
financial services sector. It is important to note that regulations and guidelines are evolv-
ing, and organizations should keep themselves updated with the latest developments in
the field.

2.2. Algorithms and Frameworks

There are several algorithms [69] that can be used to prevent bias and ensure account-
ability via smart contracts, including:

1.  Fairness Algorithms: These algorithms can be used to detect and correct bias in Al
models by identifying and adjusting for factors that may be causing discrimination.
For example, algorithms such as the Zafar-Valera-Gummadi (ZVG) algorithm [70] or
the Prejudice Remover algorithm can be used to identify and remove bias in training
data [71].

2. Explainable AI (XAI) Algorithms: These algorithms can be used to provide trans-
parency and accountability for Al decision-making by generating human-understandable
explanations for the decisions made by Al models [72]. For example, the Local Inter-
pretable Model-agnostic Explanations (LIME) and SHapley Additive exPlanations
(SHAP) algorithms can be used to generate explanations for individual predictions
made by a model [73].

3. Auditing Algorithms: These algorithms can be used to monitor and evaluate the
performance of Al models over time, including detecting and reporting any issues
such as bias or drift. For example, the Fairness and Accountability Audit (FAA)
algorithm [74] can be used to evaluate the performance of an Al model with respect
to a set of fairness metrics.

4. Decentralized Al Algorithms: These algorithms can be used to enable decentralized
decision-making for Al systems and ensure the distribution of power between stake-
holders; for example, the Federated Learning and Multi-Party Computation (MPC)
algorithms can be used for decentralized training of AI models, and blockchain-based
consensus algorithms can be used for decentralized decision-making [75,76].

2.3. System Integration and Complexity

The aforementioned algorithms can be integrated into smart contracts and automati-
cally enforced to prevent bias and ensure accountability in Al decision-making. However,
it is important to note that these algorithms are not silver bullets and may not be suitable
for every use case. The mostappropriate algorithm depends on the specific requirements of
the Al system in question.

The real-world integration of these algorithms depends on their flexibility, scalability,
and seamless integration with the existing hardware [77]. The hardware complexity is
dependent on the specific algorithm and the size of the dataset being processed. Fairness
algorithms can be computationally intensive, particularly when working with large datasets.
For example, the ZVG algorithm [70] and the Prejudice Remover algorithm [71] both
require multiple passes over the dataset, which can be time-consuming. However, these
algorithms can be implemented on standard hardware and can be optimized for distributed
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computing environments. XAl algorithms can be computationally intensive, particularly
when working with large and complex models. For example, although the LIME and SHAP
algorithms can be computationally expensive [73], they can be optimized for distributed
computing environments.

Auditing algorithms can be computationally less intensive than LIME and SHAP,
as they require monitoring and evaluating the performance of an Al model over time.
The FAA algorithm can be run periodically, and does not need to be run on real-time
data. Decentralized Al algorithms can be computationally intensive, particularly when
working with large datasets and complex models. While the Federated Learning and
MPC algorithms can require significant computational resources, they can be optimized
for distributed computing environments. In general, the hardware complexity of these
algorithms can be managed by using distributed computing (sharding) and cloud-based
resources (off-chain processing) [78]. Additionally, hardware acceleration technologies
such as GPUs can be used to speed up the processing time of certain algorithms.

One of the main benefits of using a distributed network for smart contract execution
is increased security. By distributing the contract across multiple nodes, it becomes much
more difficult for a malicious actor to tamper with or disrupt the execution of the contract.
Additionally, distributed networks are often more resistant to outages and other forms
of downtime, ensuring that the contract continues to execute as expected [79]. Another
benefit of distributed computing is transparency. Smart contracts are stored on a public
blockchain, which allows for anyone to view and verify the terms and execution of the
contract. This transparency can help to build trust and confidence in the contract, as all
parties can see that it is being executed as intended [80].

Another benefit of using cloud-based resources is scalability. Cloud providers offer
a wide range of computing and storage resources that can be easily accessed and scaled,
allowing for the efficient execution of smart contracts and the ability to handle large
amounts of data [81]. This is particularly useful for decentralized applications that are
expected to handle a large number of transactions or data. Finally, cloud-based resources
can provide cost savings for smart contract deployment and execution. Instead of having
to invest in and maintain their own infrastructure, organizations can use the resources
provided by a cloud provider on a pay-as-you-go basis, which can be much more cost-
effective [82-84].

In summary, distributed computing and cloud-based resources can benefit smart
contracts by providing increased security, transparency, scalability, and cost savings for
their deployment and execution.

2.4. Network-Driven Energy Efficiency

Energy efficiency is dependent on the frameworks and the hardware on which it is
integrated [85]. In general, the energy efficiency of an algorithm is related to the amount
of computational power required to run it [86]. Distributed computing and cloud-based
resources can be used to manage the hardware complexity of these algorithms in several
ways, such as the following:

®  Scalability: Distributed computing allows for the distribution of computations across
multiple machines, which can significantly increase the overall computational power
available. This can be especially useful when working with large data sets or complex
models. Cloud-based resources provide access to a large pool of computational
resources that can be easily scaled up or down as needed.

¢ High Availability: Distributed computing and cloud-based resources can provide
high availability of computational resources, ensuring that algorithms can be run
continuously without interruption. This can be especially important for real-time or
time-critical applications.

*  Resource Optimization: Distributed computing and cloud-based resources can be
used to optimize the use of resources. For example, it is possible to run algorithms
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on specialized hardware such as GPUs or TPUs, which can significantly speed up
processing times.

*  Cost-effectiveness: Using cloud-based resources can be cost-effective, as it eliminates
the need to invest in and maintain expensive hardware. Additionally, cloud providers
typically offer pay-as-you-go pricing models, which can help organizations to manage
costs by only paying for the resources they use.

e Easy Access: Cloud-based resources can be easily accessed from anywhere with an
internet connection, making it easy for organizations to collaborate and share resources.
Additionally, many cloud providers offer pre-configured machine images with popular
deep learning libraries pre-installed, making it easy to set up and run algorithms.

It is important to note that while distributed computing and cloud-based resources
can greatly increase the overall computational power available, they may not be suitable
for every use case, and their appropriateness depends on the specific requirements of the
Al system in question [87]. Additionally, the security of data and the cost of using these
resources have to be considered.

2.5. Technological Issues of Smart Contracts

Smart contract implementation entails a variety of technological issues that are cur-
rently being solved and improved. Scalability is the most significant bottleneck. The net-
work can become crowded and sluggish as more transactions are added to a blockchain,
resulting in high fees and long processing times. Smart contracts can be incorporated
throughout chains to mitigate this issue (multiple platforms). There are now several
blockchain systems, each with its own set of unique capabilities and restrictions [22,88].
As a result, interoperability solutions that enable smart contracts to communicate and
function across multiple blockchains are required [89].

Another significant integration difficulty is that smart contracts are self-executing
and irreversible, which means that any faults or vulnerabilities in the code might have
catastrophic effects [90]. As a result, comprehensive security testing and audits are required
to verify that smart contracts are secure and free of vulnerabilities. Furthermore, while
smart contracts have several advantages, they might be difficult to use and comprehend
for non-technical people. As a result, improved user interfaces and tools that make it easier
for individuals to build, implement, and interact with smart contracts are required [91].
Recently, there has been a lot of discussion about decentralisation and privacy [92]. Smart
contracts are often maintained on a public blockchain, which means that the contract’s
terms are available to everyone on the network. There is a demand for privacy solutions
that enable smart contracts to be executed more privately and securely.

In addition to the major technical challenges mentioned earlier, there are a number
of minor challenges that can arise when implementing smart contracts. Code complexity
is one of these. Smart contracts can be complex, with many lines of code and complex
logic. This can make it difficult to debug and test the code, and can lead to errors that
are difficult to spot. Integrating smart contracts with existing systems can be another
challenge, particularly if those systems are based on legacy technologies [93]. This can
require additional development work and may result in interoperability issues. Moreover,
smart contracts may need to comply with legal and regulatory requirements, such as data
protection laws or financial regulations. Ensuring compliance can be a challenge, partic-
ularly as the regulatory landscape is constantly evolving [94]. After a smart contract has
been deployed on a blockchain, it can be difficult to make changes to the code. Upgrading
a smart contract can require coordination with other parties, and can result in downtime or
other disruptions.

While these challenges may be considered minor compared to the major technical
challenges, they can have a significant impact on the implementation of smart contracts.
Addressing these challenges requires careful planning, collaboration, and ongoing develop-
ment efforts.
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2.6. Use Cases of Smart Contracts for Responsible Al

Possible use cases may vary depending on the specific algorithms in question; however,
they can generally be used in a variety of industries and applications to promote responsible
Al Fairness algorithms can be used to detect and correct bias in AI models, and can be
applied in a variety of contexts such as healthcare, finance, and criminal justice [95].
For example, they can be used to ensure that medical diagnosis Al systems are not biased
against certain groups of patients, or that a credit scoring Al system is not biased against
certain groups of people [96]. There are several potential real-world use cases for smart
contracts in the field of responsible Al. We discuss few of the examples below:

*  Decentralized Machine Learning: Smart contracts can be used to create decentralized
machine learning marketplaces, where participants can buy and sell access to machine
learning models. The smart contracts can be used to govern access to the models,
as well as the payment and settlement of transactions.

¢ Data Sharing and Ownership: Smart contracts can be used to govern the sharing and
ownership of data in Al systems. For example, a smart contract could be used to
determine who owns the data used to train a machine learning model and how the
data can be used and shared.

¢ Autonomous Organizations: Smart contracts can be used to create autonomous orga-
nizations that are governed by code rather than humans. These organizations could
use Al to make decisions and take actions, with the smart contracts governing the
rules and processes by which decisions are made.

¢ Intellectual Property Management: Smart contracts can be used to manage the intel-
lectual property associated with Al systems, such as patents and copyrights. Smart
contracts can be used to govern the licensing and use of the IP as well as the distribu-
tion of any revenues generated from it.

*  Supply Chain Management: Smart contracts can be used to manage the supply chain
in industries that rely on Al, such as autonomous vehicles or drones. Smart contracts
can be used to govern the movement of goods and services, as well as the payment
and settlement of transactions.

As the field of Al continues to evolve, we are likely to see more real-world applications
of smart contracts in this area. XAI algorithms can be used to provide transparency and
accountability for Al decision-making, and can be applied in a variety of contexts such
as finance, healthcare, and autonomous systems [97]. For example, they can be used to
explain the decisions made by a fraud detection Al system in a bank, or the decisions made
by a medical diagnosis Al system in a hospital. Auditing algorithms can be used to monitor
and evaluate the performance of Al models over time and can be applied in a variety of
contexts, such as finance, healthcare, and autonomous systems [98]. For example, they
can be used to detect and report any issues such as bias or drift in a self-driving car Al
system. Decentralized Al algorithms can be used to enable decentralized decision-making
for Al systems, and can be applied in a variety of contexts such as finance, healthcare,
and autonomous systems. For example, they can be used to enable the collaborative training
of Al models in a decentralized network of hospitals, or the decentralized decision-making
of an autonomous vehicle fleet.

Below, Listing 1, is an example of a simple smart contract for responsible Al using
Solidity (Solidity is a high-level, object-oriented language for implementing smart contracts.
Solidity smart contracts are programmes that regulate the behaviour of Ethereum accounts.
(https:/ /docs.soliditylang.org/en/v0.8.17/ (accessed on 22 January 2023), Programming
Language and the Ethereum Blockchain).
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Listing 1. Use-Case: Smart Contract for Responsible AL

pragma solidity ~0.8.0;
contract ResponsibleAI {

// Event to log when the AI system makes a decision
event DecisionMade(string decision);

// Function to make a decision
function makeDecision(string input) public {
// Code to run the AI system’s decision-making process

/7
// Emit event to log the decision
emit DecisionMade ("The AI system has decided to: " + decision);

}

// Function to view the AI system’s decision-making process
function viewDecisionProcess () public view returns (string memory) {
// Code to return the AI system’s decision-making process

/7

This smart contract example defines a contract called “ResponsibleAl” that has two
functions: “makeDecision” and “viewDecisionProcess”. The “makeDecision” function is
used to trigger the Al system’s decision-making process, and the “viewDecisionProcess”
function can be used to view the Al system’s decision-making process. Additionally,
the contract has an event called “DecisionMade” which is emitted every time the Al system
makes a decision.

Let us say we have an Al system that is used to make loan decisions for a financial
institution. The Al system takes in various inputs, such as the borrower’s credit score,
income, and employment history, then makes a decision about whether to approve or
deny the loan. The financial institution wants to ensure that the Al system is making fair
and unbiased decisions, and that its decision-making process is transparent and auditable.
To do this, the institution decides to use the “ResponsibleAl” smart contract to enforce
certain responsible Al practices.

1.  Theinstitution deploys the “ResponsibleAl” smart contract on the Ethereum blockchain.

2. The institution connects the Al system to the smart contract so that it can interact with
the contract’s functions.

3. Every time the Al system makes a loan decision, it calls the “makeDecision” function
of the smart contract, passing on the relevant inputs and the decision that the system
has made.

4. The “makeDecision” function of the smart contract automatically emits the “Deci-
sionMade” event, which logs the decision and the relevant inputs in the blockchain’s
public ledger.

5. The financial institution can use the “viewDecisionProcess” function of the smart con-
tract to view the Al system’s decision-making process and ensure that it is transparent
and auditable.

6.  The financial institution can use the data logged in the blockchain to conduct bias
analysis on the Al system’s decision-making process to ensure that it is fair and unbiased.

3. System Architecture and Information Flow

The use case in the previous section illustrates how smart contracts can be used to
enforce certain responsible Al practices and make Al systems’” decision-making processes
more transparent and auditable, as depicted in Figure 4. It should be noted that this is
a simplified example; a real-life use case would be more complex, and would require
additional measures such as access control, encryption, and compliance with regulations
such as the GDPR.
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The conventional method consists of aggregating data from several source systems,
cleaning, and reconciling errors, and then loading the data into a single business data
warehouse [99]. The scope of an institution’s central data repository may vary. Individual
apps that own the business process continue to be the holy grail of authenticity. Many
organisations have several data warehouses (e.g., for marketing and compliance), whereas
others develop specialised data marts from a core warehouse [100]. Consequently, tracing
a data discrepancy back to the system that owns that data is, to say the least, a compli-
cated endeavour.

1
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Figure 4. Flowchart of a smart contract-based Responsible Al setup with ETL for business intelligence
and analytics (ETL: Extract, Transform, and Load).

Integrating smart contracts with the information flow, as depicted in Figure 4, brings
two fundamental changes:

1. First, all business actions result in predictable changes to the underlying data. This
means that we may now see important entities as “digital assets” on which actions
are performed. A credit card provided to a consumer, for instance, is a digital asset on
which a fraud flag is raised, a payment is made, a campaign is conducted, etc.

2. Second, instead of being concealed in various flowcharts and paperwork, a com-
pany’s whole business process is now embodied in tangible form. Any corporate IT
professional is aware that documentation becomes obsolete as soon as it is created.
With smart contracts, your business process is simply codified into functional soft-
ware, which is then maintained and managed in accordance with the organisational

hierarchy.

The smart contracts store additionally provides a single source of truth for the appli-
cations landscape built on top of smart contracts. These data are produced in real time
by operational procedures, meaning that there is no need to perform any post-execution
reconciliation or aggregation. It is inevitable that considerable effort is invested on data
staging, reconciliation, and aggregation, i.e., ELT (Extract, Load, Transform). The larger
the organisation, the greater the number of source systems and application silos, and the
more complex the total data management architecture. The complexity of integrating new
services presents obstacles for corporate innovation.

Data warehousing can be integrated with smart contracts via either the ETL (Extract,
Transform, Load) or ELT (Extract, Load, Transform) approach [101]. In traditional data
warehousing, ETL is used to process and store data from various sources into a centralized
location for reporting and analysis. In this process, data are extracted from various sources,
transformed to fit the scheme of the data warehouse, and then loaded into the warehouse
for storage [102]. In contrast, ELT is a variation of ETL in which data are first loaded into the
data warehouse in raw form and then transformed. This allows for the data warehouse to
be more flexible, as the data can be transformed on-the-fly as needed, rather than requiring
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preprocessing prior to loading. This comparison between ETL and ELT is summarised in
Table 1.

ELT can be beneficial in the smart contract context, as the data stored in a smart
contract are immutable and cannot be altered. This means that data must be transformed
before being stored in the smart contract; using ELT allows for data to be transformed
on-the-fly as they are loaded into the smart contract. This can lead to more efficient and
cost-effective data processing [103], in turn resulting in lower energy consumption and cost,
as less computation is required to transform the data before storing in the smart contract.
Additionally, ELT can reduce the complexity of the data pipeline and the need to maintain
a separate data warehousing infrastructure, which can lead to lower energy consumption
and cost.

Table 1. Summary of the characteristics of ETL and ELT for integration with smart contracts.

Characteristics ETL ELT

Data is collected, moved and transformed  Data is collected and moved to the target
at the staging layer. It is then transferred ~ server where the transformation will take
to the target server place

Process
Execution

Expensive maintenance and technical

Maintenance knowledge required

Virtually cost-effective as we move raw data

Significantly high because of the steps Efficient as it is least dependent on the

Processing Time .
& involved transformation

Hybrid or on-premise environment thatis Cloud based infrastructure as SaaS and

Infrastructure difficult to scale as per the data size Paa$ having dynamic scalability

Low start-up cost and can be adjusted as

Costs High initial and running cost per the volume of data

Verification and Authentication of Smart Contracts

The verification process for smart contracts for responsible Al involves a combination
of technical and non-technical checks to ensure that the contract functions as intended and
aligns with ethical and responsible Al principles [104]. One of the key technical checks is
code review, where the contract’s code is examined line by line to ensure that it functions
as intended and does not contain any errors or vulnerabilities that could be exploited [105].
This can be done manually by human experts or through the use of automated tools.

Another important check is testing, where the contract is run through a series of tests
to ensure that it behaves as expected in different scenarios. This can include testing the
contract’s performance, security, and compliance with relevant regulations [106]. In addi-
tion to technical checks, there are non-technical checks that must be performed to ensure
that the contract is aligned with ethical and responsible Al principles. This may include a
review of the contract’s impact on privacy, fairness, and accountability [107]. Additionally,
it could include the contract’s alignment with the organization’s values and policies.

After all the checks have been completed and any necessary changes have been made,
the contract can be deployed and executed on a blockchain network. It is worth noting
that the smart contract verification process is an active area of research and development,
and new methods and tools are continually being developed to improve the process.

There are several best practices that can be followed during code review for smart
contracts to ensure that the contract functions as intended and does not contain any errors
or vulnerabilities.

¢ Understand the Business Requirements: Before beginning the code review, it is im-
portant to have a clear understanding of the business requirements and the intended
use case of the contract. This can help to ensure that the review is focused on the
relevant issues.

e Use Automated Tools: Automated tools can be used to help identify potential errors
and vulnerabilities in the code. This can include static analysis tools, which analyze
the code without executing it, and dynamic analysis tools, which execute the code and
monitor its behavior.
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. Review the Code Manually: While automated tools can be useful, they cannot replace
manual code review. It is important to have human experts review the code to ensure
that it is clear and readable and that it meets the business requirements.

*  Pay Attention to Security: Smart contracts are particularly sensitive to security issues,
and it is important to pay special attention to potential vulnerabilities such as re-
entrancy, integer overflow, and underflow, and denial of service.

*  Check for Compliance: Make sure that the smart contract is compliant with any
relevant regulations, industry standards, and best practices.

*  Test the Code: After the code has been reviewed and any necessary changes have
been made, it is important to test the contract to ensure that it behaves as expected in
different scenarios.

e Keep Track of the Changes: It is important to keep track of all the changes made during
the code review process to ensure that any issues can be traced back to their source.

¢  Continuously Monitor: Smart contracts are deployed on the blockchain and are meant
to run for a long time, so it is important to continuously monitor the contract for any
issues, vulnerabilities, or bugs.

Following these best practices during code review can help to ensure that the smart
contract functions as intended, is secure and compliant with relevant regulations, and is
aligned with ethical and responsible Al principles. Examples of the industries that are
actively working to bring about smart contracts for responsible Al are listed in Table 2.

Table 2. Industrial solutions using smart contracts that could potentially be applied to responsible Al

and dApp development.
Smart Contract Industry Explanation Functions References
Decentralized data exchange protocol that
Ocean Protocol uses smart contracts to ensure that data is Data Sharing & Cloud [64]

shared in a responsible and transparent way.

Algorand

Decentralized platform that provides smart
contract capabilities and is designed to support Security & Scalability [108,109]
scalable and secure execution of smart contracts.

SingularityNET (https:/ /singularitynetio/  that uses smart contracts to ensure that Al

accessed on 22 January 2023)

Decentralized marketplace for Al services

services are secure, transparent and compliant Transparency & Comphance [110]

with regulations.

ChainGuard

Uses smart contracts to ensure that Al

algorithms are transparent and auditable. Audit & Supply Chain (111,112]

4. Security and Privacy Issues

Security and privacy concerns [113], as shown in Figure 5, must be taken into account
across the whole Al life-cycle (from concept to development to deployment to maintenance)
if responsible Al is to be created and used [114]. All data must be collected, used, and shared
in accordance with applicable laws and regulations, and appropriate technological and
organisational measures must be in place to prevent unauthorised access, use, and disclo-
sure [115]. It is crucial to ensure that people have agency with respect to their personal data
and that there is openness around the data and algorithms utilised in Al systems.
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Figure 5. Taxonomy of smart contract security vulnerabilities.

4.1. Design

During the design phase, security and privacy considerations should be integrated
into the overall design of the Al system. This includes determining which data are needed
to train and operate the system as well as identifying any potential security or privacy
risks associated with the data. Additionally, it is important to consider how the system will
be used, who will have access to it, and what types of data it needs to handle in order to
develop appropriate security and privacy controls.

4.2. Development

During the development phase, security and privacy controls should be implemented
to protect the Al system and the data it uses. This includes implementing technical measures
such as encryption, access controls, and intrusion detection to protect against unauthorized
access and cyberattacks. Additionally, it is important to ensure that the Al system is
developed in compliance with relevant laws and regulations, such as data protection
regulations, that may impact security and privacy.

4.3. Deployment

During deployment, it is important to test the Al system to ensure that security and pri-
vacy controls are working as intended. This includes conducting vulnerability assessments,
penetration testing, and other types of security testing to identify and address any potential
vulnerabilities. Additionally, it is important to ensure that the Al system is configured and
deployed in a way that meets the organization’s security and privacy requirements.

4.4. Maintenance

After deployment, the Al system must be continuously maintained to ensure that
security and privacy controls remain effective. This includes monitoring the system for
any signs of unauthorized access or cyberattacks, as well as updating security controls
and patches to address any new vulnerabilities that may be discovered. Additionally,
it is important to regularly review and assess the system’s compliance with relevant
laws and regulations to ensure that it continues to meet the organization’s security and
privacy requirements.

Overall, security and privacy considerations should be integrated throughout the
entire Al development process, from design to maintenance [116]. This requires collabora-
tion between different teams, such as data scientists, engineers, security experts, and legal
professionals, to ensure that the Al system is developed and deployed in a responsible
way [117]. Despite such collaborative efforts, there is always the possibility of a cyberattack,
as smart contracts on the blockchain are stored on a decentralized network and are visible
to all users. While this transparency is one of the key benefits of blockchain technology;, it
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makes smart contracts vulnerable to attacks [118]. We have summarised the prominent
cyberattacks targeting smart contract applications in Table 3.

Table 3. Summary of different cyberattacks targeting smart contract applications.

Type of Attack Brief Description Reference
A malicious contract calls another contract multiple times before
Re-entrancy Attack the first contract’s state is updated, allowing the attacker to drain [119,120]

the contract’s funds multiple times before the attack is detected.

An attacker can see and act on information in a smart contract
before it is visible to other users, allowing the attacker to profit [121,122]
at the expense of other traders.

Front-Running
Attack

An attacker overloads a smart contract with a large number of
requests, causing it to malfunction or crash, preventing legitimate [123,124]
users from accessing the contract and leading to financial losses.

DoS (Denial of Service)
Attack

An attacker manipulates external data (oracles) to execute malicious

Oracle Attack actions within the smart contract.

[125,126]

To counter these attacks [127], it is important for developers to take the following
steps:
¢ Thoroughly test and audit smart contracts before deployment.
e Test for reentrancy and front-running vulnerabilities.
¢  Implement measures to protect against DoS attacks.
*  Use secure oracle providers.
¢ Constantly monitor the contract for any suspicious activity.

Other cyberattacks thatcan affect the efficiency of smart contracts [128] where respon-
sible Al is the main application include:

1.  Adversarial attacks on machine learning models, where an attacker deliberately
manipulates input data in order to cause the model to make incorrect decisions.

2. Data poisoning attacks, where an attacker alters the training data used to train a
machine learning model, causing it to make incorrect predictions.

3. Explainability attacks, where an attacker manipulates the output of an Al system in a
way that makes it difficult or impossible to understand how a decision was made.

Secure data management, routine testing, monitoring of Al systems, and the incorpo-
ration of explainability procedures into the architecture of Al systems are all significant
ways to diminish these vulnerabilities. To guarantee that an Al is acting in an ethical and
responsible manner, it is imperative to have clear governance and oversight mechanisms in
place, such as frequent audits and reviews [129].

5. Conclusions

In this review, we have explored the potential of smart contracts for responsible Al
Smart contracts have been proven to be an effective tool for safeguarding the responsible
and ethical growth, implementation, and use of Al systems. Smart contracts can improve
confidence in Al systems and reduce the likelihood of prejudice, discrimination, and other
unexpected effects by automating compliance with ethical and legal standards, thereby
providing greater transparency and accountability. While smart contracts may seem like a
holy grail, it is crucial to remember that they are not without their challenges, despite the
fact that their potential benefits are significant.

Future studies should look into implementing sophisticated cryptographic techniques
that can secure data stored on smart contracts without increasing costs. Because using a
blockchain to store data comes at a very high cost, hybrid solutions must be developed
in order to make use of the efficient and private access and storage afforded by external
data repositories as well as the traceability of data transactions provided by blockchain
networks. Meanwhile, the likelihood of smart contract vulnerabilities may be reduced via
comprehensive auditing and testing of the smart contract’s code and by making use of
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secure libraries and frameworks. In summary, smart contract applications in the context of
responsible Al shows great potential and is a promising topic for research. Smart contracts
have the ability to ensure that Al systems are designed and implemented in a way that
is fair, transparent, and responsible to all stakeholders, which makes them a key area of
research as the field of Al continues to proliferate.
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