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Abstract: Transportation networks are fundamental to the efficient and safe functioning of modern
societies. In the past, physical and cyber space were treated as isolated environments, resulting
in transportation network being considered vulnerable only to threats from the physical space
(e.g., natural hazards). The integration of Internet of Things-based wireless sensor networks into
the sensing layer of critical transportation infrastructure has resulted in transportation networks
becoming susceptible to cyber—physical attacks due to the inherent vulnerabilities of IoT devices.
However, current vulnerability assessment methods lack details related to the integration of the
cyber and physical space in transportation networks. In this paper, we propose a new vulnerability
assessment approach for transportation networks subjected to cyber—physical attacks at the sensing
layer. The novelty of the approach used relies on the combination of the physical and cyber space,
using a Bayesian network attack graph that enables the probabilistic modelling of vulnerability states
in both spaces. A new probability indicator is proposed to enable the assignment of probability scores
to vulnerability states, considering different attacker profile characteristics and control barriers. A
probability-based ranking table is developed that details the most vulnerable nodes of the graph.
The vulnerability of the transportation network is measured as a drop in network efficiency after
the removal of the highest probability-based ranked nodes. We demonstrate the application of the
approach by studying the vulnerability of a transportation network case study to a cyber—physical
attack at the sensing layer. Monte Carlo simulations and sensitivity analysis are performed as
methods to evaluate the results. The results indicate that the vulnerability of the transportation
network depends to a large extent on the successful exploitation of vulnerabilities, both in the
cyber and physical space. Additionally, we demonstrate the usefulness of the proposed approach
by comparing the results with other currently available methods. The approach is of interest to
stakeholders who are attempting to incorporate the cyber domain into the vulnerability assessment
procedures of their system.

Keywords: transportation network; vulnerability; internet of things; cyber—physical attacks; Bayesian
network attack graph; efficiency; Monte Carlo

1. Introduction

Transportation networks play a vital role in society’s well-being. Indeed, successful
daily activities at societal and business levels are based on the consistent operation of
integral parts of a public transportation network (e.g., bridges, roads, etc.) [1]. Therefore,
research has been focused on the vulnerability assessment of public transportation networks
to different types of threats (e.g., natural hazards) that can result in a considerable reduction
in network serviceability level [2]. While in the past transportation network operation was
considered fragile only to threats from the physical space, such as natural hazards (e.g.,
floods, earthquakes) [3,4] or man-made attacks (e.g., bombing) [5], this is no longer the case.
Critical transportation infrastructure (e.g., bridges), as an integral part of a transportation
network, is relying more and more on advanced technologies (e.g., Internet of Things

Future Internet 2023, 15, 100. https:/ /doi.org/10.3390/£i15030100

https:/ /www.mdpi.com/journal/futureinternet


https://doi.org/10.3390/fi15030100
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com
https://orcid.org/0000-0002-0665-684X
https://orcid.org/0000-0002-4367-1627
https://doi.org/10.3390/fi15030100
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com/article/10.3390/fi15030100?type=check_update&version=2

Future Internet 2023, 15, 100

2 0f23

(IoT)) [6,7]. For example, transportation infrastructure is embedded with IoT devices in the
form wireless sensor networks (i.e., IoT-based wireless sensor network (WSN)) that provide
data in real time for engineering services. These engineering services are related with, but
not limited to. early warning systems against hazards (e.g., foundation scour) [8], wireless
structural health monitoring (e.g., monitoring through image processing) [9], or traffic
monitoring [10]. Additionally, IoT devices will enable transportation infrastructure to be
part of a wider transportation system by providing data to other interacting transportation
elements, such as such as smart vehicles [11,12]. This integration of the physical world with
computational facilities enables the operation of critical transportation infrastructure as
cyber—-physical systems [13]. The transition from traditional transportation infrastructure
and network to an IoT-enabled transportation infrastructure and cyber—physical network,
as shown in Figure 1, relies on a fundamental three-layer IoT architecture, namely sensing,
network and application [14]. The sensing layer includes the IoT devices (e.g., sensors,
gateways), located in the physical space (e.g., deck of a bridge), that collaboratively detect,
collect, and process data to the network layer. The network layer is responsible for wireless
transmission, having assisted in recent advances in wireless network protocols (e.g., ZigBee,
Bluetooth [15]), until data are sent through base stations to the end-user for data analytics
and processing through the application layer.
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Figure 1. An abstract cyber—physical transportation network example.

Despite the benefits of IoT-enabled infrastructure, IoT-based cyber—physical systems
suffer from security deficiencies in cyber space that can be exploited by attackers [16].
These attackers typically attempt to breach the confidentiality, integrity and availability of
data [14]. Although in the past, cyberattacks were assumed to impact only on cyber space,
this is no longer the case. An exploitation of a vulnerability in the cyber space by an attacker
can result in physical disruption (e.g., unavailability of services), facilitating cyber—physical
attacks against critical transportation infrastructure [17]. Therefore, correctly performing
vulnerability assessments of transportation networks, especially ones that rely on the
constant operation of their integral parts (i.e., IoT-enabled transportation infrastructure),
to cyber—physical attacks is of major concern. The significance of cyber—physical attacks
against transportation infrastructure has been highlighted, both by our previous research
studies [18,19] and by previous events, such as the two-day denial-of-service attacks (DoS)
against the Swedish Transport Administration that led to major delays and degraded
services for customers, as reported by European Union Agency for Cybersecurity [20].
However, in our previous research studies related to cyber-physical attacks, the major
focus was place on the risk assessment of IoT-enabled transportation infrastructure, rather
than the vulnerability assessment. In particular, the risk assessment approach focused
on the transportation infrastructure that operates as an individual cyber—physical system.
This current study focuses on the vulnerability assessment of an entire transportation
network. The entire transportation network in this study operates as a cyber—physical
transportation network that is built on different IoT-enabled transportation infrastructure
(i.e., see Figure 1).

Indeed, the increasing dependence of transportation networks on IoT devices with
inherent deficiencies, especially those that are physically exposed to the sensing area of IoT-
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enabled transportation infrastructure, jeopardize the operation of a transportation network
when subjected to cyber—physical attacks. The deficiencies of IoT devices originate either
from technical weaknesses (e.g., limited energy resources and computational capacity) or
vulnerabilities in cyber space due to security gaps (e.g., lack of encryption) [21].

Current approaches that target the assessment of the vulnerability of a transportation
networks to different types of attacks (e.g., natural hazards, terrorism) overlook the se-
curity issues caused by the deficiencies of IoT-enabled transportation infrastructure [22].
Studies related to security issues in transportation networks focus on the identification
of threats against specific transportation elements that operate within it, such as smart
traffic lights [23] or modern vehicle systems that enables vehicle-to-vehicle or vehicle-to-
infrastructure communication [24,25]. Similarly, EU projects have studied or are studying
the development of a security framework that protects the information and operational
technology departments of stakeholders in the transportation domain (e.g., CIPSEC [26])
or in the enhancement of a transportation network serviceability level against cyberattacks
(e.g., RESOLUTE [27], RESIST [28]). Other EU projects, such as PRECINCT [29], focus on
the interdependencies between transportation networks and other sectors (e.g., energy).

Other studies that do not consider specific vulnerable elements (e.g., traffic lights),
follow a holistic approach by assessing the vulnerability of transportation networks to
both random (i.e., day-to-day disturbances) or targeted attacks (i.e., malicious attacks or
large-scale natural disasters) [30]. These approaches rely on graph theory, describing the
transportation network in the form of a graph with a set of nodes (e.g., stations) and a set of
edges (e.g., distances between the nodes) [31]. The recent advances in graph theory, with the
use of topological attributes, enable the ranking of important nodes or edges in the graph
based on centrality measures (e.g., node degree as the number of edges that are incident to
anode) [32]. As a result, the behavior of transportation networks (e.g., efficiency) is studied
after node removal [2,33]. Although centrality-based ranking is employed to identify
the most important nodes based on physical attributes (i.e., centrality measures), it lacks
information related to security weaknesses and cyber space. Therefore, the identification
and removal of nodes based on topological attributes, when cyber-physical attacks are
considered, is impractical. Therefore, in order to assess the attack paths that the attacker
should follow to achieve their goal, studies in the security engineering domain have
highlighted the role of probabilistic methods (e.g., Bayesian network attack graphs [34].
Additionally, the role of probabilistic methods is enhanced when knowledge from publicly
available databases and industrial frameworks is applied. For example, a widely used
public database is the National Vulnerability Database (NVD) [35]. This assigns a common
vulnerability and exposure number (CVE-ID) to every reported vulnerability, which is later
assessed through Common Vulnerability Scoring System (CVSS) [36]. Similarly, MITRE
ATT&CK is an industrial framework, that provides details related to the capabilities of the
attacker based on previous cyber intrusions [37]. Despite the beneficial use of probabilistic
methods, along with the integration of knowledge from public databases and industrial
frameworks, these studies mainly focus on network security breaches (e.g., through the
internet). Therefore, the role of physical space is overlooked. Indeed, the role of the physical
space is of major importance when traditional cyber-physical attacks against the sensing
layer (e.g., eavesdropping, man-in-the middle attack [38]) of an IoT-enabled transportation
infrastructure are considered. In this case, the attacker may be required to initially exploit
vulnerabilities in the overlooked physical space (e.g., deficient perimeter protection) to gain
physical proximity to the IoT-based WSN. Such physical vulnerabilities are not included
in public databases related to cybersecurity. Furthermore, the characteristics of attackers
(e.g., skills) are mainly derived from the cyber space. Therefore, characteristics derived
from the physical space (i.e., terrorism experience), such as those described in our previous
work [18], have not been considered.

To bridge the gap, a new vulnerability assessment approach for transportation net-
works subjected to cyber-physical attacks at the sensing layer is proposed in this paper. In
this approach, a transportation network is represented in the form of a graph with a set
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of nodes that represent the IoT-enabled transportation infrastructure. These IoT-enabled
nodes, connected through their edges, are the targets of the cyber—physical attack. The
approach relies on a Bayesian network (BN) attack graph [39] that enables us to probabilis-
tically model vulnerabilities as different states of the attack, combining cyber and physical
space for the first time. To assist stakeholders (i.e., operators, civil and security engineers)
who acts as assessors towards the detailed assignment of probability scores to vulnerability
states, a novel probability indicator (PI) is applied. The PI acts as ratio, considering the level
of attacker, under certain profile characteristics (e.g., motivation), and the level of control
barriers that protect the vulnerability state (e.g., encryption). Following the probabilistic
analysis, a new probability-based ranking table is developed that describes the probabilis-
tically most vulnerable nodes to the cyber—physical attack. Finally, the vulnerability of
the transportation network is measured as a drop in efficiency after the removal of the
highest probability-based ranked nodes. We demonstrate the application of the approach
by measuring the vulnerability of an illustrative transportation network as a case study.
Monte Carlo simulations and sensitivity analysis are performed, along with the calculation
of correlation coefficient, as methods to evaluate the results. The results indicate that the
transportation network is probabilistically susceptible to cyber—physical attacks when they
take place at the sensing layer of deficient (in terms of physical and cyber control barriers)
IoT-enabled transportation infrastructure. We highlight the usefulness of our approach by
comparing the results with other existing studies, whose outcomes differ greatly.

This paper contributes to existing knowledge in the following ways. First, we intro-
duce an approach to assess the vulnerability of transportation network to cyber—physical
attacks that have been previously overlooked. Furthermore, we combine vulnerabilities of
the physical and cyber space for the first time, driven by the new cyber—physical perspec-
tive of a transportation network. Third, the assignment of probability scores is performed
with the use of a PI that considers a detailed attacker profile and control barriers from
both spaces. The remainder of the paper is as follows: Section 2 presents the related work;
Section 3 describes the proposed vulnerability assessment approach; Section 4 illustrates
the case study and presents the results; Section 5 details the results and limitations of the
approach; and Section 6 concludes the paper.

2. Related Work

A review of related work within the area of vulnerability assessment of transportation
networks is presented in this section. The current literature reflects a growing interest in
the vulnerability assessment of transportation networks in relation to a variety of threats
or disturbances (e.g., terrorism, natural hazards, accidents) [40—42]. In contrast, studies
related to security issues and transportation networks mainly focus on the identification of
IoT-enabled types of attacks against transportation systems (e.g., attacks on traffic control
infrastructures [43]), or on the security issues of smart vehicles [44], rather than on the task
of vulnerability assessment.

Due to the unforeseen nature of attacks against transportation networks, a static anal-
ysis requires the removal of nodes and the evaluation of changes in certain transportation
indexes (e.g., connectivity), as vulnerability measures, in accordance with a centrality
measure-based ranking [43]. For example, Zhang et al. [45] considered the use of a ranking
of descending node degree in the Shanghai metro to measure the vulnerability as a drop in
network connectivity. However, the authors noted that selection of removed nodes should
include additional details beyond topological properties (i.e., centrality measures), such as
the external loads of the node (e.g., traffic flow) [45]. Based on this, Cai et al. [46] considered
the travel time and passenger flow in a topological vulnerability analysis iun order to
measure the vulnerability of the Beijing metro network as a drop in network efficiency.
Other studies have considered socio-economic aspects of a transportation network to define
the importance of nodes [47]. For example, Taylor et al. [48] analyzed the vulnerability of
a rural region in south east Australia under node attacks. They considered accessibility
as an index that refines the ease with which services and facilities can be reached while



Future Internet 2023, 15, 100

50f23

using certain nodes of a transportation network. These works studied the vulnerability of
transportation network to random or intentional disruptions, focusing on the importance
of nodes under certain criteria that derive from physical space (e.g., topological properties).
In contrast, the research in this paper studies the susceptibility of a transportation network
to security issues of loT-enabled transportation infrastructure in the cyber space.

Within the security domain of transportation networks, Ghena et al. [49] succeeded in
raising security awareness due to the increasing number of cyber vulnerabilities (e.g., lack
of encryption) in transportation systems. Specifically, a case study was used to analyze the
security of traffic infrastructure (i.e., traffic signals). Based on the security issues of traffic
signals, Laszka et al. [50] studied the vulnerability of a transportation network to traffic
signal tampering attacks. The approach relied on an attacker model that builds upon certain
characteristics (e.g., goal of the attacker), a traffic model (i.e., Daganzo’s cell transmission
model [51]) and an algorithm for computing optimal attacks. Vulnerability is then measured
as drop in the total travel time of the network. This approach considers a detailed attacker
profile that affects the susceptibility of transportation network. Vivek et al. [52] developed
a framework to quantify, detect, and mitigate the cascading consequences of attacks which
are related to cybersecurity incidents and that could disrupt a traffic network. In contrast to
the approach used in this paper, namely one that identifies the most vulnerable nodes based
on their security weaknesses, the identification of the most vulnerable nodes is enabled
using certain centrality measures (i.e., betweenness centrality).

Studies in security engineering related to the vulnerability assessment to cyberattacks
have highlighted the role of probabilistic methods (e.g., Bayesian network attack graphs).
For example, Musa et al. [53] proposed the use of a model based on attack graphs to enable
organisations to identify the most vulnerable nodes in their security analysis by reducing
their complex use (i.e., attack graphs). The model is based on reported vulnerabilities
in NVD and is assigned scores based on CVSS. Despite the consideration of industrial
databases and frameworks that reduce the complexity of the attack graph, the method
is applicable only when vulnerabilities in the cyber space are considered, such as those
included in NVD. In contrast, the study in this paper integrates vulnerabilities into the
physical space, considering the cyber—physical perspective of a transportation network.
Similarly, Sadlek et al. [54] proposed an approach that merges kill chains as a means to
model attacks as sequences of steps [55] and attack graphs. The kill chain attack graph
relies on the current knowledge for attacker modelling provided by the MITRE ATT&CK
framework [37]. The approach provides information to security administrators, although
this is strictly for network intrusions, as the applied attacker modelling is based on previous
cyber events. However, the approach used in this paper explicitly considers additional
attacker characteristics (i.e., terrorism experience) necessary to exploit vulnerabilities in the
physical space.

Probabilistic graphical models based on Bayesian networks have been previously
applied in studies related to cybersecurity. Shin et al. [56] highlighted the role of BN
in inherently qualitative cybersecurity models. The structure of the BN, as a directed
acyclic graph of an arc that represents the dependencies between the nodes and variables,
enables the efficient conversion of qualitative metrics (e.g., low) into quantitative values.
Specifically, the child node has the cause element, and the parent node has a result element
from the child nodes. A probability table then summarizes the occurrence probability
between the causal relationship nodes, which can be updated at any time.

The use of BN in studies related to cybersecurity and transportation networks is mainly
associated with security issues in advanced vehicles (e.g., connected and autonomous
vehicles) [57]. Comert et al. [58] developed belief network-based attack modelling at
signalized traffic networks under connected vehicle and intelligent signals frameworks.
Vulnerability scores for signal controllers’ equipment (e.g., sensor), as part of the Bayesian
network, were based on metrics with certain ranges of assigned scores (i.e., low, medium,
etc.), resulting in the quantification of impact (e.g., delays). In this approach, a new Pl is
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applied. This enables stakeholders, who act as assessors, to accurately assign a probability
score, based on a detailed attacker profile and the control barriers that protect the system.

Although related studies have succeeded in raising awareness of the susceptibility
of transportation networks to traditional threats (e.g., terrorism) or emerged threats (e.g.,
cyberattacks), they have certain deficiencies. Firstly, they focus on threats which are mainly
derived from the physical space, overlooking the increased vulnerability of transportation
network due to cyber—physical attacks [41]. Furthermore, studies that follow a static analy-
sis assess the vulnerability of transportation network after the removal of nodes following
centrality measure-based ranking [43]. Such an approach is misleading, as topological
attributes lack details related to security issues. Other approaches within the domain of
security engineering and transportation networks either focus on attacker profiles with
limited characteristics [50], or on exploitable vulnerabilities of advanced vehicles [58],
overlooking the security weaknesses of IoT-enabled transportation infrastructure at the
sensing layer. The approach used in this paper considers the vulnerability of an entire
transportation network against cyber—physical attacks by integrating a detailed attacker
profile to accurately identify the most vulnerable nodes.

3. Vulnerability Assessment Approach
3.1. Overview of Vulnerability Assessment Approach

The proposed vulnerability assessment approach in this paper assesses the vulnerabil-
ity of an IoT-enabled transportation network which is subjected to cyber—physical attacks
on the sensing layer. The sensing layer includes both the physical infrastructure and the
embedded IoT-based WSN. The novel approach relies on a topological vulnerability assess-
ment method in the form of a graph [59]. Specifically, the graph is an ordered pair G(N, E),
including a set N of nodes and a set E of edges. Depending on the evaluated transportation
network, these can be undirected (i.e., no order is assumed between the nodes linked by an
edge) or directed (i.e., a start and end node of each edge is assumed) and unweighted (i.e.,
all edges have the same weight) or weighted (i.e., the edges may have different weights).
In this approach, the set of N nodes (i.e., n;) represents the IoT-enabled transportation
infrastructure of the transportation network that is subjected to the cyber—physical attack,
and the set of E edges (i.e., e;) represents the distance between them.

As shown in Figure 2, the approach includes five activities. The first activity (i.e.,
selection of a sensing area cyber—physical attack scenario) includes the selection of a cyber—
physical attack scenario that takes place at the sensing area. The activity is facilitated
by using either individual or combined publicly available catalogues of common attack
patterns (e.g., CAPEC [60]) and current theoretical [61] or experimental studies [62], all
based on IoT devices. The second activity (i.e., Division of cyber-physical attack scenario into
vulnerability states in physical and cyber space) is based on the BN attack graph that details the
vulnerability states, in both the physical and cyber space, that the attacker needs to exploit
in order to succeed in the selected cyber—physical attack scenario (i.e., first activity). This
approach goes beyond previous works, as it integrates the cyber and physical space for the
first time. For example, in a network attack, the attacker should gain physical proximity to
the IoT-based WSN by overcoming the physical security of the IoT-enabled transportation
infrastructure. The third activity in Figure 2 (i.e., development of conditional probability table
for every node i) necessitates the development of a conditional probability table (CPT), as
part of the BN [63], that will enable the calculation of the probability of the successful
exploitation of vulnerability states for the selected attack scenario (i.e., refer to the first and
second activity) for every node, i. The first, second and third activities are described in
more detail in Section 3.2. The fourth activity (i.e., calculation of probability indicator (P1))
includes the calculation of the proposed PI that will enable assessors to assign a probability
score to every vulnerability state, i. The ratio considers both a detailed attacker profile
and the physical and cyber control barriers that protect every vulnerability state. The fifth
activity (i.e., removal of nodes based on probability-based rank and vulnerability assessment as drop
in efficiency) describes the measurement of vulnerability of the transportation network as a
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loss of efficiency [64] after the removal of the highest probability-based ranked nodes. The
fifth activity is further described in Section 3.3.

Activity 1 Activity 2
Selection of a Division of cyber-
sensing area Lo physical attack scenario
cyber-physical into vulnerability states in
attack scenario physical and cyber space
Activity 5
Activity 3‘ . Removal of nodes
Development of Activity 4 based on probability-
conditional Calculation | | basedrankand
probability table || ©f Probability vulnerability
for every node i indicator (P1) assessment as drop of
efficiency

Figure 2. Process diagram of vulnerability assessment approach.

3.2. Cyber—Physical Attack Scenarios and Vulnerability States

The vulnerability assessment approach commences with Activity 1 and 2 (refer
to Figure 2). It includes the selection of a sensing area cyber—physical attack scenario
(i.e., Activity 1) and its division into vulnerability states in physical and cyber space
(i.e., Activity 2). The selection of cyber—physical attack scenarios necessitates the role of
stakeholders who should have a bespoke knowledge of their system deficiencies [65], held
on account of either their existing knowledge from previous cyberattacks [66] or by availing
themselves of the use of public databases. Specifically, existing public catalogues, databases
and studies that detail attack scenarios are commonly used and can be applied in this
approach. For example, public catalogues (e.g., CAPEC catalogue [60]) and databases (e.g.,
Common Vulnerabilities and Exposures database [67]) detail the exploitation of vulnera-
bilities based on real-world events. In addition to these databases and catalogues, both
theoretical [68] and experimental studies [57] detail attack scenarios against IoT devices.

The division of the cyber—physical attack scenarios into vulnerability states in the
physical and cyber spaces (i.e., Activity 2) relies on a BN attack graph. The BN attack
graph models the vulnerability states that the attacker should exploit to succeed in the
selected cyber—physical attack scenario (i.e., Activity 1) in a probabilistic manner. The BN
attack graph is represented by a set of vertices that describe the vulnerability states, arcs that
describe the conditional relationships (i.e., OR, AND) between the vertices and conditional
probability tables that includes the probability score of every vertex. The use of BN attack
graph enables us to model the probability of a vulnerability state based on vulnerability
states that have occurred and thus update the posterior probabilities. The application of the
chain rule of probability theory allows to factorize joint probabilities for a set of v vertexes,
ranging from X; to Xy, by using Equation (1),

P(Xl,XZ,...,XV) = IRIP(XI‘ Pa(Xl))Xl XV (1)
i=1

where Pa(Xj) is the collection of all parent vertexes of the vertex, X;. A numerical example
of a BN attack graph is shown in Figure 3 to demonstrate the application of a BN attack
graph. In this abstract example, in order the attacker to succeed in the goal of the attack,
the attacker should exploit Vulnerability C (i.e., V¢) given the prior exploitation of either
Vulnerability A (i.e., Vo) OR Vulnerability B (i.e., Vg). For the purposes of this example,
abstract numerical values are used. To simplify the generation of CPTs, an assumption
of probability scores is made, namely, that V5 is equal to 0.3, Vg is equal to 0.4 and V¢ is
equal to 0.5. The True (T) and False (F) statements are used to indicate the condition of
vulnerability state.
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Figure 3. A Bayesian network attack graph example.

Based on Equation (1), the calculation of the successful exploitation of V¢ given that
Va OR Vg has been exploited is shown below:

P(Ve=T) = Y P(Vc=T,Va,Vg)
{ABET,®}
=P(Vc=T,Vo=FVg=F)+P(Vc=T,Vo=F,Vg=T)
+P(VC =T,Vo=T,Vg = F) +P(VC =T,Vo=T,Vg = T)
=0+05%x07%x044+05%x03x06+0.5x%x03x04
=0.29

To highlight the significance of a BN attack graph, the possibility of exploitation of
V¢ given the initial exploitation of V5 OR Vg is lower (i.e., 0.29) than the initial belief of
individual exploitation of V¢ (i.e., 0.50).

3.3. Calculation of PI Ratio

For reasons of simplicity, we performed in the example detailed in Section 3.2, the
assignment of probability scores in an arbitrary way. Traditionally, it is common practice
for expert(s) who have bespoke knowledge of their system to determine the probability
scores [69]. To enable a more detailed assessment, we propose the integration of a PI in
order to assign probabilities scores in every vulnerability state in the BN attack graph. The
PI, as shown in Equation (2), requires stakeholders who act as assessors, to consider not
only the condition of the IoT-enabled transportation infrastructure but also the attacker
profile. The numerator of Pl is equal to the weighted average of the level of attacker who
attempts to exploit the vulnerability state. The denominator of PI is equal to the level of
control barriers that exist to protect the vulnerability state from being exploited in physical
and cyber space (see Section 3.3.1). The proposed attacker profile characteristics, for cyber—
physical attacks against a sensing layer of IoT-based WSN, has been detailed in our previous
work [18]. In summary, it builds on the level (i.e., X;) and the importance index (i.e., Wj) of
the following characteristics, namely knowledge (i.e., Xxkn, Wkn) (i.e., describes cyber skills,
attack methods, etc.), resources (i.e., Xrg, Wrg) (i-e., describes budget, manpower, etc.),
Psychology (i.e., Xps, Wps) (i.e., describes the motives), and terrorism experience (i.e., X1e, Wre)
(i.e., describes the ability of attacker to remain undetected in public areas and the ability of
gaining access to sensitive critical information infrastructure). These characteristics enable
the assessment of classified attacker profiles that act against critical infrastructure such as
basic users, cybercriminals, nation states, and hostile organizations [70]. For example, if
the attacker is considered to be a nation state, then the knowledge (i.e., Xxn), resources (i.e.,
XRE), psychology (i.e., Xps), and terrorism experience (i.e., X1.) should be in the high level
(see Table 1).
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Table 1. Rating scale per level X;, and importance index W;.
Qualitative Rating Scale/Level X; Qualitative Rating Scale/Importance Index W;

Very Low/0.00-0.20
Low/0.01-1 Low /0.21-0.40

Medium/1-2 Medium/0.41-0.60
High/0.61-0.80

High/2-3 Very High/0.81-1.0

The level of control barriers (i.e., X,) refers to the level of protection for the vulnera-
bility state, whether in the physical space (i.e., technological means such as motion detectors
and human or non-technological means such as perimeter protection, for example) or in the
cyber space (e.g., advanced encryption). For example, physical proximity to an IoT-enabled
transportation infrastructure may be restricted due to motion detectors that indicate a
greater X, in the physical space, but IoT devices may lack encryption when transmitting
data that indicate a lower X, in the cyber space. The rating scale of characteristics level
(i.e., X;) and importance index (i.e., W;) is shown in Table 1, and has been detailed in our
previous work [18]. For a specific cyber-physical attack scenario, X; represents the level of
the characteristics and W; represents the importance of the characteristic to the successful
completion of the attack. For example, if the attacker has access to a large budget (i.e.,
XRE is assigned to a High level), they still must access traditional hardware devices (e.g.,
laptops) in order for the attack to be successful. Subsequently, the specific characteristic
is of lower importance (i.e., W is assigned to a Low level). The assessment of the level
of attacker profile characteristics and control barriers, which enables the calculation of PI,
follows the rationale of the widely used cybersecurity industrial standards released by
the National Institute of Standards and Technology (NIST), such as NIST SP800-30 [71].
According to this standard, assessment can be further facilitated by several organizational
factors such the use of stakeholders’ expertise, previous incident reports or the monitoring
of public available catalogues (e.g., CAPEC [60]).

Pl Weighted average attacker level _ WKNXXKN%Yﬁ %égfj—v‘\//\;?f\/)\(zl;fwTexxTe
Control barrier level Xb

@)

As in several cybersecurity studies, the role of stakeholders in this approach that
considers cyber—physical transportation networks is of major importance. Indeed, the
role of stakeholders as experts combines the logical and mathematical procedures to
elaborate their assessment for the considered system [72]. Their involvement is mainly
necessitated due to the lack of statistical data for cyberattacks and in order to understand
the characteristics of recent attacks and their patterns of occurrence [73]. These reasons are
amplified due to the premature level of development IoT-enabled transportation networks.
Currently, no validated procedure exists that enables the assessment of values related to
cybersecurity issues, such as the probability of a successful exploitation. Therefore, the
assessment of different metrics, such as assignment of probability scores, highly depends on
the judgement of experts with a bespoke knowledge of their system [69]. However, recent
studies in cybersecurity have highlighted that attacker characteristics (e.g., skills) should
be additionally integrated into the assessment procedures [74]. Therefore, we propose the
integration of a PI to drive that a more detailed assessment process (i.e., assighment or
probability scores). The PI acts as a ratio that considers both the bespoke knowledge of the
system through control barriers and the attackers characteristics. Therefore, based on the
calculation of PI for very vulnerability state, the probability scores should range within
the values shown in Table 2. Due to the abovementioned lack of validated procedures,
the ratio builds on a linear relationship between the attacker characteristics and control
barriers. Specifically, X; (see Table 1) ranges from one (i.e., low level) to three (i.e., high
level). Therefore, the PI is linearly distributed to five scales that consider the upper and
the lower boundaries of Xi, as shown in Equation (2). For example, if the assessment of
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the numerator (i.e., attacker assessment) ranges in high-level values (i.e., 2-3) and the
assessment of denominator (i.e., control barriers) ranges in low level values (0.01-1), then
PI ranges from two to three. Stakeholders can determine their own probability boundaries,
availing themselves of the use of attacker characteristics. For the purposes of this approach,
we evenly distribute the range of probability scores to five scales in order to match them
with the range of PI, as shown in Table 2.

Table 2. Range of PI and probability scores.

Range of PI Range of Probability Scores
0<PI<0.33 0<P(i) <0.25
033<PI<1 0.25 < P(i) <0.50
PI=1 P(i) = 0.50
1<PI<2 0.50 < P(i) <0.75
2<PI<3 0.75 <P(3) <1.0

It is evident that a greater attacker level with a lower control barrier level will result
in higher values of PI (i.e., values ranging from two to three) and subsequently in a
higher range of probability scores for a vulnerability state, i (i.e., P(i)). For example, in a
vulnerability state 7, if the level of attacker is equal to 2.5 (i.e., a high level of attacker) while
the control barrier level is equal to 1 (i.e., a low level of protection), then, based on P, the
probability score of successful exploitation ranges from 0.75 to 1.

3.3.1. Control Barriers

Control barriers operate as measures that can detect or prevent a cyber-physical
attack, either in the physical or cyber space. Physical control barriers describe traditional
protection measures (e.g., perimeter protection) that have been applied in the past, or
advanced protection measures (e.g., smart video-surveillance) that have been designed
for cyber—physical system protection. Cyber control barriers describe current protection
measures (e.g., advanced encryption) that are designed to shield IoT devices from being
exploited. In particular, this research considers thw potential types of cyberattacks at the
sensing layer. Table 3 presents the described control barriers (i.e., X;) at the physical and
cyber space.

Table 3. Operation of control barriers in physical and cyber space.

Space Operation
Phvsical Technological operation (CCTV, motion detectors, line crossing, smart video-surveillance)
y Non-technological or human operation (perimeter protection, continual inspection from trained personnel)
Authentication, encryption
Cyber Access control, energy resources

Proper patch management, audit mechanisms

We divided physical control barriers into those based on; (i) technological operation
and (ii) non-technological or human operation. Physical control barriers that are based on
technological operation include for example CCTV systems, motion detectors, line crossing,
and smart video-surveillance capacity. Physical control barriers, based on non-technological
or human operation, include perimeter protection (e.g., fence) or continual inspection from
trained personnel [75].

In addition to physical control barriers for IoT devices, the vulnerabilities of IoT
devices are protected by various cyber control barriers also (i.e., Xy). The main cyber
control barriers aim to protect the various dimensions of the vulnerabilities of IoT devices,
as presented in [76]. Specifically, Neshenko et al. [76] provide a unique taxonomy that
classifies the vulnerabilities of IoT devices that should be addressed by administrators. The
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study [76] boosts the theoretical and empirical aspect of the premature IoT technology by
classifying the state-of-the-art surveys. These are related to the: (i) level of authentication
that would prevent an attacker from appending spoofed malicious nodes or violating
data integrity; (ii) level of encryption required as a protective mechanism (e.g., algorithms)
to store and transit data in such a manner that only authorized users can utilize it and
prevent an attacker from violating data confidentiality and control IoT devices; (iii) level of
access control that describe the level of credential management (e.g., passwords) required to
protect IoT devices and data from unauthorized access; (iv) level of energy resources that
describes whether the IoT devices possess the technology required (e.g., solar systems) to
renew energy production automatically; (v) level of proper patch management that describes
whether the IoT devices have in place automated patch-update mechanisms or a sufficient
routine patching schedule by the manufacturers that would (i.e., IoT devices) mitigate
the risk from zero-day vulnerabilities; (vi) level of audit mechanisms required to provide
transparency about actions that have previously occurred in the past (e.g., logging record),
are occurring in the present (e.g., health record) and will occur the future state (e.g., access
record) of the IoT device; (vii) level of IoT device port scanning that describes the level of
investigation and detectability of unnecessarily open ports connected to the IoT device,
which is addressed by a risk level (e.g., “Safe ”) from the inspection team [77], that would
allow an attacker to connect through them (i.e., open ports) and exploit a vulnerability.

3.4. Efficiency of Transportation Network

The performance level of a transportation network has been previously related to
the established and widely adopted efficiency measure (E) [64] that satisfies different
perspectives of a transportation network flow (e.g., traffic flow) [78]. The efficiency of a
transportation network in the form of a graph (i.e., E(G)) considers the distance between
node pairs and is mathematically computed, as shown in Equation (3).

1 1
E(G) = Nx(N=1) * Yk cc ds ®)
where N represents the number of nodes in the network graph, and G and d;j represent
the shortest distance between node pairs. E(G) varies in the range [0-1], with values
closer to 1 representing more efficient transportation networks. After the removal of the
highest probability-based ranked nodes, vulnerability (i.e., V(G)) is measured as the loss
in efficiency as per Equation (4). E(G) and E'(G) represent the initial efficiency and the
efficiency of the transportation network after the removal of a node. The probability
threshold (e.g., probability score greater than 0.5) that defines whether a node should be
removed or not, is designed based on stakeholders” decision.

V(G) = = )

where E(G) and E'(G) represent the initial efficiency and the efficiency of the transportation
network after the removal of a node i, respectively.

4. Case Study of a Cyber-Physical Transportation Network

A case study of a cyber—physical transportation network, subjected to cyber-physical
attacks, is presented in order to demonstrate the application of the proposed vulnerability
assessment approach. The case study also highlights the usefulness of the approach by com-
paring the results with other approaches that adopt a centrality-based ranking (e.g., node
degree), as described in Section 2. The topology of the transportation network adopted
in this case study takes the form of an undirected graph G with a set of eight nodes (i.e.,
N = 8) that represent the IoT-enabled transportation infrastructure (e.g., Node 3 represents
an JoT-enabled bridge) which was subjected to cyber—physical attack. A set of 14 weighted
edges (i.e., E = 14) exist that represent the distances (i.e., djj) between the interconnected
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nodes N, as shown in Figure 4. For the purposes of this case study, we consider that the
ZigBee devices form the IoT-based WSN [79]. ZigBee technology is a wireless technology,
offering many advantages to users (e.g., low cost, flexible deployment) embedded in IoT
devices as a communication protocol. It builds on the IEEE 802.15.4 standard [80], and has
been identified through experimental studies as a reliable technology for various civil engi-
neering digital services (e.g., wireless structural monitoring, traffic monitoring, etc.) [81].
The ZigBee protocol stack operates under the following layers, namely: application (i.e.,
data transmission and security services); network (i.e., routing, security, and configuration
of new devices); MAC (i.e., interface between physical and network layer); and physical
(i-e., functions related to ZigBee hardware). Every individual protocol stack layer suffers
from inherent vulnerabilities (e.g., insecure key transport) that threaten the operation of
the IoT-based WSN [82].

OIoT enabled transportation —— Distance d
infrastructure

ZigBee
& Attacker @ WSN

Figure 4. Case study of a cyber-physical transportation network.

4.1. Case Study Application of Vulnerability Assessment Approach

Experimental and theoretical studies have highlighted the security issues of Zig-
bee [83,84]. One of the main security issues of ZigBee technology relies on key manage-
ment, enabling the sniffing of security keys and the conduction of denial-of-services attacks
(DoS) [62,82]. This will be considered in this case study as Activity 1 (i.e., see Figure 2,
Selection of a sensing area cyber—physical attack scenario).The selected attack has been experi-
mentally tested with success [62,82]. Key management is of vital importance for the security
specifications of ZigBee devices. One of the ZigBee devices (i.e., Trust Center) is responsible
for the security key management, providing the network key as a security key. The network
key acts as a security mechanism which enables secure communication within the devices
of the ZigBee network. The Trust Center is also responsible for the selection of the security
level that determines whether the network key is transmitted encrypted over the air (i.e.,
high security level) or is transmitted unencrypted over the air (i.e., standard security level).
When the latter security level is used (i.e., standard security level), the network key is not
pre-installed to all legitimate devices of the ZigBee network by the administrator and is
transmitted unencrypted over the air. In this case, the administrator has opted for a less
secure but more usable option, which is typical for large-scale networks. By capturing the
over-the-air transmitted packets, the attacker can legitimately communicate with the victim
ZigBee network and exploit additional vulnerabilities, such as limited energy resources,
resulting in an unavailability of data (e.g., Denial-of-Service attack (DoS)).

Following Activity 2 (i.e., see Figure 2, Division of cyber—physical attack scenario into
vulnerability states in physical and cyber space), the cyber—physical attack scenario can be
divided into the following vulnerability states. Initially, the attacker needs to infiltrate the
physical sensing area of the critical transportation infrastructure where the ZigBee enabled
network is located. In order to accomplish this, the attacker should overcome the physical
control barriers (i.e., physical space) that rely on non-technological or human operation (i.e.,
State A, V) and technological operation (i.e., State B, V). The specific physical control
barriers operate individually and therefore the attacker should overcome both, where those
are applicable. Then, the attacker should capture the over-the-air traffic and parse the
network key by using packet sniffers (e.g., KillerBee [85]) and legitimately communicate
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with other ZigBee devices. The attacker should overcome the cyber control barriers (i.e.,
cyber space) that rely on the security level used (e.g., standard) and the subsequent level
of encryption (i.e., State C, V¢) and flood the other ZigBee devices with bogus messages.
Bogus messages will result in transmission failure and the denial of services by overcoming
the cyber control barriers that rely on the energy resources level and audit mechanisms (i.e.,
State D, Vp).

In order to compute the probability score of a successful attack given the previous
exploitation of vulnerability states in the physical and cyber space, the completion of
Activity 3 (i.e., see Figure 2, Development of conditional probability table for every node i) and
Activity 4 (i.e., see Figure 2, Calculation of probability indicator (PI)) is necessary. An example
of the BN attack graph and CPT structure is provided by considering Node 6 in the graph
(i.e., see Figure 4), as shown in Figure 5. We assume that. for the considered node (i.e.,
Node 6), the successful exploitation (i.e., True as T, False as F) of State A (i.e., V5) and B
(i.e., V), C (i.e., V¢), D (i.e., Vp) is required.

Physical
space Va Ve
J

i @ T F T F
i P(Va=T) | P(V.=F) P(Vg=T) | P(Vg=F)
L D
VC VD
i Vi ve| T F o |lve] T F
Cyberi F | F | PM=T) P(Mc=F)|| F |P(Vp=T)| P(Vp=F)
spacel F | T ] P(Vc=T) [P(Vc=F) 1 leveen [ Pvcr
T | F | P(Ve=T) [P(Ve=F) Vo=T)| P(Vo=F)
LT 1] 1] Povesm) [Pvesh)
Goal of the
attack

Figure 5. Bayesian network attack graph and conditional probability table structure of Node 6.

To compute the total probability of success for every node, i (i.e., see Equation (1)),
we must to assign the probability score to every vulnerability state (e.g., P(Va =T)) based
on PI (i.e., see Equation (2)). For the purposes of this case study, an assumption of the
type of attacker profile with the corresponding levels of profile characteristics (i.e., see
Section 3.3) is made. Every node that describes loT-enabled transportation infrastructure
of a network was subjected to the cyber—physical attack scenario by the same type of
attacker. Therefore, for reasons of simplicity, the level of attacker characteristics were
constant. Specifically, a nation state was identified as the attacker, as in many previous
cyberattacks against critical infrastructure [86]. A nation state is generally characterized
as an attacker with high levels of access to sensitive information, command of resources
in terms of budget or manpower (e.g., with the capacity to employ cyberterrorists with
exceptional cyber skills), in addition to strong motives (e.g., political or ideological) and
cyber skills [87]. Table 4 presents the levels of attacker characteristics for the selected type
of attacker profile per vulnerability state. For State A and State B (i.e., physical space), when
both or one of them exist (i.e., physical space), joined by State C and State D (i.e., cyber
space), the level of profile characteristics of terrorism experience (i.e., Xte) and psychology (i.e.,
Xps) are high (i.e., 2-3) in the rating scale (i.e., see Table 1). As shown in Table 4, terrorism
experience (i.e., attacker should remain undetected) is of very high importance (i.e., Wt
varies to 0.81-1.0). Psychology (i.e., motives of the attacker) is of high importance (i.e., Wpg
varies to 0.61-0.80) considering the attainment of the successful exploitation of every state.
For State C and State D (i.e., cyber space), the associated levels of knowledge (i.e., Xxn)
and resources (i.e., Xgg) are high (i.e., 2-3). The possession of cyber skills (i.e., Knowledge)
through the exploitation of vulnerability State C and D is of very high importance (i.e.,
Wkn varies to 0.81-1.0). However, the possession of a budget is of very low importance
(i.e., WRg varies to 0.01-0.20) as the execution of such operations only requires access to
commercial products (e.g., KillerBee [85]).
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Table 4. Case study attacker characteristics level per vulnerability state.
Vulnerability State Characteristic/Level
A-B-C-D Terrorism experience/ (Xte = 2-3, W = 0.81-1.0),

Psychology / (Xps = 2-3, Wpg = 0.61-0.80)

Knowledge /(XN = 2-3, Wxn = 0.81-1.0)
Resources /(Xgg = 2-3, Wrg = 0.01-0.20)

C-D

The level of control barriers (i.e., X,), with respect to every vulnerability state in the
physical or cyber space, is described in Table 5 and should be assigned by stakeholders
who have bespoke knowledge of their system. For example, Node 6 is protected by
physical control barriers that rely on (i) advanced non-technological or human operation
barriers, including perimeter protection and continual inspection from trained personnel,
and (ii) advanced technological operation barriers, including smart video-surveillance and
motion detectors. Therefore, X, for the vulnerability States A and B is at a high level
(i.e., 2-3). Additionally, Node 6 is protected by cyber control barriers that rely on (i) high
levels of security (i.e., network key is transmitted encrypted over-the-air) and (ii) critical
audit mechanisms that ensure the inspection and maintenance level of energy resources.
Therefore, X, for the vulnerability States C and D is high (i.e., 2-3). Table 5 details the
attributes and levels (i.e., X) of control barriers for every node per vulnerability state.

Table 5. Case study description and level of control barriers per vulnerability state for every node.

Number of Node

Vulnerability State Control Barriers/Level (Xg,)

1,8

Rare inspection from trained personnel/(Low, 1),

AAND B Line crossing (Low, 1)

Standard security level/(Low, 1),

CD Poor audit mechanisms/(Low, 1)

2,3

A AND B Frequent inspection from trained personnel/(Medium, 1-2),
Motion detector, CCTV systems (Medium, 1-2)

Standard security level/(Low, 1),

CD Frequent audit mechanisms/(Medium, 1-2)

Continual inspection from trained personnel and perimeter
protection/(High, 2-3),
Lack of technological operation barriers—State B does
not exist

High security level/(High, 2-3),
Poor audit mechanisms/(Low, 1)

CD

A AND B Frequent inspection from trained personnel/(Medium, 1-2),
Motion detector, CCTV systems (Medium, 1-2)

High security level/(High, 2-3),
Frequent audit mechanisms/(Medium, 1-2)

CD

Continual inspection from trained personnel and perimeter
A AND B protection/(High, 2-3),
Smart video surveillance/(High, 2-3)
High security level/(High, 2-3),
Continual audit mechanisms (High, 2-3)

CD

Lack of non-technological or human operation barriers—State A
B does not exist,
Motion detector, CCTV systems (Medium, 1-2)

High security level/(High, 2-3),
Poor audit mechanisms/(Low, 1)

CD
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Based on Tables 4 and 5, we calculated the PI for every vulnerability state (i.e., Pl
as for probability indicator for vulnerability state A, PIg, PIc, PIp) in order to assign a
detailed probability score. For example, for Node 4 we calculated PI for every vulnerability
state (i.e., P, Plc, PIp) in which the determination of the probability score is based on the
associated probability range of PI, a factor which stems from the Monte Carlo simulations
performed as described in Table 6. Detailed results can be seen in Section 4.2.

Table 6. Example of calculation of PI and total probability score, for Node 4.

Total Probability Score Based

Node Vulnerability State PI/Probability Range on Equation (1)
A PI, = 1/P(A) = 0.50
4 C Plc = 1/P(C) = 0.50 POVp =T) =LP(Vp =T Va =T,Ve =T)
D 2 < Plp < 3/P(D) = 0.875 =05%05+0.875=0.22

4.2. Case Study Analysis and Results

This section provides the results of the analysis obtained by performing five thousand
Monte Carlo simulations using uniformly distributed random number generators and
considering mean values as the basic statistical measure [88]. Specifically, based on the
constructed BN attack graph (i.e., see example of Figure 5) and the assigned values pre-
sented in Tables 4 and 5, Monte Carlo simulations were performed to calculate the PI (i.e.,
see Equation (2)) and calculate the total probability score of a successful attack for every
node. Table 7 presents the results of the overall process and the total probability score for
every node (see Equation (1)) in a descending probability-based ranking. The probabilistic
ranking indicates which nodes are most vulnerable, an assessment based on the considered
level of attacker characteristics and the level of control barriers. Table 7 demonstrates that
the existence of higher-level control barriers, both in the physical and cyber space, results
in a low probability of success (i.e., see Node 6, P(6) = 0.06). However, deficient control
barriers in the physical and cyber space result in a high probability of success (i.e., see
Node 8, P(8) = 0.60). Indeed, the significant statistical relationship between the level of
control barriers and the probability of a node being successfully attacked can be indicated
using the correlation coefficient r (i.e., Pearson correlation coefficient [89]). Specifically, r is
equal to —0.63 when we consider nodes that integrate at least one high-level control barrier,
either in physical or cyber space, indicating that nodes with a higher level of protection are
probabilistically less vulnerable.

Table 7. Case study probability-based ranking of successful attack in a descending order.

Node Probability of Successful Attack for Node i, P(i)
8 P(8) =0.60
1 P(1) = 0.57
7 P(7) = 0.27
3 P(3) = 0.22
4 P(4) = 0.22
2 P(2) =0.21
5 P(5) = 0.12
6 P(6) = 0.06

A sensitivity analysis was undertaken to demonstrate the importance of level of
attacker characteristics in the vulnerability assessment approach, as shown in Table 8. We
considered Node 8, which was probabilistically the most vulnerable node, according to
Table 7. Specifically, all the inputs of the level of attacker characteristics remain constant,
excluding the level of knowledge (i.e., Xk, set as low level (1) in contrast to high level (2-3)
in our case study). The attacker profile has a low level of knowledge (i.e., Xkn is equal
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to one), which could potentially indicate a basic user. Results taken from performed
Monte Carlo simulations indicated a decrease in 50.0% (i.e., from 0.60 to 0.30) in the total
probability score when the attacker had a low level of knowledge. These results indicate
the importance of including attacker profile, but also of making accurate assessments of
potential attackers” knowledge.

Table 8. Case study sensitivity analysis results for Node 8, considering level of Knowledge.

Node 8: Probability of Node 8: Probability of Percentage
Successful Attack/High Successful Attack/Low Level Chan eg
Level of Knowledge of Knowledge 8
P(8) = 0.60 P(8) =0.30 —50.0%

The vulnerability assessment of the transportation network to the considered cyber—
physical attack is measured as a drop in efficiency after the removal of the highest prob-
ability ranked nodes (see Table 7). While certain thresholds (e.g., removal of node when
probability of success is greater than 0.50) could be determined based on stakeholders’
judgment, for this case study all nodes were removed, one by one, in a probabilistically
descending order. The results showcase the relationship between their probability scores
based on an attack in cyber space and the susceptibility of the transportation network in
the physical space using the measure of efficiency [64]. The vulnerability assessment was
performed as drop in efficiency based on Equation (4). To calculate initial efficiency and
efficiency after the removal of a selected node, the shortest path distances (i.e., djj) between
all set of nodes was applied. This method considers that every edge has a weight equal to
one, as presented in Table 9. For example, the shortest path distance between Node 1 and
Node 5 was equal to two, as Node 3 acts as a bridge between them (i.e., di5 = 2).

Table 9. Shortest path distances dij, for every pair of nodes.

dj Node 1 Node 2 Node 3 Node 4 Node 5 Node 6 Node 7 Node 8
Node 1 d;; =0 dp=1 1 2 2 2 3 dis =3
Node 2 1 0 1 2 2 1 3 2
Node 3 1 1 0 1 1 2 2 3
Node 4 2 2 1 0 1 1 2 2
Node 5 2 2 1 1 0 1 1 2
Node 6 2 1 2 1 1 0 1 1
Node 7 3 3 2 2 1 1 0 1
Node 8 3 2 3 2 2 1 1 0

1

Initial efficiency of transportation network (i.e., E(G)) was calculated based on Equation (3).

1 1 11 1 1 /1 1 1
EG=— — xY, =~ (st ) (4o 4o) =0
) Nx(N—1)X21#1€Gdij 8x(8—1)x<d12+d13+ +d87> 56X<1+1+ +1) 0-369

Using the same method as shown the example in Equation (3), the efficiency of the
transportation network for a removed Node i (i.e., E/(i)) was calculated considering the
probability-based ranking. The vulnerability assessment was calculated as a drop in
efficiency. Table 10 presents the vulnerability assessment of the network after the removal
of nodes in a probabilistically descending order. The results indicate that the case study
transportation network is more vulnerable to the example sensing layer attack when Node 6
is successfully attacked (i.e., drop in network efficiency by 30.6%) even though it ranked as
the probabilistically less vulnerable node (i.e., P(6) = 0.06, see Table 7). In contrast, the case
study transportation network is less vulnerable to the example sensing layer attack when
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Node 1 is successfully attacked (i.e., drop in network efficiency by 20.1%), even though
it is probabilistically ranked as the second most vulnerable node (i.e., P(1) = 0.57, see
Table 7). This aligns with the notion of a cyber—-physical attack that can result in unforeseen
degradation of serviceability level of victimized cyber—physical system [90].

Table 10. Case study vulnerability assessment as drop in efficiency for every Node i.

ops . Efficiency E'(i) after Vulnerability Assessment as
Initial Efficiency E(G) Node Removal Drop in Efficiency (%)

E/(8) = 0.283 0.369 0283 — 0.23 = 23.3%
E'(1) =0.295 20.1%
E'(7) =0.283 23.4%
E'(3) =0.265 28.2%

0369 E'(4) =0.279 24.2%
E'(2) =0.283 23.3%
E'(5) = 0.256 30.6%
E'(6) = 0.256 30.6%

5. Discussion

The results indicate that the case study transportation network is vulnerable to sensing
layer attacks on the IoT-enabled network. The proposed vulnerability assessment approach
enables stakeholders, who acts as assessors, to measure the vulnerability of a transportation
network to cyber—physical attacks.

The results indicate that IoT-enabled transportation networks which lack physical
and cyber control barriers are probabilistically more vulnerable to sensing layer attacks.
Although only one cyber—physical attack was considered (i.e., DoS attack), the notion of
other well-established sensing layer attacks is based on similar attributes as they require a
sufficient physical proximity and interference with the loT-based WSN (e.g., man-in-the-
middle attack [38]). The case study IoT-enabled transportation infrastructure, in the form
of a node in this approach, embedded with deficient control barriers (i.e., low level) both
in the physical and cyber space (i.e., node 8 in the case study), is probabilistically more
vulnerable (i.e., P(8) = 0.60, see Table 7) than an IoT-enabled transportation infrastructure
that is protected by a high-level control barriers (i.e., P(6) = 0.06, see Table 7). The correlation
coefficient, 1, for this case study (i.e., r = —0.63) indicates that the existence of at least one
high-level control barrier (i.e., X,) can result in a significant lowering of the probability
of exploitation. This enhances the applicability of the proposed approach in relation to
the implementation of security measures in a transportation network. For example, it
should be considered that high-level security (i.e., encryption over-the-air of network key
transmission) is implemented in the IoT-based WSN of node 8, and that this results in
it being probabilistically the most vulnerable node of the transportation network (i.e.,
P(8) = 0.6, refer to Table 7). Implementing such a high security level intervention results in
a new probability score that is significantly reduced (i.e., P'(8)= 0.34).

The structure of the proposed vulnerability assessment approach (refer to Figure 2)
necessitates the role of stakeholders (i.e., civil and security engineers, operators), to assess
rating scales, control barriers, etc. Expert opinion is required as there is still significant
underreporting of cyberattacks, leading to a lack of statistical data [91]. Additionally,
experts have developed bespoke knowledge of their system and previous attempts of
exploitation. For example, the impact of the assessed attacker profile characteristics (i.e.,
Xj) can affect the calculated total probability score, as shown in the sensitivity analysis in
Table 8 (i.e., a 50.0% percentage change). The new probability-based ranking enables the
measurement of vulnerability of a transportation network to cyber—physical attacks. The
ranking probabilistically allows the identification of vulnerable nodes and can result in a
great reduction in network efficiency, as shown in Table 10 (i.e., reduction of 23.2% after
removal of Node 8).
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It is acknowledged that, due to the premature level of IoT-enabled transportation
infrastructure and the integration of the physical and cyber space, the assessment of vul-
nerability states can be challenging. The PI aims to drive a detailed assessment, benefiting
from previously overlooked data (e.g., attacker characteristics) and stakeholders’ bespoke
knowledge of their system. The disclosure of statistical data related to cyberattacks will
enhance the effort towards a more detailed assessment procedure.

Comparison of Results with Existing Studies in the Transportation Domain

The results of the proposed probability-based ranking approach (see Section 4.2)
should be compared with existing studies in the transportation domain, as discussed
in Section 2. The existing studies follow a centrality measure-based ranking in order to
determine the nodes that should be removed in the transportation network. Therefore,
considering the case study (see Section 4), we compare the results of the probability-based
ranking with the centrality measure-based ranking.

The results of the proposed approach (i.e., probability-based ranking table) differ from
existing studies in the transportation domain (i.e., [32]). Table 11 presents the differences in
the results between the proposed ranking table and the two other centrality-based ranking
approaches. The two basic centrality measures are compared, namely node degree (i.e., k(i)
and betweenness centrality (i.e., B(i)), as described in previous sections [32]). Specifically,
node degree considers the number of edges connected to the node, as shown in Equation (5),
and betweenness centrality measures the extent to which a node lies on paths between
other nodes acting as a bridge, as shown in Equation (5).

. n
k(i) = Zj:1 ajj (5)
where a;; represents the existence of connection between node i—j in an adjacency matrix A.
ok (i
B = y, ©)
e Uik

where ¢ represents the number of shortest paths between nodes j and k, and ¢ (i) denotes
the number of shortest paths between nodes j and k that are passing through node i.

Table 11. Comparison of the results of the proposed approach with other studies in the transportation
domain (i.e., [32,45]).

Removal of Nodes Based on the Removal of Nodes Based on Centrality = Removal of Nodes Based on Centrality
Proposed Approach Measure-Based Ranking Measure-Based Ranking
(i.e., Probability-Based Ranking) (Node Degree k(1)) (Betweenness Centrality b(i))
8: P(8) = 0.60 5:k()=5 6: B(6) =10.0
1: P(1) = 0.57 6:k(6)=5 5: B(5) = 8.67
7:P(7)=0.27 3:k@B)=4 3: B(3)=8.0
3: P(3) =022 2:k(2)=3 2: B(2) =4.67
4: P(4) =022 4:k(4)=3 4: B(4) =0.67
2: P(2)=0.21 7:k(7)=3 1: B(1) = 0.0
5: P(5) =0.12 8:k@®) =3 7:B(7) =0.0
6: P(6) = 0.06 1: k(1) =2 1: B(8) = 0.0

6. Conclusions

Transportation networks are of vital importance for societies” functioning and well-
being. Transportation networks are gradually being transformed into cyber—physical
systems due to the merging of IoT-enabled devices. IoT devices improve the operation of
transport networks but also increase their susceptibility to cyber—physical attacks. How-
ever, there is a lack of studies on integrated physical and cyber systems, especially when
assessing the combined vulnerabilities of these systems. To address this gap, in this paper
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a novel vulnerability risk assessment approach was proposed. The approach was based on
a BN attack graph that enables the modelling of vulnerability states in both the physical
and cyber space. To enable accurate assessment of vulnerability states, the ratio PI was
proposed. This ratio incorporates a detailed attacker profile and control barriers, and may
do so in either the physical or cyber space. The development of probabilistic-based ranking
assists in the identification of most vulnerable nodes and the measurement of transportation
network vulnerability as a drop in efficiency due to a ranking removal. A case study of a
transportation network subjected to a cyber—physical attack demonstrates the usefulness of
the approach. Results from Monte Carlo simulations and correlation coefficient analysis
indicate that IoT-enabled transportation that lacks control barriers in the physical and cyber
space are probabilistically more vulnerable. Based on the developed probability-based
ranking table, vulnerability was measured as drop in efficiency. Additionally, sensitivity
analysis showcased the impact of the considered attacker profile characteristics in the
approach. The comparison with ranking tables of other studies highlighted the usefulness
of the proposed approach towards the selection of the removed nodes. Overall, it has
been demonstrated that the proposed vulnerability assessment approach for transporta-
tion networks subjected to cyber—physical attacks can constitute a valuable method for
stakeholders who want to integrate the cyber domain into the assessment process of their
transportation network.
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