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Abstract: As a core component of small unmanned aerial vehicles (UAVs), GPS is playing a critical
role in providing localization for UAV navigation. UAVs are an important factor in the large-scale
deployment of the Internet of Things (IoT) and cyber—physical systems (CPS). However, GPS is
vulnerable to spoofing attacks that can mislead a UAV to fly into a sensitive area and threaten public
safety and private security. The conventional spoofing detection methods need too much overhead,
which stops efficient detection from working in a computation-constrained UAV and provides an
efficient response to attacks. In this paper, we propose a novel approach to obtain a lightweight
detection model in the UAV system so that GPS spoofing attacks can be detected from a long distance.
With long-short term memory (LSTM), we propose a lightweight detection model on the ground
control stations, and then we distill it into a compact size that is able to run in the control system of
the UAV with knowledge distillation. The experimental results show that our lightweight detection
algorithm runs in UAV systems reliably and can achieve good performance in GPS spoofing detection.

Keywords: knowledge distillation; GPS spoofing; small UAV; long-short term memory; LSTM

1. Introduction

With the fast development of the Internet of Things (IoT) and cyber—physical systems
(CPSs), many fields (like healthcare [1], agriculture [2], and transportation [3]) have had
significant improvements. With the massive deployment of artificial intelligence (AI)
and machine learning (ML), 5G New Radio (5G NR)-enabled IoT and CPSs have been
implemented in every aspect of human life [4], providing much more accurate, reliable,
and intelligent assistance to human activities than a few decades ago. The assistance
also helps humans explore unknown areas with much greater assurance of security and
safety. At the same time, the new transportation evolution connects IoT and CPS in ground,
aerial, and space aspects. Unmanned aerial vehicles (UAVs), as a principal part of IoT and
CPSs, connect ground devices with space systems via aerial platforms that are critical to
space—aerial-ground communication (SAGC) [5].

Due to their flexibility, UAVs can provide instant services to disaster areas, help
workers inspect power lines [6], and assist farmers in spraying pesticides on plants [7].
Accurate localization helps a UAV detect its positioning and control its precise positions,
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so that we can ensure that the UAV finishes tasks with high accuracy. The Global Position
System (GPS) module leverages satellites’ signals to calculate the distance to each satellite
so that GPS can output its positions. The GPS is dependent on the accuracy and strength of
the satellite’s signal, so the GPS utilizes the strong signal to calculate the distance and then
outputs its position. Based on this mechanism, hackers can simulate fake GPS signals and
amplify them to be over the satellite’s signal [8] so the GPS receives the fake GPS signals.
The fake GPS signals lead to incorrect localization generation for the GPS module. If the
hackers attack the GPS installed in a UAV, they can use the wrong localization to control a
UAYV to fly into sensitive areas, which can threaten public safety and private security.

The conventional approaches leverage signal processing with equipment to detect
abnormal signal sources so that fake GPS signals can be identified. The conventional
approaches can identify fake GPS signals with high accuracy, which is good for ground
devices [9]. However, the approaches need heavy equipment installed in a UAV, which is
not feasible for deployment on a large scale. There are some novel approaches that leverage
deep learning and machine learning [10] to detect abnormal GPS signals and identify GPS
spoofing. However, the previous methods need a lot of power for computation, which
is not suitable for compact UAVs [11]. The conventional approaches cannot provide a
compact approach to help UAVs identify GPS spoofing during flight. Without correct
identification of GPS spoofing, UAVs cannot prevent fake GPS signals, so the UAV may be
compromised and used to conduct crimes by hackers.

In this paper, we propose a novel approach to implementing a lightweight detection
algorithm in a small UAV system to detect GPS spoofing. GPS localization is time-sequential.
To achieve a good prediction of GPS localization, the algorithm is supposed to have the
capability of time sequence prediction. Different from the conventional window-based
method, the novel approach detects point-by-point and saves a lot of time on spoofing
detection. With long-short term memory (LSTM), we leverage knowledge distillation (KD)
to have a lightweight LSTM-enabled detection algorithm that can be deployed in a UAV
and assist UAVs in identifying GPS spoofing.

The organization of this paper is as follows: Section 1 introduces our motivations
and contributions. Section 2 presents the related work of GPS spoofing and knowledge
distillation. Section 3 introduces the system modeling for GPS spoofing. Section 4 states
the problems we solved in the paper. Section 5 presents our methodology solving for the
problems. Section 6 demonstrates the performance evaluation for our approaches. Section 7
concludes the paper and gives some insights into future work. All symbol definitions are
summarized in Appendix A.

2. Related Work
2.1. GPS Spoofing in UAVs

To ensure navigation performance, many UAVs are equipped with GPS modules. The
convenience of GPS also creates many vulnerabilities for UAVs. Attackers can interfere
with GPS spoofing to mislead the localization of GPS modules [12]. GPS spoofing can cause
the remote controller to lose control of the UAV, and then the attackers can control the UAV
to conduct crimes and threaten public safety and private security.

The goal of GPS spoofing of UAVs is to leverage fake GPS signals to interfere with
UAVs’ navigation [13]. The navigation systems of the UAVs are said to be captured once
control is secured over their position and velocity estimates [14]. To counteract GPS
spoofing, the UAVs need to recognize the attacks.

UAVs can leverage hardware information derived from the autopilot to detect attacks.
Ref. [15] analyzes the camera feed on UAVs, inertial measurement units (IMUs), and the
velocity generated based on GPS signals. The difference in velocity derived from the GPS
and IMUs can be used to detect GPS spoofing [16]. When GPS spoofing is detected, the
UAV under attack can leverage IMUs to maintain a steady position [12]. IMUs are typically
immune to interference from SDRs due to their use of physical sensors that operate at low
frequencies, shielded enclosures, and a lack of dependence on radio frequency signals.
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IMUs are designed to measure motion and rotation and do not rely on external signals
susceptible to jamming.

Machine learning algorithms can also detect GPS spoofing of UAVs. In [17], the
ensemble models of machine learning were used to detect GPS spoofing signals. A support
vector machine (SVM) outperforms conventional detection methods [18]. Some research
also proves that deep learning is effective at detecting GPS spoofing attacks [19,20].

The current methods can detect GPS spoofing of UAVs remotely and can recognize
attacks effectively [21] and efficiently [22]. However, these methods need ground assistance
to detect attacks, which cannot extend the range of UAV missions. The range is limited
to the coverage of the ground assistance, which is not flexible, efficient, or compact. A
compact method of GPS spoofing can reduce the cost of ground assistance and extend the
range of UAV missions.

2.2. Knowledge Distillation

With the rapid development of the deep neural network (DNN), there are many
advanced applications providing smart and intelligent assistance in many fields. With
the compact deployment of Al and ML in computation-limited devices, IoT and CPSs
are becoming indispensable to human activities. Advanced communication methods also
accelerate cloud computing, fog computing, and edge computing [23] to be deployed
ubiquitously to provide computational services. However, these computational services
require many computational resources and lack the flexibility to provide instant support
when communication quality is low. There are many reasons to deploy lightweight DNNs
on computation-limited devices. Transfer learning (TL) is becoming a popular way to make
lightweight DNNs feasible for computation-limited devices. Among the many technologies
of TL, knowledge distillation has many compact and computation-limited applications.

KD has many explorations on knowledge categories, training schemes, training ar-
chitectures, distillation algorithms, and performance comparisons [23]. The development
speeds up the compact applications deployment in IoT and CPSs. In deployment, the most
important part is distilling knowledge, which determines the quality of the networks after
distillation. To explore this mechanism, a review mechanism in knowledge distillation
uses an attention-based fusion module, a hierarchical context loss function, and a residual
learning framework to improve the learning process of the review mechanism. The results
show that the mechanism can improve the performance of transferred models on classifi-
cation, object detection, and instance segmentation tasks [24]. Conventional approaches
of KD focus on the transfer of instances and ignore the correlational congruence of KD.
A generalized kernel-based Taylor series expansion to capture the correlation between
instances in transfer learning was proposed in [25], which outperforms the conventional
methods in the accuracy of the identification rate. However, accuracy improves with the
sacrifice of storage.

Among the many methods of KD, the most popular model is the teacher—student (TS),
which has two different networks: the teacher network and the student network. In KD
processing, the student network imitates the input and output of teacher networks, so it
does not need additional training materials and preserves private information in some
special scenarios. Some research studies have investigated the research of knowledge
distillation with the student-teacher framework on vision tasks. Their comprehensive
survey explained the mechanisms of knowledge distillation [26]. Due to the different
structures, there is a knowledge gap between student and teacher models in knowledge
distillation. The gap causes the student models to underfit the teachers’ models. A spherical
knowledge distillation is proposed to eliminate the gap and significantly improve the
students” performance [27]. There are also some applications of TS in different fields.
To improve the observation accuracy and reduce the computation load, [28] focuses on
human position predictions with transfer learning. With less input, the trained student
models achieve similar abilities as the teacher models. Ref. [29] leverages TS to deploy
lightweight deep neural networks to UAVs and provide good vision computation services



Future Internet 2023, 15, 389

40f 15

for UAV delivery. To deploy deep reinforcement learning in a large-scale UAV network, [30]
transfers leader knowledge to local UAVs with TS to reduce the overhead for computation.
To prevent direct contact with private information, TS transfers the complex neural network
to lightweight networks with the consideration of preserving privacy. The new lightweight
network is deployed in UAV networking to assist UAVs in recognizing targets [31].

The TS model of KD has the advantage of deploying complex neural networks to
compact devices, which can obtain different sophisticated functions from the complex
network and help computation-limited platforms achieve intelligent functions. UAVs have
their own computation units to finish flights and different missions. TS can help the UAV
achieve more smart and intelligent capabilities and adapt to dynamic environments.

3. System Modeling

GPS is critical to the navigation of UAVs. The UAV with a GPS module can receive
the signal, Sa;, from the satellite, which contains a timestamp and position information.
The UAV GPS module leverages the information to calculate the localization, Pr;. Here,
Pr; = (x4,Yi,z;). With the collections of multiple satellites” signals, Ef\il Sa;, the UAV can
have a more accurate localization. However, hackers with software-defined radio (SDR)
can simulate the signal generated from the satellite, denoted as Sa;, to generate a forged
signal, denoted as 5d;, to mislead the UAV into calculating a wrong position, Pf;. Here,
P f] = (xj, yj,zj). With strong signals, the hackers can generate multiple forged signals,
YN | Sd;, to control and navigate the spoofed UAV into a sensitive area. In flight, the UAV
connects to the ground control station (GCS) with a telemetry radio. The UAV acquires
the acceleration, Ay, and the rotation, Ry, data from IMUSs and obtains the received signal
strength indicator (RSSI) in time [, RS;. Ay = (Axy, Ayy, Azg). Ry = (Ryg, Rpg, Rry). Here,
Axy, Ayy, and Azy represent the acceleration of time k in x, y, and z directions, respectively,
and Ryy, Rpy, and Rry represent rotations of time k in yaw, pitch, and roll, respectively.

4. Problem Statement

With GPS, a UAV can localize its positions and adjust the output of its motors so that
it can follow the trajectory designed by the GCS and finish missions. IMUs provide the
motion information that enables the UAV to adjust its posture in flight to maintain safety.
With the RSSI, the UAV can measure the distance between its localization and the GCS. In
our scenarios, the hackers utilize SDR to generate forged GPS signals to send to the GPS
module of the UAV. The signal generated from the SDR cannot impact the functionality of
IMUs or the telecommunication radio. The telecommunication radio works at frequencies
of 433 MHz or 915 MHz.

The attacker model is as follows. The attackers use compact SDR devices (like BladeRF
2.0 [32] and HackRF One [33]) to acquire satellite information. And then, the attacker
uses a GPS simulator [34] to generate the forged signal. When the attacker broadcasts the
forged signal, the UAV will calculate its localization with the forged signal. The strength
of the forged signal surpasses the signal generated from the satellites, which enables the
forged signal to be the only source of the GPS for the UAV. With forged signals, the UAV
calculates the wrong localization. The wrong localization causes an inconsistency in the
velocity and acceleration of the UAV. With this inconsistency, we can detect GPS spoofing
attacks Figure 1. However, in practical scenarios, the noise derived from the motion and
environment also has effects on the stability of GPS localization.

Conventional approaches have sensitive detection with good environmental noise
acquisition, but it is hard to deploy this detection method on compact vehicles like UAVs.
UAVs have limited capacities for power supply and loading. In this paper, we will deploy
a compact neural network model on a compact device that can be installed on UAVs with
less weight and a lower power supply. The compact device can acquire information from
GPS, IMUs, and telecommunication radio and detect the status of the UAV to identify if
the UAV is under a GPS spoofing attack. In this paper, we focus on GPS spoofing attack
detection and lightweight deployment on devices that can be installed in UAVs.
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Figure 1. GPS spoofing attack.
5. Methodology

The conventional methods mainly focus on forged signal processing, which needs
many computational sources to identify the hackers. Also, signal processing needs ad-
ditional devices to receive signals, which reduces the loading capacity of UAVs and are
hard to deploy on a large scale. Different from conventional methods, we identify the
patterns of the movements of an UAV and predict the trajectory to classify the forged
signals. LSTM has good performance in time-sequential data prediction [35]. Also, GPS
localization has a strong relationship with time sequence. In this section, we first propose
an LSTM-based detection model that can identify GPS attacks. And then, we leverage the
knowledge distillation method to obtain a lightweight classifier that is able to be installed
on computation-limited platforms like UAVs.

5.1. Long-Short Term Memory (LSTM)-Based Detection

With GPS localization, a UAV recognizes its positions effectively and adjusts its
mobility to follow the designed trajectory and finish missions. With the correct navigation
system, the UAV can avoid obstacles and reach destinations safely. Based on the laws of
motion, force, and acceleration, we have

Py =P 4+v x At (1)

Here, Py and P; are two positions of the UAV in time t' and t, v is the speed of the
UAV, and At is the duration of the measurement, At = t' — t. With IMUs, we can measure
the acceleration A of the UAV. With A, we can convert equation 1 to

t/
Ph=P+ [ Axé @)
t

Here, ¢ is the variance of time. Due to noise N existing in IMU, the real acceleration A is
different from the measured acceleration A.

A=A+N (3)

The noise includes thermal noise and zero drift, which are hard to eliminate and predict.
The noise is not usually stable during measurement, which causes a loss of confidence in
position prediction for the UAV with IMUs. GPS spoofing usually focuses on forged signal
broadcasts, which cannot interfere with the functions of IMUs, so IMUs are also used to
measure whether the UAV is under GPS spoofing. However, the noise causes many false
alarms, which makes it hard to deploy IMU-based methods in real scenarios.
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With regard to noise in IMUs, we leverage LSTM to optimize the processing of position
prediction of UAVs. Due to its advantages in sequential data [36], LSTM can have good
performance on time-sequential data, like position prediction. With the observation of GPS
results and IMU measurements, we predict the position variance of the UAV and trigger
alerts if the difference between the calculated positions and predicted positions is over the
designed threshold, Thy. Thy, is derived from the limitations of the UAV’s mobility [37],
which is usually set to 100 mph ~ 44 m/s. We have a preliminary test of different values of
Th), on the false detection rate, which is shown in Figure 2. The triggered alerts indicate
that the UAV is under GPS spoofing and needs countermeasures to get rid of the attacks.

False Rate under Different Threshold

0.8 1

0.7 A

0.6

0.5

0.4

False Rate

0.3 1

0.2 -

0.1 A

0.0 -
0 10 20 30 40

Threshold {m/s)

Figure 2. False rate under different Th,,.

With the GPS and IMUs, we have positions, P} = (xt,yt,zt), and accelerations,

A = (Axy, Ayy, Azy), of the UAV. In the position prediction, we put P; and A; into LSTM

and obtain the predicted position, P;. To make the two inputs compatible to LSTM [38], we

concatenate P; and A; into a new array, PA; = {P;, A;}. The integration of LSTM is shown
as follows:

ir = o(W;iPAt + bi; + Wiymy_1 + Wiccs 1 + b;) 4)

In input layer, W;;, Wj., and W;,, are weight matrices for the input gate to input, cell
activation vector, ¢;_1, and cell activation output vector, m;_1, respectively. b; is the bias for
the input layer. ¢ is the logistic sigmoid function.

ft = c(WgiPAy + Weymy 1 + Weeer 1 + by) ®)

In forget layer, Wg;, W,s, and W, are weight matrices for the forget gate to input, ¢;_1, and
m;_1, respectively. by is the bias for the forget layer. © is the Hadamard product.

ct = fr ©ci1+ it © §(Wex PAt + Wemmy_q + be) (6)

In cell state, g is the cell input activation function. W,y and W, are weight matrices for the
cell state to input and m;_1, respectively. b, is the bias for the cell state.

o1 = 0(WyiPA; + Wommy_1 + Woccr + by) @)

In output layer, W,;, Wy, and W, are weight matrices for the output gates to input, ¢;, and
m;_1, respectively. b, is the bias for the forget layer. The output activation vector m; is
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my = oy @ h(ct) (8)
Here, h() is cell output activation function, like tanh. The predicted position we have is
P = Wymmt + by 9)

Here, Wy, is the weight matrices for the final result to ;. by is the bias for the final result.
Based on the above, the pseudo Algorithm 1 for LSTM-based detection is shown as follows:

Algorithm 1: GPS spoofing detection
Py, < (x,y,2) < GPS;
Aty < (Ax, Ay, Az) — IMU;
Initial PAto = {PtO,AtU},‘
Load-trained weights of LSTM;
while Power is on do

P; <+ GPS;

Ay +— IMU;

PA; + {Pt, At},‘

P; < LSTM(PA;);

Pt+l +— GPS;

if || Pf - Pt+1 HZ Thp then

| Spoofing attack is determined;

else
| continue;

If GPS spoofing is detected, alerts are sent to the UAV’s operating system, which then
utilizes its IMUs to navigate to the launch location while disregarding data from the GPS
module. The algorithm’s complexity and latency are constrained by those of the LSTM.
To implement the algorithm on a UAV platform with limited resources, further steps are
necessary to optimize its compactness and efficiency.

5.2. KD-Enabled Lightweight Detection

Due to the requirements of flexibility, UAVs usually have limited power and computa-
tion resources, which restricts them to being equipped with complex and computationally
intensive algorithms. The LSTM trained for GPS spoofing detection is hard to deploy on
a UAV platform. We need to tailor some features to make the LSTM compact so that the
UAV can use LSTM-based detection onboard. The conventional approaches make adjust-
ments to the architectures of the LSTM to reduce the consumption of computation and
storage, which is a good method for deployment. However, the conventional approaches
also lose accuracy control, which means that the performance of the algorithms will drop
dramatically and cannot be controlled. This section uses knowledge distillation methods to
obtain compact LSTM-based detection. We transfer performance from a teacher model (the
trained LSTM), T(PA;), to a student model (a small NN model), S(PA;), with knowledge
distillation.

For the teacher model, T(PA;) is a complex LSTM model, as described in Section 5.1.
Trained with datasets, T(PA;) can achieve competitive performance on position predictions.
However, S(PA;) is lightweight, which is different from T(PA;). S(PA; is combined with
multiple 1D neural network (NN) layers, one fully connected layer, and one softmax layer.
We leveraged the mean squared error (MSE) to calculate the loss of training S(PA;). The
loss function is described as follows:

L =|| T(PA;) — S(PA) || (10)
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With the configuration of the student model and teacher model, the loss paradigm of
knowledge distillation can be

L = Ly(S(PAr), T(PA;)) + aLo(S(PAy), Py) (11)

Here, L1 () and L, () are the loss functions of the student model vs. the teacher model and the
student model vs. the real positions. Ly =|| T(PA¢) — S(PA;) || and Ly =|| P; — S(PA;) ||.
« are the balance factors for the loss between L1 () and Ly ().

The trained student model, S'(PA;), was deployed on a compact platform to test its
performance and resource consumption; then, S’(PA;) was deployed in the UAV controller
to detect GPS spoofing. As Algorithm 1 shows, we replaced the trained LSTM model with
the student model, S’(PA;). At the initial phase, we loaded the original positions, PA;g,
and the trained weights of LSTM. When the power of the UAV was on, the algorithm ran
without stopping. In the while loop, the algorithm acquired GPS data, P, and acceleration
data, Ay, from the GPS module and IMU module, respectively. As the data went through
the LSTM model, we could obtain P;. We compared the P; with the updated data, Py,
from the GPS module. If the difference was over the threshold, the spoofing attack was
detected. As the data go in as input, the storage size and time consumption do not change,
so the complexity is O(1).

6. Evaluation

With compact and efficient GPS spoofing algorithms, UAVs can avoid attacks remotely,
and the threats from the manipulated UAVs can be reduced. With KD and LSTM, our pro-
posed approach enables UAVs to detect GPS spoofing attacks efficiently and automatically.
In this section, we will evaluate the performance of LSTM-based GPS spoofing and the
efficiency of KD-enabled lightweight detection. We utilize the open-source dataset derived
from IEEE DataPort [39]. The dataset contains a comprehensive log of a benign flight and
one where the UAV experiences GPS spoofing attacks. In the dataset, a Great Scott Gadgets
SDR with GPS-SDR-SIM tools is utilized to enact GPS spoofing attacks. The evaluation is
executed on Pycharm 2022.3.2 and the configuration of the workstation is as the following.
CPU: Intel(R) Core(TM) i9-10900X CPU @ 3.70GHz; GPU: NVIDIA RTX A4000; OS: Ubuntu
18.04 LTS.

6.1. GPS Spoofing Detection

We compared our proposed method with a gated recurrent unit (GRU) [40] and a
recurrent neural network (RNN) [41]. In Algorithm 1, we compared the GRU, RNN, and
LSTM in terms of the performance of GPS detection. With the benign flight data, we trained
the LSTM, GRU, and RNN to predict the GPS data with a time sequence. According to the
training result, we set Th, = 1200 as the detection baseline for a spoofing attack, which
also considers reducing the false-positive situations. The configuration of the LSTM, GRU,
and RNN is shown in Table 1. To prevent overfitting and underfitting, we set the epoch
at 3000.

Table 1. Configuration of Networks.

Parameters LSTM GRU RNN
Input Size 6 6 6
Hidden Size 12 12 12
Number of Layers 12 12 12
Number of Classes 1 1 1
Output Size 3 3 3

Learning Rate 0.001 0.001 0.001

We evaluated the performance of the LSTM, GRU, and RNN in the GPS spoofing
dataset, as shown in Figures 3-5. In the dataset, a GPS spoofing attack at the time stamp
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347844445 is marked in green in the figures. When the spoofing attack is detected, the start
point is marked in yellow.
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Figure 3. LSTM-based GPS spoofing detection.
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Figure 4. GRU-based GPSspoofing detection.
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Figure 5. RNN-based GPSspoofing detection.

Figure 3 shows the LSTM-based GPS spoofing detection. Figure 3 shows that the
LSTM-based approach has good stability for the GPS location prediction, which could help
the small UAV to fly in a stable status. Also, we can see the detection point (timestamp:
348732228) is close to the spoofing attacking point, which is critical to rescuing the UAV
and getting rid of the spoofing attack. Figure 3 shows that the LSTM-based approach can
detect the spoofing attack successfully.

Figure 4 shows the GRU-based GPS spoofing detection. Figure 4 shows that the GRU-
based approach has good stability for the GPS location prediction before the spoofing attack
is triggered. Compared with the LSTM-based approach, we can see that the detection point
(timestamp: 361729095) is a little bit later than in the LSTM-based approach. However, the
GRU approach can also detect the spoofing attack successfully. When the spoofing attack is
enacted, the GRU-based detection has fluctuations in the location prediction, which could
cause the flight shake of the small UAV even though the small UAV is stable generally.

Figure 5 shows the RNN-based GPS spoofing detection. Figure 4 shows that the
RNN-based approach has good stability for the GPS location prediction before the spoofing
attack is triggered. We can see that the detection point (timestamp: 365732590) is a little bit
later than in the LSTM-based and GRU-based approaches. However, the GRU approach
can also detect the spoofing attack successfully. When the spoofing attack is enacted, the
RNN-based detection has sharp fluctuations in location prediction, which could cause
serious effects on the safe flight of the small UAV and increase the risk of a crash.

From the figures, we can see that LSTM-based detection can generate stable GPS
prediction points for navigation. GRU-based GPS detection begins to generate fluctuating
positions when the attacks are enacted.

6.2. Lightweight Detection

With the TS model, we obtained distilled modeling for lightweight detection. To
transfer to another platform easily, we used a neural network (NN) as a student model to
obtain a lightweight network. With the survey investigation [42], we set the balance factor,
«, as 0.45. The parameter of the NN is shown in Table 2.
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—&— GPS with Spoofing
—&— LSTM Distilled NN
e Attack is played

Attack is detected

Table 2. Configuration of NN.

Input Size Output Size Hidden Layer
6 3 (16, 8)

With the benign flight data, we distilled the LSTM, GRU, and RNN models into NN
models and predicted the GPS data with time sequences. The model parameters of the
LSTM, GRU, and RNN are listed in Table 3. After distillation, we evaluated the distilled
models with the previous experiments. Each of the distilled models is implemented to
detect the spoofing point. The results are shown in Figure 6, which includes three sub-
figures (a), (b), and (c). Figure 6a—c are the results of the LSTM-distilled NN, GRU-distilled
NN, and RNN-distilled NN, respectively.

Table 3. Parameters of the distilled models.

Models LSTM GRU RNN
Model Size 72.7 kb 57.8 kb 27.7 kb
NN Model Size 3.0 kb 3.0kb 3.0 kb
NN Model Overhead 266.88 Mb 266.88 Mb 266.88 Mb
Overhead 390.37 Mb 391.29 Mb 389.84 Mb
Learning Rate 0.001 0.001 0.001
Balance Factor 0.45 0.45 0.45
Model Reduced 95.74% 94.80% 89.17%
Overhead Reduced 31.63% 31.79% 31.54%
—&— GPS with Spoofing —&— GPS with Spoofing
Detection —8— GRU Distilled NN Detection —&— RNN Distilled NN Detection
e Attack is played e Attack is played
Attack is detected Attack is detected
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Figure 6. KD-based GPS spoofing detection.

Figure 6a is the result of the LSTM-distilled NN detection. The result shows that
the LSTM-distilled NN has good stability for the GPS localization prediction, which can
maintain a similar stability to the LSTM in a small UAV’s flight control. The spoofing detec-
tion point is at the timestamp 374727138, which is later than in the LSTM-based detection.
However, the detection of the LSTM-distilled NN can still help the small UAV find the
spoofing attacks successfully. Due to its lightweight characteristics, the LSTM-distilled
NN may be implemented on compact platforms that have constraints on computational
resources.

Figure 6b is the result of the GRU-distilled NN detection. Generally, the GRU-distilled
NN has similar capabilities for maintaining stable flight control of the small UAV. However,
we found that the GPS spoofing detection point (timestamp: 375735466) is far later than in
the LSTM-distilled NN model. From Figure 6b, we can see that the trajectory of the GPS
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has already fluctuated sharply by this point, so it is weak in defending against the spoofing
attack.

Figure 6c is the result of the RNN-distilled NN detection. Different from the LSTM-
distilled NN and GRU-distilled NN, the RNN-distilled NN has weak performance in
maintaining the stable flight control of the small UAV. We can see that the GPS location
prediction of the RNN-distilled NN model still has sharp fluctuations. At the same time, the
GPS spoofing detection point (timestamp: 377731032) is far later than the LSTM-distilled
NN and GRU-distilled NN models. From Figure 6b, we can see that the trajectory of the
GPS has already fluctuated sharply by this point, so it is not capable of defending against
the spoofing attack.

In summary, compared with the GRU-distilled NN and RNN-distilled NN models,
the LSTM-distilled NN has more potential to be implemented on compact platforms.

7. Conclusions

In this paper, we propose a novel approach to implementing a lightweight detection
model for UAV systems so that GPS spoofing attacks can be detected from a long distance.
With LSTM, we proposed a novel detection in ground control stations, and then we trans-
ferred it into the control system of a UAV with knowledge distillation in a compact size.
The experimental results show that our lightweight detection model detects GPS spoofing
attacks efficiently. Due to the resource restrictions of compact platforms, the platform has
strict requirements for implementation, like communication efficiency. In addition, the
detection results need to be delivered to the ground so that the ground response team
can eliminate the attacks. In future research, we will implement the model onto compact
platforms that can be integrated into a UAV system.
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Appendix A. Symbol Summary

Table A1. Symbol Summary

Symbols Definition

Sa; The signal a GPS module received.

Pr; GPS location: Pr; = (x;,vy;,z;)-

Sd; The forged GPS signal.

Ag Acceleration of UAV at time k.

(Axy, Ayy, Azy)  Acceleration of UAV in x, y, and z axis at time k.
Ry Rotation of UAV at time k.

(Ryk, Rpi, Rry)  Rotation of UAV in yaw, pitch, roll at time k.
RS; The received signal strength indicator (RSSI).
Py, Py Position at time t" and t.

v The speed of UAV.

A Acceleration of UAV.

N Thermal noise and zero drift.

Thy Threshold of UAV movement.

PA; Combination of P; and A;.




Future Internet 2023, 15, 389

13 of 15

Table Al. Cont.

Symbols

Definition

Wii, Wi, and Wy,
Ct—1

Weight matrices for the input gate.
Cell activation vectors.

Mi_q Cell activation output vector.

b; Bias for the input layer.

o Logistic sigmoid function.

Wi, Wes, and Wy, r - Weight matrices for the forget gate.
by Bias for forget layer.

© The Hadamard product.

g Cell input activation function.

Wex Weight matrices for the cell state.
be Bias for cell state.

Wi, Woe, and Wy,
by

Weight matrices for the output gates.

Bias for forget layer.

mg Output activation vector.

h() Cell output activation function.

Wym Weight matrices for the final result.

T(PA;) The teacher model.

S(PAy) A student model.

Ly () The loss functions of the student model vs. the teacher model.
Ly() The loss functions of the student model vs. the real positions.
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