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Abstract: The safeguarding of intellectual property and maintaining privacy for video content are
closely linked to the effectiveness of security protocols employed in internet streaming platforms.
The inadequate implementation of security measures by content providers has resulted in security
breaches within entertainment applications, hence causing a reduction in the client base. This research
aimed to enhance the security measures employed for video content by implementing a multi-key
approach for encryption and decryption processes. The aforementioned objective was successfully
accomplished through the use of hybrid methodologies, the production of dynamic keys, and the
implementation of user-attribute-based techniques. The main aim of the study was to improve the se-
curity measures associated with the process of generating video material. The proposed methodology
integrates a system of mathematical equations and a pseudorandom key within its execution. This
novel approach significantly augments the degree of security the encryption mechanism provides.
The proposed methodology utilises a set of mathematical equations that are randomly employed
to achieve encryption. Using a random selection procedure contributes to the overall enhancement
of the system’s security. The suggested methodology entails the division of the video into smaller
entities known as chunks. Following this, every segment is subjected to encryption using unique
keys that are produced dynamically in real-time. The proposed methodology is executed via Android
platforms. The transmitter application is tasked with the responsibility of facilitating the streaming
of the video content, whereas the receiver application serves the purpose of presenting the video to
the user. A careful study was conducted to compare and contrast the suggested method with other
similar methods that were already in use. The results of the study strongly support the safety and
dependability of the procedure that was made available.

Keywords: asymmetric key cryptography; multi-key encryption; dynamic key generation

1. Introduction

Online video streaming applications have indeed become essential tools for enter-
tainment purposes. The primary purpose of these applications is to ensure that video
content is solely streamed to subscribers. It has been observed that there is a discrepancy
between the size of the audience that the video is being streamed to and the number of
individuals who have subscribed to the service. Security vulnerability has significantly
affected the streaming industry. There are currently several research projects underway
that are dedicated to improving security measures and optimising revenue generation.

Based on recent research findings [1], it is evident that the utilisation of over-the-top
(OTT) services and video streaming is set to significantly impact the growth of video stream-
ing applications and the subsequent revenue generated within the industry. The results of
this survey highlight the critical significance of protecting the copyright of video content and
ensuring its security. In recent years, the reductions in the costs of Internet technology and
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gadget technology have emerged as significant factors in this particular context. Due to this
outcome, online platforms have successfully attracted significant audiences.

The viewer base of over-the-top (OTT) services has witnessed a substantial increase
due to the widespread prevalence of illegal file sharing and content piracy. A small fraction
of registered users voluntarily discloses their login credentials to individuals within their
social circles, such as acquaintances and loved ones. Instances may arise where individuals
who have subscribed to certain content engage in replicating it and distributing it to others.
An OTT provider’s capacity to seek legal remedies is impeded by the abundance of similar
disputes, despite the legal ramifications involved.

The utilisation of cryptography techniques [2] plays a crucial role in mitigating the
risks associated with unauthorised file sharing and safeguarding against piracy during
video content distribution. On the contrary, many investigations have been conducted
wherein cryptography has been employed to limit the dissemination of video content. Most
approaches in this context rely less heavily on hardware components. Illegal file sharing
and streaming inevitably occur due to certain factors.

Symmetric and asymmetric key cryptography are two prominent methods employed to
ensure robust security in the communication process. Symmetric key cryptography, also re-
ferred to as secret key cryptography, is the predominant cryptographic technique employed
in multimedia communication [3-5]. The Advanced Encryption Standard (AES) is widely
recognised as the most effective and extensively utilised form of symmetric cryptography [6].
Websites and web browsers utilise the 128-bit Advanced Encryption Standard (AES) algo-
rithm to ensure robust security for online communication. The utilisation of the Secure
Real-time Transport Protocol (SRTP) in this particular procedure has presented challenges
in terms of key management throughout its entirety. As the network’s decentralisation
increases, the complexity of addressing the key management problem also intensifies. The
task of successfully splitting the key or algorithms utilised in various internet safety enhance-
ment methods is widely regarded as an insurmountable challenge. Due to the implications
of the factors mentioned above, there is a notable surge in ongoing research endeavours
aimed at advancing asymmetric key cryptography methodologies [7,8]. Asymmetric cryp-
tography, also known as public-key cryptography, has emerged as a significant solution to
the challenges posed by symmetric cryptography. Prominent methods in this field include
Rivest-Shamir-Adleman (RSA) [9] and Elliptic Curve Cryptography (ECC) [10-12]. These
methods have been extensively studied and are currently gaining recognition for their
effectiveness in addressing the limitations of symmetric cryptography. Figure 1 illustrates
the application of asymmetric key cryptography in the context of video transmission.
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Figure 1. Using asymmetric key cryptography for secure video communication.

In order to optimise the real-time transfer of substantial data volumes, particularly
videos, video streaming programs commonly employ a technique known as data segmenta-
tion. This involves dividing the data into smaller, more manageable segments. Traditional
encryption and decryption techniques predominantly depend on symmetric key cryp-
tography, which employs the same key for both encryption and decryption processes.
However, it is important to note that security vulnerabilities can emerge due to the manner
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in which keys are exchanged between parties involved in the communication process.
Hence, implementing asymmetric key cryptography techniques can significantly enhance
the security level for online video transmission. The utilisation of a dynamic key generation
technique is imperative for this approach due to the inherent static nature of the keys
employed. This study presents a novel approach to encrypting video segments using asym-
metric key cryptography principles. This research involves the design and development
of a novel equation-based multi-key encryption technique and a method for generating
video-attribute-based decryption keys.

Multi-key cryptography provides a resilient method for ensuring security by utilising
many keys and participants in cryptography processes. The primary benefit of this ap-
proach is its enhanced security, as it becomes considerably more challenging for attackers
to break numerous keys simultaneously. The utilisation of this approach facilitates the
dispersion of trust across involved actors, rendering it applicable in the context of safe
inter-organisational interactions. Moreover, it streamlines the process of managing cryp-
tography keys, guarantees the preservation of anonymity in collaborative computations,
and facilitates the use of threshold cryptography for activities that necessitate collective
agreement. Multi-key cryptography enhances the overall integrity of a system.

Dynamic key generation is a key part of cryptography. By making private keys on
the fly, it improves security. This method increases security by ensuring that keys last only
a short time and are changed often. This makes it hard for attackers to take advantage
of security holes. Notably, dynamic key creation is based on the idea of “perfect forward
secrecy”, which means that each session key protects both past and future communications,
even if the key is compromised. Cryptography systems can react to changing security
needs and operational dynamics by making keys on the fly. This makes key compromises
less dangerous and stops attacks, like replay attacks and cryptanalysis, from happening.
This method is not only in line with the rules for key management, but it also protects data
security, privacy, and compliance in a digital world that is always changing.

The primary objective of this research work is to develop a robust cryptography
technique that incorporates dynamic key generation, the utilisation of multiple keys, and the
application of asymmetric cryptography methodology. The security of our earlier work [13]
is improved by this effort, as Figure 2 illustrates. The previous work employed a hybrid
multi-key cryptography technique. In the previous work, the Elliptic Curve Cryptography
(ECC) equation was used to generate distinct keys for each video chunk, which were
subsequently utilised for encryption. In this study, we aim to optimise the encryption
complexity by leveraging a series of mathematical equations. In addition, user attributes
are considered alongside the MAC address. The salient characteristics of the proposed
methodology are outlined below:

¢ Hybrid multi-key: The proposed technique encrypts the video segments using RSA
and AES. In this case, the video data and its accompanying metadata are encrypted
using different passwords.

¢ Dynamic key generation: A dynamic and automatic key generation technique based
on equations has been implemented. The algorithm can produce distinct keys for each
video chunk.

e  Equation set: A set of equations is used in dynamic key generation. In [13], we have
used only one equation for every chunk of video data. Here, we are increasing the
complexity of the cryptography technique using the equation set. Here, each video
chunk will use a different equation from the set.

The proposed model has been developed and evaluated in a real-world environment.
Subsequently, a comprehensive analysis of its performance has been carried out, focusing
on the delay parameters across a wide range of circumstances. Given the uniqueness and
novelty of the concept, we have opted to utilise our previously validated research as a basis
for conducting a comparative study. The research discusses the impact of randomness
on computational complexities and provides an understanding of its influence on visual
communication. The primary goal is to achieve real-time streaming while upholding a
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robust security framework. The Android platform has been carefully considered for both
the implementation and streaming of the video sequence.
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Figure 2. Multi-key-based hybrid cryptography technique [13].

The rest of the paper is organised as follows: Section 2 discusses the related works.
Section 3 presents the proposed mechanism. the evaluation and numerical results of the
algorithm are detailed in Section 4. Finally, the conclusions drawn are described in Section 5.

2. Related Work

China et al. [14] offer a collection of tools for creating and using keys in the con-
text of both an external world and an identity-based environment. This unique naming
scheme, which only supports a few situations at the moment, solves the problem of key
revocation (e.g., expire by date, expire by year, and valid for year). Incorporating X.509
standards into identity-based cryptography (IBC) in this implementation gives a high level
of interoperability compared to previous efforts on hybrid PKI-IBC systems. The minimal
services can be combined with already-existing tools like the Enterprise Java Bean Certified
Authority (EJBCA).

Obaidat et al. [15] suggested a more secure way of authentication. This approach
lowers the number of vulnerabilities that are a direct product of the process while main-
taining the current structure of accepted paradigms. Additionally, it does not raise the
level of accountability placed on users or server administrators. The suggested approach
uses a hybrid, layered encryption strategy and a two-step verification procedure. With-
out increasing vulnerabilities for other attacks, such as brute-force attacks, this combination
provides dynamic protection against interception-based cyberattacks, such as replay or
MiTM attacks.

The capabilities of encryption for providing security in distributed storage were
introduced in [16,17]. This was accomplished by investigating standard encryption methods
like AES, ECC, and RSA. The problem of identifying an efficient and secure encryption
method was, in any event, resolved by this research with regard to the variations in the
exhibition of these processes; while some encryption techniques can guarantee security,
they require a long time to encode and decrypt data. However, while various methods may
provide effective encryption, they still suffer from the negative impacts of the requirement
for security.

A two-level cryptographic method and a model for enhancing information security
in cloud computing were proposed in [18-20]. In order to increase the security of the
information against intrusion, the model uses symmetric and asymmetrical encryption
computation (AES and ECC). By preventing them from accessing accurate information, it
strengthens information protection, legitimacy, and processing times required for crypto-
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graphic operations. This increases the degree of customer confidence in cloud computing
and speeds up the use of ECC’s more constrained keys in cryptographic interactions.

An equation-based cryptography protocol is discussed by Micciancio et al. [21]. Gia-
con et al. [22] have proposed a hybrid method that considers a multi-user condition and
provides security.

Chaudhari et al. [23] reviewed attribute-based encryption techniques. Attribute-based
encryption (ABE) is a type of public key encryption that allows users to encode and rewrite
communications based on the user’s approved attributes. The scale of the ciphertext is
directly proportionate to the number of attributes associated with it, and thus, the encryption
duration is proportional to the number of attributes used throughout encryption. Several
reasonable ABE versions use one pairing procedure per attribute throughout secret writing.

Niu et al. [24] suggested an attribute-based searchable encryption method with
blockchain-verified ciphertext. The keyword, symmetric key, and file are encrypted using
the public key method, attribute-based encryption, and symmetric key. The blockchain
stores the term index, and the cloud server stores the symmetric key and file ciphertext.
The authority centre handles user attribute removal using proxy re-encryption technology
when the user’s attributes or ciphertext access structure changes.

Wang et al. [25] proposed a new attribute-based encryption scheme that used a fixed-
size key. The access policy in this work can be expressed as any monotone access structure.
The size of the ciphertext is independent of the number of ciphertext attributes, and the
number of bilinear coupling evaluations is reduced to a constant value. Using the general
Diffie-Hellman exponent assumption, they establish that the scheme is semantically secure
in the selective-set model.

Hohenberger et al. [26] have proposed attribute-based encryption and decryption algo-
rithms. This study focuses on expressive systems without system-wide limits or restrictions,
such as limiting the number of attributes used in a ciphertext or a private key. This is the
first key-policy ABE system that allows decryption using a constant number of pairings.

The study conducted on the related work helped to understand the use of RSA in
hybrid methods. The utilisation of RSA in hybrid cryptography presents various benefits.
The key exchange and distribution features of RSA are particularly notable because of its
ability to safely facilitate the exchange of symmetric keys between communication parties.
This enables the subsequent encryption of data using the shared key. This solution achieves
a harmonious equilibrium between security and efficiency by leveraging RSA’s asymmetric
encryption for secure key exchange while simultaneously capitalising on quicker symmetric
encryption algorithms for expedited data transmission. Moreover, the adaptability of RSA
enables it to effectively execute diverse cryptographic operations, including encryption
and digital signatures, rendering it highly adaptable to a wide range of security demands.
Hybrid cryptography is a method that leverages the benefits of both RSA encryption and
symmetric encryption to achieve enhanced performance and solid security measures for
safeguarding data and facilitating communication.

From this literature, it is observed that the hybrid model is a suitable method for en-
hancing the robustness of secured data. The previous work [13] concentrated on combining
AES and ECC to achieve hybrid and multi-key encryption techniques. However, there is
notable work on user-attribute-based key generation techniques. Furthermore, from the
literature review, it is evident that there has been no work exploring multi-equation-based
key generation techniques to achieve higher security. Hence, this work aims to develop a
hybrid multi-key encryption technique.

3. Proposed Method

In this study, we have proposed a novel multi-equation and user-attribute-based cryp-
tography technique to improve security in video communication. The proposed method
uses RSA and AES methods to achieve hybrid encryption and decryption. Then, we use a
set of equations and randomisation to improve the complexity and, hence, better security.
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3.1. Problem Statement

Within the context of a video streaming application, video is sent from a media server
to client devices on an as-needed basis. Securing digital video content includes various
security measures, such as conditional access, user authentication, content copy control,
and video content tracking. In most cases, cryptography procedures are used to carry out
the implementation of these security measures. Nevertheless, researchers face a difficult
task in their pursuit of a comprehensive answer to the problem of digital video security.

In the realm of cryptography, many studies have been carried out to investigate the
advantages of utilising asymmetric key cryptography methods to overcome difficulties
associated with key management. The currently available methods do not support dynamic
or automatic multi-key techniques aimed at improving video communication applications’
security. Consequently, a method of key management that is both automatic and dynamic is
required. As a consequence of this, an RSA- and AES-based multi-key encryption technique
will serve as the primary focus of this study:.

3.2. Proposed Algorithms

A novel multi-equation-based multi-key crypto technique is proposed in this study. We
have improved upon the method proposed in [13] using multi-equation and user attributes.
The previous method uses RSA, AES, and ECC equations to encrypt video chunks. Here,
each video chunk uses an ECC equation to generate the key for chunks. (We recommend
the readers to read the article for a better understanding). The proposed method has the
following features:

*  Achieves security using content metadata and receiver’s details.

¢  RSA, AES, and equations make the method hybrid.

* Increases the complexity of the security using randomisation.

¢ Improves security using user attributes.

¢  Simplifies key management using dynamic and automatic generators.

Figure 3 shows the proposed cryptography techniques and the usage of AES, RSA,
multi-equations, and user attributes in the process. In this process, the multi-key generation
module are detailed and discussed.

The key generation process begins with the input of the video data. The video is
divided into multiple 1 MB size video chunks. Here, it is considered that the video chunks
are of an equal size to 1 MB. However, while generating the chunk, we have ensured that
the chunk will have the full frame. The video chunks are referred to as V¢;, where i is a
sequence number starting from 0 to n. Hence, V¢ refers to the first video chunk and so
on. The sender device keeps track of every receiver and their characteristics, including the
user’s public key Rpy., and user attributes Usir (MAC address, and so forth). The process
of creating the video ID kicks off the video streaming. Later, the chunks are encrypted
independently using various keys.

In Algorithm 1, each step of the proposed method is broken down into its parts. Gen-
erating video segments V'¢; that are all the same size helps keep the algorithm’s complexity
under control. The public key of the recipient Rpy,, is utilised, along with the first 16 bytes
of the video data, to generate the video ID V;p. Initial video bytes are available in this
16-byte block, and that information is regarded as being exclusive to each video chunk.
As a result, the video ID Vp generated in this phase is one of a kind, and it is this video ID
utilised for the subsequent encryption of chunks. The video ID Vip is transformed into the
base64 string format to be saved and used within the program.
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Figure 3. Proposed multi-equation-based hybrid multi-Key cryptography method.

Algorithm 1 Encryption flow

: Input video file Vs

: Generate video chunks V¢;, i = 0 to n from Vi,
: Fetch the receiver’s public key of the Rpy,

Fetch receiver’s attributes Uy,

: Generate Vjp using first chunk Vg

: Store Vip in a temporary file

: Encrypt first chunk Vcp using RSA

: Read index value j from the receiver agreement base
: Generate Key, < EQ]-{VID, Uy }

: Encrypt Vep using Key, and AES

: fori:=2ton do

Generate Key, «+ E Qj{Keya, Uattr }

Encrypt Vc; using Key, and AES.

: end for

O N Ul AW N e

T

As shown in Algorithm 1, the video ID Vip is used for generating the key. This key is
used by the first video chunk only. The video chunk is encrypted using AES and streamed
to the client.

The set of equations comprises an extensive assemblage of mathematical expressions
that communicate a diverse array of information. The set of equations encompasses a
range of mathematical expressions, including quadratic equations, which are characterised
by second-degree polynomials, linear equations that can be graphically represented as
straight lines, radical equations that incorporate radicals, exponential equations that involve
exponents, and rational equations that incorporate fractions. Every category of equation
possesses distinct characteristics and approaches for resolution, rendering them valuable in
diverse circumstances. The equation EQ); is the equation that is chosen from the set. The
initial value for j will be decided in the process of user creation for the communication. The
value of j is maintained by both the sender and receiver, and a later initial value is used
in the encryption and decryption of the video chunks. A numbering system that follows
a progression is used to organise the equations in a file. The movie is encrypted using
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a variety of equations at each chunk level. An integer chosen at registration is used to
determine which set of the equation serves as the beginning of the sequence. The attributes
related to user registration are identified and shared between the media server and the
user. This is used in the encryption process. Hence, each user will have a different set of
equations for the processing.

The determined equation set is put to use to produce the key for the encryption process.
As a result, each chunk is assigned a unique key that is produced by a distinctive equation.
The complexity of the suggested algorithm will increase as a result of this. As demonstrated
in Algorithm 1, the equation is utilised in conjunction with the key generated earlier for the
preceding chunk. The algorithm makes use of many different user attributes, such as the
MAC address, user name, contact information, and so on, in order to make it more difficult
to use.

Following the generation of a unique key for each video chunk, the Advanced Encryp-
tion Standard (AES) algorithm is used to encrypt the video chunks. Within the context of
this multi-key and hybrid method, the suggested method does not share any of the keys.
The key for video communication is generated on the run, as detailed in the algorithm;
as a result, the highest possible level of security can be attained. The fact that brute-force
attacks can only compromise one chuck at a time does not compromise the security of the
remaining video data. This is one of the most important aspects of the suggested method.

Similarly, the algorithm shown in Algorithm 2 demonstrates the steps involved in the
decryption process. In our proposed method, the process of decryption remains the same
as the encryption steps.

Algorithm 2 Decryption flow

: Input encrypted Vg

: Read receiver’s public key of the Rpy,,

: Read receiver’s attributes Uy,

: Decrypt first encrypted chunk Vcy using RSA
: Generate Vjp using first chunk Vg

: Store Vip in a temporary file

: Read index value j from the agreement base
: Generate Key, < EQ]'{VID, Uy }

: Decrypt Vc; using Key, and AES

10: fori:=2ton do

11: Generate Key, EQj{Keya, Uattr }

12 Decrypt V¢; using Key, and AES.

13: end for

O O N Ul AW N e

Case Study:

The key is created for each chunk as follows:

Initially, the video ID is generated and used for generating the subsequent keys.
To generate Vp, the process uses a public key Rp,, and a user attribute Uy. Later, the
equation set is used for key generation. Assume the following equation has been used to
generate the key for the first video chunk V¢;.

y=ax?+bx+c 1)

The proposed method considers Vip as a and Uy, as b in Equation (Equation (1)).
In the proposed method, a value for ¢ will be generated at the time of user registration.
The same value of ¢ will be used throughout the process. Hence, the modified equation is
as follows:

Key, = Vip * x> + Ugstr ¥ X + ¢ )
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The first video chunk uses Equation (2) to generate the key. The second chunk will
obtain a different equation, which is assumed here as Equation (3). The algorithm considers
previously computed Key, instead of Vjp, as shown in Equation (4). This process continues
for all the remaining chucks in the video.

—ax —c¢
V= ©)
_ —Key,xx—c

ke]/a B Uattr (4)

The key key, is generated using Equations (2) and (4) specified in the encryption and
decryption method. Given the consideration of the 128-bit key size for the Advanced
Encryption Standard (AES), it is necessary to pad additional bits to the variable key, in
order to achieve the desired size.

Multi-equation multi-key hybrid cryptography is a versatile approach that combines
symmetric and asymmetric encryption to provide a robust security framework for data
protection. It offers a potent solution for safeguarding data confidentiality by using asym-
metric encryption to securely exchange a symmetric key, which is then employed for
efficient bulk data encryption. This approach not only enhances data privacy but also
mitigates key management challenges. By allowing multiple recipients to encrypt data
using their respective public keys, multi-key hybrid cryptography enables scalable and
secure communication, ensuring that each recipient can only access data intended for them.
Moreover, it provides resistance against common cryptographic attacks due to the use of
strong, randomly generated symmetric keys. However, it is imperative to emphasise that
the security of this scheme heavily relies on meticulous key management practices and the
protection of private keys. Additionally, the video-chunk-level encryption using different
equations enhances the robustness of the proposed model.

While multi-key hybrid cryptography boasts several strengths, it is not without its chal-
lenges. Complex key management, especially when dealing with a multitude of recipients,
can introduce overhead and potential vulnerabilities if not handled diligently. Furthermore,
achieving data integrity may require additional cryptographic mechanisms, such as digital
signatures or hash functions, which can increase computational costs. Nonetheless, with
proper implementation, secure key handling, and adherence to best practices, multi-key
hybrid cryptography remains a potent tool in the arsenal of cryptographic techniques,
addressing various security requirements and ensuring the confidentiality and privacy of
sensitive data in modern communication systems.

In theory, both the AES and the RSA encryption algorithms possess vulnerabilities that
make them susceptible to brute-force attacks. The method under consideration employs a
key size of 128 bits, which is relatively shorter compared to other key sizes. Consequently,
there exists a potential for the key to be learned over an extended period. The proposed
model incorporates a multitude of parameters in order to derive the key, thereby signifi-
cantly augmenting the complexity involved and subsequently diminishing the potential
for a successful brute-force attack. The sharing of basic details is facilitated by using static
user attributes, such as the Media Access Control (MAC) address, among other methods.

4. Experimentation

The proposed cryptography method is implemented using the mobile platform. The
encryption and decryption procedures, as well as video streaming, are implemented using
an Android-based application.

When implementing the RSA and AES algorithms in the Android platform, choosing
the appropriate security parameters is crucial. In the context of RSA, a key size of 2048 bits is
selected, which is considered to be a robust choice for ensuring the security of the encryption
algorithm. Additionally, a secure padding scheme known as Optimal Asymmetric Encryp-
tion Padding (OAEP) is employed (we have implemented the method discussed in [27]).
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This padding scheme enhances the security of RSA by introducing additional randomness
and mitigating potential vulnerabilities. When considering the Advanced Encryption Stan-
dard (AES), selecting an appropriate key size is crucial based on the desired level of security.
In this case, a key size of 128 bits is chosen. Additionally, the AES-GCM mode of operation
is selected, which provides both confidentiality and integrity protection. To ensure the
effectiveness of AES-GCM, an initialisation vector (IV) is utilised. The IV is generated using
the proposed method for generating keys. Firstly, the Android development environment
needs to be established in order to proceed with the required tasks. Once the environment
is set up, the Android Keystore is utilised for secure key storage. To ensure data security,
encryption and decryption functionalities are implemented. The KeyPairGenerator class is
employed for RSA operations, while the Cypher class is utilised for AES operations.

The sender devices keep the video material and video metadata for streaming. The
sender software launches when a receiver asks to stream a video file. The sender, an autho-
rised video distributor, confirms the recipient’s identity before sending the video material
to them. The receiver data are maintained in the device. During the sign-up procedure,
information is gathered about the recipient. The sender’s database is retrieved and filled
with all data, including the user name, password, public key, and user attributes, like the
MAC address.

Decryption and video replay are the receiver’s primary responsibilities. The proposed
module gets encrypted video chunks and decrypts them. The receiver’s database is used to
acquire the required keys. Therefore, in this technique, no key exchange takes place. The
sender’s public and recipient’s private keys are used in the decoding. The program uses an
RSA implementation to get the first video segments. The implemented application then
shows the video data on the device’s display unit. As a result, there is no need to save the
obtained video data.

A database must be set up for the applications to keep the video metadata and infor-
mation about the receiver. On the sending side, the database keeps track of the following;:
information about the recipient, such as their username, the MAC address of the device,
the public key, and other information that is unique to their account. In the same way, the
sender’s public key and the video session’s metadata are saved in the receiver’s database.

The suggested method uses a collection of equations to generate the dynamic key
automatically. The suggested module uses the trap-door mechanism, a well-known feature
of the equation-based method. The module considers the receiver’s public key in addition
to the previously generated key that was discussed in the previous Section 3, as well as a
set of user attributes.

The sender-side module creates the segments after reading the video file. In this case,
the FFMpeg module created the video chunks. The movie has been divided into a unit size.
Regardless of the chunk size, which can be any size, the module generates the chunks to
the nearest complete frame.

In this section, the proposed cryptography method was assessed using a number of
parameters, including the time it took to generate each key, the time it took to encrypt files
with different file sizes and chunk sizes, the number of keys generated, and the time it took
from the generation of keys to the completion of encryption. This also applies to decoding.

4.1. Delay for Splitting File to Chunks

This metric was used to monitor the amount of time that the program required to
generate the video chunks from the video file. Implementing video encryption based on
chunks is one of the most important contributions made by this study. As a result of this
inquiry, the amount of processing time involved in the video processing module has been
demonstrated. The chunk size is read by the FFMpeg utility that comes from the sender.
The chunk is then divided into the nearest full frame, which ultimately results in a chunk
size dictated by the user’s input.

Figure 4 depicts the time required by the video processing module to divide the video
file into many chunks. This time is displayed in the form of a delay. The results demonstrate
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a straightforward and easy-to-understand correlation between the file size and the latency
progression. According to the findings, the method does not result in an unanticipated
increase in the required time. However, the generation of chunks is partly responsible for
the overall delay. However, this is necessary to achieve a high level of security.

20

18
B Multi-Key B Proposed Method “
16
o om0 " II || “ ||
10 20 30 40 50 100 200 300 400 500

Video File Size (MB)

e
I~

S NV A N 0 O

Delay (sec)

Figure 4. The length of time it takes the video processing module to divide the video into chunks
(Compared with Multi-Key [13]).

4.2. Time to Generate the Keys

In this experiment, the amount of time needed to produce the key was measured to
draw an assessment regarding the multi-key’s effect on the encryption and decryption
process. When it comes to encryption and decryption, the process and equation set that is
utilised to derive the keys are exactly the same. Hence, in order to facilitate analysis, the
delay that was computed for the encryption process is implemented in this section.

This section compares the key generation technique proposed in this work with the
method proposed in [13]. The proposed method uses the equation set for dynamic key
generation, and in [13], only the ECC equation is used.

The amount of time necessary to generate each key is illustrated in Figure 5. The
public key of the receiver, in addition to some of the video data, is utilised as the foundation
for the key that will be used to encrypt the first video chunk. The receiver details, the
receiver’s public key, and the previously computed key are used to acquire the remaining
keys. Because the duration of the parameters remains the same throughout this process,
the amount of time that passes between each key is not subject to much variation. When
contrasted with the multi-key approach described in [13], the findings that were obtained
are discussed. As a result of the utilised equation set, the delay consumed by the proposed
approach is slightly increased. The key for each video chunk is generated with the help of
an equation that was chosen at random.
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Figure 5. Multiple key generation delay (Compared with Multi-Key [13]).

4.3. Time to Encrypt the Video Chunks

In this section, we discussed the length of time required to encrypt each chunk. The
implementation assumes that each chunk’s size is 1 MB, despite the fact that the video
processing modules divide the video file into chunks for each full frame. Each chunk is
encrypted using the algorithm detailed in Algorithm 1. As mentioned above, the key size
of 128 bits is used by the AES to encrypt the video chunks.

The amount of delay that is involved in the chunk encryption process is illustrated in
Figure 6. The video chunks are encrypted using the AES module before being sent out into
the network for streaming. The chunks are virtually identical in that their size ranges from
1 megabyte (MB) to 1.2 megabytes (MB), and the amount of time required to encrypt each
chunk similarly ranges from 0.9 s to 1.2 s in the multi-key [13] method. In the proposed
method, the encryption time ranges from 1.5 s to 2 s. The increase in the delay is observed
due to the equation set and random selection of the equation for generating the key for
each chunk.

—8&— Multi-Key —@— Proposed Method

||" ,I'um’i,l e le.,'l v"u-w" wwp .,.M ii’

"' ;M‘ ‘u“ ""Illmm'ﬂ "'i 1!' ll'l"||"| I“ J” Illu'ﬂg['% ||
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Video Chunk #

Figure 6. Time consumed to encrypt the video chunks (Compared with Multi-Key [13]).
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4.4. Time to Encrypt the Video Files

This section gives information regarding the total amount of time that is necessary to
finish the execution of the pipeline, which begins with the creation of video chunks and
ends with encrypted video chunks. This section begins with creating video chunks and
ends with encrypted video chunks. During the course of our investigation, we tested out a
number of different sizes for video files, including 1, 2, 5, 10, 20, 30, 40, 50, 100, 200, 300, 400,
and 500 megabytes. These file sizes have been selected with the applications that support
real-time streaming in consideration. In addition to this, one of our goals was to investigate
the behaviour of the increasing delay.

The latency experienced by the entire procedure is illustrated in Figure 7. According
to the data, the process’s duration increases linearly as the size of the file grows. This is
normal for all applications. In addition, it is important to note that the additional delay
caused by every segment of the video clip is depicted in the figure. On the receiver’s end,
neither the video streaming nor the playback is being disrupted in any way. The results
demonstrate that the increased complexity using the equation set in the proposed method
does not increase the delay much.

300
—&— Multi-Key
250 Proposed Method
200
o)
g
> 150
=
=,
(=)

100 /

50 /

0 100 200 300 400 500 600
Video File Size (MB)

Figure 7. End-to-end encryption delay (Compared with Multi-Key [13]).

4.5. Number of Keys Generated

The number of generated keys is proportional to the number of generated video
segments. This statistic was considered for the research because the proposed solution
incorporates multiple key technologies for enhanced security. Multiple keys do not affect
memory usage because the transmitter and receiver only temporarily store the keys. In ad-
dition, since each key is used only once, an increase in the number of keys has no effect on
the retrieval delay.

4.6. End-to-End Decryption Delay

This section has looked at how long it takes for the receiver-side pipeline to process
data. The receiver application receives the video chunks that have been encrypted, and
it decrypts them in the order that they were received. Later, the chunks are assembled
and displayed on a certain device. In this section, the length of time required for this
processing cycle has been taken into consideration. Due to the fact that the decryption
process is affected by the transmission media, receiver applications are required to wait
until they have received the complete chunk before beginning to process it. When compared
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to encryption, the latency could potentially become even longer. The time taken by the
proposed method is compared with the method discussed in [13] and the results are shown
in Figure 8.
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Figure 8. End-to-end delay in decryption (Compared with Multi-Key [13]).

5. Conclusions

This study presents a novel and secure system architecture. The platform will encrypt
and decrypt the video file using the suggested cryptographic method. In this study, we
present a hybrid and multi-key cryptography technique. It encrypts the video data using
RSA, equation set, and AES.

The proposed multi-key approach divides the video into numerous pieces, each of
which is encrypted using a different key. The recipients are not aware of these keys. The
key is generated by the receiving program using the received encrypted data. Since the
proposed solution is dynamic and automatic, the receiver program can begin decryption
once it receives the video chunks.

The Android version of the app was developed on the receiving end. The proposed
strategy and testing were implemented in Java-based server-side software. Individual
modules were created, each tailored to the tasks considered by the proposed approach. The
program was then put through its paces using video files of varying lengths. The results
confirmed the app’s continuous delay and demonstrated its ability to facilitate real-time
video conversation. The equation set, RSA, and AES were all used in the hybrid method.
These cryptographic methods make video material more secure.

The suggested platform encrypts and streams across the network while securing the
video contents using a dynamic key, all while utilising the recipient’s credentials and device
details, making it ideal for use in video-on-demand applications. All created keys and
encrypted content can be stored locally on the target device due to configurable program
settings. This technology is very helpful for copyright protection because it prevents the
data from being transmitted. More individuals are signing up for paid video services, which
is good news for the industry’s bottom line. The ultimate long-term objective is to create
a state-of-the-art, thoroughly implemented security system for live-streamed video via
the internet.
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