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Abstract

:

User adoption and usage of end-to-end encryption tools is an ongoing research topic. A subset of such tools allows users to encrypt confidential emails, as well as manage their access control using features such as the expiration time, disabling forwarding, persistent protection, and watermarking. Previous studies have suggested that protective attitudes and behaviors could improve the adoption of new security technologies. Therefore, we conducted a user study on 19 participants to understand their perceptions of an email security tool and how they use it to manage access control to confidential information such as medical, tax, and employee information if sent via email. Our results showed that the participants’ first impression upon receiving an end-to-end encrypted email was that it looked suspicious, especially when received from an unknown person. After the participants were informed about the importance of the investigated tool, they were comfortable sharing medical, tax, and employee information via this tool. Regarding access control management of the three types of confidential information, the expiration time and disabling forwarding were most useful for the participants in preventing unauthorized and continued access. While the participants did not understand how the persistent protection feature worked, many still chose to use it, assuming it provided some extra layer of protection to confidential information and prevented unauthorized access. Watermarking was the least useful feature for the participants, as many were unsure of its usage. Our participants were concerned about data leaks from recipients’ devices if they set a longer expiration date, such as a year. We provide the practical implications of our findings.
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1. Introduction


Sharing of confidential information via email and text has become an ingrained aspect of day-to-day life due to the ease of access and availability of high-speed internet, computers, and smartphones. A recent survey demonstrated that 70% of emails contain sensitive information [1]. However, although standard email, by default, is not end-to-end encrypted with tools such as PGP and S/MIME, people still use it to share their personal information without any extra protections. This was shown by a recent study that analyzed 81 million sent email messages and found that only about 0.06% of them were encrypted [2]. People are more concerned about data leaks from recipients’ devices rather than data during transit [3,4].



The adoption rate of end-to-end encryption and access control tools remains low. Although the usability and perceptions of several end-to-end secure messaging apps and email encryption tools have been investigated [5,6,7,8,9,10,11], user attitudes and concerns regarding the email encryption platforms that additionally provide built-in access control have not been investigated.



Our study seeks to understand user perceptions of an email security tool and how they use it to manage access control to their confidential information. The existing literature on email encryption tools mostly focuses on studying usability for performing encryption. They did not investigate access control (i.e., how users would use the tools’ security features to manage access control to various types of sensitive content sent via email). We chose Virtru [12] over other secure email tools (such as Private Webmail (Pwm), ProtonMail, PGP (Mailvelope), Gmail Confidential Mode (GCM), and Tutanota) due to its usability and user preference [10,13], as well as fine-grained security features such as automatic key management, integration with users’ existing Gmail accounts, allowing non-Virtru recipients to read encrypted email without Virtru being installed, and having built-in access controls that can help Gmail users control their emails after they are sent. Our study targets first-time Virtru users, since we were interested in first impressions and the likelihood of adopting this tool for sharing and receiving sensitive content via email. Additionally, we focus on the most common sensitive forms and documents users send via email, as shown by one Al Qahtani et al. [10]. Therefore, we investigate user perceptions of Virtru and how they use its security features to manage access control to three types of confidential information, namely medical, tax, and employee personal information, if sent via email. More specifically, our research questions are the following:




	
RQ1: What are users’ first impressions when receiving an end-to-end encrypted email using an email security tool?



	
RQ2: How comfortable are users with sharing various types of confidential information (medical, tax, and employee) using an email security tool?



	
RQ3: How do users use an email security tool’s additional features to manage access control to their confidential information?








To answer these research questions, we conducted an interview-based user study on 19 participants. Our results showed that the participants’ first impression upon receiving an encrypted email was that, due to the tool’s interface, it looked suspicious, especially when received from an unknown person. However, after they were informed about the benefits of using the tool, they were comfortable sharing medical, tax, and employee information forms via the tool. Regarding managing access control to the three types of confidential email information, the expiration time and disabling forwarding were the most useful features for the participants for preventing unauthorized and continued access, and the only reason for not using them was to prevent unforeseen accessibility issues for the recipient. While the participants did not understand how the persistent protection feature worked, many still chose to use it, assuming it provided some extra layer of protection to prevent unauthorized access to all three types of confidential information. Watermarking was the least useful feature for the participants, irrespective of the type of confidential information in the email, as many were unsure of its usage. Our participants were more concerned about data leaks from recipients’ devices (for instance, if their email account were to be compromised) if they set a longer expiration date (such as a year). Our findings provide practical implications that could help users share confidential information via end-to-end encryption tools.




2. Background


2.1. Virtru


Virtru is an end-to-end encryption platform that encrypts Gmail messages, attachments, and files stored on Google Drive, including Google Docs, Google Sheets, and Google Slides [12]. Virtru’s simple Chrome extension keeps emails and files secure in Google Workspace, preventing Google and unauthorized parties from accessing information. Recipients can read a Virtru encrypted email without Virtru installed. Virtru uses a secure reader platform that allows users to access it right in their web browser by clicking on the Unlock Message button in their Virtru secure email. Upon verifying that they are an authorized recipient of that email or file, they can read and reply to the secure email directly from their browser.



In addition to encrypting messages and attachments, the security options of Virtru (see Figure 1) allow users to perform the following tasks:




	
Add persistent file protection (PFP) to the encrypted file: This feature restricts access to only authorized users, even if it is shared or downloaded. New (unauthorized) users are allowed to request access to a file, and they will be forced to authenticate in their web browser prior to seeing the secure file in Virtru’s Secure Reader. If someone requests access to a file that a user owns, then the recipient will receive an email notification from Virtru. Unauthorized users will not be granted access.



	
Set an expiration date for an encrypted email or file: Users can restrict access after a particular point in time. If a recipient tries to access the content after its expiration, then they will receive a prompt indicating their access has expired. Expiration can also be managed after an email has been sent.



	
Disable forwarding: This ensures that the recipients can access the encrypted content but will stop any additional users from gaining access to the message. If the original recipient sends the email to a new party, then the new user will not be added as an authorized user and will not be able to unlock the message.



	
Add watermarking to a secure file: Recipients will only have access to content inside the Secure Reader, and their email addresses will be watermarked across the document. This feature prevents the recipient from downloading the file and keeping a local copy.



	
Revoke (or reauthorize) access: Virtru even allows the sender to revoke access to specific recipients granularly at any time. If recipient access is revoked, then users will receive a prompt indicating their access has been removed.
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Figure 1. Virtru’s email composition window along with its message security options. 






Figure 1. Virtru’s email composition window along with its message security options.
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Various universities and companies in the US utilize Virtru [14,15], allowing them to add an extra layer of security to their email messages. While Virtru works for a few email providers, it does not work with all web applications [16]. Furthermore, Virtru’s private keys are associated with each device, and thus they cannot be used across devices. It also relies on a centralized server to verify that users own their respective email addresses and deliver private keys [17]. However, it uses a distributed architecture for unique symmetric key generation for each email [18]. By keeping content and encryption keys separate, only authorized parties are able to access unencrypted content, making it impossible for Virtru to decrypt user content [18]. In this way, data are kept private, even from Google or unauthorized parties. Although Virtru provides email transmission security, it does not protect against email accounts becoming compromised [19]. Therefore, Virtru offers secure encryption alternatives to portal-based encryption technologies. With these technologies, data can be encrypted, but this necessitates the use of separate systems by the recipient and the user [20]. This set-up may grant vendors access to their data, potentially introducing the risk of data breaches.




2.2. Comparison of Popular Email Security Tools


This section contrasts 6 popular email security tools, namely Private WebMail (Pwm), Tutanota, PGP (Mailvelope), ProtonMail, Gmail Confidential Mode (GCM), and Virtru. These tools can either be integrated with the major email service providers (Gmail, Outlook, Yahoo, etc.) or need a separate website or tool from where the encrypted email should be composed, sent, and received. Most of these tools provide end-to-end email encryption or other forms of access control. Virtru provides both integration with email service providers and end-to-end encryption, as well as additional forms of access control such as setting an email expiration date and time. Table 1 summarizes this comparison.





3. Related Work


This section describes the literature most relevant to our work.



3.1. Sharing Confidential Information


Users often need to share sensitive pieces of information, such as their social security number (SSN) and medical history, with trusted entities or possibly unknown recipients. Even though secure communication mediums are available, when privacy and security are considered minor factors, information will be shared without a formal security process [7,26]. To investigate sensitive data-sharing practices, Dell [27] commissioned a global survey of 2608 professionals handling sensitive data at companies. The survey results showed that 72% of employees were willing to share sensitive, confidential, or regulated company information without proper data security protocols in place. Also, Warford et al. [3] explored users’ experiences with sending sensitive information via standard (unencrypted) email, which was the most common transmission method users used when they sent their sensitive documents, such as their financial information, health information, and information related to their children. Users could share sensitive health information on social media (Facebook), which can negatively affect users’ privacy [28,29].



Recently, users have been using end-to-end encrypted messaging applications (e.g., Whatsapp or Signal) to communicate privately. However, many users believe that SMS is more secure than WhatsApp and that they are not targeted by government and special service surveillance [30]. Users’ decisions are affected more by peer influence than secure messaging apps’ security features [26]. Similarly, even though WhatsApp users were informed that their messages were end-to-end encrypted, the participants noticed it but failed to understand the implications correctly. In our study, we wanted to understand how users perceive sending and receiving an end-to-end encrypted email via Virtru.




3.2. Adoption of Encryption Tools


Despite existing efforts toward raising user awareness about the security and privacy of their information and disseminating knowledge of how to utilize security and privacy tools, the adoption of encryption tools remains low. Taking this issue into account, Das et al. and De Luca et al. [26,31] investigated the social processes influencing people’s decisions to adopt a new security tool or practice. They found that social processes played a significant role in adopting new security tools and were effective at boosting security sensitivity. Two studies evaluated the differences in motivations for (not) following computer security practices [32] and smartphone security measures [33] based on the rational decision model. They found there were differences in users’ perceptions regarding the benefits, risks, and costs associated with their decisions.



In other studies [6,34], researchers explored the reasons why secure email tools are not widely used by users. Several barriers have been identified within the workplace that prevent the adoption of encrypted email [6]. As a result of technical issues, usability issues, and social considerations, the participants did not consider using them frequently. In another study [35], the researchers found that average users were more likely to adopt secure email tools (e.g., Virtru) when integrated with webmail, such as Gmail. Ruoti et al. [13] evaluated three secure email systems, with Virtru being one of them. As a result of users’ interactions with Virtru, fewer mistakes were made, and its perceived usability score was higher. We add to the existing literature by understanding the use perceptions of end-to-end encrypted email and how people use Virtru’s security features to manage access control to their medical, tax, and employee information if sent via email.




3.3. Mental Models of Encryption


The cybersecurity research community has endorsed using secure communication methods to protect confidential information. Abu-Salma et al. [7] explored users’ knowledge, experience, and perception of different communication tools. They found that many participants did not understand the fundamental concept of end-to-end encryption, which decreased their motivation to adopt secure tools. They identified several inaccurate mental models that underpinned participants’ reasoning and decision making. Gaw et al. [6] conducted a study by interviewing a sample of users from an activist organization whose tasks required secrecy. The participants had different levels of technical sophistication and involvement with confidential information. They explored users’ decisions about whether and when to encrypt emails and hypothesized that the organization’s employees would have a strong motivation to encrypt emails. They found that the participants perceived only “paranoid people” or “people up to no good” would use encryption. Furthermore, a group of researchers [36] identified four mental models of encryption as a problem that illustrated how users perceived encryption.



Whitten and Tygar [37] found that non-adoption of secure encryption tools is due to usability issues, such as users having great difficulty using email encryption software. On the contrary, Renaud et al. [34] found that the non-adoption of secure encryption tools might not be entirely due to usability issues. Their results showed several fundamental issues, such as misaligned incentives, incomplete threat models, and insufficient understanding of encryption. They also mentioned that just expanding the availability and usability of encryption functionality will not be enough to increase the adoption of end-to-end encryption. They suggested that creating comprehensive end user mental models related to email protection could increase adoption. Krombholz et al. [38] explored users’ mental models of the “HTTPS” protocol. They found that end users often mistake encryption for authentication, significantly undervalue the security advantages of HTTPS, and neglect security indicators. Recently, users began using Gmail’s Confidential Mode (GCM) to share confidential emails, believing it encrypts them [10]. While GCM does not encrypt email content, it does ensure confidentiality by using built-in access controls. We designed a video message to highlight the importance of using end-to-end encrypted email before our participants explored Virtru’s security features.





4. Methodology


We first reviewed existing email security tools. However, we only focused on tools that are integrated with Gmail’s web interface. For instance, Tutanota is another email security tool [22] that uses a separate website, and it is not integrated with Gmail’s web interface. The service provider (Virtru) does not access unencrypted user content or decrypt it, and it has built-in access controls that can help Gmail users control access to their emails after they are sent. While Virtru provides security for email transmission and storage, it does not prevent attackers from compromising email accounts. In this study, we aim to understand how users perceive receiving end-to-end encrypted emails for the first time. In addition, we want to know how they respond to scenarios where sensitive information is sent via an encrypted email (e.g., when a user revokes an access message for a specific action) as well as how they manage access to the confidential information after it has been sent.



4.1. Recruitment


We recruited participants from the university via social media platforms. All interested participants completed a screening survey to determine their eligibility by ensuring they used Gmail accounts frequently, sent emails containing confidential information before, were at least 18 years old, had the ability to install the email security tool’s extension on their computers, and had never used encryption tools via email. The eligible participants who agreed to participate were asked to read the consent form and participate in the interview via an online meeting. The participants who completed the study each received a USD 10 Amazon gift card. Our institutional review board approved the study (Protocol #). The average study duration was approximately 50 min.




4.2. Demographics


We interviewed 19 participants. Each participant was asked a set of demographic questions, such as age, gender, employment status, experience working in or studying computer-related fields, and the highest level of education completed. The majority of our participants (52.6%) were aged 20–29 years, 4 (21%) were aged 18–19 years, 2 (10.5%) were aged 30–39 years, 2 (10.5%) were aged 40–49 years, and 1 was aged above 50 years. Similarly, our participants were mostly female (N = 11, 57.9%), whereas eight participants were male (42.1%). Additionally, 57.9% of our participants were students, 26.3% were both employees and students, but a few of them (15.8%) were employed full time. Additionally, the majority of our participants did not have any experience working in or studying computer-related fields, and only wight of them had experience in these fields. Regarding the highest level of education achieved, nine of the participants had completed college or an associate’s degree, seven had completed high school or some equivalent, and three had completed a master’s degree.




4.3. Study Design


We conducted online interviews with 19 participants. Each participant was reminded of the importance of the consent form at the beginning of the interview. Once the participants reconfirmed their interest in participating in our study, we began recording the interview sessions. Zoom’s recording feature was used to record the audio and video. The participants were first asked a set of questions on how they perceived the security and privacy of Gmail. After that, we asked the participants to perform three tasks.



In the first task, we aimed to explore the participants’ first impressions of receiving a secured email as shown in Figure 2a. We told the participants that we would send an email to their email address (without saying anything related to this investigated email security tool). Since these participants were receiving an encrypted email for the first time, we asked them to state their impression after opening this email, their rating of how easy they thought it was for them to understand the text in that email, and their rating of how familiar they were with the concept of “encrypted email” as described in the email.



In the second task, we wanted to make sure that the participants were able to compose an email using the email security tool and explore its security features. Thus, the participants were first asked to watch a video that included security- and privacy-related information about this email security tool, the importance of using it, and a demo on adding the email security extension to their Google Chrome browser. The video transcript is available in Appendix B. Then, we asked them to think aloud while composing an email with this email security tool and explore its security features.



In the third task, the participants were provided with three hypothetical scenarios to understand how users manage the access control using the tool’s security features in the encrypted email and how they rated their satisfaction and concern once they shared their confidential information via standard email and encrypted email. To perform this task, the participants were first asked to download three sensitive documents and forms (employee information form, medical history form, and W-9 (tax) form) on their personal devices. These forms were filled with fake information as an example. We asked the participants to imagine that the information in all these forms, including sensitive information such as social security numbers, belonged to them and that there was no need to change these forms. The three scenarios are described below:




	
For the employee information form, we included employee information such as employee IDs and contact information. The given scenario was between the participants and the human resource department (HR). We asked them to imagine that they were newly hired by a company, and they were asked to email their employee information form to HR a week before they joined the company so HR could review it anytime during this week.



	
For the medical history form, we included information about a person’s health history (e.g., unhealthy habits and the patient’s medical history). The given scenario was between the participants and a doctor’s office. We asked them to imagine visiting a new doctor for the first time, and the new doctor’s office needed their medical history form before they went to their appointment, which was three days later.



	
For the W-9 form, we included information about a person’s tax information (e.g., account number, taxpayer identification number, and employer identification). The email was between the participants and a certified public accountant. We asked them to imagine that they had hired a certified public accountant (CPA) to prepare their taxes, and their W-9 form was shared with a certified public accountant (CPA) for 24 h.








All participants were asked to demonstrate how to change the the security settings based on the given scenario and think aloud while performing this task. After that, they were asked to review the email they sent and discuss what made them (not) choose the expiration date, disabling forwarding, watermarking, and persistence protection. We used the randomizer function to change the scenario order for all participants since there were three scenarios. Lastly, the participants answered a set of demographic questions. The interview questions, scenarios, and instructions are listed in Appendix A.




4.4. Analysis


We collected both quantitative and qualitative data. For the quantitative data, we used the Wilcoxon signed-ranks test to analyze the ordinal data for users’ satisfaction and concerns regarding using standard email and an end-to-end encryption email. The Wilcoxon signed-ranks test is a nonparametric statistical hypothesis test [39]. Since, the sample size in our study was small, and the data were not normally distributed, we used this test over the Student’s t-test. We used Statistical Package for the Social Sciences (SPSS) for quantitative analysis. For the qualitative data, we utilized an inductive approach. The data were first coded independently by two researchers in Microsoft Excel to avoid any bias and to capture all possible codes. The coding criteria used were as follows. We looked for patterns in the data to develop themes that could explain the patterns in our data. These patterns were then categorized into themes. We then discussed, refined, and updated the two sets of coded data to resolve any disagreements. Therefore, the Cohen’s Kappa (inter-rater agreement) test was not conducted [40].





5. Results


5.1. Opinions about Encrypted Emails


Before answering our first research question and exploring the security features of end-to-end encrypted email, we wanted first to evaluate our participants’ understanding of the encryption concept. We asked the participants several questions, such as (1) rate familiarity with the term “encryption” on a scale from 1 to 4 (1 = I have never heard of this, 2 = I have heard of this, but I do not know what it is, 3 = I know what this is, but I do not know how it works, and 4 = I know generally how this works), (2) describe what encryption means, (3) explain whether there is anyone besides the recipient who can read the email content, and (4) explain whether Google gives the government direct access to their email if requested.



We found that a majority of the participants (52.6%, N = 10) knew what encryption was, but they did not know how it works, whereas a few participants (N = 3) generally knew how encryption works. However, several participants (26.3%, N = 5) still did not know what encryption was, but they had heard of it.



With regard to explaining what encryption means, we found that the most pronounced description was information protection (12/19). For instance, one of the participants (P6) said, “I believe encryption is just like protecting your information, so that I’d assume like hackers and other people, and like spam bots can’t get access to it beyond that, or like how it actually works and stuff.” The next frequent phrase was scrambling messages (7/19). In the words of P10: “Encryption is scrambling, or like scrambling the data in such a way, so that any third party cannot understand what’s talking in between the original parties.” Other phrases used by the participants were data encoding and decoding (4/19), data encapsulation (1/19), communication safety (2/19), prevent unauthorized access (2/19), uses codes and keys (5/19), security system (1/19), uses numbers and blockchain (1/19), web security and privacy (1/19), and uses password (1/19). Table 2 summarizes the themes emerging from the participants’ responses about what encryption means.



Additionally, when asked whether the participants thought there was anyone besides the recipient who could access the content of their email, we found that only two participants did not know if a third party could access and read their emails. Most participants (N = 8, 42.1%) did not think anyone could read and access the content of their emails. For example, there were the following two comments: “I don’t think anybody reads my email because I think Gmail as an end-to-end encryption model”, and “because Gmail has protected the email so only the person who I’m sending it to can see it.” The remaining participants (N = 9, 47.4%) believed that there was someone or some third party who could access and read their emails. They stated that hackers (3/19), Gmail or Google employees (6/19), university employees (2/19, with a comment shown below), third parties (2/19), the government (1/19), and police (1/19) could access their emails, aside from the intended recipients.



Participant P14 commented, “I would say if I’m using something like my school email, they definitely probably can keep tabs on that make sure I’m not doing anything sketchy with my personal email. I don’t know of anybody in particular, but I’m sure at some point in time, someone has been able to access my account and read them.”



Table 3 summarizes the themes of the participants’ opinions on who could access their emails aside from the intended recipients.



Regarding Google giving the government direct access to the participant’s emails if requested, we found that the majority of the participants (N = 10, 52.6%) believed that Google gives the government access to their emails when requested, 31.6% of the participants (N = 6) did not think so, and 15.8% did not know whether Google gives the government direct access to their emails. We found that 11 out of 19 participants mentioned that Google needs valid reasons to give the government direct access to their emails. Many participants shared that investigating crime-related cases (8/19) and having a warrant (5/19) can allow the government access to case-related emails. For example, one of the participants (P7) commented, “If they have a warrant, and they do have like evidence that if there were a crime being committed, then I believe they would be able to give the access.” The other circumstances mentioned by the participants for Google to give the government direct access to their emails were being required by law enforcement (2/19), depends on the requester (1/19), and needs user permission (1/19).



The majority of our participants demonstrated awareness of encryption technology but did not understand how it works. Some participants thought that no one besides the recipient could read or access the emails. However, the majority of the participants believed that Google gives the government direct access to their emails when requested, especially if the email is related to a criminal case or law enforcement has a warrant to investigate it.




5.2. First Impressions of an Encrypted Email


To answer the question of what users’ first impressions are when receiving an encrypted email using an email security tool, we asked the participants to explore the encrypted email since they did not have any previous experience with sending and receiving encrypted emails. Virtru allows non-Virtru recipients to read an encrypted email without installing it and access the email content via Secure Reader. Therefore, the participants could perform this task without installing the email security tool. Figure 2a shows a similar email presented to the participants. The participants were asked what their impression was when they saw this email. They were also asked how they would respond if they received this email from an entity they did not know and why as well as how they would respond if they received this email from an entity they knew. Additionally, they were asked how easy or difficult they think it would be for them to understand the content in this email and how familiar they were with the concept of “encrypted email” as described in this email.



Regarding the themes of participants’ reactions when they first saw an end-to-end encrypted email, two perspectives were categorized when looking at the findings. Some participants had negative impressions when they first saw this encrypted email, such as it looking suspicious (7/19), seeming like spam/phishing email (4/19), or having a confusing interface (1/19). Those who had a positive impression said that it needed verification which felt safe (5/19), had encrypted email content (2/19), seemed more secure and serious (4/19), and had a friendly interface (1/19), as shown in Table 4.



When asked how they would respond if they received such an email from an entity they did not know, the majority of the participants mentioned they would not open it (8/19). For instance, one of the participants (P17) commented, “If I have received an email from an unknown person, I wouldn’t open it.” Four participants stated that they would delete the email, two participants would mark it as spam, and one participant mentioned blocking the email address. Other responses were read it (3/19), verify the sender’s email address (2/19), check links (1/19), analyze (1/19), and reply (1/19).



In contrast, when we asked how the participants would respond if they received this email from an entity they knew, we found that 7 out of 19 participants would open it. One participant (P1) said, “Well, I wouldn’t hesitate. I just clicked the Unlock Message button, and I just proceeded to go along with what was happening”, and four participants mentioned that they would contact the sender before opening. For instance, (P3) commented, “Just ask the sender if this was meant to be sent to me or if it was sent in error”, and only one participant mentioned that they would feel safe when receiving this kind of email from a known entity.



Moreover, we found that most of our participants (N = 18, 94.8%) stated that it was (somewhat or very) easy for them to understand the text in this email, while 52.6% of the participants were moderately familiar with the concept of encrypted email as described in this email (Figure 2a). A few participants (N = 4, 21.1%) were not at all familiar with the concept of “encrypted email” described in this email, whereas another four participants were slightly familiar with this concept.



For a majority of the participants, the first impression of an encrypted email was that it looked suspicious, and if they received any email like this from an unknown person, they would not open it. However, if the sender were a known entity, then most of the participants stated that they would open the emails after confirming with the entity first. The content of this email was easy to understand, and about half of the participants were familiar with the concept of encrypted email depicted by the tool.




5.3. Sharing Confidential Information


We wanted our participants to explore the security options that the email security tool offers and to be able to compose an email with it easily before evaluating their interactions with the encrypted email when sharing their sensitive information. We first asked them to watch a video (see Appendix B for the video transcript) that included security- and privacy-related information about the investigated email security tool (Virtru), the importance of using it, and a demonstration of adding its extension to their Google Chrome browser. After performing this task, the participants added the email security extension to their Google Chrome browser. Then, they were asked to compose an email using this extension and think aloud while performing this task. All participants performed this task without any difficulties. After the participants sent their emails, they received a notification informing them they had successfully sent their first encrypted email with this email security tool.



To answer the research question, (“How comfortable are users with sharing various types of confidential information using this email security tool, namely medical, tax, and employee?”) the participants were provided with three hypothetical scenarios to understand (1) how they utilized security features to manage the access control for the encrypted email and (2) how they rated their satisfaction and concern once they shared their confidential information via standard email and encrypted email. First, the participants downloaded three documents (employee information form, medical history form, and W-9 form) on their personal devices. These forms had been filled out with artificial information as an example based on the given scenario. Therefore, we asked the participants to imagine that the information in these forms, such as the social security number (SSN), belonged to them. The order in which the three scenarios were presented to the participants was randomized.



5.3.1. Scenario 1: Employee Information Form with Human Resources


In this scenario, we first asked the participants to review the employee information form, state whether they considered it to include sensitive information, and rate this form’s information sensitivity. All participants stated that they considered this employee information form to include sensitive information. They provided many examples of included sensitive information, such as an employee ID, SSN, and contact information. We found that 21.1% of the participants rated this form’s information sensitivity as “moderately sensitive”, and 78.9% rated it as “very sensitive”.



After providing the hypothetical scenario, all participants performed this task by sending their forms to the HR’s email address. Then, the participants rated their satisfaction with sharing their SSNs in the employee information form using their regular or standard email and secured email. Also, they were asked to rate their concerns regarding sharing their SSNs in the employee information form with HR using their regular or standard email and secured email.



The Wilcoxon signed-ranks test showed that the participants’ satisfaction with sharing SSNs in the employee information form via secured email was rated higher by the participants compared with sharing via standard email (Z = −3.6, p < 0.001 (Table 5)). Therefore, we found that all participants (100%) rated their satisfaction as moderately or very satisfied if they shared their SSNs with HR using secure email compared with standard email (26.4% rated it as moderately or very satisfied). Also, the test indicated that the users were more concerned if they shared their SSNs with HR via regular or standard email than secured email (Z = −3.8, p < 0.001 (Table 5)). Furthermore, 63.2% of the participants were not at all concerned if they shared their SSNs with HR using secure email compared with standard email (47.4% rated themselves as “very concerned”).




5.3.2. Scenario 2: W-9 Tax Form with a Certified Public Accountant


In this scenario, we first asked the participants to review the W-9 form, state whether they considered it to include sensitive information, and rate this form’s information sensitivity. All participants stated that they considered this employee information form to include sensitive information, such as SSNs and account numbers. We found that 94.7% of the participants rated this form’s information as “very sensitive”.



Following the hypothetical scenario, the participants were asked to email this form to the CPA’s email address. After that, the participants rated their satisfaction with sharing their SSNs in the W-9 form with the CPA using their regular or standard email and secured email. Also, they were asked to rate their concerns about sharing their SSNs in the W-9 form with the CPA using their regular or standard email and secured email.



We used the Wilcoxon signed-ranks test to compare participants’ satisfaction with sharing sensitive information via standard email and secure email. The test indicated that the participants’ satisfaction with sharing SSNs in the W-9 form via secured email was rated higher than sharing SSNs in this form via standard email (Z = −3.9, p < 0.001 (Table 5)). Therefore, we found that all the participants rated their satisfaction as moderately or very satisfied when sharing their SSNs with the CPA using secure email compared with standard email. We also conducted another Wilcoxon signed-ranks test and found that the participants were more concerned if they shared their SSNs with the CPA via regular or standard email compared with secured email (Z = −3.7, p < 0.001 (Table 5)). Therefore, we found that 68.4% of the participants were “not at all concerned” if they shared their SSNs with the CPA using secure email compared with standard email.




5.3.3. Scenario 3: Medical Health Form with a Doctor’s Office


For the third scenario, we first asked the participants to review the medical history form, state whether they considered it to include sensitive information, and rate this form’s information sensitivity. All participants stated that this form included sensitive information (e.g., medical history, health habits, and SSNs). We found that 78.9% of the participants rated this form’s information sensitivity as “very sensitive”.



After providing the hypothetical scenario, the participants were asked to email this form to a doctor’s office. The participants rated their comfort with sharing their SSNs in the medical history form with the doctor’s office using their regular or standard email and secured email. Also, they were asked to rate their concerns about sharing their SSNs in the medical history form with the doctor’s office using their regular or standard email and secured email.



We performed the Wilcoxon signed-ranks test, which indicated that the participants’ comfort with sharing SSNs in the medical history form via secured email was rated higher compared with sharing it via standard email (Z = −3.8, p < 0.001 (Table 5)). All participants rated their satisfaction as moderately or very satisfied if they shared their SSNs with the doctor’s office using secure email compared with standard email. Also, the test indicated that the users were more concerned if they shared their SSNs with the doctor’s office via regular or standard email than secured email (Z = −3.9, p < 0.001 (Table 5)). We found that 73.7% of the participants were “not at all concerned” if they shared their SSNs with the doctor’s office using secure email compared with standard email (52.6% said they were “very concerned”).



The participants were comfortable with sharing their confidential information via an encrypted email. Our results showed that the participants were more satisfied when they shared their medical, tax, and employee information forms via secure email compared with their regular email. However, they expressed that they would be more concerned if they shared these confidential forms via regular email instead of an encrypted email.





5.4. Security Settings


To answer the research question, (“How do users use the email security tool’s additional features to manage access control to their confidential information?”) the participants were asked to open secured emails that they sent earlier and to review what security options (e.g., set an expiration time, enable disable forwarding, add watermarking, or add persistent protection) they enabled based on the given scenarios, as shown in Table 6. They were also asked to provide their reasons for selecting or not selecting security features.



5.4.1. Expiration Time


Selected:


For the employee form, 14 out of 19 participants stated that they would select the expiration time feature. When we asked why they would select this option, 13 participants stated that it would be sufficient access time for the scenario. Only one participant mentioned that he would choose this option to avoid access afterward. For the W-9 form, 13 participants mentioned selecting an expiration time to remove continued access. Only one participant would select this because of the urgency of document access. For the medical form, 16 participants selected this feature to allow access for limited time.



Participant P7 commented: “I would like it to disappear since it is a 9 W form that I’m sending. Once it has been looked at by the accountant. I would like it not to still be in the email. So that my people aren’t able to access it after those 24 h, and it’s not just sitting there because, you know, people don’t always usually go back and delete all their emails. So it just kind of sits there. So, having this expire in a day, would be like really convenient.”




Not Selected:


Five of our participants did not select the expiration time option for the employee form, and they would do so because the company may need future access. One participant mentioned avoiding a bad impression, and another participant shared that it was not important to him. For the W-9 form, three participants chose not to select the expiration time to allow future access. Also, one participant mentioned that it was not needed for that document. However, for the medical form, only two participants stated that this feature was not needed.



Participant P6 commented: “Because even though they said it would last for a week. I don’t know how fast or how slow HR works, and so I don’t want to set a bad impression by sending them something, and then, once they get around accessing it, they find that it’s already expired and gone.”





5.4.2. Disable Forwarding


Selected:


The majority of the participants selected the disable forwarding option to prevent unauthorized access and resharing. This reason was most prominent for the employee form (13/19, with a comment shown below), the W-9 form (16/19), and the medical form (9/19).



Participant P6 commented: “because, as my public accountant, they should be the ones handling my information. If they’re sending my personal information to others, there’s something wrong with them, and I need to hire somebody else.”




Not Selected:


The main reason for not selecting this option for the employee form was to enable sharing access, as stated by four participants. For the W-9 form, one participant mentioned they trusted the recipient, and another one mentioned allowing resharing as the reason for not selecting this option. For the medical form, their reasons were to allow sharing with other departments (5/19) and having other protections in place (1/19). Moreover, some participants thought this feature was not needed for the following documents: the employee form (1/19), W-9 form (1/19), and medical form (3/19).



Participant P10 commented: “Because I thought that the doctors might need the information, to share it with the other person (in the same department) Other like responsible persons so that they can actually get their insights on my history.”





5.4.3. Watermarking


Selected:


The most common reason for selecting the watermarking feature was the extra layer of protection, as stated by three participants for the employee form, two participants for the W-9 form, and five participants for the medical form (a comment is shown below). Other reasons for selecting this option for an employee form were curiosity, document protection from unauthorized access, and prevention of document copying. For the W-9 form, participants selected this option to protect personal information (3/19), ensure data integrity (2/19), and prevent copying (1/19). For the medical form, one participant stated distinguishing between the original document and its copy as the reason for using this feature.



Participant P18 commented: “I think watermarking just adds another layer of protection in case someone wants to download the file and send it to a third party on a different email… So, for instance, if I get an email back saying, Hey, we need you to take the watermarking off, for whatever reason, then I would resend it and take it off.”




Not Selected:


The main reason for not selecting the watermarking option was that the participants were unsure of the usage, since three participants for the employee form, six participants for the W-9 form, and three participants for the medical form mentioned this. Many participants shared that they thought this option was not needed for these documents: the employee form (10/19), W-9 form (4/19), and medical form (9/19). Additionally, people did not select this to avoid a bad impression about access (1/19), because the document was already secure (1/19), and it being inappropriate to use this feature (1/19) for the employee form. For example, participant P5 commented, “Since this is going on the company file, I figured that was inappropriate the situation because they can just maybe do that themselves, or you know I trust them to not need to have this on.”





5.4.4. Persistent Protection


Selected:


The two major reasons for choosing the persistent protection feature were the extra layer of security (employee form: 6/19, W-9 form: 9/19, and medical form: 9/19) and to prevent unauthorized access (employee form: 7/19, W-9 form: 8/19, and medical form: 9/19). Additionally, one participant mentioned preventing misuse of personal information in the employee form. For the medical form, four people stated they were preventing resharing. For example, participant P9 commented, “So I want that document to be secured, even if someone downloads it or takes it out of the system, or even offline. But then tries to forward it later; all of that is tied. So I know that that they won’t be able to pass that information along digitally without it being corrupted.”




Not Selected:


The majority of the participants who did not select the persistent protection option said that they thought this option was not needed. One participant stated this reason for each of the three forms. For the employee form, one participant was not sure of the usage. Also, another participant wanted to prevent accessibility or usability issues by not using the persistent protection feature (e.g., this comment was mentioned by P12: “Don’t want to make it hard to circulate within the company.”)






5.5. Expectations from the Recipient’s Side


After the participants shared their documents based on the given scenarios, they were asked whether they thought the emails they sent could be misused if they set a longer expiration date, such as a year. According to the scenarios, the employee information form needed to be accessed by HR during one week, the medical history form needed to be accessed by the doctor’s office for three days, and the W-9 needed to be accessed by a CPA for 24 h.



We found that the majority of our participants agreed that their encrypted emails could be misused by the same entities if they set a longer access time. The participants provided their reasons for the possibility that their emails could be misused, since there was no trust in the entities’ attitudes that allowed them to misuse their information (12/19). For example, participant P17 commented, “I think there’s always the possibility that the information could be misused, because of the fact that it’s being sent to a human. You could also have someone who was in that position who was not an honest and trustworthy person, and because they would have access to my social security number, there is a possibility that they could misuse that.”



Also, the participants were concerned about entities taking screenshots or copies of their information (3/19). For example, participant P8 commented, “I believe that if I set the expiration date for a year, it gives them enough time to copy the entire document, and they won’t even need the document at all. They have a hard copy for themselves to manipulate.”



Additionally, a few participants discussed the possibility that someone could hack the entities’ email accounts and access their information if they set a long access time (3/19). For instance, participant P16 commented, “If you set it for like a year, that gives more time for people to, I guess, hack into either [their] Gmail or the other way is, they could exceed the information when they’re not supposed to, and then use it against you.”



On the other hand, we found that four participants did not think the email could be misused even if they set a longer expiration date. The prominent reason was that the email was secure due to encryption (e.g., the comment shown below), and the attachment features were enabled, such as persistent protection and watermarking.



Participant P1 commented, “Because these emails are actually encrypted and not just sent out, it’d be a lot harder for them to be accessed by third-parties or anyone I didn’t intend for it to be sent to. It’ll be hard for them to access it. Each email had documentation; I made sure to secure that. So I feel like even after or during a year, it’d be hard for them to be viewed.”



We also asked the participants how they would handle the situation where they accidentally sent an email to the wrong person and they realized it afterward. In this task, the participants demonstrated how they would change the security setting using one of the emails they sent.



Half of our participants (N = 9) initially suggested changing the security settings. The expiration time on their email content was changed to one minute. In addition, many of them mentioned revoking email access after that.



Participant P8 commented, “I would change the security setting … change the expiration date to a minute, so that immediately, the email, after a few minutes, gets deleted from the site… Along with these settings, I would first select this red route. It is revoked.”



Nine other participants pointed out the Revoke Access button on the top of the email window, as shown in Figure 2b, which disables access to the email content and attachments. For example, participant P19 said, “Before Virtru… Google doesn’t allow me to undo it after 30 s or something, but I can delete the email sent accidentally just by using revoke the message. That’s a great advantage of using Virtru cause without that; the email once sent, we cannot do anything.”





6. Discussion


Perceptions of the encryption concept. End-to-end encryption is still rarely used by non-expert users, even in target groups such as journalists [41]. In our study, most participants professed awareness of encryption technology, but they did not understand how it works (Section 5.1). However, many users still believed that no one could access their email through Google or a third party. Misconceptions were still present. For instance, P10 commented, “Because I think it’s TLS encrypted, and I think it’s end-to-end encrypted. Anyone in between, like any person that’s staying in the middle, I think, he or she won’t be able to extract the information.” The user might have a misunderstanding between point-to-point encryption and end-to-end encryption because Virtru hides the underlying encryption process. The majority of our participants showed their general understanding of the encryption objective, whereas a few participants used technical words to describe the encryption concept, which suggests that they have partially correct mental models of end-to-end encryption. Therefore, the lack of our participants’ understanding of the encryption process is still a problem, which confirms the findings of previous studies [30,36,42]. Educating users about how encryption works with an accurate model is a challenging task. The researchers in [36] recommended aligning communication efforts and designs with the functional models of encryption that users already possess.



Interaction with encrypted emails. Before providing our participants with details about the security tool, most of them had negative impressions when they first saw this encrypted email by stating that it seemed suspicious or like a spam or phishing email, particularly if it came from an unknown entity, whereas those who had a positive impression felt safe since it seemed secure, required users to verify themselves before unlocking the encrypted message, and had a friendly interface. Even though Virtru has good usability [13], improving the usability of encryption is not enough. There is a need to improve risk communication that can be delivered to users about encryption. Our participants were introduced to the importance of utilizing end-to-end encrypted email (via video) to help them understand the benefits of using encrypted emails. When the participants composed an encrypted email for the first time, no one faced any difficulties after watching the video. They were comfortable using security features (e.g., setting an expiration time and disabling forwarding). We also found strong evidence that our participants were more satisfied when they shared their medical, tax, and employee personal information via end-to-end encrypted email (secure email) rather than regular email. Also, they were more concerned about sharing their sensitive information via regular email without using secure email. These findings confirm prior work [43,44,45] by providing evidence of the effectiveness of video-based risk communication on users’ risk perceptions and actual behavior in the security context.



Expectations from the recipient. Previous research [46] has shown that users are most concerned about controlling their emails’ permanence (ephemerality), which limits their ability to control how their sensitive information would be used. Our participants found the expiration date feature in the encrypted email useful, along with other security features, to limit access to their medical, tax, and employee information to a specific period. However, when we asked them whether they thought the emails they sent could be misused if they set a longer expiration date, such as a year, our participants did not trust the recipients’ attitudes as they could take screenshots of their information, or the recipients’ email accounts could be hacked. Overall, they were more concerned about data leaks from recipients’ devices rather than from the sender’s account, which confirms existing findings [3].




7. Limitations and Future Work


Our work is not without limitations. Firstly, we were unable to recruit a more diverse sample despite advertising the study on a university mailing-list, social media, Craigslist, and through flyers. However, a majority of the interested individuals who ended up completing the study were students. Therefore, our results may be considered exploratory and cannot be generalized for all users. Including non-university participants, such as less tech-savvy users or employees who frequently share work-related sensitive information, would enhance the study by ensuring a more diverse sample.



We asked simple questions to evaluate our participants’ understanding of encrypted emails, such as whether someone could access their email content. Further research is needed to ask detailed and less technical questions to measure users’ understanding between point-to-point and end-to-end encryption using secure communication tools. Additionally, we targeted first-time users, since we were interested in first impressions and the likelihood of its adoption for sharing and receiving sensitive content via email. A follow-up study is needed to compare the findings in this study with those of existing Virtru users.



Virtru provides more controls to track the emails in the control center after they have been sent (e.g., checking if the email is accessed or shared by the recipients, providing validation reports, and listing all authorized recipients who access the email). It would be interesting to investigate what happens beyond such tracking, such as with the following questions:




	
Do users review their confidential emails to check if they have been accessed by recipients?



	
Are users concerned about their emails if they stay in the recipient’s email inbox based on the set expiration date?



	
What are the users’ expectations of the email deletion concept (e.g., the undo feature vs. revoking access at any time)?








A future study can be conducted to evaluate the effectiveness of risk communication notifications added to Gmail’s web interface via a browser extension once Gmail users share sensitive data or confidential attachments.



Aside from end-to-end encryption of email data, our participants were comfortable managing its access control using the expiration date and disabled forwarding features. However, some participants were confused about the attachment features (watermarking and persistent protection). A future study is needed to evaluate the impact of risk communication by presenting scenarios highlighting the importance of using the attachment features tailored to specific populations, such as a scenario showing how students watermark authorized recipients’ names on their academic papers or school projects when sharing with other students to prevent recipients from leaking their sensitive data.




8. Conclusions


The end-to-end encrypted email adoption rate is still low, and many users struggle to make use of these tools due to usability issues, lack of understanding, and misconceptions. We conducted a study on 19 participants to understand user perceptions of an end-to-end encryption platform and how they used it to manage access control (expiration times, disabling forwarding, persistent protection, and watermarking) to confidential information, such as medical, tax, and employee information sent via email. Our results show that the tool’s emails were perceived as suspicious, especially when they came from unknown senders. After the participants learned about the tool’s features and how it works, they were comfortable sharing medical, tax, and employee information with it. The expiration time and disable forwarding features were most useful for preventing unauthorized access and continued access to the three content types. Many participants chose to use persistent protection even though they did not understand how it worked, believing it would provide an additional layer of security and prevent unauthorized access. Watermarking was the least useful feature for the participants, as many were unsure of its usage. Our participants were concerned about data leaks from recipients’ devices if they set longer expiration dates. Furthermore, our findings provide practical implications that could help users to share confidential information via end-to-end encrypted communication media.
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Appendix A. Interview Questions


	
How would you rate your familiarity with the encryption concept on a scale from 1 to 4 (1: I’ve never heard of this, 2: I’ve heard of this but I don’t know what it is, 3: I know what this is but I don’t know how it works, 4: I know generally how this works)



 In your own words, could you describe what encryption means?



	
When you send an email to an entity using Gmail, do you think there’s anyone besides the person who can read and access the content of your email?



 (YES) Who do you think reads your email?



 (No) Why do you not think no one reads your email?



 (I do not know) Could you please elaborate?



	
Do you think that Google gives the government direct access to your email if it is requested?



 Why do you think that?



	
How did you know about our study?






Task 1



(Researcher’s Script) I will send you an email for the first task and then ask you a few questions about this task. Could you please send me your email address in the Zooms’ Chat so I can send you an email?



Ok, when you open the email that I sent, please share your screen and check the email for a few seconds.



	
What is your impression when you see this email?



 How would you respond if you received this email from an entity you do not know? Why?



 How would you respond if you received this email from an entity you know? Why?



	
Please rate how easy or difficult you think it would be for you to understand the text in this email on a scale from 1 to 4 (1: Very difficult, 2: Somewhat difficult, 3: Somewhat easy, 4: Very easy)



	
Please rate how familiar you are with the concept of “encrypted email” as described in this email on a scale from 1 to 4? (1: Not at all familiar, 2: Slightly familiar, 3: Moderately familiar, 4: Very familiar)






(Researcher’s Script) You can stop sharing your screen!



Task 2



(Researcher’s Script) I will provide you with two links in the Zoom chat. The first link is for the video and the second one is for the slides. Please first click on the first link and watch the video that introduces Virtru. After you watch the video, you can click on the second link for the slides to easily follow the steps of setting up Virtru.



	
Please compose an email using Virtru and explore its security features for two minutes. No need to send it to anyone. Make sure to think aloud while performing this task.






Task 3



(Researcher’s Script) Now, I will share a link to Google Drive in the chat box, and you need to download three documents from Google Drive on your device that you can easily access to perform the following tasks. These documents are the Employee information form, W-9 form, and Health record information form. Please let me know if you have completed downloading.



Now, in the following task, you will be asked to compose an email with Virtru and attach one of these documents. I will send the email address in the Chatbox (email address), imagining that this email could belong to Human Resources Department, Doctor’s office, or a certified public accountant based on the given scenario.



	
Do you have any questions so far before moving to the next task?






	1.

	
First Scenario



(Researcher’s Script) Now, please open the document titled “Employee Information Form” and take a moment to read this form. Let me know when you have completed the reading. Please imagine that all information in this form, including sensitive information such as the social security number, belongs to you. No need to fill out this form because it is just an example.




	
Do you consider this form to include sensitive information?



 (Yes) Why do you think it includes sensitive information?



 (No) Why do you think it does not contain sensitive information?



	
Please rate this document’s information sensitivity (Not at all sensitive, Slightly sensitive, Moderately sensitive, Very sensitive)



	
How satisfied are you when you share your SSN in the Employee Information Form with the Human Resources Department using your regular/standard email without Virtru? (Not at all Satisfied, Slightly Satisfied, Moderately Satisfied, Very Satisfied)



	
How concerned or unconcerned would you be if you shared your SSN with the HRD via your regular/standard email without Virtru? (Not at all concerned, Slightly concerned, Moderately concerned, Very concerned)



	
How satisfied are you when you share your SSN in the Employee Information Form with the HRD using a secure email such as Virtru? (Not at all Satisfied, Slightly Satisfied, Moderately Satisfied, Very Satisfied)



	
How concerned or unconcerned would you be if you shared your SSN with the HRD via Virtru? (Not at all concerned, Slightly concerned, Moderately concerned, Very concerned)








Scenario (Researcher’s Script) Imagine that you are newly hired by a company, and you were asked to email your “Employee Information Form” to the Human Recourses Department a week before your joining the company, so they can review it anytime during this week. When you compose an email and attach the form, please demonstrate how to change the security settings based on this scenario and think aloud while performing this task. After that, you can email your form to the HRD using the email address that we shared with you.



Now, let’s review the email you sent to HRD; please go to the sent email/sent folder and open it. Make sure to share your screen after you open this email.




	
Expiration time feature



 (Expiration time selected) Why did you choose a week as an expiration date in this email



 (Expiration time not selected) Why did you not choose a week as an expiration date?



	
Disable forwarding feature



 (Disable forwarding selected) Why did you disable forwarding in this email?



 (Disable forwarding not selected) Why did you not disable forwarding in this email?



	
Watermarking feature



 (Watermarking selected) Why did you add watermarking to the attached document in this email?



 (Watermarking not selected) Why did you not add watermarking to the attached document in this email?



	
Persistent Protection feature



 (Persistent Protection selected) Why did you add persistent protection to the attached document in this email?



 (Persistent Protection not selected) Why did you not add persistent protection to the attached document in this email?








(Researcher’s Script) You can stop sharing your screen!




	2.

	
Second Scenario (Note: we asked participants the same questions in the first scenario, and we asked them to attach the W-9 Form based on this given scenario.)



Scenario (Researcher’s Script) Imagine that you have hired a Certified Public Accountant (CPA) to prepare your taxes. Your W-9 form was shared with a Certified Public Accountant (CPA) for 24 h. When you compose an email and attach the form, please demonstrate how to change the security settings based on this scenario and think aloud while performing this task. After that, you can email your form to a Certified Public Accountant (CPA) using the email address that we shared with you.



Now, let’s review the email you sent to a Certified Public Accountant (CPA); please go to the sent email/sent folder and open it. Make sure to share your screen after you open this email.



(Note: we asked participants the same questions in the first scenario.)




	3.

	
Third Scenario (Note: we asked participants the same questions in the first scenario, and we asked them to attach a Medical History Form based on this given scenario.)



Scenario (Researcher’ Script) Imagine visiting a new doctor for the first time. The new doctor’s office needs your medical history form before you come to your appointment, which is three days later. You decided to email this form. When you compose an email and attach the form, please demonstrate how to change the security settings based on this scenario and think aloud while performing this task. After that, you can email your form to the Doctor’s office using the email address that we shared with you.



Now, let’s review the email you sent to the Doctor’s office; please go to the sent email/sent folder and open it. Make sure to share your screen after you open this email.



(Note: we asked participants the same questions in the first scenario.)







	
After completing all the scenarios, do you think these emails you sent can be misused if you set a longer expiration date, such as a year?



 Why?



	
How would you handle the situation if you accidentally sent an email to the wrong person and you realized it afterward?



 Can you please demonstrate how you would change the security setting using one of the emails you sent? You can share your screen. Could you think aloud while performing this task?






(Researcher’s Script) You can stop sharing your screen!



(Note: The researcher shared a survey link with participants to answer demographic questions.)



	
How old are you?



	
What is your gender?



	
How would you describe your employment status?



	
Do you have any experience working in or studying computer-related fields?



	
What is the highest level of education you have completed or degree you have earned?







Appendix B. Video Transcript


The major drawback of traditional email is that you can’t control information once it’s sent. This makes sending sensitive information through traditional email especially risky: Recipients may be hacked, or you may send an email to the wrong person. However, there are ways to ensure emails containing sensitive information aren’t intercepted. To protect sensitive emails from unauthorized access or accidental sharing, you should use Virtru. Google recommends using Virtru to control access to sensitive emails. Virtru encrypts the content and attachments in your email; thus, once your email reaches the mail server, it cannot be read by anyone, such as Google, hackers, or third parties in the relay chain between you and your recipient. Importantly, Virtru allows you to set a message expiration date by specifying the amount of time the email will be accessible to the recipient. You can also revoke message access in case you send an email to the wrong person by using the access controls provided. Additionally, you can disable forwarding to the message unreadable if it has been forwarded. You also can add a watermark on the attachments and require authentication if the attachment is shared or downloaded to the recipient’s computer. Also, you can apply persistent file protection to your encrypted attachments which restricts access to only authorized users even if it is shared or downloaded in their devices.



Virtru works using a browser plugin. First, navigate to Virtru Email Protection for Gmail in the Chrome Web Store and select Add to Chrome, When prompted, click Add extension Once Virtru is successfully installed, enabling Virtru during email composition is easy. You will automatically be prompted to activate upon opening Gmail. Select the Activate button to begin the activation process. Click Done to begin sending secure messages! You will receive a brief tour showing you how to send your first secure message. Click Compose to continue. In the Compose window, you can toggle Virtru protection by selecting the toggle in the top right corner. Click on the setting icon to add additional security options. You can control access to your protected message by setting an expiration date, disabling forwarding, or watermarking attachments. Lastly, hit Secure Send and your message will be delivered securely.
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Figure 2. Email security tool (Virtru’s) sender and recipient window after email is sent. (a) Recipient window. (b) Sender window showing revoke access option. 
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Table 1. Comparison of popular existing email security tools.
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	Email Security

Tool
	Integration with

Email Service Provider
	Security Features
	Threats





	Private WebMail

(Pwm) [21]
	Yes, with Gmail via

a browser extension
	Automatic key management,

end-to-end encryption
	(1) An attacker that compromises the extension software

(2) A malicious email service provider that impersonates

the user or uses social engineering to obtain sensitive data



	Tutanota [22]
	No, needs a separate

website
	Key pair generation,

end-to-end encryption,

digital signature
	(1) A malicious email service provider that provides

software to access the user’s data or to have their secure

email account password guessed or stolen



	PGP (Mailvelope) [23]
	Yes, with many providers

via a browser extension
	Key pair generation,

end-to-end encryption,

digital signature
	(1) An attacker who gains access to the user’s email account

could attempt to convince the user’s contacts to encrypt

messages with the attacker’s public key instead of the user’s

true public key



	ProtonMail [24]
	Yes, with many providers
	Key pair generation,

end-to-end encryption,

digital signature
	(1) An attacker that compromises the software

(2) A malicious email service provider that impersonates

the user or uses social engineering to obtain sensitive data



	Gmail Confidential

Mode (GCM) [25]
	Yes, with Gmail
	Email expiration time,

revoke access,

disable forwarding,

recipient authentication
	(1) Lack of end-to-end encryption

(2) Screenshots and screen recording to save a copy of the

document



	Virtru [12]
	Yes, with Gmail via

a browser extension
	Automatic key management,

end-to-end encryption,

email expiration time,

revoke access,

recipient authentication,

persistent file protection,

disable forwarding,

watermarking
	(1) An attacker that compromises the extension software

(2) A malicious email service provider that impersonates

the user or uses social engineering to obtain sensitive data

(3) Screenshots and screen recording to save a copy of the

document










 





Table 2. Participant opinions about what encryption means.
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	Encryption Meaning
	No. of Participants





	Information Protection
	12/19



	Scrambling Messages
	7/19



	Data Encoding and Decoding
	4/19



	Communication Safety
	2/19



	Prevent Unauthorized Access
	2/19



	Uses Codes
	2/19



	Uses Keys
	3/19



	Security System
	1/19



	Uses Numbers and Blockchain
	1/19



	Web Security and Privacy
	1/19



	Uses Password
	1/19



	Data Encapsulation
	1/19










 





Table 3. Participant opinions about who can access their emails aside from the recipients.
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	Entities with Access to the Email
	No. of Participants





	None
	7/19



	Hackers
	3/19



	Gmail employees with access
	3/19



	Google employees with access
	3/19



	University employees with access
	2/19



	Third parties
	2/19



	Anyone with CC
	1/19



	Government
	1/19



	Police
	1/19










 





Table 4. Participants’ first impressions about emails encrypted using Virtru.
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	First Impression
	# Participants





	Looks suspicious
	7/19



	Needs verification
	5/19



	Seems like spam or phishing email
	4/19



	Encrypted message
	2/19



	Seems more secure
	4/19



	Confusing interface
	1/19



	Similar to regular email
	1/19



	User-friendly interface
	1/19










 





Table 5. Participants’ ratings of satisfaction and concerns about sharing confidential information via standard email and end-to-end encrypted email.
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	Sharing via Standard Email (Mean)
	Sharing via Email Security Tool (Mean)
	Z Score
	p Value





	Users’ Satisfaction: Employee form
	Mean = 1.8
	Mean = 3.7
	Z = −3.6
	p < 0.001



	Users’ Satisfaction: W-9 Form
	Mean = 1.4
	Mean = 3.7
	Z = −3.9
	p < 0.001



	Users’ Satisfaction: Medical Form
	Mean = 1.6
	Mean = 3.7
	Z = −3.8
	p < 0.001



	Users’ Concerns: Employee Form
	Mean = 3.2
	Mean = 1.4
	Z = −3.8
	p < 0.001



	Users’ Concerns: W-9 Form
	Mean = 3.2
	Mean = 1.3
	Z = −3.7
	p < 0.001



	Users’ Concerns: Medical Form
	Mean = 3.4
	Mean = 1.3
	Z = −3.9
	p < 0.001










 





Table 6. Percentage of participants who did or did not select security options for each sensitive content type.
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Content Type

	
Security Features

	
Selected

	
Not Selected






	
Employee

	
Expiration Time

	
68.4%

	
31.6%




	
Disable Forwarding

	
68.4%

	
31.6%




	
Watermarking

	
36.8%

	
63.2%




	
Persistent Protection

	
84.2%

	
15.8%




	
W-9

	
Expiration Time

	
84.2%

	
15.8%




	
Disable Forwarding

	
89.5%

	
10.5%




	
Watermarking

	
57.9%

	
42.1%




	
Persistent Protection

	
94.7%

	
5.3%




	
Medical

	
Expiration Time

	
89.5%

	
10.5%




	
Disable Forwarding

	
63.2%

	
36.8%




	
Watermarking

	
31.6%

	
68.4%




	
Persistent Protection

	
84.2%

	
15.8%
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