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Abstract: As an emerging paradigm of service infrastructure, social internet of things (SIoT) applies
the social networking aspects to the internet of things (IoT). Each object in SIoT can establish the
social relationship without human intervention, which will enhance the efficiency of interaction
among objects, thus boosting the service efficiency. The issue of trust is regarded as an important
issue in the development of SIoT. It will influence the object to make decisions about the service
delegation. In the current literature, the solutions for the trust issue are always unidirectional, that is,
only consider the needs of the service requester to evaluate the trust of service providers. Moreover,
the relationship between the service delegation and trust model is still ambiguous. In this paper, we
present a bidirectional trust model and construct an explicit approach to address the issue of service
delegation based on the trust model. We comprehensively consider the context of the SIoT services or
tasks for enhancing the feasibility of our model. The subjective logic is used for trust quantification
and we design two optimized operators for opinion convergence. Finally, the proposed trust model
and trust-based service delegation method are validated through a series of numerical tests.

Keywords: trust model; social internet of things; service delegation

1. Introduction

As the 4th industrial revolution and the development of future social interconnection
technology, internet of things (IoT), following the internet, brings tremendous changes
in people’s lives [1-3]. With the continuous intelligence of hardware devices and the
maturity of edge computing technology, IoT will have greater scalability [4,5]. Integrating
the concept of socialization into the IoT system, the social internet of things (SIoT) [6,7], as a
new service paradigm, improves the interoperability among IoT objects and enhances the
service efficiency in industry applications. The objects will establish the relationship with
each other and collaborate on services without human intervention, which make the objects
more autonomous in the process of IoT service. Moreover, the structure of SIoT boosts the
network navigability and scalability, which enhances the service discovery and resource
acquisition. Currently, the SloT paradigm has been widely applied in various application
scenarios, such as vehicular social networks [8-11], mobile crowdsensing [12-16], data-
driven smart city [17-20], etc.

In SIoT, each object (e.g., intelligent sensors, smartphone, and video camera) can be a
service requester (SR) or service provider (SP), according to its own motivations. The SR
will broadcast the service request, such as collecting sensing tasks or urban noise data, and
provide some rewards to the SP. On the other hand, the SP will provide the specific service,
such as sharing information or computation resources to the SR, to receive some rewards
from the SR. Each IoT object can autonomously determine which service to initiate and
which object to delegate within a given set of candidate objects. By this method, the service
discovery, interaction, and execution will be optimally implemented.
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Although the SloT paradigm will improve the quality of services to a certain extent, it
also may suffer from various types of attacks due to the presence of malicious objects [21].
Some malicious objects may launch bad-mouthing or cheating attacks to affect the decision
process of service delegation [22]. To address this issue, in recent years, some works in
the literature have presented various trust models to solve the problems of trust establish-
ment and relationship maintenance among objects in SIoT [23,24]. Trust is a complex and
comprehensive concept in SIoT [25,26]. Specifically, trust not only reflects the security and
reliability at the IoT system level, but also reflects the degree of cooperation between two
IoT objects when establishing an interactive relationship. The establishment of trust will
stimulate cooperation and improve security in the process of service [27-29]. Castelfranchi
and Falcone introduced a systematic socio-cognitive trust theory [27]. They proposed a
layered model for trust, which consists of five basic ingredients: trustor, trustee, task, goal,
and context. They also proposed and analyzed the important characteristics, including
integrated, socio-cognitive, multi-factor and multi-dimensional, dynamic, non-prescriptive,
etc. The proposed trust theory can be used as a theoretical foundation for analyzing the
trust issue of SIoT. Xia et al. combined the fuzzy logic method to solve the trustworthiness
convergence issue and proposed a lightweight mechanism for service discovery based on
directed acyclic graph (DAG) [28]. On this basis, Xia et al. proposed a trustworthiness
inference framework which combines a kernel-based nonlinear multivariate grey prediction
model and fuzzy logic method to quantify the trust [29]. Amin et al. presented a classified
catalog of friendliness and trust in SIoT. They described the key ingredients and challenges
of friendliness- and trust-based approaches, which contributes to the analysis of the effec-
tiveness of the trust model [30]. Narang and Kar proposed a hybrid trust management
framework based on probabilistic neighborhood overlap, which considers the resource-
constrained IoT devices [31]. Moreover, they analyzed the various attack scenarios, such as
slandering /bad-mouthing attack, Sybil attack, self-promoting attack, and ballot stuffing
attack to demonstrate the effectiveness of the proposed model. Chen et al. proposed an in-
tegrated trust evaluation model which combines direct and indirect trustworthiness [32,33].
Moreover, they further proposed a series of new metrics, such as friendship similarity,
social contact similarity, and community of interest similarity to quantify the indirect trust
evaluation. They also applied the typical application scenarios, including air pollution
detection and augmented map travel assistance, to illustrate the feasibility of the proposed
model. In order to comprehensively compare the recent studies along with advantages and
disadvantages, we presented detailed comparison of various works in the literature on the
SIoT trust model in our previous work [34].

However, the current research on trust model in SIoT still faces three important
challenges. First, most works focus on the unidirectional trust evaluation from the SR
to the SP. The evaluation of the trustworthiness of SR is ignored, which may cause the
trust crisis from the SPs to the SR. The SPs may gradually lose enthusiasm if they suffer
prejudiced treatment of the malicious SR. Second, the trust model and service delegation
are context- or environment dependent. The properties of the same task are different in
different contexts or environments. Third, the decision of service delegation should not
only consider the trust of SPs, but also the utility of the SR. In addition, the correlation
between trust and utility is ambiguous.

To address the above challenges, we propose a bidirectional trust model and trust-
based service delegation approach by comprehensively considering the trust and utility of
service requesters and providers. We combine the social trust theory and characteristics
of IoT tasks to formalize the trust evaluation and service delegation model. The main
contributions of this paper are as follows:

¢ In order to improve the quality of the IoT service, we propose the bidirectional

evaluation and selection model between the SRs and SPs to formulate the process of
service or task in SIoT, thus preventing the malicious behaviors of SRs and SPs.
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* A context-aware trust model which comprehensively considers the task properties in
the specific environment is presented. We employ the subjective logic to construct the
opinion-based and evidence-based trust quantification method.

*  We present a trust-based service delegation approach that optimizes the utility of the
SR while effectively isolating the malicious SPs. Since the service delegation problem
in SloT seldom considers the trust and utility issue at the same time, this paper
explores the correlation of trust and utility and their impacts on the service delegation.

¢ In order to validate the feasibility of our proposed trust model and service delegation
method, we present a series of vital experiments to explain the operation of our model.
Our results show that the proposed model can effectively assist the IoT object to make
the decision of the service delegation.

The remainder of the paper is organized as follows: the system overview and problem
statement are presented in Section 2. On this basis, we present the trust and service delega-
tion model, including the trust quantification method and integrated service delegation
mechanism in Section 3. In Section 4, in order to demonstrate the feasibility of proposed
trust model, we present a series of experiments. In Section 5, we conclude the paper and
summarize the contributions. Moreover, some pending research issues are discussed for
further research.

2. System Overview and Problem Statement

We consider a general system model in SIoT which consists of five ingredients: (1) ser-
vice requester (SR), (2) service provider (SP), (3) intermediate object, (4) the context, and the
(5) service/task. The life cycle of a task or service is shown in Figure 1. The first step that the
SR will perform is to determine the content of the task, including the context, property and
goal. It will also publish the task request information. Then, after receiving the message of
the task request, the SPs will determine whether to respond to the request by evaluating the
trustworthiness of the SR. If the SR is trustworthy from the perspective of the SP, the SP will
send a respond message which contains the task price, which is calculated by considering
the cost of the task performance. After receiving some response, the SR will delegate the
task to the specific SP based on the trust model and the consideration of utility. Then, the
delegated SP will perform the task and submit the result. After receiving the result of the
task from the delegated SPs, the SR and SP will evaluate each other about their behaviors
and update the trust model.

(2) Response the task request

(2) Response the task request

Service i ‘ Service Requester
Provider 1 || (1.2) Publish the task q

(3) Delegate the task
§ (1.1) Construct the task
’ (4.2) Submit the result

Service ! (4.3) Satisfaction feedback

Provider n

Context / Environment

(4.1) Perform the task

Figure 1. The operation framework of the task/service cycle.
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Different from the traditional trust-based service delegation model in SIoT, we combine
the bidirectional evaluation to construct the trust model and adopt the utility optimization
to formulate the service delegation problem. On the one hand, most of the current literature
assumed that SR is reliable, which means the trust between the SR and SP is unidirectional.
This assumption may be reasonable and useful in the small-scale network or SR-centric
situation. However, in the open and large-scale SIoT scenarios, the SR may not be reliable.
If there is no bidirectional evaluation, a malicious SR may damage the SP’s privacy, or it
may delay a payment after the SP submits the task results. On the other hand, the current
literature often employs trustworthiness to determine which SP should be delegated,
but there is a lack of consideration for utility issues. To this end, we design the trust-based
utility formulation for service delegation.

In order to facilitate the formal description, we divide the entire process into four
steps, focusing on the decision-making problem of the object in the process of IoT tasks
or services.

2.1. Step 1: The SR Determines the Content of the Task in the Specific Context

In the first step, the SR u; will comprehensively consider the goal of task and the context
to construct the content of the task. A task includes the several necessary
properties, which reflect the SR requirements. Formally, the task is denoted by
¢ =1{py = {p}P, pé, .-+, Py }|Ggtc, where C is the context of the task ¢. p, represents the
properties of task ¢ in the context C, and G, is the goal of the SR u; for publishing the
task ¢.

2.2. Step 2: The SPs Determine Whether to Response the Task Request of the SR

After receiving the request from the SR u;, the SPs will evaluate the trustworthiness
of the SR u; based on the direct interaction records and some recommendation opinions
from several intermediate objects. The set of SPs is denoted by V = {vy,v5,...,0,}.
The set of intermediate objects, which have some interactions with the SR, is denoted by
INsg = {rq,r2,...}. The trustworthiness of the SR u; from the viewpoint of the SP vj is
formulated as

T iy (9) = far( T o (@) AT 1 (9)}kc1,), (1)

where ?ﬁi o, (¢) denotes the direct trust vector of the SR u; from the viewpoint of the SP v;.

Additionally, ?Lﬁ;rk (¢) denotes the recommendation trust of the SR u; from the viewpoint
of the intermediate object . The function f is the convergence function of the trust
opinions from the different sources. Based on the evaluation result of the SR trust, the SP
will determine whether to respond to the task request by solving the following formulation:

P (9), (T ueo,(9) = thelg)

null,  g(Tues (9)) < tha(@). @

Responsey,o;(¢) {
where th, (¢) is a response threshold set by v; for the task ¢, and ¢, (¢) denotes the price

that SR u; needs to pay to the SP v; if u; delegates v; to perform task ¢. g(-) denotes the
function of the trustworthiness calculation.

2.3. Step 3: The SR Delegates the Task to the SP

After receiving several responses, the SR u; will consider the factors of trust and utility
to make a decision of service delegation. Similar to the process of trust evaluation of the SR
from the viewpoint of the SP in step 2, the trust of the SP v; from the viewpoint of the SR u;
is formulated as

Toeu(9) = far( T4 (@) AT EL (@) bz, ), ©)
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where s denotes the intermediate objects which have some interactions with the SP v;.
Based on the trust analysis, the SR will determine the delegated SP by solving the follow-
ing formulation:

DSP = arg max ftu(?vjeui(([))rlpvj(qo))/
v, 4)
st g(Tocule)) = thlg)

where fy, is the delegation function that calculates the integrated index for service delega-
tion. th, (¢@) is a trust threshold set by u; for the task ¢.

2.4. Step 4: The Delegated SP Performs the Task and Submits the Result, and Then the SR and SP
Will Mutually Comment Each Other

After receiving the delegation message from the SR, the delegated SP (we assume
v;) will perform the task and submit the result. After that, the SR will evaluate the result
according to the accuracy, real-time, etc., of the task performance to decide the success or

failure of the task. The SR’s evaluation of the task is denoted by Yé?eu,- (@), where t, is
the occurred time of the task ¢. If the SR is satisfied according to the SP’s performance,

the Y;?%ui (¢) will be set 1, and it will be set —1 if the SR is unsatisfied. Similarly, the SP will
also evaluate the SR’s behavior in the process of the task, which is denoted by ij].’%vj (¢).

If the SP is satisfied, then the Y:,",fevj(q)) will be set 1, and it will be set —1 if the SP
feels unsatisfied.

2.5. Problem Statement

According to the previous description, we can find that in the entire service delegation
process, the most important part lies in the rules for mutual trust evaluation between
objects, and how to use the trust evaluation information to make decisions. The first
important problem is the structuralization of the interactions and the calculation of the
direct trust.

Problem Statement 1: Based on historical interaction records between object A and object B, how
does object A determine the direct trust of object B?

The recommended trust opinions from intermediate objects can be great references for
object A to evaluate the trust of object B. However, trust opinions from different sources
should have different degrees of confidence. For example, we usually believe in information
from reliable sources. Therefore, how to effectively quantify the confidence of information
from different sources will be the second important problem.

Problem Statement 2: When intermediate object C provides A with trust opinions about object B,
how will A integrate the opinions of C?

The success of task execution is seriously related to the delegation decision of the SR,
so in the process of service delegation, the SR must carefully evaluate the reliability of SPs.
Establishing trust is a suitable way to evaluate the reliability of an object. However, the SR
will not only consider trust, but also its own benefits in the delegation process. Therefore,
how to comprehensively consider both trust and utility so as to ensure that a relatively
reliable SP is selected and optimize the utility of SR is the third important problem.

Problem Statement 3: According to the trust of the candidate objects, how does object A delegate
the task?
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In summary, Problem 1 corresponds to the quantitative calculation of ng «u;(@). Problem 2

corresponds to the formulation of Equation (1). In addition, Problem 3 corresponds to the
formulation of Equation (4).

3. Trust and Service Delegation Model
3.1. Trust Model

In our trust model, the direct interactions and indirect opinions are comprehensively
considered. We employ subjective logic for the trust analysis. The results of the trust analy-
sis and utility analysis are integrated for the decision of the service delegation. The whole
design framework is shown in Figure 2. Next, we detail the entire trust analysis and service
delegation process.

e e A
Direct Interactions Indirect Opinions
R
I TaskRecord_! | |[f7--===-===---=
B e i Recommendation i _
L e =7 | |71 Recommendation ] _
| AL e * -- v Recommendatian i
— i Time Window | it »
o — 8
=1 ( ] o
o Trust Analysis 2
g \ . «Q
> | |- T°°% | I 1 9..
3 i - ! &
@ | Trust b Trust ! 5
' Sources ! , Composition !
! 1 ! 1
______________________ >
——————————— ] oo oneog a2 &
: o 1 [l E_"
i Trust b Trust ! E F
, Discounting b Consensus ! 7
L J, L ) oo 1

Figure 2. The design framework of the trust model and service delegation.

3.1.1. Subjective Logic

Subjective logic is an uncertain probabilistic logic that was initially introduced by
Audun Jesang to address formal representations of trust [35]. The subjective logic constructs
a bijective mapping between opinion space and evidence space, which can help SR to form
its own opinion based on the existing direct evidence, and to integrate the recommendation
opinions from others to form a comprehensive opinion.

Definition 1 (Opinion Space). A’s direct opinion about object B for the task ¢ is a vector:

?B<—A(q)) = (bpea(@), dpea(@), upea(@), ap—a(9)), )

where bg,_ (@) represents the degree to which A believes B will successfully perform the task ¢,
and dg. 4 (@) represents the degree to which A disbelieves that B will successfully perform the
task @. up. () represents the degree to which A is uncertain about whether B will successfully
perform the task ¢, and ag. A (@) is the base rate. The opinion satisfies the additivity requirement
as follows:

bpa(@) +dpea(p) +upale) =1, (6)

and the projected probability of the opinion T B A (@) is defined as

Tpa(@) = bpa(@) +apa(@)up—a(9). @)
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In our trust model, we use ?% (@) to represent the direct trust vector of object
B from the viewpoint of object A for the task ¢. T4, ,(¢) is used for representing the
projected trustworthiness of object B.

Evidences are fundamental for forming opinions, which can be presented as a series of
the binary comments such as “satisfaction” and “dissatisfaction”. The amount of evidence
will affect the certainty of the opinion. In subjective logic, the Beta function is used for
constructing the evidence space. The probability density function is as follows:

Beta(py,a, B) = m;ﬂx (1— Px)ﬁfll 8)

where I'() is the gamma function. The beta function can be used to represent the probability
distribution of binary events. Therefore, the evidence space can be defined as follows:

Definition 2 (Evidence Space). An evidence space can be depicted by a beta probability distribution:

Beta(T % 4() a51(9), Bra(p)), ©

where ?g@ 4 (@) represents the direct trust vector of B from the viewpoint of A in evidence
space. ap. A(@) and Bp. () are defined as:

{ ageA(P) = YBea(@) +2ap_a(9) (10)
Beea(®) = Vpeale) +2(1 —ap_a(e))

where yg. (@) and g 4 (@) are the evidence strength which is based on the historical interactions
between objects A and B. yp. A (@) denotes the positive evidence strength, which indicates that
the B is trustworthy. g, 4 (@) denotes the negative evidence strength, which indicates that B
is untrustworthy.

The expected probability E ?g_ 4(@)) is defined as the projected trustworthiness in evidence
space, which is expressed as follows:

apea(Q)
apea(@) + Bpeale)
_ _rBea(9) +2apa(9)
VBe-A(P) + Vpeale) +2

TB<—A(‘P) E( B<—A(‘P)):
(11)

The bijective mapping between the trust vector in opinion space and the trust vector
in the evidence space emerges from the intuitive requirement T4, ,(¢) = T4, ,(¢), which
is defined as follows.

Definition 3 (Mapping between opinion space and evidence space).

WBFA
bpalp) = YBea () +73H§\((p
Tpea(
dpea(e) = WBHA(¢§3+§BM(¢)+2 (12
upeA(P) = ST a2
_ 2bpcale)
TBea(®) = 00 (13)
— — 2dpa(e)
'YBHA(?)  ugca(e)

3.1.2. Direct Trust

In this paragraph, we introduce the direct trust which is based on the direct interaction
records between objects A and B.
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*  Task Similarity

Due to the different context of each task, the importance of different past interaction
comments to the current task is different and should be decided by the task similarity.
To this end, we use the Jaccard Similarity Index to estimate the similarity of two task in the
different context, which is expressed as follows.

_peNpy

= (14)
[Pe Upy|

Sim(¢,¢') = I(pg Pyr)

For a simple example, we assume there are, in total, four properties, such as {“High
Definition”, “Least Memory”, “Location Range”, “Real-Time”, and “Measurement Accu-
racy”}. If the property is required in the task, then the corresponding value of the property
vector is set to “1” and otherwise “0”. If the ¢ is a video monitoring task, then the p, may
be equal to {1, 1,1, 1, 0}. If the ¢’ is crowdsensing noise monitoring, then the py may be

equal to {0, 1, 1,0, 1}. Then the similarity between ¢ and ¢’ is equal to 2/5.
e Time Window

The evidence is time dependent. Recent task performance has a greater effect than
the older task on the trust evaluation of the object. The time window is presented for the
time-dependent strength of single evidence, which is shown in Figure 3.

[te — ty| > 6; 5> Negligible
A

[te — t,] < 6; &) Valid
A

Y5 ale)

o

t

Figure 3. The design of time window for trust evaluation.

Based on the time window;, the strength of single evidence can be expressed as follows:

t
ot Y (@)eMemte) |t — ] < 6.
vhe = B<A\P ro e~ Lol St 15
B(—A((P) { 0, ‘tc o t(p| > 9t- ( )

where ¢, denotes the current time and A denotes the decay factor, which affects the rate of
decay of the evidence strength.

e Evidence Strength

By aggregating the valid direct interaction records, that is, a batch of valid single
evidence, we can calculate the total strength of direct evidences as follows:

Yheale)= Y Y5 a(¢)Sim(g,¢), (16)

At
Y 4(9))>0

. ~ 1 .
Toeale)=— Y Vg 4(¢)Sim(e,¢"). (17)
Y 4lg)<0

. Direct Trust Calculation

By combining the methods of task similarity, time window, and evidence strength,

we can calculate the direct trust vector ?% 4 (@) of the object B from the viewpoint of A
for the task ¢ by substituting Equations (16) and (17) into (12). Therefore, the problem 1 is
addressed through the above design and analysis.
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3.1.3. Indirect Trust

In addition to direct trust evaluation, A will also ask C and D for relevant opinions
about B. This paragraph solves the fusion problem of recommendation opinions by design-
ing the discounting and consensus operators. The recommendation opinions from objects
C and D are expressed as follows, respectively.

?Eef—c(q)) = (bpec(9),dpec(@), upec(@) apec(p)) (18)

?%EQDUP) = (bpp(9),dpeD(@), upD(9), a5 p(9)) (19)

The objective in this part is to construct the suitable function f;,;(-) to integrate the
5 p(e) and ?g@c(@, which is formulated as follows:

TH4(9) = fna (T c(9), THEp(9)), 0)
and THL 4 () = (o d4L p ol o)
*  Discounting and Consensus Operator

In the subjective logic framework, the discounting rule does not have a natural in-
terpretation of evidence handling [36]. To this end, we use the trust in opinion space to
discount the trust in evidence space. The ideas and principles are shown in Figure 4. We

use the symbol ® to represent the discounting operator. Thus we have gﬁc cale) =

?rec

Beclp)® ??}A(q’)-
The specific discounting rule ® in evidence space is shown as follows.

{ ZZBn%C%A(qD) = :(:?_A((P)zgic(go) (21)
Voeceal®) =T 4(@)TE (@)
Based on Equations (12) and (21), we can calculate the indirect trust vector ?ié“ﬁc wale),
which is shown as follows.
bind (qD) - _ Téef}(q’)hgic(ﬁ")
BeCea Te 4 (@)EE (@) +TE 4 (9)d5E (9)+upge (9)
dind ((P> - _ T&é(fp)d'ﬁc(fp)
BeCea TE a9V c()HTE 4 (PMEE (@) HuE (o) (22)
“iBnicHA((P) = Siec'?) rec

T AR () +TE (@) (@) Fupe o (9)

ind _ jd
gl coal@) =T 4(@)ag A(9)

The consensus operator is designed for integrating the recommendation opinions
from different sources. We use the weighted sum method to design the consensus operator.
Similar to the design idea of discounting operator, we use the trust in opinion space as
weight parameters. The symbol @ represents the consensus operator, and thus we have

o o S o o
Beal®) = Tglepoale) = ?an<—C<—A((P) ® ?llgeDeA(qD)' The specific consensus
operator in evidence space is shown as follows.

yind (9)= (1_”1‘1;@(}14(‘P))“_fiéﬁcHA(9")‘*‘(1_1‘%@0&,«(‘P))’Y?ioeA(q’)

BeA (—ulfd o A (@)+(A—ufd 4 () (23)
Wind (QD) — (1*”gﬁc€A((P))ﬂania_A(‘/’)Jf(lfuié]iDeA(‘P))Vglim_A(‘P)

Bea (1—ufd o 4 (@) +1—ugdp, 4(9))



Future Internet 2022, 14, 135 10 of 16
Opinion Space
Yheale)  db4(0) b aly) | @b a(e) | 1-aboal)
I S N N . '
| + x [
|
Evidence Space
T
il et U vEEc(e) | ()
I";" ------ e il )
x -:
I
Vi cealp)
Figure 4. The design of discounting operator.
¢ Indirect Trust Calculation
From Equations (12) and (23), we obtain the indirect trust vector ?lgﬁ 4(@):
pind (4)) _ (- ulE’;iCHA(qv))ugHD(fA((P)hglkCeA((p)+( g’iDHA( )))lBHCHA((P)bBHDHA((P)
BeA (1 uaniCeA([P))uBHDHA((P)J'_( Bn<—D<—A((P))uB<—C<—A((P
Jind ((P) _ (gl (e )uBeDeA((P) é1<—C<—A(¢)+(1 uBeDeA(qj))uBeCeA((p)daniDeA )
BeA (—ulfd o A(@Nufd pe 4(@)+(1—uf . (@) o, 4(9) (24)
umd (‘P) _ (= uglgCeA((p))uBeCeA((P) BeDeA((p)"_(l ug[iDeA((P))ulBeCeA((p) BeDeA((P)
BeA (T—ulfd o p (PN b 4 (@) (L= 4 (@) o 4 (@)
aind () = (17ugliCeA(q)))aB<—C<—A(q’)+(1 upd e a(9)agd p o a(9)
BeA (gl oo 4 (@) +1-ugd . a(9)
Therefore, we have the indirect trust calculation function
rec rec —
fina(T.c(9), T§Ep(9)) = -

(?rBEf—c ®?C<—A @(?%ELD ®?‘IiD<—A((P))-

3.1.4. Compositive Trust

The compositive trust is the fusion of direct trust and indirect trust. We also use the
consensus operator to fuse them. From Equations (3) and (25), we have

Thea(@) = fer(Tha(e), TE c(9), TE p(9))
= ?B<—A )@ ??iA (26)
— T (@) e (TE (9@ TE 4(0) @ (TE p(@) @ Thea(@))].

Therefore, problem 2 is addressed through the above design and analysis.

3.2. Service Delegation Mechanism

After calculating the trust vector of the SP v; based on the method proposed at last
subsection, we further study the issue of service delegation. In SIoT, the SR u; will not
only consider the trust of the SP v}, but also concern the utility. Therefore, we present
the trust-based service delegation method to solve the Problem 3. We define the decision
function of service delegation as follows:

Uy (9) = fru( T oy (@), $0; (9))

. - 27)
= TU/'<—Hi((P) (guz((P) - IPU]((P)) + (dvﬂ—ui((P) + (1 - uU;‘<—Mi((P))uijui)(_gui((P))/
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where ¢, (¢) denotes the benefit value when the task is successful and Zu’_ (¢) denotes the
lost value when the task is failed. Therefore, the decision of the service delegation (e.g.,
Equation (4)) can be rewritten as follows:

DSP = arg max Uz,].eul.(q))
gl (28)
s.t. ij%ui(q’)) > thy(¢)

Through the proposed decision-making method for service delegation, the SR can
make a plan to maximize its own utility under the consideration of trust of SPs. For the
entire SIoT system, on the one hand, our proposed method can guarantee a high task
success rate based on trust analysis. On the other hand, we can improve the overall social
welfare and boost the cooperation.

4. Simulation and Results

In order to verify the validity of the subjective logic-based trust model proposed in this
section, this study conducts experiments based on the Netlogo experimental platform [37].
NetLogo is an agent-based programming language, which is useful to simulate the inter-
action among objects and monitor the state changes in a simulative SIoT environment.
The construction of the experimental platform is based on our previous work [38]. The trust
evaluation mechanism module and service delegation module are adjusted based on the
aforementioned bidirectional model. The experiments are divided into the following parts:
First, after the interactive experiment, the results of the bidirectional trust evaluation of SPs
to SR and SR to SPs are observed to test the effectiveness of subjective logic in the process
of trust evaluation. On this basis, the impact of similarity of the services/tasks and positive
evaluation rates on trust evaluation results are analyzed. Then, the influence of the number
of recommenders on the compositive trust evaluation results is analyzed, and finally the
benefits of SR and the changes in the number of responding SPs are measured.

This study defines the rate of positive evidence (RPE) as the proportion of the number
of simulated service results that are rated as “positive—that is, satisfied” in the total number
of service evaluations. Similarity, the rate of task similarity (RTS) is the similarity of the
attributes among the services. For example, when the similarity is 40%, it means that
40% attributes of randomly generated services in the network are consistent. In this experi-
ment, a total of 110 virtual nodes are deployed for service interaction, of which 10 nodes
are employed as SRs and 100 nodes are employed as SPs. At the same time, the above
virtual nodes will also serve as intermediate nodes in the process of trust evaluation to
provide recommendations.

4.1. Comparison of SR and SPs’ Basic Bidirectional Trust Evaluation Results

In this part of the experiment, the positive evaluation rate is set to 50%, and the task
similarity is 40%. The experiment runs 500 ticks, and one service/task is executed in each
tick. In addition, 10 SPs and 1 SR were randomly selected for observation. Figure 5a,b
shows the trust evaluation results of 10 SPs and SR. As shown in Figure 5a, compared with
the direct trust evaluation results of each SP, the compositive trust evaluation results for SR
have less difference and more comprehensive opinions, which reflects that the evaluation
method based on subjective logic can better integrate the recommendations from different
sources so that most SPs can have a more consistent evaluation for SR. Similarly, as shown
in Figure 5b, after the SR obtains the recommendations of other intermediate nodes in the
network, it obtains the integrated evaluation results of each SP’s trust. It can be seen that
the recommendations of other intermediate nodes will facilitate the SR to make a more
accurate evaluation on the trustworthiness of SPs.
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Figure 5. Bidirectional trust evaluation of SR and SPs.

4.2. The Influence of RPE and RTS on the Results of Trust Evaluation

This part of the experiment analyzes the impact of RPE and RTS on the evaluation
of SR’s trust. As shown in Figure 6a, with the increase in the positive evaluation rate,
the trust evaluation result of the object will be improved to a certain extent. However, this
improvement still has certain limitations. The evaluation results of some SPs for SR may
decrease with the increase in RPE. The main reason is that due to the low similarity of

tasks. Although some service evaluation opinions are positive or satisfactory, the evidence
strength is slight.
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(a) Trust evaluation of SR when RTS = 40%. (b) Trust evaluation of SR when RTS = 80%.

Figure 6. Trust evaluation of SR with different RPE and RTS.

As shown in Figure 6b, compared with the case where the task similarity is 40%,
when the task similarity is 80%, the attributes between tasks are more similar. Therefore,
the evidence strength of a single evidence will be increased, which will make the formation
of the trust evaluation more accurate and reliable. Compared with Figure 6a, the upper
and lower boundaries in Figure 6b are larger, and the differences among different RPE
groups are more obvious. It can be demonstrated that when the task similarity is greater,
the object can provide more accurate recommendations, thereby forming a more accurate
trust evaluation result.

4.3. The Influence of the Number of Recommenders on the Trust Evaluation

In the process of trust evaluation for a certain SP, the SR needs to collect the recom-
mendation opinions from the intermediate nodes to form a more accurate trust point of
view. As shown in Figure 7, when the number of the recommenders is 0, it indicates that
the trust value of SP to form the viewpoint of the SR is completely evaluated based on
direct experience. Along with the number of recommenders gradually increasing, the SR
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can collect more recommendation opinions. From the experimental results of this group, it
can be seen that when the number of recommendation opinions is equal to or greater than
6, the SR’s trust evaluation opinion on SP tends to be stable, and the SR can more accurately
identify the honest and trustworthy SP while avoiding wrongly delegating malicious or
negative SPs. Therefore, in order to better evaluate the trustworthiness of the SP, the SR
needs to obtain as many recommendations from intermediate nodes as possible during the
service delegation process.

0.9

I RPE = 20%
I RPE = 40%

08l [ IRPE=60% | |
) [ IRPE = 80%

Compositive trust of the SP
e
3
1

o
~
T

03

010 T AT

0 0 il 2 3 4 5 6 7 8 9 10
The number of intermediate nodes

0.2

Figure 7. Trust evaluation of the SP with different number of intermediate nodes.

4.4. Quantity of Responsive SPs and Benefit Analysis of the SR under the Bidirectional
Trust Evaluation

Figure 8 shows the number of responsive SPs and benefits of the SR when the RPE
is from 10% to 90% for a certain task. It can be seen that when the RPE is less than
0.5 and the RTS is large, there are more negative opinions referenced. Therefore, the trust
evaluation result of SR from the viewpoint of SPs is generally low, and few SPs respond.
Therefore, the SR cannot select a suitable SP, and the income is low. With the increase in
RPE, the trustworthiness of the SR increases and the number of responding SPs gradually
increases, so the SR can obtain a better delegation scheme, which improves the overall
revenue. In addition, in the case of small RPE, although the expected benefit of SR is
higher when the RTS is lower (the reason is that some SPs cannot correctly estimate the
trustworthiness of SR, resulting in a wrong response to the service), it may lead to lower
service quality of SPs and failure to guarantee the benefits of SPs. Higher RTS will lead to
more accurate bidirectional evaluation results, and more SPs choose not to respond to the
service request when RPE is low. On the other hand, in the case of higher RPE, higher RTS
will make the bidirectional evaluation between SPs and SR more accurate, so the overall
benefit of the SR will be higher.

22
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The expected utility of the SR
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(a) The number of responsive SPs with different RPE. (b) Expected utility of the SR with different RPE.

Figure 8. The number of responsive SPs and the SR’s utility with different RPE.
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5. Conclusions and Discussions

In this article, we studied the trust-based service delegation problem in SIoT. Consid-
ering the bidirectionality of trust, we design a framework of the trust model and service
delegation. On this basis, we propose a bidirectional trust evaluation method based on
subjective logic. We have shown that by using this formulation, the SR and SP can quan-
titatively evaluate the trust of each other in a reasonable way. In addition, we consider
the context of the task to ensure the feasibility of our model in the SIoT scenario. The task
similarity and time window are presented for the calculation of evidence strength. The
convergence operators including discounting and consensus operator are constructed for
compositive trust quantification. The decision-making approach of the service delegation
with comprehensive consideration of trust and utility is proposed to ensure the success of
the task while improving the utility of the SR.

However, the current work is in infancy. First, considering the computational complex-
ity, the proposed model simplifies the condition setting to a certain extent. The evidence
composition in evidence space only includes service attributes, bidirectional service evalua-
tion information, service time, etc., without considering the relationships between device
characteristics of IoT objects and service properties. Therefore, our proposed model is
more suitable for the scenarios where the degree of heterogeneity and differentiation of
IoT devices is low. The evidence-based descriptions of the characteristics of IoT devices
and the relationship between these evidence-based descriptions and opinions will be our
important future work. Second, with the development of the Internet of Things, some new
architectures, such as multiple internets of things, are proposed. Therefore, we will further
evaluate whether our model can be feasible and adaptive for various paradigms [39-41].
Moreover, we plan to extend this model and configure a real-world application scenario
in order to make it more capable. The task simulations at different network scales will be
carried out in the following research process to validate the effectiveness and practicability
of our trust model and service delegation method. Furthermore, testing under different
attack environments will be also further provided.
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