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Abstract: The requirements of low latency, low cost, less energy consumption, high flexibility, high
network capacity, and high data safety are crucial challenges for future Internet of Things (IoT)
wireless networks. Motivated by these challenges, this study deals with a novel design of green-
cooperative IoT network, which employed coupled relays consisting of one IoT relay selected for
forwarding signals to multiple IoT devices while another IoT relay transmitted jamming signals
to an eavesdropper. For flexibility, all IoT nodes were powered by solar energy enough to sustain
themselves, in order to consume less energy. To reach low latency, the study adopted the emerging
non-orthogonal multiple access technique to serve multiple IoT devices simultaneously. Furthermore,
the study adopted the simultaneous wireless information and power transfer technique which
transmits wireless data for information processing and energy for energy harvesting. The study
sketched a novel transmission block time period framework which plotted how a signal could travel
via an individual IoT model. Maximizing the achievable bit-rate of IoT devices was considered to
improve network capacity and data safety as well. Aiming at enhancing secrecy performance, a rest
IoT relay played a role as a friendly jammer to transmit a jamming signal to an eavesdropper using
energy harvested from the power splitting protocol. The results achieved in this study showed that the
proposed model satisfied the requirements of future green IoT wireless networks. Derivatives leading
to closed-form expressions are presented and verified by simulation results. The investigated results
demonstrated that a friendly jammer based on radio frequency and energy harvesting strongly forces
the intercept probability performance of the eavesdropper towards one, while outage probability
performance of IoT devices towards zero showed that the signal to noise ratio tends to infinity.

Keywords: multi-input-multi-output (MIMO); non-orthogonal multiple access (NOMA); cooperative
communications; Internet of Things-relay selection (IoT-RS); energy harvesting (EH); intercept probability

1. Introduction

An IoT network deals with massive connections of a variety of objects, i.e., smart
things, wearable devices, sensors, etc., through the Internet, for information processing. The
massively connected IoT devices are challenging problems because of system performance
requirements, i.e., lower latency, higher network capacity, less energy consumption, higher
data safety, higher flexibility, higher reliability, etc.

In light of emerging techniques, the non-orthogonal multiple access (NOMA) tech-
nique was proposed for green IoT network applications, since the NOMA technique may
provide massive connections simultaneously using the spectral sharing method. In the last
decade, a number of studies on conventional NOMA-assisted IoT networks were published
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by academic researchers and networking providers. The pioneering studies examined
outage probability, system throughput, ergodic capacity, and secrecy performance. The
achieved results proved that the NOMA technique showed a system performance which
outperformed the orthogonal multiple access (OMA) technique. NOMA system served
multiple IoT devices by a single radio frequency (RF) transmission block [1-3]. The NOMA-
IoT network employed superposition coding technique at the transmitter to encode the
superimposed signals of multiple IoT devices over the same RF transmission block by allo-
cating power multiplexing [4]. The initial signals of different IoT devices over the same RF
transmission block at the base station (BS) are separated by allocating different power levels.
Allocated power levels are based on the channel state information (CSI) of IoT devices [5].
The BS transmits the superimposed signal to those IoT devices with better CSI at lower
transmitting power level. On the contrary, BS allocated high power level to transmit IoT
device’s data with poorer CSI [6]. IoT devices employ successive interference cancellation
(SIC) mechanism to decode their own message contained in the superimposed signal. The
IoT device decodes the message with strongest power allocation (PA) factor by treating
the other messages with lower PA factors and additive white Gaussian noise (AWGN) as
interference. The IoT device then repeats SIC until detecting it own message successfully.

In the study by [7], the author examined a dual-hop cooperative network with a
multi-branch using all participate relay. Overall, relay selection (RS) strategies are in
two categories, i.e., single RS and multi-RS as shown in [8-13]. For clarity, the authors
selected relay based on error rate and energy efficiency ratio [11] or signal to noise ratio
(SNR) maximization [13]. The incremental relay led to the achievement of higher spectral
efficiency; however, higher hardware cost and complexity [14]. Therefore, this study
employed a coupled relay as in [15] which shared its benefits with the multi-relay scheme;
however, there was a light incremental hardware cost. This study selects just one relay for
forwarding signals, by adopting the decode-and-forward (DF) protocol.

Although there have been significant improvements in the benefits of spectral sharing
efficiency, the study of the energy efficiency of NOMA-IoT networks is still at the initial stage.
Furthermore, simultaneous wireless information and power transfer (SWIPT) the utility of RF
to transfer wireless information and energy to the receiver simultaneously has been shown in
many studies. Integration of the SWIPT technique in the NOMA system has been studied from
the perspective of outage probability (OP) and energy harvesting (EH) performance [15-18].
Unfortunately, due to the utility functions of RF signal and broadcast superimposed signal
of NOMA system, the wireless signal propagation from transmitter to receiver may be eaves-
dropped on by an illegitimate device. More specially, physical layer security (PLS) is another
crucial challenge to protect legitimate devices from a potential eavesdropper in IoT wireless
networks. In [3], the EH at receivers may intercept the threat to secure data propagated between
legitimate IoT devices. To improve secrecy performance to the low-powered IoT devices, PLS
was introduced as an alternative to the ultra-high complex cryptography algorithm [19]. PLS
strategies may enhance the secrecy performance of IoT wireless networks by cooperative IoT
relaying [18,20], multi-antenna beamforming [14,21-25], and jamming signal [26-33].

There is a gap for cooperative wireless communication networks to achieve distributed
spatial diversity, wider networking coverage, lower energy consumption, and reduced
interference [14,22]. Cooperative wireless communication networks were significantly
improved by the benefit of RS protocol. RS protocols have been analyzed from classi-
cal adaptive diversity combining techniques (e.g., a diversity combiner adds diversified
branches until the cumulative output is over a threshold [23,24]). This study also uses RS
protocol to propose a new RS strategy enabling for green and secure IoT network.

In particular, a friendly jammer is promising as a PLS strategy to improve data safety
by adopting jamming signals to poison illegitimate device [26-32]. In [30], friendly jammer
strategies were employed to enhance the secrecy metric to maximize the secrecy outage
probability (SOP) for an eavesdropper. In [31], the OP, of the legitimate devices and the
intercept probability (IP) of the eavesdropper was obtained to investigate the impact of the
jamming signal. The authors proposed an algorithm to pair source and destination using
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matching theory with a particular jammer [32]. In contrast, this study adopts the SWIPT
protocol. There are two major SWIPT techniques, i.e., time switching (TS) and power
slitting (PS). In [34], the authors investigated the wireless-powered cooperative networks
with TS and PS protocols. Moreover, Yang et al. [16] investigated the impact of PA factors
on the NOMA network with SWIPT. By different scope, this paper investigates the impact
of the PS factor on the system performance of IoT networks.

Inspired by the above-mentioned studies, this paper employed the cooperation of a
coupled IoT relay, on one hand, to improve OP performance and PLS performance for a
green IoT network. To reach these aims, some work was undertaken, which are also the
contributions of this paper, such as:

(i) This study designed a green-and-cooperative IoT wireless network, where IoT relays
and IoT devices are powered by solar and communicate using RF.

(ii) To prolong IoT network lifetime, this study adopted SWIPT for EH at coupled relays
by applying PS protocol. In particular, the study optimized OP performance of
legitimate IoT devices by PS factor optimization in the first-half transmission block
time period.

(iii) In the second-half transmission block time period, the EH at the rest IoT relay inter-
cepts the confidential information being exchanged between legitimate IoT devices.
For clarity, the study proposed a selected IoT relay for forwarding signal to legitimate
IoT devices using EH while another IoT relay for transmitting jamming signals to
illegitimate device using EH as well. In this way, the study reached IP performance at
an illegitimate device tending to one.

The rest of the present paper is structured as follows: Section 2 sketches and describes
the design of IoT wireless communication models, and follows this by making formula-
tions. Section 3 presents an analysis based on the proposed IoT model and presented the
algorithms using for RS strategy and OP investigations. Section 4 presents the analysis and
Monte Carlo simulation results. Section 5 concludes the achieved results of the study.

2. System Model and Formulation

Inspired by the study by [30], this study sketches a green-cooperative IoT wireless
network, as shown in Figure 1 consisting of an IoT hub S, a coupled IoT relay, and the
number of N IoT devices. Assuming all IoT nodes have been solar-powered enough for
their operation and equipped with a single antenna. The study employed coupled IoT
relays R; and R; to assist IoT devices. The coupled IoT relays adopted the DF protocol
for forwarding superimposed signals to IoT devices. To prolong IoT network online time,
the study employed the SWIPT technique with the PS protocol to transmit simultaneously
information for information processing and energy for EH at coupled IoT relays. Further-
more, the study proposed an RS strategy to select the relay for the forwarding signal. The
selected relay used RF-EH for forwarding the signal instead of its own energy. However,
the IoT network as shown in Figure 1 had an eavesdropper E that eavesdropped the IoT
relay Ry or Ry by wiretapping channel /g, ¢ for odd transmission block or g, ¢ for even
transmission block since the broadcast function of RF. Therefore, the study proposed the
rest IoT relay to transmit the jamming signals to the eavesdropper E using RE-EH instead
of its own energy. Table 1 shows a comparison of the works in this study, in contrast to
previous studies. Please note that the IoT devices D, for n € N had distances from IoT hub
S asordered dsp, < ... <dgsp,-
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Figure 1. The green-cooperative IoT wireless network.

Table 1. Comparison to the other studies on secrecy performance.

Studies Number of Relays RS Number of Devices SWIPT Jamming Signal

[21] 0 no 2 no no

[18] 1 no 2 yes no

[25] 0 no K no yes

[20] 1 no 2 no yes

[33] 1 no 1 no yes

[35] K yes 1 yes no

This study 2 yes N yes yes
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Figure 2. Power resource allocation with PS factor A and PA factors «; fori = {1,...,N}.

2.1. Signal Transmission Block Time Period

Observing Figure 1, the IoT network needs two time slots to complete a signal propa-
gation from the transmitter (IoT hub S) to the receivers (IoT device D, forn = {N,...,1})
through coupled IoT relays Ry and Rj. For clarity, the study designed a novel transmission
block time period diagram as shown in Figure 2. By adopting the SWIPT technique (PS
protocol), the IoT hub S transmits including simultaneous energy by power domain Ag P
for EH and superimposed information by remaining power domain (1 — Ag, )P for infor-
mation processing at the IoT relay R,, where r = {1,2}, A, is PS factor and P is power
domain at IoT hub S. By the RS strategy as shown in Algorithm 1, only the selected IoT
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relay is used for forwarding signal to legitimate IoT devices while the other IoT relay is
used for transmitting the jamming signal to eavesdropper E. In the second transmission
block time, Algorithm 1 switches the selected relay, where variable flag is zero and repeats
the signal transmission period.

Algorithm 1 Algorithm for switching relay selection

Input: R; < 0;
R, +1;
time_period <— random(1: 9);
selected_relay < random(Ry, Ry);
flag < time_period;
Output: The selected relay forwarded legitimate signals while the other relay transmitted
jamming signals.
1: while true do
if flag! = 0 then
Function_Information_Processing(selected_relay);
Function_Forwarding_Signal(selected_relay);
Function_Jamming_Signal(!selected_relay);
flag < flag—1;
else
flag < time_period;
selected_relay <!selected_relay;
10:  endif
11: end while

2.2. Relay Selection Strategy

This study proposed the IoT hub S controlled whole private IoT network. It means
that the IoT hub S pre-defined the cooperative script and synchronized the cooperative
script to the coupled IoT relays and N devices. Please note that the cooperative script is
re-configurable to achieve flexible cooperation.

Algorithm 1 selects which IoT relay (R; or R») is being selected among coupled
relays. For clarity, we first assigned values zero and one for coupled IoT relays R; and
Ry, respectively. The study initialized time_period to hold the number of times an IoT
relay would be selected for information processing and forwarding legitimate signals to
legitimate IoT devices. Variable flag is used for counting whether the selected IoT relay
forwarded signals enough number of transmission block time period or not. We had a
while loop of to ensure the IoT network operated in real-time. We had an if condition to
check variable flag. There are two cases:

(i) If variable flag is non-zero, it means that an IoT relay has been selected. The selected
IoT relay has to process legitimate information and then forward legitimate infor-
mation after, while the non-selected IoT relay has to transmit a jamming signal. We
counted down variable flag.

(if) If variable flag is zero, it means that the selected IoT relay finishing its obligation.
Algorithm 1 swaps obligations between IoT relays and resets variable flag.

This assumes that the coupled relays own the cooperative script and activated syn-
chronization.

2.3. Formulations

To keep the following simple, the study assumed that variables in Algorithm 1 were
assigned initial values as time_period = 1 and selected_relay = Ry without losing general
properties of Algorithm 1. It is worth noticing that we have sequential block time period

T = {T(l), T®), ..., —|—oo} € Z™. Since assuming time_period = 1 and selected_relay = Ry,
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we split the set T into two subsets, where T(%) — {T(l), T®), .. } e 7d) for odd

transmission block and T(¢ven) = T(2>, T(4), ...t e zleven) o1 even transmission block.

The EH at the receiver was provided as [36] (Equation (6)) for the PS protocol. From
the aforementioned expressions, the EH at the coupled IoT relays in the first phase of the

first time slot Tl(Odd) ¢ T(odd) op Tl(wen) ¢ Tleven) g expressed as follows:

T(odd)

EHS,lRl = 77/\R1PUS,R1/ (1)
T(odd)

EHS}RZ = 77/\R1PUS,R21 (2)
pleven)

EHS,lRl = WARZPUS,Rl/ (3)
leven)

EHS,IRZ = UARZPO'S,RW (4)

where Ar, and Ag, are the PS factors (0 < Ag, < 1 in the odd transmission block and
0 < AR, < 1in the even transmission block), P is power domain at IoT hub S, 7 is
collect factor for 0 < 5 < 1, and expected channel gains ¢z, and os g, are given by

OS,R, = E{ |hs,r, |2} and og g, = E{ ‘hS,RJZ}, respectively.

Furthermore, in the second phase of the first time slot Tl( € T(0dd) or Tl(even) €
T(€ven) in terms of NOMA benefit, the IoT hub S encodes the messages x; fori = {N,...,1}

of IoT devices and superimposes the messages into the signal by superposition coding
even)

odd)

and sharing the remaining power domain (1 — Ag, )P for Tl(Odd) or (1 —Ag,)P for Tl(
with different PA factors «;. Then, the received signals at the IoT relays R; and R, express

as follows:

y?zndd) _ hs,Rl A/ (1 — /\Rl)P iN \/Eixl- + 1Ry, (5)
i=

y;l(;,dd) _ hS,Rz‘ / (1 — /\Rl)P tN Vx4 NR,, (6)
i=

ygevm = hsr,\/ (1 —Ag,)P i;\] Vaixi +ng,, (7)
1=

y}{.,l(:ven) — hS,R24 / (1 — /\RZ)P i]:\] \/Dzji + nRzr (8)
1=

where ng, and ng, are AWGN, i.e., ng, ~ CN(0,Np) and ng, ~ CN(0, Np), at IoT relays

R; and Ry, respectively. Moreover, hgr. = gds_ér is channel coefficient from IoT hub S
to IoT relay R, (r = {1,2}), g denoted Rayleigh distribution from IoT hub to coupled IoT
relays with ¢ ~ CN(0,1), ¢ is path-loss exponent, dg g, and dg g, are distances from IoT
hub S to IoT relays Ry and Ry, respectively. Assuming IoT relays are closed to each other
(ds,r, = ds,R,)-

From the system model as shown in Figure 1, the devices D; and Dy are near-
est and farthest from the IoT hub S, respectively. In the concept of NOMA, the far-
thest device Dy was allocated the biggest PA factor since the farthest device Dy owned
poorest CSL Inspired by studies [21,37], the PA factor a; for i = {N,...,1} carried the
message x; is given as follows:
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i / 5, ©)
n=1

o, =
s.t. AN > ... > K, (10)
any+...+ap =1 (11)

In another term of NOMA theory, the SIC mechanism was adopted at coupled IoT
relays. Please note that the message xy owned the biggest PA factor ay. The message
x thereby is prioritized SIC first by treating the other messages x; = {x1,...,xy_1} and
AWGN np, as interference. The SIC mechanism repeats until successfully decoded the last
message x1 since it was allocated the smallest PA factor ;.

Therefore, signal to interference plus noise ratio (SINR) obtained at the IoT relay R; in
odd transmission block time period T(%9), when R; decoded the message x; (i = {N,...,1})
by treating the messages x; = {x1,...,x;_1} and AWGN ng, as interference, as follows:

(odd) _ 2
7;11_Xi — (1 )\R]) ‘hS,Rli’_f‘lp L ost i>1, (12)
i={N.1} (1= Ag,)|hsg, %0 '21 wj+1
]:
= (1 — /\R1 ) ’hS,Rl ’2061"0, st. i=1, (13)

where SNR p = NL

Similarly, SINR obtained at the IoT relay R, in even transmission block time period
T(even) when R, decoded the message x; (i = {N,...,1}) by treating the messages xj =
{x1,...,%;_1} and AWGN np, as interference, as follows:

(even) _ 2 .
i (1-Ag,) IhSrRzL f‘lp ,ost i>1, (14)
i={N,...,1} (1 — /\Rz) |hS,R2 |2p ‘21 K; +1
]:
= (1= AR, )| s g, | aip, st. i=1. (15)

An instantaneous bit-rate threshold is achievable after the coupled IoT relays R; and
Rj decoded the message x; in the received signal given by (5) for odd transmission block

time period T(°¥) and (8) for even transmission block time period T(€*") as follows:
Tl(ndd) 1 1(0dd)
RR,—x, =508 | 1+ 18-, |/ (16)
i={N,..1} i={N,..,1}
(even) 1 (even)
T, T,
i={N,...,1} i={N,...,1}

Minimum of instantaneous bit-rates at relay R; in odd transmission block time period
T(°44) and relay Rj in even transmission block time period T(¢?*") express as follows:

(odd) lodd)

min R,!] = min R} , 18
Ry i—{N,..‘,l}{ Rl"‘l} (18)
1(61)67!) 1(even)

min R = min R . 19
Ra z'—{N,-.-,l}{ szf} @)

In the second time slot, the IoT relays R; for TZ(Odd) and R, for Tz(even) retrieves, re-
encodes and forwards the superimposed signals to the IoT devices. There are two feature
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forwarding protocols (i.e., amplify-and-forward (AF) and DF). This study employed the
DF protocol at IoT relays R; and R; to ensure that R; and R; received and decoded the
messages successfully. After receiving the signals as given by (5) for odd transmission
block and (8) for even transmission block, the IoT relays Ry and R, decoded the messages
of devices and retrieved the messages and then forwarded them to the devices using the
EH as given by (1) for odd transmission block T(0dd) and (4) for even transmission block
T(€%") The received signal at IoT device D,, for n € N is expressed as follows:

(odd) 7lodd)

T
yDzn - th Dy, 2 a1EHs Ry X + nD,l/ (20)
(even) (even)
Yp, =Ry, Z 4EHgg, Xi+np,, @
i=N

where np, is AWGN at the terminal device D, i.e., np, ~ CN(0, Np).

IoT device D, also adopted the SIC mechanism to decode its own message x,,. By
substituting (1) into (20) and (4) into (21), we obtain SINR at device D, for n € N when the
device D, respectively, decoded the data symbol x;, where i = {N,...,n}, as follows:

2
(odd) . }h | A o
T. i>1 Ry,Dy | &iYMAR{POS,R
Vo, = ! ——, (22)

) ) i—1
i={N,...n} |hR1,Dn ’ WARlpUS,Rl '21 aj +1
]:

2
&;AR, PSUS R,/ (23)

=1
= ’than

where expression (22) is used for IoT device D, (n > 1 and n < N) while IoT device D; has
to adopt, respectively, expressions (22) first and then (23) to decode its own message x;.

Similarly, the device Dj, in the even transmission block also adopted the SIC mecha-
nism to decode its own message x,. SINR obtained at device D;, for n € N when the device
Dy, respectively, decoded the data symbol x;, where i = {N,...,n}, as follows:

2
Tz(even) i>1 ‘hRZ/Dn| “iﬂ/\RZP‘TS,RZ (24)
Dy —x; 2 i—1 ’
i={N,...n} |hR2,Dn’ UARZP‘TS,RZ ) uc]-—i—l
j=1
i=1 2
= |1y D, | it AR, P05 R, (25)

where expression (24) is used for IoT device D, (n > 1 and n < N) while IoT device D; has
to adopt, respectively, expressions (24) first and then (25) to decode its own message x;.

The instantaneous bit-rate threshold is reachable when the IoT device D,, decodes
the data symbols x; = {xy,...,x,} in odd and even transmission blocks, respectively,
as follows:

T(udd) 1 (odd)
RDZn_xl zilog2 1+ 'yDzn_xi , (26)
i={N,...,n} i={N,...,n}

(even) (“’9”‘)

T.
Rlazn—x, *zlog2 1+ 7p,- w |- (27)

i={N,...,n} i={N,..,n}



Future Internet 2022, 14, 71 9 of 22

The minimum of the achievable bit-rate threshold reached at device D, (n € N) in
odd and even transmission blocks, respectively, as follows:

(odd) (odd)
minR,? = min R? , 28
Dn i—{N,...,n}{ Dn=xi } (28)
(even) (even)
; 2 _ : 2
minRp = i:m}?,n} { Rp, _x; } . (29)

It is the presence of the eavesdropper E as shown in Figure 1. The eavesdropper
E eavesdrops the IoT devices by wiretapping channel /g, ¢ for odd transmission block
time period T(°¥) or wiretapping channel 1 R,,E for even transmission block time period
T(€ven) To combat eavesdropper E, this study adopted the rest relay as a friendly jammer.
Please note that the selected IoT relay and the rest IoT relay in the odd transmission block
time period T(°®) are ToT relays R; and Rj, respectively. This study proposes the IoT
relay Ry uses the EH as given by (2) to transmit jamming signals to the eavesdropper E.

Simultaneously, the eavesdropper E receives the wiretapping signal from the IoT relay

R and the jamming signal from the rest IoT relay R; in the second time slot TZ(Odd). In

contrast, the selected IoT relay and the rest IoT relay in the even transmission block time
period T(¢?¢") are IoT relays R, and Ry, respectively. Similarly, the IoT relay R, forwards
signal using EH as given by (4) while IoT relay R; uses the EH as given by (3) to transmit
the jamming signal to eavesdropper E. The eavesdropper E receives simultaneously the

wiretapping signal from the IoT relay R, and the jamming signal from the rest IoT relay R;

in the second time slot Tz(even).

In odd or even transmission blocks, the received signal at eavesdropper E is expressed

as follows:
plodd) 1 T lodd) T lodd)
ve = hRE Y "‘IEHSR Xj + R, 5EH51R X+ JE, (30)
i=N
- S Jamming signal A GN
Wiretapping signal
even) 1 even even
v =hrye Y alEHsR x; + hgy g\ SEH R T+ NE (31)
i=N
X v Jamming signal AW GN
Wiretapping signal

where ng is AWGN at eavesdropper E with ng ~ CN(0, Np), ¢ is status of jamming signal.
If 6 = 0, the rest IoT relay did not transmit the jamming signal. If § = 1, the rest IoT relay
transmitted the jamming signal fully by EH as (2) or (4).

From expression (30) for odd transmission block time period, eavesdropper E adopted
SIC to detect IoT devices’ message x; = {xn;, ..., x1 }. SINR obtained at the eavesdropper
E, after the eavesdropper E decoded the data symbol x; (i = {N,...,1}) as follows:

(odd) h 2Ag. 00
T, i>1 | R1/E‘ Xil] AR PUS,Ry

> ) 32
j’;\[_"il ) i1 ) (32)
SN AR o [y | oS R, ,Z aj+ |hryE| s, | +1

i=1 IRy, E| i AR, PUS R, 33)

‘th/E’ UAR1PUS,R2 + 1
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Similarly, from expression (31) for even transmission block, eavesdropper E also
adopted the SIC mechanism to detect IoT devices’ messages. SINR obtained at eavesdrop-
per E, after the eavesdropper E decoded the data symbol x; (i = {N,...,1}), as follows:

(even) . h 20{' A [
T i>1 Ry, E| &iNAR,00S,R
iz |2 : \izl . , (34)
l:{N,...,l} 77)\R2p<|hR2,E O-S,Rz Zl 0(]' + ’th/E U'S,R1> + 1
]:
2
i=1_|hRyE| it AR, PO R, (35)

|hR1/E’2'7)‘R2PUS,R1 + 1

Instantaneous bit-rate threshold is reachable, after the eavesdropper E decoded the
data symbols x; = {xy,...,x1} in odd or even transmission block, as follows:

(0dd) 1 (0dd)
T. T.
RE{X[ = Elogz 1 + ’)/Ezfx,- 4 (36)
i={N,...,n} i={N,...,n}

(even) 1 (even)

T. T.
R, =3log| 1+ 72, |, (37)
i={N,...,n} i={N,...,n}

where expressions (36) and (37) are with the case the eavesdropper E has wiretapped
cooperative transmission script.

In contrast, the selected IoT relay is random and switchable as in Algorithm 1. If
the eavesdropper E has no cooperative transmission script, eavesdropper E wiretapped
randomly an IoT relay R; or Rp. The expressions (36) and (37) are rewritten as follows:

(0dd) 1 (odd)
RZZ, N = L—Llog2 1+ 7?7 o | (38)
i={N,...n} i={N,...n}
(even) 1 (even)
P =gl |1+ 1, |- (39)
i={N,..,n} i={N,..,n}

3. System Performance Analysis

The probability density function (PDF) and cumulative distribution function (CDF)
of Rayleigh distribution are given by flh\z (x) = lexp (7%7) and Eyp (x) =1—exp (—‘%),
respectively, where |h |2 are random independent variables namely x in PDF and CDF and
o is expected channel gain with o = E { |h \2}

3.1. Outage Probability

Theorem 1. The outage events at coupled IoT relays Ry and Ry occur if the minimum of instanta-
neous bit-rate thresholds as given by (18) and (19) for, respectively, transmission block time period
t = {odd, even} could not reach IoT devices’ threshold R. In other words, the OP at IoT relay R,
(r = {1,2}) are given as follows:
OPg,(t) =1 P{ i {RT]“) }> R} (40)
R, () = . {nhlfml} Ri—x, ( = Rps

where R is pre-defined 10T devices’ bit-rate threshold.
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By applying CDF over Rayleigh distribution, we obtain OP at coupled 10T relays in closed-form

as follows:
1 _ i
OFr, (1) =1 eXp( (1- )\R,).BP‘TS,R,)’ @
st Bi= 'YE %, Yix1 42)
o1, lfl = 1,
B= ._ min {ﬁ } (43)

1=

where SINR threshold v = 22R — 1, either r = 1 for transmission block t = odd or r = 2 for
transmission block t = even.

Lemma 1. OP at coupled IoT relays may be improved by equipping multi-antennas at IoT hub S
and relays by the number of antennas Ag > 1 and Ag > 1, respectively. By adopting transmit
antenna selection (TAS) at IoT hub S and selection combining (SC) at coupled relays, OP at coupled
0T relay in multi-input multi-output (MIMO) scenario could be obtained as shown in (A2).

See Appendix A for proof.
From expression (40), the study presents an algorithm for Monte Carlo simulation at
IoT relay R, in transmission block t as Algorithm 2.

Algorithm 2 The algorithm for investigation OP at IoT relay R, for r = {1,2} in transmis-
sion block t = {odd, even}

Input: Initialize the parameters as distances dgg, and dr,p, (r = {1,2} and n =
{N,...,1}), path-loss exponent factor ¢, PA factors &; as (9), randomly generate 1 x 10°
samples for each fading channel over Rayleigh distribution;

Output: Simulation (Sim) results of OP at the relay R, (r = {1,2}).

1: Calculate SINR at IoT relay R, by applying (12)—(15);
2: Calculate achievable bit-rate at IoT relay R, by applying (16) or (17);

T
3: Find the minimum of achievable data rate  min {R R—x, } by applying (18) or (19);

i={N,...n}

4: Initialize variable count < 0;
5: for] = 1to 1 x 10° samples do
6: if min {RRf)x } > R then

i=(N,..1} | R

count < count + +;

end if

9: end for
10: return OP at the IoT relay R, in transmission block t = {odd, even} as given OPg, (t) =

1-— count/lOé.

Theorem 2. The outage event at IoT device D,, (n € N) in transmission block t occurs, on one
hand, if IoT relay R, cannot decode at least a message x; (x; € {xn, ..., x,}) in the received signal
as (5) for t = odd or (8) for t = even. On the other hand, if IoT device D,, cannot decode at least a
message x; (x; € {xn,...,Xn}) in the received signal as (20) for t = odd or (21) for t = even.

In other words, the OP at IoT device Dy, in transmission block t is expressed as follows:

. T . )
OPp,(t) =1— Pr{i_m}?’n}{Rer xz} >R, i_{r}r\}}gﬂ}{Rﬁﬂ x,} > R} (44)
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By applying CDF, expression (44) has been solved and obtained in closed-form as follows:

OPp, (t) =1 —exp (—’Y), (45)
Oy
s.t. @y, = min {(1 — AR,)BiPOS R, } (46)
i={N,...,n}
Wn = {I}lvm {BinAr,00s,R,OR,,D, }, (47)
Q) = min{®@y,, w, }. (48)

Lemma 2. Assuming IoT hub S, relay R, and device D, have been equipped by number of antennas
Ag > 1, Agr > land Ap > 1, respectively. TAS/SC techniques have been employed at transmitter
and receiver to select the best signal. As a result, OP at IoT device Dy, in MIMO scenario is
expressed as shown in (A13).

See Appendix B for proof.
From expression (44), the study provides an algorithm for OP Monte Carlo simulation
at the IoT device D, as Algorithm 3.

Algorithm 3 Algorithm for investigation OP at IoT device D, in a transmission block
t = {odd, even}

Input: Initialize the parameters as in Algorithm 2;
Output: Simulation (Sim) results of OP at the IoT device Dy;
1: Calculate SINR at relay R, by applying (12) and (13) for r = 1 or (14) and (15) for r = 2;
2: Calculate achievable bit-rate at relay R, as (16) for ¥ = 1 or (17) for r = 2;
()
3: Find the minimum of achievable data rate mm }{RIE1 e } ;
n T 1

4: Calculate SINR at device D, applying (22) and (23) for t = odd or (24) and (25) for

t = even,;
5: Calculate achievable bit-rate at device D, by applying (26) for t = odd or (27) for
t = even,;

(£)

. .. . . T

6: Find the minimum of achievable data rate {mm }{R Do —x. } ;
i={N,...,.n neh

7. Initialize variable count < 0;

8: for! =1to 1 x 10° samples do

() ( )
9 if <m1n<i_{r}1\]}2n}{Rer xz} _ {rln\]}?,n}{RDz}1 i }) > R) then

10: count < count + +;
11: end if
12: end for

13: return OP at device D, in transmission block t = {odd, even} as given OPp, (t) =
1-— count/lOé;

3.2. IP at Eavesdropper

Theorem 3. The IP event at eavesdropper E in transmission block t refers to IoT relays and
devices decoded the messages successfully; however, the eavesdropper E cannot decode the messages
successfully. IP at eavesdropper E is expressed as follows:

T T
IPp_,p, () =1— Pr{i_g\l]}?’n}{Rer xz} >R, i_g\}}?,n}{REZ xz} > R} (49)
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In other words, expression (49) may be rewritten as follows:

(1) (1)
IPEﬁDn(t)zl—Pr{min{ min {Rf;rxi}, min {R;’le}}zn} (50)

i={N,..,n} i={N,..,n}

(t)
2 —Pr{ min {RZZ_XI} > R} (51)

i={N,..,n}

By substituting expressions (16), (17), (36)—(39) into expression (50), we always obtain
(t) 0)
expression (51) since  min {RITQ_X} > min {R?’_x_ }
i={N,...n} T i={N,...,n} 4
By applying PDF over Rayleigh distribution, we obtain IP at eavesdropper E in closed-form
as follows:

i-1
(“i -TLX Déj) US,R,OR,E

j=1

IP t) = 1-—
E—>D,,( ) i:gl\fi).(,n} i—1
a;—y '21 & | 05 R,OR, E + 0Y0S R,OR; E
]:
xexp| — 7 , (52)

i-1
AR, (061' -r¥X “j) POS,R,OR, E
j=1

where R, is the selected relay and Ry is the rest relay, 6 = 1 if the rest IoT relay sent jamming signal
or 6 = 0if the rest IoT relay did not send jamming signal to the eavesdropper E, and SINR threshold
in expression (52) is with 7y = 2R _Tory=2%R 1 for well known or unknown transmission
script at eavesdropper E, respectively.

See Appendix C for proof.

3.3. System Throughput Maximization

The IoT network capacity is a crucial factor. The authors analyzed and obtained an
ergodic sum rate as shown in [38] (Equation (28)). The authors then obtained the sum of
devices’ bit-rate threshold as shown in [38] (Equation (29)). In contrast, this study aims
to prove that devices’ bit-rate threshold improves network capacity and enhances secrecy
performance as well. In the considered IoT network as shown in Figure 1, the target SINR vy
has belonged to the IoT devices’ bit-rate threshold R. From expression OP at IoT device D,
as shown in (45) and expression IP at eavesdropper E as shown in (52), this study obtained
the maximum of achievable bit-rate threshold R, for IoT device D,, (n > 1) as follows:

1 oy
Ry = =log, [ 14+ 21 53
w2 g2< zy_faj) ©3)

By substituting (53) into expressions (45) and (52), the OP at IoT devices and IP at
eavesdropper E always tend to one with any SNR p since expression (53) given ceiling
bit-rate threshold of IoT device D,,. It means that IoT devices’ pre-defined bit-rate threshold
cannot tend to equal or greater than (53). On the other hand, expression (53) provides
achievable maximum data rates for IoT devices in a heterogeneous manner. It means that
the IoT devices are served with different throughput leading to unfairness between IoT
devices. Therefore, this paper proposes to unify a data rate threshold for all IoT devices
as follows:

R = min {R,}—v, (54)

1<n<N
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where v factor deals with tolerance for v ~ 0. The expression (54) is to ensure all IoT
devices could decode their own message successfully and reach the same throughput while
SNR p — oo.

3.4. PS Factor Optimization and IP Maximization

This paper proposed a unity of IoT devices’ bit-rate threshold as shown in (54) to
ensure all IoT devices could decode their own message successfully; however, the eaves-
dropper E could also eavesdrop and detect IoT devices” messages. From expressions (45)
and (52), the study analyzed that the OP and IP performance may be impacted by the
factors, i.e., PA factors «;, SNR p, channel gain coefficients, data rate threshold R, and PS
factor Ag,, etc. Assuming PA factor «;, channel gain coefficients and SNR p are fixed while
a unify of IoT devices’ bit-rate threshold is given by (54). Furthermore, the study optimizes
PS factor Ag, forr = {1,2}.

To optimize the OP and IP performance, this study considers the OP performance
at IoT relay R, and OP performance at the farthest device Dy is approximate and IP
performance at eavesdropper E is maximization. As a result, we exploits the optimal PS
factor Ay for EH at IoT relay R, as follows:

min oy
n:{N,...,l}{ Ry'Dn}

55
o r (55)

/\R, =1—-—max{ 1,

4. Numerical Results

For simplicity, this study assumed the coupled IoT relays are closed to each other.
Therefore, the distances from IoT hub S to coupled relays Ry and Ry are dg, = dg, = 10 m.
The IoT network shows the number of N = 3 IoT devices. Distances from coupled IoT
relays to IoT device Dy, are equally (dg,,p, = dg,,n, for n € N). In this section, the paper
conducts the analysis and Monte Carlo simulation results. The outcomes presented in this
paper are given by parameters as shown in Table 2.

Table 2. Table of parameters (denoted r = {1,2}).

Number of devices
Distances

Path-loss exponent
Channel gains

Fixed bit-rate thresholds
Optimal bit-rate thresholds
Fixed PS factor

PS factor

PA factors

SNRs p

Status of jamming signal

N=3

dS,R, =10 m, dR,,Dl =5 m, dR,,DZ =7 m, dR,,D3 =12 m, dR,.,E =4m
e=4

OS R, = 0.01, OR,,D; = 0.04, OR,,D, = 0.0204, OR,,D; = 0.0069, OR,E = 0.0625
R = Rl = Rz = Rg, = 0.1b/S/HZ

R = 0.499 b/s/Hz as given by (54) with tolerance factor for v = 0.001
AR, = 0.4

AR, = 0.3056 as given by (55)

«1 = 0.1667, ap = 0.3333, and a3 = 0.5 as given by [21,37]

{0,...,50} dB

6=1

The study examined the impact of crucial factors, i.e., PS factor Ag, and pre-defined
IoT devices’ threshold R. Figure 3a plotted the impact of PS factor Ag, onto OP perfor-
mance at coupled IoT relays R, and IoT devices by fixed pre-defined bit-rate threshold
R =0.1b/s/Hz. Allocated unsuitability of PS factor Ay, leads to OP performance at ei-
ther coupled IoT relays or IoT devices tending to one. On the other hand, Figure 3b
also sketched OP performance at coupled IoT relays and IoT devices; however, con-
sidering the impact of pre-defined bit-rate threshold R. A lower pre-defined bit-rate
threshold R leads to better OP performance (OP — 0), however, lower system throughput
(throughput = (1 — OP)R). Observing Figure 3b, it is worth noticing that if the pre-defined
bit-rate threshold R < 0.5b/s/Hz and SNR p — oo, the OP at all IoT nodes then tends to
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zero. on the other hand, if pre-defined bit-rate threshold R > 0.5b/s/Hz, the OP at all IoT
nodes then always tends to one since R = 0.5b/s/Hz is the ceiling bit-rate threshold.

OP at relay R, i
i OP at device D, =
= OP at device D, '?E
= OP at device D; ©
3 & £ 05
E T
& 5
@ =
EY 5
£ 5
= 4
S 0g
0
[0 OP at relay R, v & ' D
O OPatdevice D;| SNR p (dB) 50 0 AN
<> OP at device D, ©
. OP at device D3 'Q‘
x&
,\),{7’
PS factor Ap, R
(a) (b)

Figure 3. Comparisons of OP at coupled IoT relay R, and IoT devices with (a) fixed pre-defined
bit-rate threshold R = 0.1 b/s/Hz versus PS factors Ag, = {0,...,1} while (b) fixed PS factor
AR, = 0.4 versus pre-defined bit-rate threshold R = {0,...,0.5} b/s/Hz.

Figure 4a presented OP performance at coupled IoT relays and IoT devices, where
fixed pre-defined bit-rate threshold R = 0.1 b/s/Hz and PS factor Az, = Ag, = 0.4.
The OP performance of IoT devices are approximate and tend to zero when SNR p — co.
Figure 4b also plotted OP performance of coupled IoT coupled relays and IoT devices;
however, where pre-defined bit-rate threshold R = 0.499 given by (54) and PS factor Ag,
as given by (55). Although OP performance of IoT devices also tended to zero as shown
in Figure 4b; however, the OP performance of IoT devices are worse than the obtained
results as shown in Figure 4a. Since the pre-defined bit-rate threshold R = 0.499b/s/Hz
in Figure 4b is greater than the pre-defined bit-rate threshold R = 0.1 b/s/Hz in Figure 4a,
therefore, SNR in Figure 4b is higher SNR in Figure 4a.

10 z §> 108
N
\
107 \B> 1 107!
B & &
= Threshold R =0.1 b/s/Hz . = Threshold R =0.499 b/s/Hz
= <~
< <
S PS factor A, =0.4 < PS factor Az, =0.30556
& 102 : 1 & 102 ]
@ : @ .
:"é’ O Ana OP at relay R, \ % O Ana OP at relay R, \
= Sim OP at relay R, \ = Sim OP at relay R, \\\,
] Ana OP at device D, \ @] Ana OP at device D, \\‘
— — —Sim OP at device D; '\‘ % — — —Sim OP at device D; \\
103 F [0 Ana OP at device D, Y& E 103 F [0 Ana OP at device D,
77777 Sim OP at device D, g —-—-—Sim OP at device D,
D Ana OP at device Dy N\ D Ana OP at device Dj
Sim OP at device Dy N\ Sim OP at device Dy
%  Lemma N\ N *  Lemma
e | Y =TT — | |
0 5 10 15 20 25 30 35 40 45 0 5 10 15 20 25 30 35 40 45 50
SNR p (dB) SNR p (dB)
(a) (b)

Figure 4. OP performance at IoT relays and devices with (a) fixed PS factor Az, = 0.4 and fixed
bit-rate threshold R = 0.1, (b) optimized bit-rate threshold and PS factors.
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The system throughput results in Figure 5a,b tended to pre-defined bit-rate threshold
‘R when SNR p — oo. It is important to notice that IoT devices’ throughput performance
reached in Figure 5b is higher [oT devices’ throughput performance reached in Figure 5a
since IoT devices’ bit-rate threshold R = 0.499 b/s/Hz is greater than fixed IoT devices’
bit-rate threshold R = 0.1 b/s/Hz.

L 7 & B
0.1 : : : —p——— & 05 : : : e £
Ana TP at device D, : Ana TP at device D, //
0.09 | |— — — Sim TP at device D, 1 b 0.45F |— — —Sim TP at device D, E
[0 Ana TP at device D, ,/ [0 Ana TP at device D, /]

0.081 |77~ Sim TP at device D, / 1 04F |——— Sim TP at device D, 1 i
= D Ana TP at device Dy /,/ < D Ana TP at device Dj I
= o07f Sim TP at device Ds / i = 035} Sim TP at device D3 ; I D 1
= / & r
< 0.06 % 1 < 03[ I 8
= ! = Threshold R =0.499 b/s/Hz @
% 0.05 / % 0.25 e
) 3 E 50 3 : ,
g [ ‘ !
c i/ Threshold R =0.1 b/s/Hz é I
£ 004f / . g o02f / i :
5 / PS factor Ap, =0.4 E PS factor Ap, =0.30556 | Dﬁ
+ 0.03 [ I D N < 015 | b
> { > /
0N / 1) I/

0.02 / il 0.1F - |

/ I/
0.01 / 1 0.05 1/ 7
/ i
Of} B P U ;. 4 . . . . . . Of} J o .Y B i By By \D . .
1 7 el L~ 7l } 4 o |74
0 5 10 15 20 25 30 35 40 45 50 0 5 10 15 20 25 30 35 40 45 50
SNR p (dB) SNR p (dB)

@

Figure 5. Comparisons of system throughput at IoT devices with (a) fixed PS factor A, = 0.4 and
fixed bit-rate threshold R = 0.1, (b) optimized bit-rate threshold and PS factors.

To verify the potential threat affecting the information propagated on the proposed
IoT network, the study investigated the probability that an eavesdropper successfully
decoded information from the wiretapping signal as shown in Figure 6. Unfortunately, the
results obtained plotted that eavesdropper E has a better probability result than legitimate
IoT devices decoding their own proprietary information. In other words, the results
shown in Figure 6 are better than those shown in Figure 4a. It is worth explaining cause
eavesdropper E has better probability results in decoding information than legitimate IoT
devices. Please note that the expression (52) becomes (45), where § = 0. In addition, the
distance from the eavesdropper E to the IoT relays (dg, g = 4 m) is less than the distance
from the IoT devices to the IoT relays (dgr,,p, = 5m, dg, p, = 7m, dg,p, = 12m). Asa
consequence, eavesdropper E has channel gain (og g = 0.0625) that is greater than the
channel gains possessed by IoT devices (0r, p, = 0.04, 0r, p, = 0.0204, 0, p, = 0.0069).
Thus, we obtained probability results that eavesdropper E can successfully decode the
information better than IoT devices can. In other words IPr_,p, < OPp,, where § = 0 and
dR, e < dr,D,-

In contrast, the major aim of this study is to improve the security of an individual IoT
wireless network as shown in Figure 1. There are two cases. In the first case, transmission
script is unknown at eavesdropper E. Eavesdropper E randomly selected a received
signal (30) or (31) for SIC. In the second case, the transmission script is well-known at
eavesdropper E, eavesdropper E selected signal as (30) for SIC in odd transmission block
and then signal as (31) for SIC in even transmission block. Figure 7a shows the potential
threat when eavesdropper E is able to decode messages of legitimate devices from the
wiretapping signal. For example, the eavesdropper E had IPr_,p, (f) ~ 0.2 probability
to decode message x3 successfully at SNR p = 30 dB. However, IP performance reached
IPg_,p,(t) ~ 1 approximately at SNR p = 30 dB. In particular, the eavesdropper E had just
IPg_,p, (t) = 0.9986 even p — oo since the impact of the friendly jamming signal as shown
in Figure 7b.
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Figure 6. IP performance of cooperative NOMA-IoT network without jamming signal.
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Figure 7. IP performance of cooperative NOMA-IoT network with jamming signal, (a) fixed PS factor
AR, = 0.4 and fixed bit-rate threshold R = 0.1, (b) optimized bit-rate threshold and PS factor.

5. Conclusions

Future IoT network requirements have accelerated information propagation rapidly
and safely. To satisfy these major aims, the study employed the emerging cooperative
NOMA technique and proposed some new solutions, i.e., RS strategy and RF-EH-enabling
for forwarding signal and transmitting jamming signal. On one hand, IoT devices” thresh-
old is defined to maximize throughput performance. On the other hand, the PS factor
is also defined to optimize OP and IP as well. Based on the practical model, analysis
and simulation results, the study conducted the propositions may provide high network
capacity and high reliability to toward next IoT networks. The study is still opening some
future tasks such as how Nakagami-m distributions affect OP performance, or how secrecy
performance is impacted if eavesdropper equipped multi-antennas.
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Appendix A. Proof of Theorem 1

By substituting (1), (4) into (5), (8), respectively, we obtain the received signals at
IoT relays R; and R, in odd and even transmission blocks, respectively. By applying SIC,
we obtain an instantaneous bit-rate threshold at coupled IoT relays as shown in (16) and
(17). By substituting expression (16) or (17) into expression (40) and after the algebraic
transformation, we obtain OP at coupled IoT relays in closed-form by applying PDF over
Rayleigh distribution as follows:

Oy, () =1-Pe{ s P = -}

(1—Ag,)Bp
=1- / ! exp<x>dx
] OS,R, OS,R,
(1*AR,)ﬁp
Y
=1—exp| — . Al
p( a- AR»ﬁpas,R,) (AD

In Lemma 1, this study assumed that IoT hub S has been equipped with the number
of antennas Ag and coupled IoT relays have been equipped with the number of antennas
Ag. By employing TAS protocol at IoT hub S, SC protocol at coupled IoT relay as in [15]
and applying CDF as given by [21] (Equation (57)), we obtain OP at coupled IoT relays for
MIMO scenario as follows:

OPg,(t) =1 Pr{ max ]{|HS,R,|2} > (’Y)}

[A5><AR 1 — /\Rr ﬁp

A P e

_y _(=DTAr 1 <_X>d
g0 (A=) / OS,R, P 05 R, g
(17/\Rr)ﬁp

A L
_ (1" Al N Py
= LG (- AR,)ﬁpas,R,>’ (A2

where A = AgAg.

Appendix B. Proof of Theorem 2

From (44), OP at IoT device Dy, is rewritten as follows:

)

)
OPp, (t) = max 1Pr{ min {RRlyxl} ZR},lPr{ min {Rgznxl} ZR} . (A3)

i={N,..,n} i={N,..,n}

Z n QTl
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After the algebraic transformation, expression Z, in (A3) could be obtained by apply-
ing PDF given by [21] (Equation (55)) for i > 1 or [21] (Equation (56)) for i = 1 as follows:

Zy =1 —Pr{hs,RJZ S ’))/,BnP‘TSR }

(“Mz,)ﬁnp
=1—-exp <— i ), (A4)
(1 - /\RV)IBWPUS,Rr
s.t. Bn = i:g\lli?n}{ﬁi}/ (A5)

where §; in expression (A5) is given by (42).

By substituting (26) for ¢ = odd or (27) for t = even into (A3) and applying PDF given
by [21] (Equation (55)) for i > 1 or [21] (Equation (56)) for i = 1, expression Q, in (A3)
could be obtained as follows:

Qu=1- Pr{|th,Dn|2 > 7}

- ﬂAR,ﬁnPUS,Rr

7 1
=1— / exp <— ad )dx

v O—Rl‘/Dn UR”DH

AR, Bnpos R,
Y
=1—exp| — ’ A
p < 7’//\Rr anpUS,RVJerDn > ( )

where §; in (A6) is given by (A5).
From results presented in study [18], the OP result at IoT device referred to OP result
at either IoT relays or IoT device. Therefore, expression (A3) could be rewritten as follows:

OPp, (t) = max{Z,, Qu}

= 1—exp<—gn), (A7)

st. @, = min {(1-Ag,)BiposRr,}, (A8)
i={N,...,n}

wp = min {B;yAR00sR,OR,D,} (A9)
i={N,...n}

Oy = min{®@y, wy }. (A10)

In Lemma 2, IoT hub S, relays and devices have been equipped multiple antennas
with Ag, Ar and Ap, respectively. Therefore, expressions Z, and Q, in (A3) are rewritten
as follows:

Z,=1—P HepPl>_ T
o= tre] ma (e} 2 ]

A (—1)¥Al T x
—1-|1-y 22 / — exp| — d
» piA=-p)t S osg eXp( fTs,Rr> *

$=0
& (—nrar oy
- l,,;o PiA—p) P <_ (1- /\R,)/snpais)r (A11)
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Qn=1 —Pr{ max ]{\HR”D”Z} > 7}

[ARX D N r]AanBYlpUSrRr

A ¥ <
(—1)Y Al / 1 ( x >
=1—|1- E — ex - dx
oo A=) ] or.p, PU ok

AR, Prps R,

A ¥
_ (=17 Al B Py
= YA P ( AR, BnPTS R, OR,,D, > ' (A12)

By substituting (A11) and (A12) into (A3), we obtain OP at device D, in MIMO
scenario as follows:

OPp, (t) = max{Zy, Qu}

A [
_ (1" Al Py
— wg;o PIA— ) exp<—0n>. (A13)

where ), is given by (A10) and A = AgAg or A = ARAp if max{Z,,Qu} = Z, or
max{Z,, Qn} = Qu, respectively.

Appendix C. Proof of Theorem 3

From expression (49), IP at eavesdropper E is rewritten as follows:

7

(t)
IPEﬁDn(t)zl—Pr{min{ min {RRly_xi}, min {Rgz_xi}}zR}. (A14)

i={N,..,n} i={N,..,n}

After the algebraic transformation, we obtain IP at eavesdropper E as follows:

P =1— min JPrl|h 2>#},
R M e e

o (0nRpos R, I, e +1) 2
Prq |hg, el > ,hR;El” =0
HAR,00S,R, Bn
X )dx,

exp| —
US,R, ( US,R,

(o)
=1—min /
Y

(1-r, )Bneos g,

(o] (o]

1 X y )
exp| — — dxd
/ / UR;,EUR:E P ( OR,E  UR;E y

0 v (onag,pos r,y+1)
AR, PSR, P

0 Bn0s,R,OR, E ( 0 )
, exp| —-——————— . A15
(1- AR,)ﬁnPUs,R,) Bn0s R, OR, E + 6705 R.OR;E P HAR,PBnOs R, OR, E (AI5)

K u v

=1—min exp<—

Observing expression (A15), IP at eavesdropper E referred to IPr_,p, () = 1 —
min{K, UV} = 1 — UV since the impact of the jamming signal. IP at eavesdropper E
then tends to floor IPr_,p, (t) =1 —min{K, UV} =1— U since V — 1 when SNR p — co.
The major aim of this study is to improve secrecy performance for IoT network. It means
that expression U in (A15) needs to tend to zero (U — 0). To reach this aim, the study
proposed a pre-defined bit-rate threshold as given (54) and a PS factor as given (55). As a
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result, the IP at eavesdropper E tended to one approximately at almost SNR as shown in

Figure 5b.
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