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Abstract: The violation traffic laws by driving at high speeds, the overloading of passengers, and
the unfastening of seatbelts are of high risk and can be fatal in the event of any accident. Several
systems have been proposed to improve passenger safety, and the systems either use the sensor-based
approach or the computer-vision-based approach. However, the accuracy of these systems still
needs enhancement because the entire road network is not covered; the approaches utilize complex
estimation techniques, and they are significantly influenced by the surrounding environment, such as
the weather and physical obstacles. Therefore, this paper proposes a novel IoT-based traffic violation
monitoring system that accurately estimates the vehicle speed, counts the number of passengers, and
detects the seatbelt status on the entire road network. The system also utilizes edge computing, fog
computing, and cloud computing technologies to achieve high accuracy. The system is evaluated
using real-life experiments and compared with another system where the edge and cloud layers
are used without the fog layer. The results show that adding a fog layer improves the monitoring
accuracy as the accuracy of passenger counting rises from 94% to 97%, the accuracy of seatbelt
detection rises from 95% to 99%, and the root mean square error of speed estimation is reduced from
2.64 to 1.87.

Keywords: IoT; vehicular safety; edge computing; fog computing; passengers counting; seatbelt
detection; speed estimation

1. Introduction

Traffic violations, including vehicle over-speeding, overloading of passengers, and
seatbelt unfastening, are among the causes of serious injuries and fatalities among passen-
gers in the event of accidents. These violations reduce safety and result from the individual
characteristics of drivers [1]. Therefore, traffic violation monitoring is important because it
assists authorities to improve the safety of passengers. While some countries still depend
on the traditional monitoring methods, such as monitoring by police officers, Intelligent
Transportation Systems (ITS) have achieved considerable results in improving safety on
roads by providing different vehicle monitoring technologies, such as visual perception [2],
wheel damage detection [3], and accident prediction and recommendation systems [4].
Most advanced monitoring methods are based on the Internet of Things (IoT), utilizing
different sensors and different types of computing, processing, and storage.

The recently proposed IoT traffic violation monitoring methods can be classified into
sensor-based monitoring and image-processing-based monitoring. Sensor-based monitor-
ing incorporates different types of sensors, e.g., RADAR [5] and LIDAR [6,7], for speed
estimation. Moreover, infrared sensors, gas sensors, and a thermopile matrix are used to
count the number of passengers [8]. Further, magnetic sensors, pressure sensors, and seat
mats are used for seatbelt detection [9,10]. On the other hand, the image-processing-based
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methods depend on the use of a camera onboard or on roads. This approach utilizes
different algorithms for estimating speed [11], counting passengers [12], or detecting seat-
belts [13,14]. Examples of these algorithms are derived from neural networks and deep
learning [15,16]. However, these techniques have shortcomings, which can be summarized
as low accuracy, because the entire road network is not covered by these systems, and they
are sensitive to weather and obstacles [17]. Moreover, image processing algorithms usually
require long computation times, which causes delays in estimation and makes a real-time
response more difficult [18]. Therefore, systems that can monitor violations on the entire
road network accurately and enable a real-time response are needed.

This research proposes a traffic violation monitoring system consisting of an edge
computing layer, a fog computing layer, and a cloud computing layer. The novelty of the
system is the combination of the three layers for the first time in traffic violation monitoring,
and the combination of the monitoring of speed, passenger counts, and seatbelt fastening.
The edge layer consists of a microcontroller connected to a GPS sensor, infrared sensors,
and limit switch sensors. The edge layer aggregates data collected from sensors and
forwards the data to the fog layer. The fog layer contains algorithms for speed estimation,
passenger counting, and seatbelt detection. The fog layer inputs the GPS data to the
Haversine algorithm, which estimates the speed. The system compares the speed of a
vehicle with the permitted value on a certain road. Moreover, the system counts the number
of passengers using infrared sensors and compares it with the permitted value. Further,
the system determines the status of seatbelts using limit switches. A warning message will
be displayed by the controller if the speed or number of passengers exceeds the permitted
value and a seatbelt is unfastened. The fog layer will send the violation information to the
cloud if the driver does not reduce their speed, put a seatbelt on, or reduce the number
of passengers within a period of time or after a number of warnings. In addition, the
fog layer aggregates data collected from the edge layer and sends the data to the cloud
periodically to allow for a second phase of violation checking. The cloud side is responsible
for communicating with the fog nodes, storing data, processing data, searching for violating
vehicles, and updating vehicles with the permitted speed based on the location. The cloud
also communicates with traffic stations to notify them if any vehicle violates the law.

The system was evaluated using real-life data by evaluating its components on vehicles
to estimate speed, passenger counts, and seatbelt status. To determine the effect of adding
the fog layer to the violation monitoring system, the proposed system was compared to
the system proposed in [12]. The proposed system with the fog layer outperforms the
system with the edge layer alone, because the accuracy of speed, passenger count, and
seatbelt estimation is higher. We conclude that adding a fog layer improves the system’s
functionalities because the computational load is distributed on both layers. While the
edge layer prepares and aggregates the data, the fog layer operates the algorithms and
also prepares the data for the cloud layer. Therefore, the contributions of this research are
as follows.

• An IoT-based system for the continuous monitoring of traffic violations, including
over-speeding, passenger overloading, and seatbelt unfastening, is presented. This
contribution includes both the architecture, consisting of edge computing, fog comput-
ing, and cloud computing, and the algorithms used for the monitoring. This system
benefits the safety of autonomous vehicles.

• Empirical proof shows that adding a fog layer between the edge and cloud layers
improves the estimation accuracy, because the fog layer provides the system with
more computational resources for operating the estimation algorithms.

• Empirical proof shows that the sensor-based approach achieves high accuracy in speed
estimation, passenger counting, and seatbelt fastening checks, while maintaining a
low computational demand on the edge side.
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2. Related Work

Different methods and systems have been proposed in the literature for monitoring ve-
hicle violations. This research focuses on speed monitoring, passenger number monitoring,
and seatbelt status monitoring through the use of edge, fog, and cloud computing.

The edge computing approach has been recently used extensively because of its ability
to share computational and communication resources with terminal devices, and it conse-
quently improves the overall performance [19,20]. In the vehicular context, edge computing
has the potential to support efficient traffic management and monitoring. However, this
field still faces challenges, including the amount of data, cooperation among vehicles,
and privacy, and these challenges can be tackled by different methods, such as federated
learning [21]. Edge computing has been used for traffic management (e.g., [22,23]), but
with little focus on traffic violation monitoring (e.g., [12,24,25]). Similarly, fog computing
has been used for traffic management (e.g., [19,26]) but with little focus on monitoring
violations (e.g., [27]). The proposed edge and fog computing systems are dominated by
the monitoring of speed and traffic signals, while passenger counting and seatbelt status
checks have not been addressed within these computing approaches. To the best of our
knowledge, this is the first study that combines speed estimation, passenger counting, and
seatbelt status checks using IoT with edge, fog, and cloud computing.

2.1. Speed Monitoring Systems

There are two categories of vehicle speed estimation techniques. The first category is
speed estimation using sensors, and the second is speed estimation using computer vision.

In the sensor-based speed monitoring category, such systems use different types of
sensors. For example, surveillance systems usually estimate vehicle speeds using sensors,
such as RADAR [5] and LIDAR [6,7]. These systems are usually expensive, and they are
only effective over small distances and are less precise [5]. In [28], the authors utilize
information from the Global Positioning System (GPS) and an inertial measurement unit
to eliminate the noise produced by sensors and the bias in determining the speed of an
electric vehicle. In [29], the authors utilized data from an accelerometer, an angle sensor,
and a Holzer sensor to estimate the vehicle speed. An Inertial Navigation System, GPS, and
Dead Reckoning based on an Anti-Lock Braking System were also used in [15] to estimate
a vehicle’s speed. Moreover, an in situ pavement sensor is used to estimate vehicle speed
in [30]. The aforementioned systems demonstrate that data extracted from accelerometers
and GPS can be used to estimate the speed of a vehicle.

Recently, researchers have employed the sensors in smartphones to evaluate different
parameters of a vehicle, including acceleration, vibration, and speed [31]. In [32], the
authors developed a surveillance system for buses, using an Android-based phone and a
Raspberry Pi controller to track speed and trajectory. In [33], the authors proposed a system
to track the speed and location of a vehicle using mobile networks and GPS. Moreover,
the authors in [34] proposed a system to monitor speed bumps and the speed of a vehicle.
Given the large number of vehicles and the processing required, cloud computing combined
with IoT is essential for the deployment of vehicle speed tracking [34,35].

On the other hand, computer vision vehicle monitoring was founded in the 1990s
as vehicle surveillance systems were proposed in [5]. Techniques for image processing
have been extensively utilized to estimate speed from a video or a collection of images [36].
Segmentation, classification, and calibration algorithms are shared by all of these techniques,
although each technique employs a distinct methodology to reflect the implementation
context. For instance, artificial neural networks have been shown to be the most effective
and accurate among other classification algorithms [37]. In [38], in order to recognize
a vehicle in a video stream and compute its speed, a Convolutional Neural Network
(CNN) was employed. In [39], a competitive system with respect to a sensor-based speed
monitoring system was developed using inductive loops. This system extracts the license
plate from an image, tracks vehicle features, and compares the trajectories of the tracked
features to known real-world measures for estimating vehicle speeds.
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However, the main limitation in adopting these computer-vision-based methods is
that they are constrained by three main assumptions. First, they assume that vehicles are
moving at a constant speed, and, secondly, they operate a straight trajectory technique
within a single image. The third assumption is that they assume that the surfaces on which
the vehicles are moving are flat, or that they move on planar surfaces. To overcome these
limitations, 3D modeling would be required, which would make the process more complex
and less effective. Furthermore, further efforts and studies are required to estimate the
speed of the vehicle in crowded scenarios.

2.2. Passenger Number Monitoring Systems

Most research focuses on passenger flow, e.g., [40,41], while little research addresses
the number of passengers in a vehicle. Identifying the number of passengers in vehicles has
been proposed in different systems. The first approach is based on sensors. Seat occupancy
detection sensors using seatbelt detection can be used to count passengers onboard [8].
Another method is by detecting the amount of CO2 inside a vehicle using gas sensors [8].
Infrared sensors are also used to detect the number of passengers passing between an
emitter and a receiver [8]. Further, a matrix of thermopile sensors is used to capture the
emission of passenger bodies [8].

The second approach is based on image processing with a camera mounted inside the
vehicle. For accurate detection, deep learning and neural-network-based methods have
extensively been used. The research in [12] uses Kinect with a Bayesian tracking network
for passenger counting. The 3D LIDAR video is used to count passengers entering a train
when the train doors are opened [42].

2.3. Seatbelt Monitoring Systems

Different onboard seatbelt monitoring systems have been proposed for improving
passenger safety. The first monitoring approach is based on sensors, such as the seatbelt
reminder proposed in [43]. To detect the presence of passengers on seats, sensor mats for
sensing pressure can be installed on the seat heater or on the seat cushion foam [9]. The
authors in [10] used a reed-based sensor to produce a signal regarding the status of the
seatbelt, where the signal is generated due to a magnetic component installed on the male
buckle. Another method is by installing a sensor inside the female buckle to detect the male
buckle plate and send a Bluetooth signal to a smartphone [44,45].

The second approach for onboard monitoring of seatbelts is based on image pro-
cessing, such as [13,14,46]. In these systems, different image processing techniques are
used, including neural networks and deep learning. These algorithms consume a lot of
computational time and may not be compatible with real-time applications, so researchers
need to propose faster algorithms. For example, faster R-CNN (proposed in [47]) can be
a solution to increase the efficiency of seatbelt detection [48,49]. Moreover, seatbelts can
be detected from the outside of the vehicle using cameras installed on roads [50]. This
image processing approach is affected by light, window reflection, rain, and snow, and
computation time is still an issue that needs improvement [48].

In summary, vehicular speed monitoring, passenger counting, and seatbelt fastening
detection can be estimated using the sensor-based approach or the computer-vision-based
approach. The aforementioned studies do not focus on covering the entire road network
or connecting with authorities in real time. Moreover, the computer vision approach has
limitations, including the high computational demand and the effects of the surrounding
environment. Therefore, this paper proposes a novel system that combines the monitoring
of over-speeding, overloading of passengers, and seatbelt unfastening through the use of
edge, fog, and cloud computing. This system is important to improve safety in vehicles
and reduce the harm caused by accidents. Table 1 shows a summary describing the
classification of the related studies based on the objectives and the technologies used to
achieve the objectives.
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Table 1. Classification of related studies based on the objectives and technologies.

Sensor-Based Approach Computer-Vision-Based Approach

Speed estimation Proposed system
[5–7,15,30,33,34] [36–39]

Passenger counting Proposed system [8] [12,42]

Seatbelt detection Proposed system [43–45] [13,14,46,48–50]

3. Proposed System

This section presents the hardware and software design of the proposed system, which
aims at counting the number of passengers and monitoring the vehicle’s speed and seatbelt
status, in order to improve safety in vehicles. These functionalities are performed by the
components of the system, which are shown in Figure 1.
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Figure 1. The proposed monitoring system architecture, which consists of a microcontroller connected
to sensors as the edge layer, a processor as a fog layer, and a cloud layer connected to a traffic
monitoring station.

3.1. The Edge and Sensor Layer

This layer consists of the GPS sensor, infrared sensor, and limit switch sensor. The GPS
sensor, which is considered the primary component of this layer, uses the communication
module to communicate with the satellite system. Vehicle speed is estimated using the
vehicle’s coordinates, provided by GPS. The GPS coordinates are also used to determine
the location of traffic violations. The location is necessary for traffic authorities to identify
places with more violations and determine future control methods.

Another option for obtaining vehicle speed is through the CAN bus, which is available
in modern cars. However, the proposed system does not include this option because of the
likelihood that the CAN bus would not be present in most cars in developing countries.
The CAN bus requires a different interface for each car brand, which increases the cost.
Moreover, the proposed system has another two important functions, passenger counting
and seatbelt checking, and these functions depend on data that are beyond the scope of the
CAN bus.

The other sensor is the infrared sensor, which is composed of an emitter and a receiver
and is activated when a passenger interferes with the signal by entering or leaving the
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vehicle. Double infrared sensors are used in parallel for each door to determine the
direction of movement when entering or leaving the vehicle. Thus, the controller records
the movement in the local database with a timestamp for each movement.

Another type of sensor is the limit switches that are distributed on the seatbelt buckles.
All vehicles nowadays have these sensors to check whether seatbelts are fastened or not.
However, due to the difficulties of connecting with the vehicle’s internal computer system,
we installed extra limit switches to verify the functionality of the proposed system. The
limit switch essentially generates a high output (binary one) when the seatbelt is fastened.
The change in seatbelt status is stored in the local database with a timestamp and the vehicle
speed at the time of the change. Moreover, the sensor ID is stored to enable the monitoring
of which seatbelt is unfastened and to determine the passenger location. The limit switch
sensors are accompanied by pressure sensors to detect whether seats are occupied or not.

The sensors are connected to the edge layer, consisting of a microcontroller that is
responsible for receiving the data from the sensors, aggregates these data, and sends them
to the fog layer.

3.2. The Fog Computing Layer

The fog computing layer consists of a processor that is used to count the number of
passengers, estimate the vehicle speed, and check the seatbelt status. This layer also has a
storage capacity for storing important files, including the local database, the algorithms,
and the map. The control unit, in each fog computing node, uses the aggregated data
from the edge layer and runs the corresponding estimation algorithms. The output of
this layer includes the A JSON format file containing the number of passengers, the
aggregated vehicle speeds, the status of seatbelts, and the locations of the vehicles. This file
is transmitted to the cloud for additional processing. The second format is a sound format
that sends alerts to the drivers if the number of passengers, vehicle speed, or seatbelt use is
not in compliance with the rules. Every time a vehicle changes lanes or roads, the control
unit obtains the new road’s speed limit from the map stored on the fog node. The local
database, which is SQLite, assists in storing the vehicle’s location, speed, status, and other
unprocessed data. Moreover, 3G communication is used between the fog layer and the
cloud layer.

This layer is responsible for running the estimation algorithms. The passenger count
algorithm is illustrated in Figure 2, and it operates when any of the doors are opened,
instead of performing continuous counting. This reduces the computational load on the
edge. This algorithm reads the movement data from the local database, decides whether a
passenger is entering or leaving, counts the number of passengers (n) in the vehicle, and
finally compares the result with the permitted number (limit). If the number of passengers
exceeds the permitted value, the algorithm plays a warning message. The algorithm sends a
fine request to the traffic station after three warning messages, with three minutes between
each consecutive message.

The second algorithm is the speed estimation algorithm, and its flow chart is shown in
Figure 3. To avoid re-estimating the vehicle speed using the same GPS coordinates, this
procedure will be initiated as soon as the GPS data for the new coordinates are available in
the local database. The speed estimation method is also allowed to run every ten seconds,
which makes the speed estimation much easier and reduces the computational load on
the processor.

The simplest way to calculate speed is to divide the distance traveled by the time.
However, because of the altering road topology, it is difficult to calculate the distance
between two positions for a moving object with varying speed. Thus, in order to estimate
the vehicle’s speed accurately, this study uses the Haversine function, H.
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The Haversine algorithms calculate the distance between two coordinates on a sphere [51].
Thus, the distance d between two consecutive latitudes (lat) and longitudes (lon) can be
determined as

d = 2r ∗ arcsin[sqrt(H(lat2 − lat1) cos (lat1)cos t(lat2)H(lon2 − lon1))]), (1)

where r refers to the radius of the sphere, lat1 is the first latitude, lat2 is the second latitude,
lon1 is the first longitude, lon2 is the second longitude, and the Haversine function H can
be computed as

H(x) = (1 − cos(x))/2, (2)

where x is the central angle between the two radiuses reaching the first and the second
coordinates. Once d is determined, the speed is computed by dividing d by the travel time
between the two coordinates.
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Future Internet 2022, 14, 319 8 of 17

Future Internet 2022, 14, x FOR PEER REVIEW 8 of 17 
 

 

 
Figure 3. The flow chart of the speed monitoring algorithm in the fog layer. The algorithm estimates 
the speed using the Haversine function and warns the driver three times before sending the fine 
request to the cloud if the speed exceeds the permitted value. 

The flow chart in Figure 3 further indicates that if the speed s exceeds the speed limits 
on the road, the warningCount is incremented and the driver will receive a sound warning 
message. If the driver receives three warning massages, with five seconds between each 
two consecutive warnings, the vehicle will be considered in violation and the algorithm 
will request a fine from the traffic station. Furthermore, if no violations occur within a 
period of 30 s, data will be transferred to the cloud. In this way, the cloud software sub-
system can check for violations again, utilizing the coordinates and the travel time be-
tween two coordinates. If the system identifies a violation case, the data will be recorded 
in the database in the cloud layer. 

The third algorithm is the seatbelt status check algorithm, which is responsible for 
checking whether seatbelts in the vehicle are fastened or not. The algorithm flow chart is 
shown in Figure 4. This algorithm is triggered by the change in seatbelt status. The algo-
rithm essentially verifies that the seatbelt change from fastened to unfastened occurs when 
the vehicle is moving and when the pressure sensor is active (pressure = 1). We set the 
threshold speed at 20 KM/H to avoid requesting fines at very low speeds or in parking 
situations. The algorithm can identify the seatbelt locations based on the limit switch sen-
sor ID. Thus, the algorithm warns the driver and the passenger three times using voice 
messages, with ten seconds between each two consecutive warnings. If the seatbelt is kept 
unfastened during the trip, the algorithm requests a fine. 

In this algorithm, we made an assumption that the driver is responsible for the vio-
lation of seatbelt laws. However, some countries place the responsibility on the passenger, 
and others on both the driver and the passenger. 
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the speed using the Haversine function and warns the driver three times before sending the fine
request to the cloud if the speed exceeds the permitted value.

The flow chart in Figure 3 further indicates that if the speed s exceeds the speed limits
on the road, the warningCount is incremented and the driver will receive a sound warning
message. If the driver receives three warning massages, with five seconds between each
two consecutive warnings, the vehicle will be considered in violation and the algorithm will
request a fine from the traffic station. Furthermore, if no violations occur within a period
of 30 s, data will be transferred to the cloud. In this way, the cloud software subsystem
can check for violations again, utilizing the coordinates and the travel time between two
coordinates. If the system identifies a violation case, the data will be recorded in the
database in the cloud layer.

The third algorithm is the seatbelt status check algorithm, which is responsible for
checking whether seatbelts in the vehicle are fastened or not. The algorithm flow chart
is shown in Figure 4. This algorithm is triggered by the change in seatbelt status. The
algorithm essentially verifies that the seatbelt change from fastened to unfastened occurs
when the vehicle is moving and when the pressure sensor is active (pressure = 1). We
set the threshold speed at 20 Km/h to avoid requesting fines at very low speeds or in
parking situations. The algorithm can identify the seatbelt locations based on the limit
switch sensor ID. Thus, the algorithm warns the driver and the passenger three times using
voice messages, with ten seconds between each two consecutive warnings. If the seatbelt is
kept unfastened during the trip, the algorithm requests a fine.
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whether the seatbelt is fastened or not when the vehicle is moving and the seat is occupied. The
algorithm warns the driver three times before sending the fine request to the cloud if the seatbelt
is unfastened.

In this algorithm, we made an assumption that the driver is responsible for the viola-
tion of seatbelt laws. However, some countries place the responsibility on the passenger,
and others on both the driver and the passenger.

3.3. The Cloud Computing Layer

The cloud layer contains processors and storage capacity. In this layer, data from
edges through the fog layer are processed and stored in a database. This layer employs
an algorithm that monitors the speed of edges and identifies those that exceed the defined
limits. Moreover, this layer sends updates to the monitoring stations concerning the status
of all edges on the roads.

The cloud-layer software consists of services that receive the estimation data from
vehicles. The data initially are stored on the cloud. Since the cloud subsystem considers
multiple edges (the number of vehicles), a map-reduce method is utilized to distribute the
load on the servers in such a way that allows the efficient handling of data coming from
all edges (vehicles). A map-reduce function reads the data from the cloud storage and
aggregates the data based on the vehicle ID. Then, any fine requested by the edge-layer
algorithms is verified and transferred to the monitoring station’s notification service. The
cloud also re-estimates the vehicle speeds and compares them with the permitted speeds
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on the roads to allow a double check of speed. If the speed limit is violated, the cloud
notifies the driver and the traffic station using a speed notification service.

Other services include sending data to the fog layer to update vehicles with data
related to their locations, such as the permitted speed on the current road. We assume that
the digital map has the speed limit of each road—for example, the open-source map [52].
Each vehicle downloads the map when it registers to use the system. The time required to
download the map on the 3G network is approximately three minutes. The cloud updating
service sends updates about speed changes if, for some reason, e.g., maintenance, the speed
at a road segment has been altered by the authorities. The update message is a JSON file of
size 1.5 KB. This design is based on the main objective of fog computing, which is to bring
the computation closer to the edge devices so as to reduce the number of transmissions
and the amount of transmitted data.

3.4. Monitoring Station

The monitoring station is controlled by the authorities who are responsible for man-
aging and controlling the traffic or transportation. For instance, this station should be
accessible to traffic officers so that they can monitor vehicles’ speeds and identify viola-
tors. The station has a communication module that connects to the cloud, which is often
accomplished over the internet. Some local computations are managed by the local servers,
such as issuing fines when exceeding the number of permitted passengers, speed violation
fines, and seatbelt-related fines. The local server also responds to other inquiries made by
traffic authorities.

The traffic monitoring station’s software subsystem includes the user interface. The
user interface is an important part of the system because it enables users to view the
data of the road and edges (vehicles), carry out administrative functions, and issue fines
for vehicles that violate the rules. For example, the station receives a notification that a
vehicle has committed a violation, and consequently the station confirms the fine. This
subsystem allows users to make queries and generates reports about roads and vehicles.
Moreover, authorized users can view and update the map settings, user accounts, and
system parameters on the cloud. The MySQL local database is also a part of this subsystem,
and this enables the local server to efficiently handle the majority of the computations on
this subsystem.

4. Experiment and Results

In order to evaluate the effectiveness of the proposed system, different experiments
are designed to test the system’s accuracy in counting passengers, estimating speed, and
detecting the seatbelt status. The hardware used in the experiments includes an Arduino
Mega 2560 as a gateway connected to the sensors. This microcontroller is used as an edge
for the preprocessing of data and aggregation of the data. The edge sends the data to
a smartphone, which represents the fog layer, because smartphones possess processing
power, local storage, and GPS sensors. We modified the work published in [17] to allow
the speed estimation process to run on the fog layer. Table 2 lists the specifications of the
three smartphones (smartphone 1 (s1), smartphone 2 (s2), and smartphone 3 (s3) that were
utilized to evaluate the proposed system. In Table 1, CPU refers to the central processing
unit specification, GPU identifies the Adreno graphical processing unit, and the last column
defines the size of memory in gigabytes.

We used CloudSim [53] to simulate the cloud layer, and it was operated on a server
connected to the internet and hosting a MySQL database. The CloudSim simulation
parameters are shown in Table 3. The edge and fog side are real devices, but the cloud is
simulated due to resource limitations.

To test the connectivity between the cloud and the traffic monitoring station, the web
pages for the monitoring station’s website were developed using PHP, and the database
was created using MySQL. Other web pages will also open once a user logs in to the system
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using the log-in page, depending on the user’s privileges. The user can view the violations
and generate different reports.

Table 2. The specifications of the smartphones used in the experiments.

Smartphones CPU GPU (Adreno) Memory (GB)

s1 Octa-core (2 × 2.3 GHz Kryo 465 Gold
6 × 1.8 GHz Kryo 465 Silver) 618 128

s2 Octa-core (4 × 2.2 GHz Kryo 260 Gold
4 × 1.8 GHz Kryo 260 Silver) 512 64

s3 Hexa-core (4 × 1.4 GHz Cortex-A53
2 × 1.8 GHz Cortex-A72) 510 16

Table 3. CloudSim simulation parameters.

Parameter Value

Number of data centers 1
Number of hosts 1

Number of data center brokers 1
Number of virtual machines (VM) 4

Number of processing elements (PE) 1
MIPS of PE 4000

MIPS of each VM 400
VM RAM 2048 MB

Data center scheduling Space-shared
VM scheduling Space-shared

Bandwidth 1000
Number of cloudlets 10
Cloudlet scheduling Space-shared

CPU, RAM, BW Full utilization

4.1. Speed Estimation Results

We performed the experiments for speed estimation by driving a car on the Tulkarem–
Nablus route of 15.1 Km, as shown in Figure 5. A car with a digital speed meter, shown in
Figure 5 on the right side, is used to record the vehicle speed, which is used as a baseline
for comparisons. The speed meter data can provide the best option for monitoring speed,
but the inability to digitally read this speed in all vehicle brands and send it to the cloud
motivated us to use an external speed estimation. The three smartphones listed in Table 2
were used to evaluate the speed of the vehicle.

Figure 6 shows the results of the estimated speed. Although the devices can estimate
speed at a higher frequency, the data in the figures are shown every minute to simplify the
visual representation. The figure shows that there is a small difference between the actual
speed, as measured by the vehicle speed meter, and the estimated speed. Smartphone
1 outperforms other devices in estimating the speed, while smartphone 3 provides the
worst results.

The performance of the smartphone’s computations is what accounts for the accuracy
difference. The speed of performing the Haversine method and retrieving data from
memory are both impacted by the smartphone’s performance. Due to the low performance,
there is a delay in estimating the speed, which causes the predicted speeds to be lower or
greater than the actual speeds. Thus, a fog layer needs to possess sufficient computational
resources to achieve high accuracy.

To evaluate the effect of the fog layer on the accuracy, we compare the results of speed
estimation using the edge layer alone, as in [17], with speed estimation when the fog layer
is added to the system. The approach with the edge layer alone, in [17], is used as a baseline
for the comparison. We used smartphone 1, which had the highest accuracy, to compare
both approaches. The results are shown in Figure 7.
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Figure 6. Speed estimation using three smartphones. The speed estimated by smartphone 1 is higher
than that of smartphones 2 and 3. This accuracy is due to the high performance of smartphone 1,
since it can compute the estimation algorithm and fetch data from memory more quickly than
smartphones 2 and 3.

Additionally, we evaluated the root mean square error (RMSE) for the speed estimation
with and without the fog layer in order to better understand the accuracy at a wider data
range. The RMSE values are presented in Table 4 and show that the estimation with the
added fog layer has a lower RMSE, which means higher accuracy. The reason for the
higher accuracy of the approach with the fog layer is that the edge prepares the data for
the fog computing via preprocessing and aggregation. This means that both edge and fog
computing cooperate in improving the accuracy by sharing the computational load.

Table 4. The root mean square error of the system with and without the fog layer.

Smartphone RMSE
without Fog Layers

RMSE
with Fog Layers

s1 2.09 1.54
s2 2.79 1.82
s3 3.06 2.27

Average 2.64 1.87
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4.2. Passenger Number Monitoring Results

We tested the passenger counting algorithm by installing it on a vehicle. We used
smartphone 1 in this experiment because it had the highest performance. The infrared
sensors were installed at all doors of the vehicle to monitor the passengers entering through
all doors. We allowed passengers to enter and leave the vehicle through all doors to monitor
the change in the number of passengers. The experiment was repeated 50 times, in which
the number of passengers within the legal limit was repeated 25 times, and the number
of violating cases was repeated 25 times. The proposed systems (i.e., edge and fog layers)
were compared with the system in [17] (i.e., edge layer alone), and the results are reported
in Table 5.

Table 5. The accuracy of the passenger counting algorithm.

Accuracy

Door without Fog Layer with Fog Layer

Front left 95% 98%
Front right 94% 97%

Rear left 93% 98%
Rear right 94% 94%
Average 94% 97%

At the traffic monitoring station, the accuracy was also the same, which means that
the edge, fog, and cloud layers communicate well and no errors arose in the algorithms in
these layers.

4.3. Seatbelt Monitoring Results

We tested the seatbelt monitoring algorithm by changing the status of the five seatbelts
in the vehicle while driving. In this experiment, smartphone 1 was also used. Each seatbelt
was unfastened 50 times while driving at a speed of over 20 Km/h. The proposed system
(using an edge and a fog layer) was compared with the system in [17] (using only an
edge layer) to determine the influence of adding the fog layer. The results of the seatbelt
monitoring at the traffic station were as in Table 6. The accuracy of detecting seatbelts for
the same vehicle status was high, which means that the proposed system can be used for
seatbelt monitoring.
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Table 6. The accuracy of seatbelt detection with and without the fog layer.

Correct Detection Incorrect Detection Accuracy

Door without
Fog Layer

with Fog
Layer

without
Fog Layer

with Fog
Layer

without
Fog Layer

with Fog
Layer

Front left 47 49 3 1 94% 98%
Front right 48 50 2 0 96% 100%

Rear left 47 49 3 1 94% 98%
Rear right 48 50 2 0 96% 100%
Average 95% 99%

4.4. Latency Analysis

The most important advantage of fog computing is reducing the latency between the
edge and the cloud. In our experiments, the latency from the edge to the cloud when the
fog was not used was 1.7 s for the transmission of one 1.5 KB JSON file on the 3G network.
This time is required when estimations are performed on the cloud and to warn the driver
if a violation occurs. When the fog layer is used for the estimation, the warning message
requires around 0.08 s, and transmission from the fog to the cloud for the violation double
check requires 0.6 s. Thus, the fog layer reduces the time required for estimation and for
violation warnings.

5. Limitations

This research has some limitations that affect its accuracy. The main limitation was
the available resources for experimentations. We believe that the error in the speed estima-
tion, passenger counting, and seatbelt fastening check can be reduced by improving the
components used in the system. For example, the wiring problem can be solved by using
printed circuits. Moreover, the microcontroller was slow and had limited computational
power, and this can be overcome by using a more advanced microcontroller. Further, the
inability to access the vehicle computer system, which depends on the vehicle manufac-
turer’s specifications, forced the researchers to use external components. Furthermore, the
unavailability of a real cloud system forced the researchers to simulate the cloud by using
CloudSim, which also caused an estimation error. Despite these limitations, the research
achieved satisfying results, which can also be improved in future work.

6. Conclusions

This paper has proposed an IoT-based traffic violation monitoring system for the
ubiquitous monitoring of the vehicle speed, number of passengers, and seatbelt fastening.
The system aims at improving safety in vehicles and reducing the harm caused by traffic
accidents. Such a system can benefit the field of autonomous vehicles. The system consists
of three computing layers: the edge computing layer, the fog computing layer, and the
cloud computing layer. The edge layer is connected to the sensors, and it is responsible for
collecting data from the sensors and filtering and aggregating these data before sending
them to the fog layer. The fog layer runs the speed estimation, passenger count, and seatbelt
check algorithms and sends the results to the cloud layer. The cloud layer receives data from
all vehicles and performs a second check for traffic violations before sending reports to the
traffic stations. The paper concludes that adding the fog layer between the edge and cloud
layers improves the accuracy of estimation, because this layer shares the computational
load with the edge and sends the results to the cloud. Moreover, the paper concludes that
the sensor-based monitoring approach can achieve high accuracy without requiring the
same amount of computational resources as the image-recognition-based approach.

Our future work will include, firstly, improving the accuracy of the system by over-
coming the limitations and investigating the effect of the system on other parameters, such
as latency, throughput, and communication overhead. Secondly, future work will focus on
improving the security and privacy of the system using blockchain and smart contracts.
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The authors in [21] show that security and privacy concerns limit the implementation
of efficient vehicular traffic applications. Therefore, we will apply our proposed work
in [54–56] using blockchain to address these challenges. This system can be integrated
with traffic flow monitoring [57] and road quality detection [31] for the collection of data
on road conditions. In addition to the sensor-based and vision-based approaches, social
networking traffic data collection achieves accurate results in detecting accidents and traffic
conditions [58]. This approach needs the support of big data analytics [59]. As blockchain
is a distributed system, it can support the integration between data from sensors and data
from social networks, enabling better traffic monitoring. Another future direction is to
examine the proposed system’s performance in heterogeneous vehicular communication
environments [60].
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