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Abstract: A reliable log system is a prerequisite for many applications. Financial systems need to
have transactions logged in a precise manner, medical systems rely on having trusted medical records
and security logs record system access requests in order to trace malicious attempts. Keeping multiple
copies helps to achieve availability and reliability against such hackers. Unfortunately, maintaining
redundant copies in a distributed manner in a byzantine setting has always been a challenging task,
however it has recently become simpler given advances in blockchain technologies. In this work, we
present a tamper-resistant log system through the use of a blockchain. We leverage the immutable
write action and distributed storage provided by the blockchain as a basis to develop a secure log
system, but we also add a privacy preserving layer that is essential for many applications. We detail
the security and privacy aspects of our solution, as well as how they relate to performance needs in
relevant settings. Finally, we implement our system over Hyperledger Fabric and demonstrate the
system’s value for several use cases. In addition, we provide a scalability analysis for applying our
solution in a large-scale system.
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1. Introduction

The need for tamper-resistance log files is prevalent in many areas and is a concern raised
by numerous regulators and standards, such as PCI [1], HIPAA [2], and GDPR [3]. Examples
include medical records whose reliability can have life-or-death consequences, financial
information that must be accurate, and IT security files that are essential for identifying
security incidents and carrying out forensics. The above use cases share a common file
structure in which records are only being added over time, e.g., individuals have more
medical procedures, more financial transactions, and more security events are logged. In
addition, these files require high availability allowing a user to examine the records on demand.
The log files are used for assessing fault analysis [4], anomaly detection [5,6], forensics and
audits [7,8], and many other purposes. During an attack, one of the first steps that hackers
who manage to obta privileges take, is to clear the event logs from a compromised system
in order to hide their tracks. As covering the attack traces has become standard practice for
attackers, it is even integrated into the popular Metasploit meterpreter cyber attack tool
and is invoked using the script ‘clearev’ [9].

As evidenced from the above use cases, the need to have a trustworthy copy of the
log file is common to many organizations within the given fields. Naturally, trust between
these organization is a major issue. Our primary focus here is on several actors in a
semi-trusted environment seeking to improve the reliability and security of their logging
information, ensuring that the logging information is tamper-resistant. In order to illustrate
this, consider the case in which several banks are instructed by a regulator to secure their
log files. These banks will likely be willing to collaborate in such a joint effort to secure
their log files, but would not be willing to disclose the content of their files. Thus, we
seek a solution that does not reveal the content of the files to the participating parties.
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However, we can safely assume that the collaborating banks are unlikely to actively try to
hack each other.

Ensuring consistency of the distributed records in the presence of multiple writers is
not an easy task. Some parties may be offline, messages may be delayed or dropped due to
network disruptions and as a result the different parties may not share the same system’s
view at every given point in time. Furthermore, providing accuracy and tamper-resistance
in the presence of some malicious parties is even more complicated. Thus, a solution must
allow for distributing the information among the banks in a way that makes it available
and tamper-resistant, but at the same time provides mutual confidentiality.

We demonstrate that the blockchain [10], with appropriate modifications, optimally
fulfills these requirements and that it can be used to facilitate distributed secure-logging
among this set of actors. At its core, blockchain technology is designed to provide a
replicated state over the Internet. We note that while blockchain technology assists in
achieving the above requirements, decisions must be made about the type and reason for
using the blockchain. First, blockchain technology requires the joint effort of the parties
to guarantee security. Therefore the parties must have sufficient incentive to dedicate
their resources. Furthermore, the amount of effort is dictated by the properties of the
specific blockchain that is being implemented. For example, public blockchains, such
as Bitcoin, require significant (and costly) computational effort from the miners who are
motivated through receiving payment for their (successful) effort. Private blockchains,
which only allow specific identities to interact with the blockchain can use much more
efficient consensus algorithms such as PBFT [11], but still every participating party needs
to contribute to the network by providing servers that participate in the protocol. Thus,
trust and scalability issues must be considered before choosing the appropriate blockchain.
Different use cases will also involve different levels of trust between the parties and thus
have different requirements.

After deciding on which blockchain to use to minimize overhead, it is worth briefly
reviewing how the blockchain meets these requirements. The requirement of consistency
is fulfilled by the blockchain’s consensus protocol and blocks are tamper-resistant since
they are cryptographically sealed after writing. The distributed nature of the blockchain
not only provides high availability and resilience, it also challenges the attacker to break
into several security systems in different locations. However, the requirement of privacy is
not typically fulfilled merely by using a blockchain . While a permissioned blockchain can
limit the access to only authorized parties, it still grants full read-access to all of those who
are authorized. We provide privacy between authorized parties by adding an additional
encryption layer that encrypts the data prior to writing it to the blockchain.

A further issue is that blockchain technology is typically limited in the size of the data
that can be written to it in a single transaction. This means that storing large log files cannot
be done efficiently and requires many transactions. In addition to adding a privacy layer,
we therefore also add a mechanism that enables storing data off-the-chain to ensure high
throughput, while managing the integrity of this data on the blockchain. All of the above
allows us to achieve a solution that provides Confidentiality, Integrity and Availability (the
CIA triad).

After solving the technical issues of using the blockchain, the key contribution is
that it allows an organization to make copies of their log files and distribute them among
multiple sites. This way attackers that manage to break into one of these devices and attain
privileges may be able to locally compromise the storage of that device, but they will not be
able to affect the other copies residing on devices that they do not control. This ensures that
the file availability and integrity is maintained. At some point in time the compromised
system will likely detect the attacker and remove them. Nonetheless, during the time
period where the victim was compromised, the local copies of the log files are likely to
have been corrupted. Therefore a recovery process is required to restore the file from the
other uncompromised parties who still maintain a copy of the previous uncorrupted file.
Furthermore, even before removing an attacker, if may be possible to spot an attack as it
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occurs (e.g., by using a security service that monitors the different copies of the blockchain).
In this work, we assume that the number of parties the attackers can control at any given
time is limited and therefore most of the copies of the log file on other servers remain
accurate (see Figure 1).
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Figure 1. Log files are files in which information is appended over time. In each time period, new

entries are added to some files. Our system treats these updates as transactions containing a FileID to
which a given message (Msg) relates. These are combined into a block and stored on the blockchain.
To read a file from the blockchain, the various transactions associated with a given FileID are collected
and appended sequentially.

We envision our proposed solution to be most appropriate to the case where several
organizations that wish to protect their log files are willing to assist each other towards
achieving that mutual goal. In some use cases, parties may completely trust each other
(for example, in the case of several branches of the same organization). However, in other
use cases parties may only trust each other enough to cooperate for mutual benefit, but
do not trust each other with the contents of their log files. The additional encryption layer
provides the required privacy to support this and prevent legitimate parties from reading
the content of each others’ logs. This form of protection remains true [7,12] even against an
attacker that has full control over a few compromised parties.

The remainder of the introduction, reviews prior related work. In Section 2, we
describe the settings and requirements for our system and in Section 3 we describe our
solution in detail. Section 4 analyzes the security of our solution and Section 5 explains
our implementation. Lastly, we give our conclusions and an outlook for future work in
Section 6.

Prior Work

Several solutions have been proposed to secure log files, such as write once read
many (WORM) memory systems [13]. Another method combines the use of an untrusted
machine with a trusted one in order to prevent an attacker from being able to read any log
files generated prior to their penetration of the unstrusted machine [7,12]. Likewise, the
system prevents the attacker from being able to modify the log files without detection. Holt
improved on this work [14] by incorporating public key cryptography and thus allowing
for the separation of log verification and modification, i.e., a user may be given the ability
to verify logs but not to modify them. In any case, these solutions (except for WORM
memory) only provide proof that logs were tampered with, but do not describe methods
for recovering the logs after failure. Furthermore, WORM memory systems, which do
allow for such a possibility, have so far been hardware-based involving, e.g., organic
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semiconductors, which are difficult to scale at the same level as software-based solutions
that can be operated on the cloud.

The blockchain as a shared ledger was originally implemented in the bitcoin proto-
col [10]. Essentially it is a set of chronological ‘blocks’ containing lists of transactions that
are grouped together and sealed for writing using a cryptographic hash. Later transactions
are appended to a second block that is then cryptographically linked to the first block,
and so on for later blocks. The primary use of blockchain has been for cryptocurrencies,
yet many other use cases have recently come to attention including supply chains [15],
financial trade clearing [16], and others [17].

Several prior works have considered using the blockchain to store information. For
example, Ref. [18] considered the possibility of sharing information over the blockchain
and developed a protocol for giving access to private information stored on the blockchain.
Similarly, Ref. [19] used the blockchain together with smart contracts to establish individu-
als’ identities and assure accountability, while Ref. [20] used the blockchain in a similar
way, but focused on information storage on the cloud. Others considered proving the
information accuracy by saving a hash to the bitcoin blockchain (rather than creating a new
blockchain). For example, Ref. [21] uploaded a hash to prove the timestamp of a video, e.g.,
recording a collision and [22] proposed to do so to verify voting records. In the medical
realm several works [23,24], recently suggested encryption protocols and permissions that
could be used to store medical records on the blockchain while still ensuring privacy and
empowering patients. Another recent work explored how one can improve the querying
of information from the blockchain as in many cases certain types of files must be queried
regularly [25].

None of the above works focused on using the blockchain for system log files, ad-
dressed how organizations can mutually benefit from multiple copies of their information
while not sharing that information, or considered how the information can be retrieved if
it is corrupted. A recent work from [26] suggested using the blockchain to allow forensic
investigators to detect deletion and modification of past records by a cloud provider. Their
solution focuses on a single cloud provider and a single forensic investigator and does
not address the many aspects of efficiency and trust between the different stakeholders as
described in our use case. Closely related to our work here is [27], who considered methods
of securing a distributed database on the blockchain. In contrast to our work, however,
they focused on the case where other ‘miners’ (peer-to-peer nodes) are themselves the
malicious attackers whereas we focus on securing the logs from an attacker outside the
blockchain. Another closely related recent work [28] considered using a blockchain to store
log files though there the authors used different frameworks and made alternative choices
from those we make here [29].

2. Settings and Requirements
2.1. Settings

We envision two related, though distinct, settings where EngraveChain could be
applied. Both settings involve multiple peer nodes, each containing a stored copy of the log
information. Furthermore, there are multiple participants who write their information to
the blockchain. In many cases, each peer node will be associated with one blockchain par-
ticipant and vice versa, however this need not necessarily be the case as some participants
may not want to serve as a node that stores the information.

In our first setting, the peer nodes and participants will correspond to different systems
that are all part of a single organization. For example, a multinational corporation with
multiple sites could take advantage of its replicated infrastructure at multiple sites by
having each site operate a node and participant to commit important information to the
blockchain. The organization would benefit such that even if one site is compromised, the
log information remains available at the other sites and can be recovered.

A second setting consists of multiple organizations, possibly competitors, who agree
to cooperate in order to improve security for all. Here one could envision several large
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banks (or other organizations) who agree to help one another by preserving each others’
log information on each of their infrastructures. Thus, even if one organization’s system
is compromised, it could recover its information from the copies of the blockchain stored
on the infrastructure of the other organization. These two organizations would thus have
an incentive to cooperate in order to insure that should one of them face a significant
attack, they could in the end recover their systems from the other bank. Furthermore, our
above example of protecting banks from cyberattacks has also taken on national security
importance in many countries and thus regulators may choose to encourage banks to
collaborate in forming such a blockchain in order to preserve their logs and increase
their security.

Lastly, for some applications these two cases may be combined such that a large
organization may want to replicate some of its information on multiple nodes, all of which
are internal to that organization, whereas other information may be replicated on the
nodes of other external cooperating organizations. Whether to replicate only internally
or externally could depend on a variety of factors including the level of privacy of the
information, the importance of it remaining secure, and other considerations.

2.2. Security

We now define the security requirements for our system. Loosely speaking, we want
to maintain a distributed set of consistent copies of the log system despite the presence
of corrupted parties and provide the ability for recovering parties to restore an accurate
copy. Namely, an attacker that can compromise only a fraction of the parties is unable to
corrupt the distributed log file and can neither disrupt its availability nor privacy. Finally,
there is a process wherein the system can recover the log information from prior to when it
was compromised.

More formally, we require the following three properties:

Security: An adversary that only controls a fraction smaller than a threshold T of the
parties (for Practical Byzantine Fault Tolerance T is 1/3 of the parties [11]), cannot modify
the integrity of the distributed copies for the honest parties.

Privacy: We require that parties on the blockchain can only read the content of files that
the origination file owner authorized them to read. In addition we require that the content
on the blockchain is stored encrypted.

Availability: An adversary cannot make the distributed files inaccessible to uncompro-
mised parties.

We note that the privacy requirements are particularly important for the use case in
which the multiple machines actually belong to distinct organizations (or even different
security levels within a single organization). In that case, it is required that other organiza-
tions are unable to actually read the content of the logs. Still, another desirable property
would be the ability to selectively share/store information with distinct organizations. For
example, perhaps some information can be shared with all other organizations, whereas
other information should only be shared with a smaller subset of trusted organizations.

3. Our Solution

In this section, we describe EngraveChain—our secure distributed log system. We start
with a permissioned blockchain in which all participants and peer nodes are identified. Not
only does using the permissioned blockchain best fit our use cases, it also allows for efficient
consensus protocols, such as Practical Byzantine Fault Tolerance (PBFT) [11]. We begin by
detailing our solution in a context in which several organizations collaborate to secure each
others’ log files. We find it to be the more generic use case and emphasize that this solution
also works for a single organization with multiple sites. The first layer of this solution is
a peer-to-peer network consisting of k nodes each of which belongs to one of o distinct
organizations. Each organization will have an administrator and certificate authority who
generate credentials for its associated peer nodes, allowing them to access the peer-to-peer
network. Each peer stores a copy of the blockchain and every write operation is written as
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a transaction to the blockchain. Peer nodes arrive at consensus (e.g., by using PBFT) on the
set and order of approved transactions. Aside from the peer-to-peer layer, there is also a
layer consisting of n blockchain participants who write to the blockchain by submitting the
‘transactions’ to the peer nodes.

For our purposes, the transactions submitted to the blockchain will consist of the log
information from one or more files belonging to the participants. In Figure 2, we demon-
strate the writing of log files to the blockchain. To begin, a user must first initialize a log
file on the blockchain by submitting an initial transaction that establishes a unique FileID
for that log file and governs which other participants are allowed to submit transactions
adding to the file. This transaction will also contain the first chunk of the file and the ID of
the participant that created the file. Next, to write later parts of the file to the blockchain,
either the creator or another approved participant can submit a transaction containing
(i) the ID of the file being added to, (ii) the next chunk of the file, and (iii) the participant’s
ID. In the most common sense, it is expected that only the creator of the file will write to it.
One way to do so is by explicitly requiring this in the architecture. Alternatively, one may
add an ‘open’ operation in which the creator of the file specifies who are the authorized
parties allows to write to the file.

00:00: Linel -> Filel
01:00: Line2 -> Filel
01:00: Line3 -> Filel
03:00: Line4 -> Filel

00:00: Linel -> File2
02:00: Line2 -> File2
02:00: Line3 -> File2
03:00: Line4 -> File2

00:00: Linel -> File3
01:00: Line2 -> File3
02:00: Line3 -> File3
03:00: Line4 -> File3

\ \d 4
1S /@W

\&=

Block Block Block Block
at 0:00 at 1:00 at 2:00 at 3:00

Filel: Linel File1 : Line2 File2 : Line2 Filel: Lined

File2 : Linel “ ~’ File1 : Line3 “ "P File2 : Line3 “ ,.. File2 : Line4

File3 : Line2 File3 : Line3 File3 : Line4

File3 : Linel

Figure 2. The process of writing logs to the blockchain: unencrypted files are encrypted by each peer
with its own key. The encrypted lines of the file are then written to the blockchain.

An interesting question involves the optimal size of the chunks to be submitted to the
blockchain, and the answer to this question is likely application specific. Larger chunks
imply less transactions and presumably less overhead for the peers in approving and
validating transactions. At the same time, larger chunks also mean that the writers are
likely submitting their logs less frequently, which could be problematic since between write
operations to the blockchain, if a system is penetrated by an attacker, all of its local copies
of logs can be altered without being noticed. For systems constantly carrying out sensitive
operations at short time scales, it is reasonable to accept the additional overhead involved
in writing many transactions, while for systems carrying out infrequent, but also sensitive,
operations, it may be acceptable to wait and submit larger chunks of data to the blockchain.
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3.1. Secrecy

The secure and redundant copies that the blockchain provides means that the other
participating parties with access to the blockchain have access to the information that is
stored on it (we note that in permissioned blockchains, only authorized participants have
access to the blockchain. The authentication of the authorized parties is enforced using
public key infrastructure (PKI)). We assume that the parties with access to the blockchain
trust each other enough to secure the data that is being written, but at the same time, they
may not feel completely comfortable having their data visible to all other parties. Such
situations represent many of our use cases and therefore we propose that the participants
will first encrypt the chunks of their files and only then submit a transaction containing
the encrypted version of the logs to the blockchain. Other participants who do not have
the decryption key will not be able to read the clear content from the encrypted records,
while the holder of the decryption key can decrypt it whenever it is needed. A question
that then arises is which encryption scheme to use. Using a symmetric key encryption
scheme, e.g., advanced encryption standard (AES) [30], where the encryption key is the
same as the decryption key would mean that an attacker that compromises the participant
could get this key and be able to decrypt past records stored on the blockchain. This
conflicts with the basic idea behind EngraveChain and therefore a way to avoid this is by
using a public key encryption scheme, e.g., Rivest-Shamir-Adleman encryption (RSA) [31],
where the encryption and decryption keys are different. In such a scheme, one can use the
encryption key for the frequent encryption operations, while keeping the decryption key
securely stored away from the hacker’s reach. In the (relatively rare) cases where access
to the logged data is required, the owner of the decryption key can use it to decrypt the
data. In order to maximize the security of this process against cyberattacks this private
decryption key can be stored for safekeeping offline and only be used by a standalone log
analysis system that can decrypt the files and provide them as needed. Thus, an attacker
would not be able to get the private decryption key to decrypt records that were written by
the participant.

3.2. Recovering the File

To read a log file previously written to the blockchain a user can gather all the trans-
actions in the blockchain associated with a particular FilelD, order the transactions by
timestamp, decrypt the chunks using the secret key that was used to encrypt them and
thereby recover the file (see Scheme 1 and Figure 3). We should note that while encryption
provides the confidentiality of data, some information may still leak. For example, the
varying rate in which the information is being written. An organization may take further
actions to ensure that such information does not leak (e.g., writing at constant rate). Still,
the participating organizations (e.g., respectable banks) are not expected to apply signif-
icant effort using advanced cryptanalysis towards decrypting log information of other
banks. These entities already face high levels of oversight and regulation and would face
significant backlash for carrying out a cyber-attack of that sort.
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Write (filename, message):
/ /Participant P; writes a message to a file
1. E; = Encrypt(message, public_key;) //Encrypt message with public key
2. Submit_Transaction_to_Blockchain( E,;, filename, P; )

Read (filename):
/ /Retrieve all file parts from the blockchain
1. GET all m; messages from the blockchain where FileID = filename
2. For each message m; in filename:
Dy;=Decrypt(message, secret_key;) //Decrypt using the secret_key;
3. Combine(All Dyy;) //Append the retrieved message parts to a single logical file
Recover Process:
For compromised peer node k;:
1. Remove attacker from infected system.
2. Submit blockchain transaction to revoke compromised peer node certificates.
3. Certificate Authority reissues blockchain certificates if they were compromised.
4. Sync blockchain state with uncompromised participants to obtain
blockchain consensus state.

Scheme 1. Pseudocode for the three basic operations through the blockchain: Write, Read and Recover.

00:00: Linel->Filel

01:00: Line2->Filel

01:00: Line3->Filel ¢

03:00: Line4->Filel

00:00: Linel->Filel
01:00: Line2->Filel
01:00: Line3->Filel
03:00: Line4->Filel

_— ~

Filel: Linel Filel: Line2 File2 : Line2 Filel : Lined
File2 : Linel Filel: Line3 File2 : Line3 File2 : Line4
File3 : Linel File3 : Line2 File3 : Line3 File3 : Line4

Peerl

Figure 3. To reconstruct a log file, first the relevant lines of the file are gathered from the various
blocks and ordered by their timestamps. The organization or peer that wrote the file will then use
their unique private key to decrypt the file in order to recover the file.

For very large files, one could use a method similar to that of [21,22] where they
uploaded a hash of a file to the bitcoin blockchain. In our case we could save the large file
to cloud storage or a distributed storage system (e.g., storj [32]) and then only include a
hash of the file on our blockchain (see Figure 4). This hash could then be compared to later
versions of the file to ensure the authenticity of the file. Nonetheless, this method involves
a tradeoff as if the file is corrupted, one cannot necessarily obtain an accurate version of
the file unless there are other copies stored elsewhere. As such, we only suggest using
this method for particularly large files where including them on the blockchain involves
too much overhead or where knowledge of file integrity is more important than actually
having an accurate copy of the file.
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A further consideration that can be added to our system is the possibility of ‘closing’
a file and preventing any further logs from being written to it. While we did not include
such a capability in our current implementation we note that it could be desirable for some
use cases.

Compromised systems will often notice different system behaviors that lead them to
suspect and discover the presence of an attacker. For example, a user that notices that their
machine’s performance has decreased significantly, will often choose to scan their machine
for malware. Upon discovering an attacker, the system administrator can then initiate
a process to remove the attacker. If the attacker deleted information from the infected
computer, then a recovery process is also necessary to restore the previous data. In our
solution, the administrator of the infected machine triggers the recovery process through
which the previous logs are restored from the blockchain. In this way the previously
infected participant can recover the blockchain state containing the deleted files from the
uninfected nodes. If a node was infected, i.e., a machine that also blockchain protocol in
addition to writing its log files, then the certificates and secret key used by the node to
access the blockchain will have to be reissued. The certificate authority of the infected node
can revoke the compromised node’s blockchain access certificate [33] and secret key and
then issue a new certificate and key for that node.

Large

Medium Small . Storage
File File F | I e

Hash

B%ﬂ% Hu}@u/ Blockchain

Figure 4. If the size of the files is a limiting factor for the system, large files can be uploaded to cloud
storage and only a hash of the file can be saved to the blockchain. By doing so, the storage on the
blockchain is minimal and large files take up no more space than smaller files. However, this comes
with some sacrifices as only integrity will be guaranteed, whereas the file may not be available if it
gets deleted in the cloud.

Permissioned blockchains also have access control mechanisms that allow for fine
grained control of access to the information on the blockchain. This allows for creating
multiple chains, referred to as channels, that only authorized parties can access. For
example, let us consider a system that logs users” access to resources (e.g., entry to rooms
using employee cards or login credentials to networks). We may have two types of
resources—generic ones and restricted ones (e.g., entry to a building vs. accessing a
restricted zone in the building). In such a case we may want to create two channels: one
which logs all accesses to the public resources and another that logs access to the restricted
ones. Some participants will have access to both channels while others will have access
only to the public one (see Figure 5). The access rights of each participant and nodes are
defined in the blockchain access certificates and enforced by the blockchain infrastructure
(in our case through Hyperledger Fabric’s ‘channels’ feature).
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Restricted
Channel

]

\ /

Public
Channel

Figure 5. Separate channels with distinct blockchains. Here we demonstrate a set of peer nodes (who

are also participants in this figure), all of whom have access to the public channel (bottom), yet with
only some of the peer nodes having access to the restricted channel (top).

4. Security Analysis

In this section, we analyze the security of our solution. Much of the security is
inherently derived from the blockchain security properties. In particular, an attacker that is
able to compromise a limited subset of the participants is unable to tamper with the state
of the blockchain. Naturally, if the attacker has full control over a participant’s device, he
can locally do as he or she pleases. However, at some point in time this attacker is likely to
be detected and removed (e.g., using anti-virus software). Once the attacker is removed,
the correct system state can be restored by syncing with the uncompromised nodes who
maintain the blockchain state.

4.1. Security Assumptions

We rely on the following assumptions: First, that at any given time, the attacker can
corrupt only a limited subset of size t = (n — 1)/3 out of n participants/nodes in the
blockchain system. Second, that an attacker that controls a participant/node can alter
its entire state and behavior including deviating from the protocol in any way he or she
chooses. Third, that there exists a recovery process in which a corrupted participant/node
completely removes the adversary (e.g., by restoring a clean image). Under the above
assumptions, our solution achieves security and privacy in the malicious model.

4.2. Security against Attacks

We now analyze the security of our solution against the following attack scenarios:

Modifying the records: The security of the blockchain guarantees that an attacker
cannot modify the records in the log. As long as more than % of the peer nodes are not
compromised, the BFT consensus protocol ensures the integrity and consistency of the
records of the honest nodes [11].

Privacy: The privacy of the information stored on the blockchain is achieved both
by the access control mechanism of the blockchain (the separate Hyperledger channels
in our implementation) and by encrypting the data before writing it to the log file. The
channels in Hyperledger ensure that only authorized entities can access the data on the
blockchain. Encrypting the data before writing it to the blockchain, ensures that even
nodes that are authorized to read the data from the channel can only read the ciphertext.
This preserves the privacy of the information between participants and nodes that wish to
collaborate in order to better secure their data, but do not wish to share the data. While
the privacy of the data is secured by strong encryption, the write pattern (i.e., data size
and writing rate) is visible. Parties who are concerned that the writing pattern may leak
some information to their competitors can modify their writing pattern. This can be done,
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for example, by grouping logs or adding dummy records (as encrypted dummy records
are indistinguishable from other encrypted records). We note that in the case where the
writer uses a public key encryption scheme [34] (a.k.a. asymmetric encryption) to encrypt
its data while safeguarding its private key off of the infected machine, the participant can
also prevent an attacker from reading past records of the compromised system.

DoS: An attacker that controls a participant can try to clog the blockchain by sending
far more log entries than expected. In order to prevent this, the peer nodes can specify
a policy limiting the rate and sizes of entries from any single participant. We note that
anomaly detection in writing patterns can be carried out by participants and peers and also
trigger a temporary revocation of the attacking participant, e.g., by using the Hyperledger
Fabric revoke method [33].

5. Implementation

For our secure log POC implementation, we used open source tools Hyperledger Fab-
ric, Hyperledger Composer, and Hyperledger Blockchain Explorer [35]. We also designed
a browser GUI to simplify interaction with EngraveChain. We carried out our implementa-
tion on a Ubuntu 16.04 Virtual Machine with 8GB RAM, 4 Virtual CPUs, and 80 GB storage.
We emphasize that while we used Hyperledger, our system’s components are sufficiently
general that other frameworks could also be used, e.g., multichain or others. Our choice
of Hyperledger was based on our experience with these frameworks and Hyperledger’s
compatibility with our requirements.

5.1. Review of Hyperledger Components

We begin by briefly reviewing the Hyperledger Project components [35]. Hyperledger
Fabric is an open source tool that enables the creation of private, permissioned blockchains.
An important aspect of permissioned blockchains for our use case is that the steep costs
of mining through proof-of-work in public blockchains (like Bitcoin), can be significantly
reduced. Furthermore, Hyperledger Fabric allows for creating distinct channels where only
specific organizations may have access to each channel. On top of Hyperledger Fabric, one
is able to create customized ‘business logic’ referred to as chaincode. Hyperledger Composer
provides a basic structure for chaincode that includes assets, participants, and transactions
(among others) on the blockchain. Finally, we use Hyperledger Blockchain Explorer, which
is not an integral part of the system but was added to allow for examining transactions
and blocks.

5.2. Our Hyperledger Implementation

In our POC implementation we created three organizations and two peers per orga-
nization in Fabric. We also created two channels: one with all three organizations and a
second with only two of the organizations. In Hyperledger Composer we defined partici-
pants with a unique id and name. We defined transactions with a unique FileID, a chunk
of saved text (presumably encrypted as detailed above), an associated participant who
submitted the transaction, and a timestamp. We did not define ‘assets’ belonging to specific
users, yet an alternative architecture could involve each log defined as an asset with the
creator being the owner. This alternate architecture could raise issues if two users want to
write to the same log file, but it would allow for defining a ‘close” action, mentioned earlier,
which would prevent any further writing to the file.

To simplify interaction with the Hyperledger components, we developed a GUI for
creating, retrieving, and adding to log files (see Figure 6). To retrieve a log, one enters the
FileID of the desired file and then a command is submitted to Hyperledger Composer to
scan the blockchain for transactions with that FileID. Recall that we have two separate
channels, so a member of the third organization is unable to retrieve files from the channel
that is private to only the first two organizations. In fact, the third organization would not
even know about the private channel. To create a new log, one enters the (unique) FileID
to be associated with the log and the first string (chunk) of the file. Furthermore, while
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FileIDs must be unique on the same channel, the same FileID can be used on each channel.
Similarly, for initializing or adding to a log file, one must specify an appropriate FileID on
the given channel. We also enabled Hyperledger Blockchain Explorer, which shows raw
transaction data, raw blocks, and other information about the blockchain.

A video demonstrating the interaction with our implementation is available at:
https:/ /www.youtube.com/watch?v=i577L_nVmQA (accessed on 26 May 2021).

Blockchain Secure Log Systen Actions: Get Log

choose Peer: Choose FilelD to retrieve:
Alice-Orgl v Fi|e2 -

Choose Channel:

(0 \
Public v Get File Ahce_,:,f',‘:mkl
File1 -

Alice: Chunk1
Bob: Chunk2|*——
Alice: Chunk3 | Alice: Chunk3

Bob: Chunk4

................... g

Bob: Chunk2

................... Bob: Chunk4

NOKIA Bell Labs " HYPERLEDGER

Figure 6. A screenshot taken from our proof-of-concept (POC) GUI demonstrating retrieval of a log
file from the blockchain, where transactions stored in different blocks come together to create a single
logical file.

5.3. Performance and Scaling

A key issue of any log system, is its ability to perform at scale and successfully
process the potentially high rate of entries it receives [8,14]. As our implementation is
built upon the Hyperledger Framework, its performance will largely depend on that of
the underlying framework, as well as the number of peers and organizations, and the
underlying consensus algorithm. Our proof-of-concept was built upon a simple architecture
in which consensus was achieved using a single ‘orderer’ node (using the ‘solo’ consensus
algorithm) which set the order of transactions with the necessary signatures and then
distributed this information to the peers (see [36] for more on orderer nodes). In production
one would use a more sophisticated consensus algorithm and thus we did not carry out a
full performance analysis on our proof-of-concept. Rather, here we will review the relevant
aspects of performance for the most recent version of the Hyperledger Framework and how
they apply to our case. For a production system, the current Hyperledger recommendation
is to use the RAFT consensus algorithm [37], which generally has better performance
than PBFT. At the same time, it must be noted that RAFT is not robust against malicious
attackers in a byzantine setting, in which case using PBFT would be necessary and there
could be a performance penalty. A preliminary assessment [38] of the performance of the
RAFT consensus found a throughput of several hundred TPS, which differed little from
the performance using the solo orderer. For a fixed blockchain logic, the key performance
factor was the endorsement policy, i.e., how many peers/organizations had to approve
a transaction.
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More explicitly regarding the performance, a published benchmark analysis [39] for a
network consisting of two organizations and using a single orderer (as in our implementa-
tion) found that assets can be created at a rate between 60 and 400 transactions per second
(TPS) on their system consisting of simple hardware with 8 CPUs and a 3.8 GHz Processor.
Furthermore, the endorsement policy and asset size, as well as other parameters effect
the performance as seen in Figure 7. A previous analysis of log files [40] found that an
enterprise-scale production network using the Snort network intrusion detection system
output 2.25 million alerts over 27 days, a rate of just under 1/s; and that HTTP server log
data from a website received 109,481 http requests over a period of about 16 h for a rate of
about 2/s. Of course, the overall rate of log files will also depend on the size of the system.
One estimate [41] that took this into account suggesting an estimate of 500 events per day
per user, suggesting that a rate of 100 TPS could accommodate around 17,000 users assum-
ing the events were evenly distributed throughout the day. It is noteworthy that for our
log system architecture, there is no need to create a Hyperledger Asset but rather simply
write text to the blockchain, so even evaluating on similar hardware, we would expect
our performance of write actions to be higher than their rate of asset creation. Likewise,
improved hardware could be used to obtain even stronger performance.
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Figure 7. Performance references for hyperledger fabric. (a) The transactions per second based on an
endorsement policy requiring either of the two organizations to approve transactions (OR Policy)
and bath of the organizations to approve the transactions (AND Policy) [38]. (b) The variation in
performance based on the size of the asset created in the transaction [39].

A key aspect of the ‘write” performance will involve the nature of the logs being written
and what level of detail and frequency is desired. Many of the common Windows Security
Events tend to be somewhere between 600 and 2500 bytes [41] and the aforementioned
throughput analysis [39] found that using a CouchDB database achieved a throughput
of 179 TPS assuming a size of 2000 bytes and 164 TPS with a size of 4000 btes. While
writing less frequently will result in longer logs, this will overall increase performance as
larger transactions are written somewhat slower, but even with this tradeoff, there is greater
throughput of log information for larger transaction sizes, i.e., greater amounts of logging
information in our case [39]. Likewise, for particularly large files, only the hash of the file
could be written to the blockchain with the contents being stored in the cloud (see Figure 4).
This would reduce the amount of information being written to the blockchain and thus
increase throughput, while involving other tradeoffs as discussed previously. We also note
that our transactions are fairly simple, generally consisting only of text and some other
basic metadata. For a basic architecture, there is no need for ownership of assets to update
or other more complex processes during a transaction. This should allow us to obtain very
close to the optimal performance allowed by the Hyperledger framework.

We now consider the above performance aspects in our example of a group of 5 banks
collaborating to preserve log information. In this setting RAFT is acceptable as a consesnsus
algorithm since we do not expect the banks to maliciously attempt to sabotage another
particular bank/s and thus PBFT is not necessary. Furthermore, from requiring that
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the originator is the one to submit the log, we need only a small number of additional
confirmations to approve the transaction and thus we can have a fairly simple endorsement
policy which should allow us to obtain strong performance. An example would be requiring
any 3/5 organizations to approve a transaction. Lastly, depending on the nature of the
logging information the banks can choose how often to write their logs and thus potentially
compile more logging information into each transaction possibly improving the overall
throughput as each write action becomes larger.

A final important aspect, is the ability to retrieve logs. In the benchmark study [39],
just as for the submit actions, the performance of ‘get” actions depended on the size of the
assets and ranged from around 100-700 TPS with assets of larger size having slower times
though still leading to an overall greater throughput of data. For our system, we would
likewise expect the read actions to depend on the size of the logs written and involve
similar tradeoffs. At the same time, since logs are likely assessed less frequently than they
are written, it is reasonable to presume that ‘write’ performance is of greater importance
than ‘read” performance.

These benchmarks must be taken with some caution as they are based on a sin-
gle orderer node, as in our implementation, however when combined with the work in
Wang et al. [38], we can be optimistic that changing to the RAFT consensus algorithm is
unlikely to significantly reduce the performance.

6. Conclusions

We introduced EngraveChain, a tamper proof distributed system for securing log
files. We suggested use cases, presented and implemented the solution and showed its
value for these cases. While we have introduced the concepts, there still remains work to
integrate it with a real system. We note that each system has its own unique settings and
challenges that need to be addressed including integration with related components that
are particular to the system, e.g., integrating with an intrusion detection system to protect
its security log files. Each of these specific cases would require addressing the scalability
and performance issues discussed above. With respect to the trust issues, it would be
interesting to explore for which cases assuming a semi-trusted environment is acceptable
and when a more byzantine setting is required. As the need for securing log information in
various use cases grows, we see this distributed solution as a novel approach to address
the security and availability problem of the data. At a broader level, this technology can be
a way to ensure the integrity and availability of critical data in many systems.
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