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Abstract: Seeking to solve problems in the power electric system (PES) related to exacerbated and
uncontrolled energy consumption by final consumers such as residences, condominiums, public
buildings and industries, electric power companies (EPC) are increasingly seeking new information
and communication technologies (ICTs) to transform traditional electric power distribution networks
into smart grids (SG). With this implementation, PES will be able to remotely control electric power
consumption as well as monitor data generated by smart meters (SM). However, Internet-of-Things
(IoT) technologies will enable all this to happen quickly and at low cost, since they are low-cost
devices that can be deployed quickly and at scale in these scenarios. With this in mind, this work
aimed to study, propose, and implement a hybrid communication infrastructure with LoRaWAN and
LoraMesh for the demand-side management as a service (HyDSMaaS) using IoT devices such as long
range (LoRa) to provide an advanced metering infrastructure (AMI) capable of performing all these
applications as a service offered by EPC to end consumers. Additionally, services such as demand-
side management (DSMaaS) can be used in this infrastructure. From the preliminary results it was
found that the LoRaWAN network achieved a range of up to 2.35 km distance and the LoRaMESH
one of 600 m; thus, the latter is more suitable for scenarios where there is little interference and the
SMs are at long distances, while the other is used for scenarios with greater agglomeration of nearby
SMs. Considering the hybridized scenario between LoraWAN and LoRaMESH, it can be seen that
the implementation possibilities increase, since its range was approximately 3 km considering only
one hop, and it can reach 1023 devices present in a mesh network. Thus, it was possible to propose
the actual implementation of LoRaWAN and LoRaMESH protocols as well as the hybridization of the
two protocols for HyDSMaaS. Additionally, the results obtained are exclusively from Radioenge’s
LoRa technology, which can be further improved in the case of using more powerful equipment.

Keywords: Internet of Things; LoRa; LoRaWAN; LoRaMESH; hybrid LoRa topology; HyDSMaaS;
smart grid

1. Introduction

The electricity distribution network of cities is getting closer and closer to becoming a
SG. This due to the advances in terms of standardized, scalable, intelligent, and low-cost
communication infrastructures [1–3]. With an advanced communication infrastructure
to the point of promoting this type of automation throughout the power distribution
network, it will be possible to implement various applications to manage and control
energy consumption and generation on the end consumer side [4]. That is, instead of
doing all the distribution control and monitoring in the electric power concessionaire
(EPC), the management will be done in the final consumer’s residence, in order to reduce
centralized processing and, mainly, to solve problems that are of importance for the EPC
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such as network anomalies [5], electric power quality [6], and excessive consumption in
peak hours [7], among other problems that are also addressed in this work. In addition,
this service enables the consumer to control spending, as well as provide automation and
security to the residence, making it an Intelligent Home. These applications are called
demand-side management (DSM) and can be offered to consumers as a service, which
is called DSM as a service (DSMaaS), where consumers pay for the service used and can
choose to cancel the service at any time. It is a technology that is primarily aimed at a long
range with low power consumption and a low acquisition cost. In addition, LoRa has a
two-level security that makes it a safe option using only the default settings, and it can be
further enhanced. However, in this work the hybridization of LoRaWAN and LoRaMESH
was implemented and used to provide this DSMaaS, thus naming this architecture as the
hybrid communication infrastructure with LoRaWAN and LoraMesh for the demand-side
management as a service (HyDSMaaS).

HyDSMaaS represents a very important reason why the utility must overcome the
main issues facing the traditional and centralized distribution network, i.e., the growing
demand for electricity, the incorporation of distributed energy resources, the maintenance
of old infrastructure, and general concerns about energy efficiency and the cost-benefit of
the network. In addition, HyDSMaaS will provide a collaborative and scalable environment
due to the increasing use of renewable energy resources, which implies a renewable energy
system with intelligent resources for the intelligent management of electricity consumption
and generation [8,9]. In this context, the concept of HyDSMaaS represents the scalability
of the integration of distributed energy resources in the grid and DSM services, allowing
the use of home energy management (HEM) and motivating the need for an advanced
metering infrastructure (AMI) [10–12]. In addition, other technologies are already used
in some countries, such as smart meters (SMs) [13–15]. The SMs are equipment that will
measure the energy consumption of the site as the traditional meters already operate;
however, these SMs will additionally communicate directly to the EEC as well as carry out
processing at home, monitoring the quality of electricity (QoE) among other services on the
edge of the network (in English, edge computing) [16]. In this sense, LoRa technology will
be used to propose the communication between IoT devices that will enable HyDSMaaS.

Within the context of SG is the AMI, which is responsible for providing bidirectional
communication between the electric power concessionaire (EPC) and households. With this,
it is possible that applications can act, either on the EPC side or on the final consumers’ side.
Therefore, with an AMI in full operation in an energy distribution system, it is possible
that the HyDSMaaS can act in a definitive way. This power management can occur in a
simple way, using a communication infrastructure that provides the necessary commu-
nication between EPC and households, as well as using IoT devices. With IoT, the range
of applications for HyDSMaaS grows, and a study is needed on the main communication
technologies to promote a communication infrastructure for AMI. However, it is necessary
to have a good study to highlight the main IoT technologies to be used in this scenario, so,
in this work, LoRa was studied using the LoRaWAN protocol as well as LoRaMESH and
the hybridization of these two technologies.

A HyDSMaaS can be implemented in a real scenario using several options of commu-
nication technologies whether wired or wireless [12]. Currently, one of the communication
technologies that has been studied is power line communication (PLC), obtained through
the transmission line where all the data is transmitted by the same wiring that transmits
the electrical energy, whose transformers are bypassed during this operation because they
behave like a low-pass filter and which are not suitable for transmitting high frequency
data [17]. Additionally, PLC technology presents a high installation cost in cities compared
to other communication technology options on the market [18]; so, the utility must upgrade
its entire distribution infrastructure by exchanging the current wires for PLC wires [19].
Thus, the wireless sensor network (WSN) of IoT devices becomes an option, but for it to be
adopted in a scalable and secure way, it is extremely important to pay attention to the main
features of this context, as well as the operating requirements such as scalability, security,
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and reliability, because this context includes the implementation of an infrastructure that
will provide communication between the utility and all households in a city [20,21]. In ad-
dition, there are operating requirements such as physical barriers/obstacles such as poles
and trees present in the urban environment; neighborhoods and houses present in places
further away from cities; buildings and condominiums with large numbers of apartments;
public buildings; and commercial and industrial establishments. Therefore, when choosing
the technology to be used, it is important to analyze it in a real scenario in order to prove
its efficiency and functionality for AMI in the context of HyDSMaaS.

There are several SG architectures modeled in the current state of the art. One of the
most referenced was the proposed architecture in [11] where the services of the EPC will
act in AMI. However, the focus of this architecture is on management from the EPC side,
while the present work focuses on management from the demand side. For HyDSMaaS,
some web applications such as the payment monitoring and control system, real-time
graphics to monitor energy traffic, and QoE, among others, should be unimplemented so
that artificial intelligence (AI) services and other applications can act without the need
for information to reach the EPC. For that, an architecture was modeled in this work and
presented in the Figure 1, where these applications can be present in the infrastructure as a
service to final consumers. Initially, for a LoRa network to act, there must be a network
server to be responsible for the exchange of information in a secure and scalable way.
The IoT hub will be a web application responsible for routing data to streaming data
in real time, and, for this, used several frameworks can be used; the most widely used
is The Things Network (TTN), which is a network server capable of collecting the data
in the infrastructure and forwarding it in a secure and scalable way to an application
server, which in this case can be the Microsoft Power BI [22,23]. The data can then be
represented on a dashboard that are interactive, and real-time graphics can be generated
and analyzed directly in Power BI. AI algorithms, such as machine learning (ML), can act
in this scenario as intelligent systems capable of predicting, indicating, and collaborating
in decision making by both the EPC and the end consumer in an automated and intelligent
way. Additionally, the consumer and EPC website can be a means of communication
and consumption of this information through visual access via the Internet or via mobile
applications. This is due to the implementation of the application programming interface
(API), which will be responsible for providing communication between the database and
external applications such as website and mobile applications, which will give greater
flexibility to consumers and reduce implementation costs for the EPC.

Figure 1. Smart Grid Application Architecture as a Service.

In this case TTN will be used to work with the LoRaWAN protocol, there may be
other network servers to connect to other protocols, as well as a hybrid network server,
but this work was limited to studying only the LoRaWAN and LoRaMESH protocols, so
TTN was adopted. Besides using only one technology to provide the HyDSMaaS, there
are other studies that seek to hybridize the networks, so that if a technology just can not
meet these requirements, will be made a hybridization with another technology [24,25],
however, the studies are limited to the management on the EPC side. With this in mind,
this work has as its main differential in relation to the state of the art, the proposal of a
hybrid infrastructure for management on the demand side.
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For DSM services to exist, HEM and SM technologies must be present in a scalable
and secure way in an AMI [26]. However, the introduction of these technologies to provide
HyDSMaaS also presents new operational and technical challenges [27], and the main
one is which technology and communication topology to use to satisfy this data exchange
between customers and the EPC, or vice versa. And with this, several communication tech-
nologies are able to be used in this infrastructure, among them are WiFi (Wireless Fidelity),
BLE (Bluetooth Low Energy), IEEE 802.15.4 [28] and ZigBee [28] for indoor environments,
i.e., within environments such as homes, buildings, condominiums, businesses and in-
dustries. For the outdoor scenario, 5G (Fifth Generation) technologies, LTE (Long Term
Evolution), GSM (Global System for Mobile), NB-IoT (Narrow Band in IoT), WiMAX (IEEE
802 standard) [29], PLC (Power Line Communication) [17] and SigFox [30] are available as
possible candidates to provide this communication infrastructure, in this case the scenario is
of external communication between final consumers through the SM to the EPC. However,
in order to have a communication infrastructure using these technologies the investment
must be higher, due to the cost of network equipment as well as the final equipment [31].
In addition, each technology has its own way of operating, but none of them offers the long
range between concentrators and end devices and scalability related to low cost and energy
consumption. Some technologies can cover a large area within the city, however it requires
a lot of investment and many devices which also increases the complexity of implementing
this infrastructure. Additionally, the hybridization proposed when it comes to the use of
different network topologies, is only possible if different technologies are used, such as the
use of 5G together with LTE [32] as well as the hybridization of services in the cloud [29],
which may make the infrastructure budget even more unfeasible.

This work aims to study, propose, and implement a Hybrid Communication Infras-
tructure with LoRaWAN and LoraMesh for the Demand Side Management as a Service
(HyDSMaaS) for AMI using LoRa modules under the LoRaWAN and LoRaMESH protocol,
seeking to provide a bidirectional communication between the electric utility and the final
consumers of a city, thus enabling the utility to offer HyDSMaaS to its consumers.

Studies on two-way communication infrastructures for SG in the context of HyDSMaaS
have already been conducted in the literature [33–35], however, to date the LoRaWAN,
LoRaMESH and LoRa hybrid networks have not been analyzed. And this happens, be-
cause the technologies that are being used the most such as ZigBee, WiMAX and among
others are the networks that have a low range, however they have a large bandwidth,
thus allowing the exchange of larger packets [36,37]. In this context, considering that the
main measurement data to be used by the EPC are only consumption, voltage and current.
With this in mind, the modeling of the packets to be sent by the SMs should be modeled so
as to obtain a size that does not affect the sending time or network bandwidth. Therefore,
carrying out this modeling is one of the contributions of the present work because it will
enhance the results. In addition, the network infrastructure studied and analyzed in this
work will demand a lower investment cost compared to the networks studied so far as well
as the way it will operate in the proposed context. However, LoRa technology has begun
to appear in the market with the objective of offering a long range device, low energy
consumption and low cost. In addition, one can use a star topology with the LoRaWAN
protocol [38] as well as a mesh network with LoRaMESH [39]. Thus, the proposal of a
hybrid network using only LoRa technology with LoRaMESH and LoRaWAN protocols,
which may become a more viable technology option for AMI while maintaining features
such as low consumption and cost of deployment and maintenance.

An SG is not yet a reality in many countries because investments in communication
infrastructure are still limiting [40–42]. With this in mind, a LoRa hybrid network besides
being adaptable to different scenarios, will maintain the characteristic of a low cost infras-
tructure as well as long range, 3 to 4 km approximately, operating at approved frequency
(915 MHz in Brazil), has a two-level security with encrypted keys and is an affordable
technology for telecom companies to manufacture, sell and maintain, since AMI is an
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infrastructure that will cover cities of large proportions and will be full of modules and
gateways [43–46].

The main contributions of this work are:

1. LoRaWAN and LoRaMESH analysis for use in HyDSMaaS considering the different
types of packages and SF configurations in a real scenario;

2. Proposal and implementation of a hybrid network using LoRaWAN and LoRaMESH
for HyDSMaaS considering the main possible clients and services offered by EPC.

The rest of this work is organized as follows, in Section 2 the literature review is
being done presenting the state of the art study on LoRa technology under LoRaWAN and
LoRaMESH protocols, in Section 3 the proposed methodology presents the proposal of
the work and the implementations in the scenarios chosen for the initial tests, the results
are presented and discussed in Section 4 and finally the conclusions and future work are
presented in Section 5.

2. Related Works and Overview

The state of the art is organized in order to understand an overview and contextual-
ization about Smart Grid (SG), while the Advanced Measurement Infrastructure (AMI) is
being detailed and studied as presented in the state of the art, EPC’s main clients such as
Smart Home, Building Condominium and Industry 4.0 are also analyzed. Additionally,
an overview is made of the main DSM services and how they will be executed in this
communication infrastructure using IoT technologies.

2.1. Overview and Contextualization about Smart Grid (SG)

Electric energy has been characterized as a source of energy highly capable of being
used in the most different ways and for the most different purposes. Electric power systems,
or Power Electric Systems (PES), have the main function of supplying electric power to the
different consumers, wherever they are and at the moment they wish. The PES, possess
great plants, hundreds or thousands of kilometers of transmission lines, besides an infinity
of substations and control centers. The complexity and high costs involved in managing
all of this equipment have been responsible for significant efforts, the objectives of which
are to find safe and efficient techniques for operating and expanding electrical power
systems, in order to ensure a balance between the supply and demand of electrical energy.
It is important to stress that the traditional PES works in a unidirectional way, that is,
the electrical energy is transported by the transmission and distribution system to the
consumers in a single direction.

With the increase in the demand for electrical energy, several problems in the function-
ing of the traditional PES become explicit, perceptible in the fragilities of electrical energy
distribution at peak times, in voltage oscillations and in the interruption of its supply [47].
Soon, contemporary society, because of its high level of dependence on electricity, began
to demand an PES that was as reliable and safe as possible. In addition, the restructuring
of the electricity sector with privatizations and deregulations significantly changed the
environment in which power companies operate, bringing new and important challenges
for the planning and operation of PESs.

Faced with this reality and the technological advances that have occurred, a new
paradigm known as SG has emerged, which according to the authors in [48], represents a
great change in the electricity sector. The SG is idealized to perfect the generation, trans-
mission, distribution and consumption of electric energy, as presented in the Figure 2,
where besides the transmission and distribution of electric energy, there is a bidirectional
communication between the EPC and the homes, companies and buildings, which are the
final consumers. In addition, power generation becomes clean and renewable, through
wind power plants and photovoltaic power generation sites. In addition, homes will
have intelligent appliances and energy monitoring and control systems, may have renew-
able generation that can be used for their own consumption, independent car loading or
redistribution in the grid, being present in the context of microgrids [49].
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Figure 2. Advanced Metering Infrastructure Architecture.

The objectives of SG are quite broad, among them are: detect, analyze and notify
consumers and network administrators about possible failures such as interruption of
electricity supply [50]; resist physical and cyber attacks [51]; know the profile of energy
consumption of consumers [52]; Provide quality electricity consistent with the needs
of consumers (residential, industrial and commercial) [53] insert renewable sources of
electricity generation [54] and support the inclusion of a variety of services such as Demand
Response (DR) [55]. Important to note that with the SGs, the consumer has the possibility
of producing its own electricity (through photovoltaic panels, for example) and send to the
grid the energy that was not consumed over a time horizon, enabling a two-way mode of
operation between the consumer and the utility [56]. However, the use of renewable energy
sources implies new challenges to ensure the balance between the supply and demand of
electricity [57].

The SG can only be implemented in the current scenario if it has a standardized and
approved communication infrastructure, so that the SM [58] can communicate with all
services and especially with the EPC. And this is very close to happen, because studies
already point to the standardization of this infrastructure through an AMI [59], which
in turn uses crucial components to organize all devices and services involved in the
distribution of electricity throughout the city PES.

2.2. Advanced Metering Infrastructure (AMI)

As already mentioned, for a SG to exist, it is important to have a standardized two-
way communication infrastructure between the EEC and final consumers such as homes,
buildings, businesses and industries. For this, an AMI has been developed and studied,
as presented in [60]. An AMI is responsible for standardizing the communication infras-
tructure as well as the infrastructure of services provided by the EPC to end consumers [11].
That is, it is responsible for organizing and standardizing how the technologies involved
will communicate as well as where the services will be executed. A standardized AMI, can
result in a standardized model for all cities to implement in PES, as well as companies and
universities can develop solutions and implementations of new technologies and services
for DSM in the context of SG [61–64].

In the Figure 2, is the implementation of an AMI in a context of SG. It is possible
to observe, mainly, that in addition to the distribution of electricity to final consumers,
the EPC has a two-way communication with them. With this, some technologies arise
to propose new implementations either of technology as well as services. Among these
technologies are the SM, responsible for receiving energy and distribution to all household
appliances, in addition, it will be responsible for communicating with the EPC through
a communication infrastructure used bidirectional [13]. In short, the SM is the most im-
portant component for the SG. Then there will be antennas for collecting and aggregating
information, these antennas are part of the communication infrastructure to be imple-
mented, and may be a gateway or just a router [65]. Inside the house, has the Home Energy
Management (HEM), this will be an optional item for end consumers, however, will be of
great importance because it will be responsible for managing and controlling appliances
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and enabling home automation in an intelligent way and integrated with web systems and
mobile applications, this on account of services in the Home Cloud (HC) [66–68].

Within the context of AMI, are the end customers, and among them the largest number
of consumers are households. The residential consumers are present in the SH scenarios
that are intelligent homes that are located in rural and urban areas of cities, in addition to
SH, there are the condominiums of homes which in turn is a scenario where are located a
quantity that can be reduced or extensive of homes or buildings present in an infrastructure
deployed and centralized only for them. This means that a small energy substation is
implanted for this set of residences, which makes the control and management of a certain
quantity of houses that have a more similar consumption profile less complex. In addition,
PES is composed of public buildings such as hospitals and universities, commercial points
and industries.

2.3. Clients: Smart Home, Building Condominium and Industry 4.0

EPC’s main clients include houses, condominiums, public buildings, 4.0 hospitals and
industries. In this scenario, there are some works that are seeking to perform DSM services
to help manage the energy consumption of these clients and to make them individual
and more intelligent. In the SH scenario, several technologies are being developed and
studied to monitor and control consumption and power generation in the home, as well as
applications to provide security and even sophisticated automation, where the consumer
has total control of the house in a mobile application [69].

Besides the technologies present in a broader scenario of SG, there will be other tech-
nologies within the environments present in this infrastructure. In this case, the Smart
Homes (SH) are at the forefront of novelties and studies being made for this purpose [69–72].
In the SH technologies will operate with the generation of photovoltaic energy, which
in microgrid scenarios, will be one of the most present items in SH together with wind
energy [73,74]. Voltage inversion of the energy generators and conversion of this energy
to HW and will be distributed energy of the EPC is conducted via city poles and connect
directly to the MW which is responsible for the distribution of this energy into the house
and monitoring the generation of energy that will be returned to the PES [58]. Inside
the house several communication technologies can act, normally are used the network
IEEE 802.11 (WiFi) [75,76] to connect via internet the appliances with the home cloud
and the mobile application [77]. The HEM is also present, connecting to the appliances
directly or via router (HEM to SH). Equipment like Smart Sensors and Smart Plugs will be
responsible for collecting data from sensors, and control (on/off) actuators as household
appliances [78]. Finally, the houses will also be composed of autonomous car chargers
because with the advance of this technology, in the future each SH will be able to charge
these cars, as well as use their energy in cases of power loss [79].

House condominiums can be composed of a small or large amount of SHs with ba-
sically the same physical and average structure of consumers per residence. This allows
the energy distribution to be done in a more uniform and controlled way compared to a
neighborhood of houses with different physical structures. Furthermore, all condominiums
have a centralized distribution center, which allows one to have an MS to measure the
energy consumption of the condominium as a whole, and of each independent MS [80].
Another important point to note is that a gateway or data aggregator may be responsible
for collecting data from the entire condominium and passing directly to the EPC or another
gateway. In a home condominium, several applications can be implemented to help the en-
ergy management of the houses as well as the condominium itself, such as automating the
outside lights, swimming pool, common areas and parking lots. In addition, the distribu-
tion of energy generated in each home can allow the implementation of a Smart Microgrid,
where homes are integrated within the condominium and can make an intelligent and
interactive consumption between consumers [81].
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Just like in home condominiums, building condominiums have a small or large set
of apartments, but in a uniform manner and with a very similar consumption profile.
The difference is that in building condominiums, there are other factors that do not appear
so often in home condominiums, such as penthouses, elevators, pumps, communication
interference between apartments of different floors or buildings, basements and other
peculiarities. In this case, some studies point out the implementation of communication
technologies that allow avoiding this interference and promoting communication within
and between buildings and floors [82]. In addition, consumption can be collected in
centralized locations, which allows a standardization of the way of collecting and sending
information to each apartment.

Following the same problem faced in building condominiums, public buildings such
as hospitals, shopping malls, universities and among other buildings also have several
peculiarities present in buildings. And it’s worth mentioning that these are also energy
users, so they will also be present in AMI. For universities to be present in AMI, it is
necessary to have a data aggregator to collect the data of all the blocks and sectors scattered
throughout the geographical area of the university [83]. Applications have been studied
and developed to promote automation and communication between various sensors and
actuators within the university, and this is important to be considered because they are
of extreme importance to intelligently manage energy consumption in these locations.
The same occurs in public hospitals, several machines that consume a lot of electrical
energy are increasingly present in hospitals, and this must be considered and managed
intelligently in the context of AMI [84].

At AMI we cannot forget the industries, which in the context of industry 4.0, Infor-
mation and Communication Technologies (ICTs) are constantly growing and becoming
more and more a reality in this scenario [85]. With this in mind, the EPC should propose
its integration in this infrastructure, in order to promote from the management of con-
sumption, from generation to the provision of DSM services [86]. Several technologies
are studied and developed for the automation and control of robots in industries such
ascite. Automation of energy consumption itself are applications that are being studied to
increasingly improve the efficiency of industries in order to reduce energy costs.

However, this work seeks to glimpse the largest number of customers present in
the EPC network in the urban scenario that both consume electrical energy, as can be
generators of renewable energy and managers of their own energy consumption without
this management is on the side of the EPC.

2.4. Overview of DSM Services

Demand Side Energy Management (DSM) consists of a range of services that the
EPC can offer its consumers as a way to assist them in the control and management of
consumption and generation of energy without this processing being done in the EPC but
in the very scenario where the consumer is [87]. In this context, the Figure 3, presents an
architecture of services that the EPC must obtain at least to be able to make the management
of consumption and distribution of electricity for the entire EPS. Thinking about this,
a Distributed Operation Center (DOC) will have to be implemented along all the AMI to
distribute applications that even in so centralized in the EPC. Among the main management
services are Consumer information systems (CIS and Billing), Disturbance management
system (DMS), Geographic information system (GIS), Metering data management system
(MDMS) and Interruption management system (OMS). These services will be processed in
the DOC in order to reduce all the flow in the Operation Center (OC) of the EPC based on
the data coming from AMI by regions, after, sent only information already computed and
summarized to the OC in order to manage only in a fast and intelligent way, having the
OC where all the information should be stored for the EEC.
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Figure 3. General communication topology of AMI.

On the demand side are the SMs, which connect to a data concentrator to communicate
with this operation center. In addition, it is the SM who will pass on all the energy
pricing information during the day, consumption plans and strategies oriented by the EPC,
and among other information coming from the operation center. With all this, the SM will
be able to do some kind of processing or pass this information to the HEM that will do this
processing and will be able to make the decision on how to proceed with the management
of consumption and power generation on the consumer side. For this, several services have
already been studied and developed to promote the DSM, among them are the services
presented in the Table 1.

Table 1. DSM services proposed by the current state of the art.

Service Functionality Works

Implementation of services for SM Real-time energy management services [34,58,88]

Smart Plug (SP) and Smart
Sensor (SS) Devices to monitor and control equipment [78]

Power Quality (PQ)
Monitoring of the quality and anomalies

that have occurred in the electrical energy
that is coming to the final consumer

[89]

Demand Response (DR) Scheduling of electricity consumption [55]

Home Energy Management (HEM) Device to perform SH services [90]

Home Automation Services to automate processes of control
and reading of SH sensors [91]

Gamefication
Games designed to promote interaction

between consumers and challenges to be
proposed by the EEC

[92,93]

Forecast and consumption profile
Prediction of future consumption, creation
of the consumption profile and generation

of each final consumer
[2,94]

Renewable Energy Generation
and autonomous cars

Get renewable energy at home, use of
batteries and electric cars [95,96]

As can be seen, there are already several services being studied and implemented by
the current state of the art, however, there is still a lack of integration and application in a
communication infrastructure capable of providing these services, being able to maintain a
stable, scalable and secure bidirectional communication, because services like these, need
this type of pre-requisites in order to operate effectively. Moreover, it is worth highlighting
the importance of IoT for this process, because if there are no devices to exchange messages,
control actuators, read sensors and be able to perform some kind of processing, none of
this will be possible to be implemented in a real scenario. Therefore, IoT must be inserted
into these proposed scenarios mainly before these services can be offered.
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2.5. Internet of Things (IoT)

IoT is an area of computing that involves from the development of microcontrolled
technologies that can turn on and off actuators and read sensor values [97]. In addition,
it is a technology that promotes communication between these devices, enabling them
to exchange messages between them and servers that will store, process and interact
with web systems and mobile applications [98]. However, IoT is a candidate technology
to promote efficient and low cost communication between devices within homes with
managers, as well as machines with robots, products with boxes, houses between homes,
buildings between buildings and with the EPC [99].

Thus, equipping the SMs with IoT technologies capable of communicating by dif-
ferent types of technologies, protocols and communication topologies, the essential is to
have security, privacy and data flow is fast and effective, i.e., without congestion in the
communication infrastructure due to the amount of devices in this network [100]. Thus, it
is extremely important to study and compare the main IoT technologies whether wired or
wireless that are available for use, and fit the DSM scenario.

Is the PLC, as previously mentioned is a communication technology that allows send-
ing data through the same power cables [101]. The PLC has some advantages, among them
is that if implemented in the city, will be built a broad new communication infrastructure
promoting the opportunity for physical disconnection according to other networks and
lower operating and maintenance costs. However, the PLC has some disadvantages such
as higher signal losses and channel interference because the infrastructure is via cable
and in the same physical structure passes data and energy, disruptive effects caused by
appliances and other electromagnetic interference, difficult to transmit higher bit rates
and complex routing. In addition, it is worth mentioning the high cost to build this new
physical infrastructure throughout the city. Another means of communication that can be
used to provide this communication infrastructure for SGs, is the wired communication
via fiber optic cable [102]. Optical fibers are flexible filaments made of fiberglass or plastic
materials. This cable is thinner than a hair but can be several kilometers long. This commu-
nication is usually used for several applications, with data transmission being one of the
most common. Among its main advantages are long distance communications, ultra high
bandwidth, and robustness against electromagnetic and radio interference.

Besides wired technologies, other IoT technologies that have been gaining a lot of space
to provide this communication infrastructure for SG are the Wireless Sensor Network (WSN)
technologies. Among the WSN technologies, the Wireless Personal Area Network (WPAN)
stands out, which are technologies that can reach up to 200 m of distance, but were made
for private networks, that is, to be implemented inside SHs, industries, hospitals, buildings,
condominiums and among other scenarios, but not in the outdoor scenario, that is, in AMI
in fact. For this technology, ZigBee has been studied for the development of various
devices capable of performing some of the main DSM services such as home automation,
sensor reading and actuator control [103,104]. Still in the scenario of short range and high
data rate, is the Wireless Fidelity (WiFi), one of the technologies that is already present in
virtually every location in the city, whether inside homes, condominiums, shopping and
buildings, even public spaces such as squares, tourist attractions and avenues [105]. Like
WPAN technologies, WiFi is also widely used for low-range applications to promote DSM
services through low-range infrastructure, high energy costs and high data rates. However,
WPAN is a low bandwidth technology and has limitations in bandwidth and packet size
for building large networks, while WiFi has limitations such as high interference spectrum,
too high power consumption of any SG device and simple QoS support.

When it comes to wireless technologies, there are a number of technologies that are
able to communicate with a long distance between the nodes. Among these technologies
are Worldwide Interoperability for Microwave Access (WiMax). This technology is im-
plemented under the IEEE 802.16 standard, being a wireless interface for metropolitan
networks that has as objective, to provide a communication infrastructure that has compat-
ibility and interoperability between any equipment in the IEEE 802.16 standard in order to
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provide connectivity for home, business and hotspot use. WiMAX is similar to Wi-Fi, but it
adds more recent features, aiming at a better communication performance, allowing higher
speeds. WiMAX has been studied to provide communication between SG applications
due to its performance and long range, which makes it a great candidate for technology
that will be used in an outdoor and indoor environment [106]. WiMAX supports large
groups of simultaneous users and also has more sophisticated distances and QoS than
Wi-Fi. However, network management is very complex, the cost of implementation and
equipment is quite high and has as a requirement to have the licensed spectrum [107].

Still in this context, the Global System for Mobile (GSM) emerged to offer the commu-
nication service for cell phones and devices that need connectivity via the Internet or other
means of communication such as Short Message Service (SMS) or connection, thus GSM
was responsible for standardization of mobile telephony. And because it is a technology
that supports millions of devices, has low power consumption of the final equipment, has
high flexibility, is suitable for cases of different use and still has open industrial standards,
becomes a very interesting option to be used in the scenario of SG [108,109]. However,
GSM has some limitations that should be considered when planning which technology to
use for this communication infrastructure, such as high prices to use the services providers
of the network and increasing costs from the licensed spectrum to the price to be paid for
the use of the band in each device. Making a very simple survey for comparison purposes,
a GSM node that is used for tracking cars costs around U$ 9.00 per month for using the
infrastructure to send the geolocation data from the car to a server in the cloud [110]. That
is, thinking about the residential scenario, it will be unfeasible to use GSM for all SPs and
SSs spread around the house. But perhaps it is a viable option to promote communication
between SMs and EEC [111]. Moreover, it is worth noting the diversity of technologies that
are in this content as Third Generation (3G)/Fourth Generation (4G)/Long Term Evolution
(LTE) [112] and especially the emerging technology that is currently the Fifth Generation
(5G) [113,114].

Finally, among the technologies that stand out in the current state of the art for the SG
context are the (LPWAN) with the LoRaWAN technology added with LoRaMESH, which
are technologies that have a high range with low energy consumption, in addition, they
are low-cost technologies only that have as limitation the low data band rate [115,116].
Within this context are two technologies that are SigFox and LoRa [117,118]. Both are
homologated technologies, low cost, long range and low power consumption, and are used
in the context of point to point, star through a gateway or mesh. These technologies have
two major advantages besides cost, they are technologies that can reach long distances and
yet remain reliable and with high security standards. The disadvantages are that these
equipments operate with 7 different ranges of Spread Factory (SF) and depending on their
configuration or distance to the gateway, can generate high latencies in communication.
Moreover, this is one of the factors that leads to low power consumption. Another impor-
tant point to note is its low bandwidth that makes communication restricted in terms of
package size, but this has already been studied in order to standardize ways of sending
and receiving packages divided [119].

However, it is possible to see that there are several options with very peculiar and
specific characteristics for applications in different scenarios. However, not all technologies
are able to supply the full range of services that HyDSMaaS will provide to its customers.
Therefore, some solutions such as network hybridization may be viable outputs for this
problem. However, some technologies, even with hybridization, become feasible to be
implemented in a scalable, secure and low cost way. Therefore, this work intends to study
and analyze if LPWAN technologies can be a good option to solve this problem, acting as
a strictly LoRaWAN or LoRaMESH network when possible, and hybridizing if it is not
possible to use them individually. And finally, in order to highlight the operational power
of LPWAN technologies, this work was limited to studying LoRa technology under the
LoRaWAN and LoRaMESH protocols, making a study using individualized networks,
and compared to the hybridization scenario with the two technologies.
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However, it is possible to notice that there are several options of wired and wireless
communication technology, long and short range that can be used for the proposed sce-
nario, however, each technology has its pros and cons. Considering these factors, LP-WAN
technologies are offered to the market with the proposal of achieving a long reach while
keeping the low cost, and this is extremely important when it comes to the implementa-
tion of a large and scalable infrastructure that needs to have a low cost but is a flexible,
secure and efficient technology, and it is this technology that will be studied, implemented
and analyzed in the SG scenario in order to know if it will really be a good option of
communication technology for AMI.

3. Hybrid Network Implementation Using LoRaWAN and LoRaMESH

LoRa is an LP-WAN technology of low cost modulation, low energy consumption
and that has as main proposal the long range [43]. Like any technology, the LoRa also
has disadvantages, after all, to achieve long range without consuming much energy and
that is low cost, some factor should be affected and this is the bandwidth. Thus, LoRa is
not a technology like WiFi that enables streaming, lives, donwloads and extensive pack-
age uploads. However, LoRa will be widely used for applications that don’t need large
bandwidth, but that need scalability, low cost and especially long reach. Among the IoT
technologies presented, this work proposes the implementation of a two-way communi-
cation infrastructure using LoRa technology through LoRaWAN, LoRaMESH and hybrid
between the two protocols.

3.1. LoRa Modulation

A proprietary spread-spectrum modulation technique derived from existing Chirp
Spread Spectrum (CSS) technology, LoRa offers a conflict of choice between sensitivity
and data rate, while operating on a fixed bandwidth channel of 125 KHz or 500 KHz (for
uplink channels), and 500 KHz (for downlink channels). In addition, LoRa uses orthogonal
propagation factors, this allows the network to preserve the battery life of the connected end
nodes by making adaptive optimizations of the power levels and data rates of an individual
end node. For example, an end device located near a gateway must transmit data with a
low spread factor (Spreading Factor—SF), since very little connection budget is required.
However, an end device located several kilometers from a gateway will need to transmit
with a much higher SF. Theoretical transmission rate values as a function of the SF [120],
where SF7 is 21,875 bits/s, SF8 is 12,500, SF9 is 7031, SF10 is 3906, SF11 is 2148, SF12 and
SF13 is 1172. LoRa is purely a physical layer (PHY), or bit, implementation, as defined
by the OSI Seven Layer Network Model. Instead of cabling, air is used as a means to
transport LoRa radio waves from an RF transmitter in an IoT device to an RF receiver in a
gateway in the case of the LoRaWAN protocol or coordinator in the LoRaMESH protocol,
and vice versa.

3.2. Packaging Structure

For the present work, two types of packages adapted to LoRa technology were used
based on their SF specifications, in this case using packages of 96 bytes for SF 7, 8 and 9
and dividing this package into two smaller ones of 51 bytes for SF 10, 11 and 12 based
on the modeling done in [121]. In this case, the package represented by the Figure 4, has
all the pertinent information about the consumption of the home, where data such as the
id of the MS, id of the location of the MS, the frequency, current, voltage, power factor,
active and reactive power, power consumption and possible network failures are passed as
information to the EEC.

Figure 4. SMs Package with 63 bytes size.
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In the Figure 5, the same package is divided in the middle, and a variable called the
package id will be responsible for joining the divided packages in the application server.
It is worth mentioning that the packages present information that can be used by several
HyDSMaaS applications.

Figure 5. Packages of the SMs with size of 31 bytes.

When the package needs to be very small, a third scenario was modeled which is to
divide the package into three smaller ones, which is what occurs in the Figure 6. Where the
packet is divided into three, sending first the A, then the B, and finally the C.

Figure 6. Packages of the SMs with size of 21 bytes.

In order for the AMI to feed this database, data packets were implemented that the
network server sends to the application server, using JSON (JavaScript Object Notation) pack-
ets, which are standard formats for REST (Representational State Transfer) communication
between two online applications via TCP/IP. In this case the web server transforms the
data into a JSON and sends it to an Application Programming Interface (API) implemented
in the Microsoft Power BI service, which is an online service from Microsoft for creating
APIs that will be used to feed the Power BI database. This API receives the JSON, extracts
the data and registers it in the Power BI database, from there this data will be used for
reporting and data visualization for the final customers and for EPC.

All the JSON packages modeled and implemented to feed the application database
are represented in Figures 7–9, each package was made to feed each of the six application
tables and as already explained, these JSON packages are small, light and practical for
REST communications between two online services, thus avoiding a delay or increase in
communication time between servers. Furthermore, security is implemented in the API
itself and in the REST communication protocol used.

Each table has a code for data organization level. The SM registration table is related
to almost all tables except the price matrix. It relates to the EPC registration table which is
related to the price matrix table, because of this multilevel relationship it is possible for
example to calculate the energy consumption by multiplying with the hourly energy price
value, all this filtering by EPC. In addition, some other calculations can be performed in
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the application to obtain an analysis of this data, however this work was limited to only
perform the implementation of the entire infrastructure of AMI until the final application of
the consumers and EPC. Therefore, the application is simple but allows for great possible
future implementations that can be performed.

(a) (b)

Figure 7. All JSON packages modeled to feed the application database. (a) JSON from the left SM
table. (b) JSON from the front SM table.

(a) (b)

Figure 8. All JSON packages modeled to feed the application database. (a) JSON of the front
generation record table. (b) JSON of the left consumption record table.

(a) (b)

Figure 9. All JSON packages modeled to feed the application database. (a) JSON of the right EPC
record table. (b) JSON of the right price matrix table.



Future Internet 2021, 13, 271 15 of 45

3.3. Frequency Bands

LoRa can operate with the frequencies 915 MHz, 868 MHz and 433 MHz, however
the frequency 868 MHz and 433 MHz is a band that operates in a regulated manner only
in Europe and North America. In this case, in Brazil the frequency that can operate in a
regulated way is 915 MHz [38].

3.4. LoRaMESH

Among the main network topologies for IoT is the MESH, where devices can connect
directly with the central devices, in this case the coordinators (from the Coordinator) or
passing through several routers until reaching the coordinator, this topology can be seen in
the Figure 10.

Figure 10. LoRaMESH and LoRaWAN Topologies.

In this topology, the devices are able to reach great distances because of the jumps
between the end-nodes until they reach the coordinator, however they lose in distance
between one end-node and another. In this way, the point to point of this topology does
not have great alncance, but make the mesh yes. In [122], the authors study this topology
using LoRa technology through the LoRaMESH protocol. In this work the authors provide
a review of LoRaMESH multihop proposals, additionally perform a comparative analysis
and classification as well as discuss open questions and future directions for the use of this
technology in various scenarios.

3.5. LoRaWAN

LoRaWAN networks are being represented in a star topology where gateways relay
messages between end devices and a central network server [123], as also shown in the
Figure 10. The gateways are connected to the network server via standard IP communica-
tion while the end devices use LoRa or FSK communication of a single frequency for one
or many gateways [124]. All communications are usually bi-directional, although uplink
communication from an end device to the network server is expected to be the predomi-
nant traffic.

Communication between end devices and gateways is spread over different frequency
channels and data rates. Data rate selection is a compromise between communication
interval and message duration, communications with different data rates do not interfere
with each other. LoRa data ranges from 0.3 kbps to 50 kbps. Thus, it is possible to configure
the LoRaWAN module considering the Bandwidth (BW) ranging from 125, 250 or 500 KHz,
Data Rate (DR) ranging from 0 to 4 and Spreading Factor (SF) ranging from 7 to 12.

3.6. LoRaWAN Class

In LoRaWAN three classes of operation are defined, of which only Class A must be
implemented in all devices compatible with LoRaWAN [125]. Because of this policy, there
is a basic set of features that are present in all LoRaWAN final devices, keeping both the
architectural complexity and the production cost as low as possible.

Class A devices operate on a two-way communication between the end device and
the gateway. Uplink messages (from the device to the server) can be sent at any time
(randomly). The device then opens two reception windows at specified times (1 s and 2 s)
after an uplink transmission. If the server does not respond in either of these reception
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windows, the next opportunity will be after the next uplink transmission from the device.
With this, the server can respond in either the first reception window, or the second
reception window, but should not use both windows. In Class B, the devices extend Class
A by adding programmed reception windows for downlink messages from the server.
Using synchronized timers transmitted by the gateway, this way the devices periodically
open reception windows. Class C devices extend Class A by keeping reception windows
open unless they are transmitting. This allows for low-latency communication, but often
consumes more power than Class A devices.

3.7. Topologies for the HyDSMaaS Context

For the HyDSMaaS context there are different WSN topologies that can be used with
IoT LoRa technology as presented in Figure 11. Among these topologies are the point-
to-point network using LoRa, where end devices can communicate directly with each
other via a long-range, low-cost, direct communication. In this case, it is not used for the
scenario of this work, because the amount of SM is too large, and a point-to-point network
would not be the most viable option due to the amount of packets and the communication
time between the nodes. Another network possibility is the star network through the
LoRaWAN protocol where a gateway plays the role of data collector and communicates
directly with the end devices. In this case it is more scalable and can be used in the scenario
proposed in this work, the limitation is that, as the amount of SMs grows, more gateways
will be needed to cover the entire city. A third network possibility is through mesh with
LoRaWAN technology under the LoRaMESH protocol. In this case, all SMs are able to
connect to all SMs close to it, thus enabling a relay of the packets until they reach the
application’s IoT HUB. It can also be used in the proposed scenario, however, for scenarios
with nearby houses and little distance. In order to propose a scalable infrastructure capable
of covering an entire city and counting the SMs present in it. This work presents a proposal
for hybridizing LoRaWAN with LoRaMESH networks. With this architecture, it will be
possible to have a star LoRaWAN network with gateways spread throughout the city to
connect more distant SM sets, and use the LoRaMESH network to connect large sets of
nearby SMs, such as condominiums and buildings. And with this, also enabling direct
communication from the application to the device via point-to-point.

Figure 11. Network topologies to be used in this work adapted from the work [126].

And another hybrid scenario is the use of LoRa, LoRaMESH or LoRaWAN network
depending on particular specifications such as distance from the home to the EEC, dis-
tribution of homes, interference and distance from the homes to the gateways. For most
of the cases already studied, hybridization of communication networks occur most often
between star and mesh topologies [127]. Therefore, for the HyDSMaaS context, using only
one network topology may overload the communication infrastructure, so new implemen-
tations should be made to propose a more robust hybridized topology to be able to supply
the entire AMI scenario. In Brazil, the National Telecommunications Agency (Anatel) is
responsible for regulating communication technologies of this size. It is worth mentioning
that for LoRa technologies the adopted frequency is 915 MHz. furthermore, it is worth
mentioning that all the equipment as final devices responsible for collecting the data and
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send to the gateways and gateways that are the devices responsible for collecting the data
and send to the network server, used in this work are duly homologated and ready for
commercialization in case they are implemented and trained for it. This way, making this
work even closer to reality and opening opportunities for possible commercialization.

3.8. Implementation of the Hybrid Network Using LoRaWAN and LoRaMESH

This work studies and proposes the implementation of a strictly LoRaWAN or Lo-
RaMESH and hybrid network with the two protocols for an AMI in the HyDSMaaS
scenario using LoRa technology. For that, the implementation was divided in four steps,
being (1) LoRaWAN and LoRaMESH protocols implementation, (2) Benchtop protocols
performance analysis (testbed), (3) Data Aggregator Point (DAP) device hybridization
implementation and finally, (4) real scenario test. The implementation of the protocols
takes place through the use of LoRa technologies mentioned above. It is worth noting that
each protocol consists of a distinct architecture and devices even with the same technology,
the LoRa.

3.9. Implementation of LoRaMESH

In this feeling the Figure 12 presents the implementation of the LoRa MESH network
on the bench. This protocol consists of the implementation of two devices (1) End-node
or final device and (2) Coordinator. The end-node is the device that will be implemented
in the SMs, he who plays the role of forwarding the information to the coordinator or
receive it. And the coodinator plays the role of gateway, i.e., he who will communicate
directly with the server of the EPC or the DAP itself, but this will be seen later still in this
work. In short, the coordinator is responsible for receiving and sending the messages to
all the end-nodes present in his network, whether at his reach or not. In this case, if an
end-node does not reach the coordinator but reaches any other end-node in the network it
can send this message to the device that will act as a router, forwarding this message to the
coordinator, this will be due to the implementation of the MESH network in the devices.

Figure 12. LoRaMESH implementation components.

The LoRaMESH module, Figure 13 is a device homolated by ANATEL. This device
joins LoRa modulation, long range and low power consumption, to the so-called Mesh
network, where each radio works not only as a signal receiver, but also as a router, being
therefore a highly scalable network. Using the ModBus protocol, messages can easily
be transmitted transparently between different points on the network, and the company
already markets these modules with the RPL (IPv6 Routing Protocol for Low Power
and Lossy Networks) factory-based routing protocol implemented [128]. Additionally,
the coordinator will be connected to an application server where he will be sending
to the application server either locally or in the cloud to store and display interactive
dashboards using Power BI for example, in order to make it more accessible to the end
consumer and the management of the EPC. At the implementation level, LoRaMESH final
devices need to have a shield to connect the devices to the Arduino hadware and free
software prototyping board and thus promote serial communication between the two [129].
The other specifications of this device are described in the Table 2. This application was
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used with Arduino to validate the network proposal, for the industry it is enough to change
the microcontroller used, because the technology is already certified and homologated for
the industry.

Table 2. LoRa Radioenge end-node specifications.

Specification LoRaMESH LoRaWAN Gateway

Data Rate 21,900 bits/s 21,900 bits/s 21,900 bits/s

Network Topology LoRaMESH
Radioenge Star Star

Security Cryptography AES Cryptography AES Cryptography AES Cryptography
Communication

Protocol
ModBus LoRaWAN LoRaWAN

Frequency band 902.3–927.5 MHz 902.3–927.5 MHz 902.3–927.5 MHz
Channels 64+8 channels 64+8 channels 64+8 channels

Operation mode Hybrid mode Hybrid mode Hybrid mode
Channel widths 125/250/500 KHz 125/250/500 KHz 125/250/500 KHz

Transmission power 20 dBm 20 dBm +27 dBm
Sensitivity of

reception
−137 dBm −137 dBm −137 dBm

Maximum reception
level

10 dBm 10 dBm 10 dBm

Modulation LoRa—CSS LoRa—CSS LoRa—CSS
ANATEL 02021-18-07215 02021-18-07215 02053-18-07215

Serial communication
ports

2 UART Serial 2 UART Serial SPI Interface

Digital Outputs
and Inputs

6 6 —

Analog inputs 2 2 —
Processor ARM0+ 32-bits ARM0+ 32-bits ARM0+ 32-bits

Transceiver Semtech SX1272 Semtech SX1272 Semtech SX1272

Power 5 Vcc
(4 up to 12Vcc)

5 Vcc
(4 up to 12Vcc)

5 Vcc
(4 up to 12Vcc)

Antenna 3 dBi 3 dBi 3 dBi and GPS

Figure 13. LoRaMESH Architecture.

This equipment has manufacturer specifications that report the possibilities of com-
munications between two devices with more than 500 m of distance. In addition, this
equipment allows communication via mesh topology, that is, the devices are capable of
routing the communication between the coordinator and another end-node that has no
connectivity directly with the coordinator. In this case, the end-node sends to the router,
making a communication jump, and the router forwards to the coordinator, making the
second communication jump. Using this device, a coordinator has the capacity to support
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up to 1023 devices on the network, and the amount of jumps is according to the number
of nodes on the network. This process is done automatically, so this work didn’t focus
on the analysis and implementation of the routing protocol for LoRaMESH networks in
this scenario.

3.10. Implementation of LoRaWAN

In the LoRaWAN scenario, as shown in the Figure 14, the topology used is the star. This
way, all the end-nodes in the network will be directly connected to the LoRaWAN gateway.
In this case the two main components are (1) LoRaWAN end-node and (2) LoRaWAN
gateway. The end-node has the same role as the end-node in the mesh, however it is not
a router for the other end-nodes that are on the network and do not reach the gateway.
The gateway plays the same role as the mesh coordinator, because it is responsible for
sending and receiving packets to the SMs and will be connected directly to the EPC server.

Figure 14. Components used for LoRaWAN implementation.

The LoRaWAN topology requires that all end-nodes have connectivity directly to
the LoRaWAN gateway, that is, if they do not have this connectivity, the device will be
outside the coverage area of a given gateway and will look for another gateway that is
closer to its coverage area. This way, the end-node will look for other coverage areas, if it
finds any other gateway this end-node will connect to it and the communication will be
performed again. Thus, it can be said that an end-node should not necessarily be fixed to a
given gateway. It only needs to contact a gateway that is configured to send my data to the
network server.

3.11. End-Node LoRaWAN

The LoRaWAN EndDevice Module is the device that will be connected directly to the
SMs playing the role of sending and receiving data directly from the LoRaWAN gateway.
In the Figure 15, it is possible to see the node implemented for this work, where the
LoRaWAN device is connected to arduino by means of a board that is pierced on top of
Arduino called the shield. It is worth mentioning that this module is homologated by
ANATEL and its technical specifications are described in the Table 2 [128].

The LoRaWAN end-node device as shown in the Figure 15, is a device capable of
connecting to the gateway with distances of approximately 2.5 km in the urban area and
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up to 3 to 4 km in open field without barriers and with target. This way, the device will be
ready to act on the sent SM and receiving data from the gateway.

Figure 15. End-node LoRaWAN.

3.12. Gateway LoRaWAN

The LoRaWAN Gateway, shown in the Figure 16 allows long range communication,
being able to use LoRa/CSS modulation with the ability to receive packets on up to
eight channels simultaneously. In order to be used definitively, this module has buses for
integration with Raspberry Pi, which has the processing and on-board computing of all the
logistics of the LoRaWAN gateway as well as the communication via internet with TTN.
Like the final device, the LoRaWAN gateway couples on top of the Raspberry Pi without
the need for a shield. Additionally, this gateway has an antenna and GPS interface for
geolocation also approved by ANATEL.

This device is capable of connecting to end-nodes in urban areas around 3 km away
and in open country up to 5 km. Network tracking features were implemented to monitor
traffic and a broker Message Queue Telemetry Transport (MQTT) [130] to allow commu-
nication with IoT devices and a python code MQTT client via network. All LoRaWAN
gateway specifications are presented in the Table 2 as described in its datasheet.

For this work, the LoRaWAN architecture implements consite in a star topology
network where the End-node is the communication device of the SM of the homes and the
Gateway is the device responsible for collecting all this data sent by all the SMs within its
coverage area and forwarding it to a network server that in this case was used TTN [123].
From TTN, the data will be forwarded to the application server which in this case is
the Power BI, a tool for data visualization and analysis via dashboard and interactive
reports [131]. In the Figure 17 this architecture is being represented in more detail.

3.13. Smart Meter Manufacturing

The SM was manufactured using Arduino, a 100 A current sensor, a 220 V (Volts)
voltage sensor, a 19 × 2 LCD for data display, and the LoRa is a shield that sits on top of
Arduino. The power supply is a hi-link, which receives the 220 V from the house electrical
network and converts to 5v direct current which is the power that the SM will need to
operate. In Figure 18 is the proposed SM electrical circuit. It is capable of obtaining all the
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voltage, current, power factor, activated power, reactive, apparent power, consumption
data, network quality and among other parameters that can be programmable for Arduino
to collect. This SM in total, costs approximately U$96,82.

Figure 16. Gateway LoRaWAN.

Figure 17. LoRaWAN Architecture proposed and implemented in this work.

Figure 18. Manufacture of the Smart Meter electric circuit.
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3.14. Bench Performance Analysis (Testbed)

Initially, the two technologies were tested on bench or testbed. In this case, the tech-
nologies were submitted to the process of sending and receiving packages from their
respective responsible parties (coordinator for the LoRaMESH endnode and Gateway
for the LoRaWAN). In the tests, the endnodes were kept at a distance of 2 m for their
responsible and all communication was monitored and analyzed in order to understand
the operation of the metrics analyzed. In this case, the RSSI was considered the indicator
responsible for presenting the received signal strength, SNR (Signal to Noise Ratio) metric
responsible for measuring the relationship between signal and noise, Time on Air (ToA),
this measure will show the time the package stays in the air until it reaches the other device
and Delay which is the time between the last message sent and the next. In addition, some
parameters have been configured to analyze their relationship with the measures analyzed
as the SF, in LoRa technology we have the SF 7 to 12 and the payload size (the Portuguese
package size) that in this work were considered the following package sizes for the two
message sending scenarios (A) From the EPC to the SMs and (B) From the SMs to the EPC,
in the tabletop Table 3 are those described in more detail.

Table 3. Package size specifications.

Specification SF 7 to 9 SF 10 to 12

- Package Size
Quantity of

Packages Sent Package Size
Quantity of

Packages Sent

SMs to EPC 63 bytes 1 38 bytes 2
SMs para EPC 31 bytes 2 19 bytes 4
SMs para EPC 21 bytes 3 13 bytes 6
EPC para SMs 60 bytes 1 60 bytes 1
EPC para SMs 40 bytes 1 40 bytes 1
EPC para SMs 20 bytes 1 20 bytes 1

As can be seen in the Table 3, this work presents 3 different packet size configurations
for each different SF group be it 7, 8 or 9 we have the packets of 63 bytes, considering that
it will be necessary to send only one packet that will already contain all the information
that the EEC needs. In case of reducing the size of this packet, you have the option to
use the 31 byte size packet, however, the packet will be split in half, thus making the SM
have to send two packets. The same occurs in cases where there is an even larger division,
which will be 21 bytes divided into 3 packages. In the case of SF bigger as 10, 11 and 12 the
packets must be reduced, because the greater the distance and the SF that the endnode is
present, the smaller the packet must be, otherwise the packet will not reach its destination
or will have a very large loss rate due to the bandwidth being too low.

Finally, we also analyzed packages that the EPC will send to the SMs with varying
sizes of 60 bytes for packages with price information for the next 24 h as well as suggestions
for plans to use the electricity to be followed, 40 bytes when for packages with prices for
the next 12 h and suggestions for plans and finally 20 bytes for packages with only prices
from 1 h to 6 h ahead and suggestions for plans. In this case, only one package will be sent
at a time from the EPC to the end-nodes. Finally, the fixed end-node configurations consist
of 4/5 coding rate (CR) and 125 MHz bandwidth (BW).

3.15. LoRaWAN Module Behavior in Testbed

Based on the implementations explained above, the tests were performed in order to
observe and understand how these metrics behave based on the technologies to be used in
this work as well as the difference between the proposed implementations, since the idea is
to hybridize two networks with different topologies but using the same technology.
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3.15.1. Behavior of the Network with the Packets Sent by SMs to the EPC

As can be seen in the Figure 19, the graphs show a difference between the SF settings
based on the size of the package to be sent. Considering the RSSI (a), the larger the SF the
better the RSSI, but as the packet size increases this will directly affect the RSSI. With the
SNR (b), the measure that the SF increases the SNR will be smaller, because of the sensitivity
with possible barriers such as trees, buildings and homes, and the increase in the size of
the packet also affects the SNR. What is important to highlight are the ToA (c) and delay
(d) measures, as these are extremely important for network scalability. In this sense, as the
SF is increased the ToA grows approximately twice as long, while the delay the difference
follows around 1 to 2 s. In the cases of smaller SFs the ToA is very similar for all packet
sizes however, the delay grows as the SF as well as the packet size increases. For these
metrics the difference is approximately 260 ms for the worst and best case of ToA and 8 s
for the delay.

Figure 19. LoRaWAN behavior (a) RSSI, (b) SNR, (c) ToA and (d) Delay of packets sent by SMs.

3.15.2. Behavior of the Network with the Packets Sent by the EPC

When packets are sent by the EEC, it means that the packet leaves the gateway towards
the SMs. In this scenario, it is possible to see in the Figure 20 the results obtained for the
LoRaWAN protocol performance analysis considering the sending of the three types of
packets that the EEC will send to the SMs.

As can be seen, the difference between RSSI (a) and SNR (b) in relation to the SF
configuration and the package size is approximately −20 dBm for RSSI, and 3 dBm for
SF 7 to 9 and 1 dBm for the larger SF for SNR. However, the RSSI is better for the smaller
package, with the larger size it has a difference of approximately −20 dBm. On the SNR
the difference is well reduced for all packet sizes in the SF7 to 11 nodes, with the SF12 the
difference increases to almost 10 dBm. As far as ToA (c) is concerned, all packet sizes have
a similar ToA for the smaller SF configurations, however, as the SF increases between SF
10 and 12, the difference in ToA reaches 25 ms, 100 ms and 150 ms respectively. The delay
(d) behaves more evenly between all the SFs having a difference of approximately 1 s
between the two smallest packets, and 2 s between the two largest packets. This way it is
possible to notice that for the smaller SFs any type of size can be sent that the ToA won’t
be affected, but in the case of delay, the bigger the SF configuration the bigger the delay
between the packets will be.



Future Internet 2021, 13, 271 24 of 45

Figure 20. LoRaWAN behavior (a) RSSI, (b) SNR, (c) ToA and (d) Delay of packets sent by EEC

3.16. Behavior of LoRa MESH Modules in Testbed

To carry out the LoRaMESH network study, only the packages sent between the EEC
and the SM were analyzed in a bidirectional way. In the case of the mesh, the ToA and
delay metrics were not possible to be collected yet in this work due to implementation
challenges for the collection of this information.

Metrics like ToA and delay were not possible to be collected yet in this work. In the
Figure 21 are the results obtained from the testbed using the LoRaMESH network in
order to understand how the RSSI and SNR are behaving in relation to the different
SF configurations.

As seen in the Figure 21a it is noticeable that for the distance of 2 m in this testbed,
the RSSI was better for the SF 7 to 9 has a worse RSSI than the larger SFs. In the case of
SNR Figure 21b, all the nodes obtained the same value, considering that no matter the SF
configuration, what will really affect the most will be the extent to which the nodes really
move away from the coordinator as well as the barriers available in the real scenario.

Figure 21. Result of LoRaMESH scenario (a) RSSI and (b) SNR for packages sent by SMs or EPC.

3.17. Implementing Hybridization through DAP Device

Based on the understanding of how the main communication metrics behave in
the infrastructure using LoRaWAN and LoRaMESH topologies, this work has as main
motivation to hybridize these two topologies in order to propose a scalable, long range
and low cost communication infrastructure, making it feasible to be implemented in a real
scenario. With this in mind, the implementation of Data Aggregator Point (DAP, from the
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Portuguese Data Aggregator Point) emerged, which is a hybrid module that contains two
channels, being one LoRaWAN and the other LoRaMESH. This module will be able to
hybridize the network, so that the two can interact with each other. This device is being
shown in the Figure 22.

Figure 22. Hybrid implementation.

In this case, DAP will be a coordinator for the LoRaMESH network and an end-node
for the LoRaWAN network, making the communication between the two technologies and
hybridizing it, thus having a LoRaMESH topology on the left and a LoRaWAN topology
on the right. In the Figure 23, it is possible to visualize how the architecture of this network
will be.

Figure 23. DAP implementation proposal for AMI hybridization.

The end-node present in the SM will send the package via MESH until it reaches
the coordinator present in the DAP, the DAP will make a queue of packets to be sent to
the LoRaWAN end-node also present in the DAP. As soon as the packets are sent to the
LoRaWAN end-node via serial communication, they will be forwarded to the LoRaWAN
gateway, which will send them to the EPC TTN network server, which will then view the
data in the Power BI application.

3.18. Tests in the Real Scenario

For the real scenario, the LoRaWAN and LoRaMESH protocols will be submitted
to the same analysis only in different positions in relation to the gateway in the case of
LoRaWAN and at different distances in both cases. For the LoRaMESH network the nodes
were distributed by distance and can be seen in more detail in the Table 4.

To better present the distribution of endodes within the chosen scenario in the city
of Teresina, Piauí, Brazil, whose geographic coodenadas are −5.063688 longitude and
−42.803953 latitude representing the neighborhood of consumers of the EEC service,
as shown in the Figure 24.
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Table 4. LoRaMESH Real Scenario Point Specifications.

Point Distance to the Next Point or Coordinator SF Analyzed Hopes

A 200 m All 2
B 300 m All 1
C 500 m All 0
D 600 m 10, 11 e 12 3

Figure 24. Endode positions in the real scenario in LoRaMESH implementation.

The distribution is not in alphabetical order but in order of distance from the point
in question to the next nearest point. This distribution was made for two reasons (1) The
distribution was made within the LoRaWAN scenario as well as following the distance
limitations of the LoRaMESH technology studied and implemented in this work in the
urban scenario, which is approximately 600 m of distance between the nodes. During the
tests, the nodes made the jumps according to the distribution assigned in order to seek
analysis in the real scenario.

The LoRaWAN scenario is being presented in more detail in the Figure 25. Where
the points were distributed by distances, being distributed in all the maximum ends that
the end-node was able to reach from the gateway within the urban scenario. In addition,
the nodes were organized in three strategic but very specific points, being (A) Left: avenue
with several houses and commercial points, (B) Front: point well obstructed and full of
houses and buildings, and (C) Left: region with fewer obstacles such as houses, some
commercial points, bridges and land.

To better present the points, the Table 5 presents its distribution and specific charac-
teristics. As previously mentioned, each position refers to a specific urban setting where
different types of barriers are considered such as buildings, tourist points, bridges and
commercial points. In this sense the SMs that positioned themselves to the left of the
gateway achieved a greater reach however only with the larger SFs as well. For the other
sides, the barriers are present with greater intensity directly affording the maximum range
between the nodes and the gateway, reaching only 2 km.

Besides the maximum distances reached by each topology, it is possible to observe
that the urban scenario has many interferences and barriers that affect the dictatorship and
accessibility of connectivity between the nodes, that is, in some cases the MESH is able to
make the communication because of the jumps and in other cases the LoRaWAN achieves
a greater distance because of the capacity of the technology to have a greater reach and not
be interfered because of these barriers. That is, in the next chapter all this analysis will be
raised and discussed in order to analyze how RSSI and SNR are affected for the different
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scenarios in order to make a survey of the two technologies and reach a hybrid model
proposed by this work.

Figure 25. Endode positions in the actual scenario in LoRaWAN implementation.

Table 5. LoRaMESH Real Scenario Point Specifications.

Point Distance from Gateway SF Analyzed Position

A 500 m All left
B 800 m All left
C 1 km All left
D 1.5 km 10, 11 e 12 left
E 2 km 10, 11 e 12 left
F 2.35 km 10, 11 e 12 left
A 500 m All front
B 732 m All front
C 1 km All front
D 1.6 km 10, 11 e 12 front
E 2 km 10, 11 e 12 front
A 800 m All right
B 1 km All right
C 1.35 km All right
D 1.5 km All right
E 2 km 10, 11 e 12 right

4. Results and Discussion

As described in the previous section, the results obtained in the real scenario will
be discussed in this chapter. In the tests, the main metrics used were RSSI and SNR,
considering the different points, sides and SF. Furthermore, the tests were performed
considering the LoRaWAN and LoRaMESH protocols at different geographical positions
within the city. At each position, 10 data were recorded for each SF configuration (SF7–
SF12), different distances (between 200 m to 2.35 km) and sides (left, right and front).
In total, 780 packets were recorded in the test with LoRaWAN and 210 packets with
LoRaMESH. The following tests were performed for LoRaWAN and LoRaMESH protocols
in the proposed scenario.
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1. Received Signal Strength Indication (RSSI)
2. Signal-to-Noise Ratio (SNR)
3. LoRaWAN or LoRaMESH restricted network reach
4. LoRaWAN or LoRaMESH restricted network capacity

4.1. Indication of Received Signal Strength (RSSI) vs. Signal-to-Noise Ratio (SNR)

About the presented graphs (boxplot) Q1 is the first and Q2 is the second quartile,
which represents the upper and lower range of values. ICmin and ICmax are the confidence
intervals, in python, they are calculated automatically. Points below ICmin or above ICmax
are the outliers, i.e., error values that are far outside the confidence interval of the data.
The bar that is approximately in the middle of the mean area is the median of the mean
values obtained. This analysis was performed as shown in Figure 26.

Figure 26. Boxplot chart.

4.1.1. Network Performance for Different SF Configurations

The averages of RSSI and SNR per SF configuration in the LoRaWAN network are
shown in the Figure 27.

(a) (b)

Figure 27. Average RSSI and SNR per SF LoRaWAN. (a) RSSI. (b) SNR.

The closer the RSSI is to zero, the better the signal intensity, in this sense it is possible to
observe in the Figure 27a that the larger SF configurations (10 to 12) have an average signal
intensity between −110 and −103 dBm having a mm better signal intensity compared to
the smaller SF configurations (7 to 9) having an average between −112 and −110 dBm.
The difference between the settings is not significant, however, when it comes to signal in
relation to noise, even with a better RSSI, the larger SFs are more affected by interference
in relation to barriers as can be seen in the Figure 27b. The smaller SFs have an average
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between 3 and −5 dBm of SNR, while the larger configurations have from −5 to −15,
which means that considering −7 an ideal SNR, the larger configurations are significantly
affected by the barriers and this is due to the greater distances that these configurations
allow to achieve precisely because of the RSSI they operate.

In the LoRaMESH scenario, Figure 28 the SF configurations have the same performance
as the LoRaWAN in terms of both RSSI and SNR, however the difference between the SFs
is less significant compared. In terms of RSSI, Figure 27a, the LoRaMESH operates with
an average between −98 and −118 dBm, when it comes to SNR the variation is between
12.6 and 11.1 dBm. In this case, the variation between the SF settings show operating
equally for both LoRaWAN and LoRaMESH, having better RSSI values and worse SNR
values, Figure 27b, for larger SFs and the opposite for smaller SFs, however, it is worth
noting that the LoRa technology that operates with LoRaMESH has a better average RSSI
compared to the LoRaWAN, reaching differences of up to 20 dBm better, when the SNR
is considered, the LoRaMESH is able to operate with a higher value, even if it is using
larger SF. That is, it is possible to conclude that the LoRaMESH has less signal interference
in relation to possible noises, but this only happens because the technology itself works
with smaller distances like 600 m maximum. LoRaWAN operates with distances of up to
2.35 km and this is a relevant factor for these results.

(a) (b)

Figure 28. Average RSSI and SNR per SF LoRaMESH. (a) RSSI. (b) SNR.

4.1.2. Network Performance Relative to the Geographical Side of SMs Relative to DAP

The same analysis done previously was also performed for the different geographical
sides of the SMs in relation to the DAP or Gateway that will receive their packages. In the
Figure 29 the average of RSSI and SNR per side are represented. At first, it is important to
point out that each side has different geographic specifications, and on the front side it is a
scenario full of houses and business buildings of at most 2 to 3 floors, on the right side it is
a cleaner scenario full only of houses and land, and on the left side it is a main avenue full
of several houses and the presence of some posts, pharmacies and commercial buildings.

(a) (b)

Figure 29. Average RSSI and SNR per side LoRaWAN. (a) RSSI. (b) SNR.

In this context, it is possible to observe in the Figure 29a that RSSI is better for the
right side, because even with longer distances the devices do not have so many barriers
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ahead, however the difference for the other sides is only 5 dBm, which also does not make
this difference significant. In the Figure 29b it is possible to observe that the presence of
barriers interferes with the SNR, thus making the front and left sides have an average SNR
of −3 to −11 dBm while on the right side the SNR is around 5 dBm and this is due to the
terrain and pressure of fewer barriers.

After understanding how the RSSI and SNR are being effected for each side, these
metrics were analyzed considering each SF configuration and the results are presented in
the Figure 30. Where the Figure 30a presents the RSSI for each geographic side in each SF
configuration, showing that the smaller SFs have a difference of only 4 dBm regardless of
which side the SM has. In larger configurations, the difference can reach almost 15 dBm
depending on the side, i.e., depending on how the distribution of the SMs is in relation to
the existing barriers in the middle of the communication infrastructure to the gateway.

(a) (b)

Figure 30. Average RSSI and SNR per SF LoRaWAN. (a) RSSI. (b) SNR.

In the Figure 30b the SNR clearly presents how larger configured SFs are significantly
affected when scenarios are full of barriers. In this case, the larger SFs were SNRed between
−5 and −15, while the smaller SFs range from 5 to almost −5, showing that for smaller
configurations the side will not be a relevant factor, but rather the barriers present in the
middle. In this case, the LoRaMESH was not analyzed by side, limiting this analysis only
to the LoRaWAN Gateway, since the LoRaMESH operates on a regular basis regardless of
the position it is in, which is important to know to what extent the barriers interfere with
this protocol and this analysis was done next.

4.2. LoRaWAN or LoRaMESH Restricted Network Reach

The scope of the protocols restricted LoRaWAN and restricted LoRaMESH were
analyzed within the same context of the sides presented above, where the nodes were
distributed to each side, and the maximum range per SF was obtained and analyzed in
order to present the performance of the two protocols and then obtain a broader result with
the hybrid infrastructure. In the Figure 31 are the results of the average RSSI and SNR per
point with LoRaWAN protocol. Where in the Figure 31a is the representation of RSSI per
point, and it is clear to see that as the distance increases, RSSI loses quality. The difference
is almost 15 dBm from the SM which is 500 m from the gateway, to the SM which is
2.35 km away. And this small difference represents how much this technology is able to
communicate with small and long distances without having a significant interference in
the RSSI. The same occurs in the SNR represented in the Figure 31b, where the difference
is as much as 10 dBm from the nearest GS in comparison with the GS further away from
the gateway.

However, communication was only possible up to a distance of 2.35 km considering
all sides and barriers present. In this case, the left side was the one that got the best
range, this because the scenery is an avenue because of this target, facilitated the effective
communication of the SM with the gateway, already the other sides got only a distance of
2 km due to the barriers present in the scenery. It is worth mentioning that the smaller SFs
reached only the distances A to C for the sides (left and front) and A to D for the right side,
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the other points only communicated with the larger SFs. In the LoRaMESH scenario the
RSSI and SNR results by side were also collected and are being presented in the Figure 32.

(a) (b)

Figure 31. Average RSSI and SNR per LoRaWAN point. (a) RSSI. (b) SNR.

(a) (b)

Figure 32. Average RSSI and SNR per LoRaMESH point. (a) RSSI. (b) SNR.

Where the Figure 32a presents the RSSI for the distances of points A with 200 and B
with 300 m that had a difference of almost 20 dBm, from point A to point C with 500 m,
the difference was almost 15 dBm, and from point A to point D with 600 m the difference
rises to almost 40 dBm. This means that as the distance increases, the RSSI will be reduced
significantly until it reaches a level of no longer working. That is, these devices are made
for long distance communication, but with little interference. In the city, these scenarios
are represented by condominiums of houses and buildings, where the distances are long
but the interference is smaller compared to the scenarios of cities, industries and public
buildings. To conclude, the Figure 32b presents the SNR for each point, and like the RSSI,
the SNR will be affected as the distance increases, having differences of almost 5 dBm per
point, however, as already discussed, this technology is more resistant to the interference
of the sinla in relation to the noise and barriers present in the scenario, for this protocol the
main factor is distance between the devices. With this, the maximum range achieved was
600 m in the proposed scenario regardless of whether it is for the coordinator or for the
other device that performs the mesh communication.

To analyze the range of SMs, the results of RSSI and SNR were also studied by SF
configuration for each point determined in the LoRaWAN protocol. The Figure 33 presents
this results in more detail.

In the Figure 33a it is possible to observe that for each geographic point the SF
works differently, being better for the points closest to the gateway, and this was expected.
However, the difference between expensive SF is worth mentioning, because as the distance
to the gateway is increased, the RSSI is affected with a value of approximately 3 dBm,
being considered a minor difference. Of course, for larger distances it is better to use the
larger SF due to its range and RSSI that will be much larger, however, for smaller distances
the smaller SF settings will always be better options because of the SNR, which are much
better and the difference is significant, since the greater the SF the greater its interference
in relation to the SNR, as can be seen in the Figure 33b, and can reach a difference of up
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to 10 dBm between the SF. In the LoRaMESH scenario, the results of RSSI and SNR are
presented in the Figure 34.

(a) (b)

Figure 33. Average RSSI and SNR per point and SF LoRaWAN. (a) RSSI. (b) SNR.

(a) (b)

Figure 34. Average RSSI and SNR per point and SF LoRaMESH. (a) RSSI. (b) SNR.

The RSSI was analyzed in the LoRaMESH protocol for each SF configuration in all
four analyzed points, and the results are being represented in the Figure 34a, where
it is possible to observe that the closer the node is, the better the RSSI, mainly by SF
configuration. The difference of point A pro B is approximately 15 dBm, pro C is 30 dBm
and 35 dBm for point D. The results behave as in LoRaWAN, however, the SNR is better for
all points and configurations compared to LoRaWAN. It is noticeable that as the distance
increases, the SNR will be affected because of the noise, allowing us to conclude that for
small distances the smaller SFs are less affected and the RSSI is very close to the smaller
configurations, when for larger distances the larger SFs have better RSSI and the SNR
has a difference of only 0.5 dBm compared to the smaller SFs, making these the best SF
configuration options for each distance, as can be seen in the Figure 34b.

Finally, the RSSI and SNR were analyzed by point, by side and by SF configuration as
shown in the Figure 35. Where, the Figure 35a,b represent the devices present on the left
side, the Figure 35c,d represent the SMs present on the front side of the gateway and the
Figure 35e,f represent the SMs on the left side of the gateway.

In the figure, it can be observed that the communication on the left side behaves in
the same way analyzed in the testbed, that is, as expected. For this side the RSSI varied
between −95 and −112.5 dBm and the SRN at 6 and −15 dBm. For the devices in front
of the gateway, the RSSI ranged from −100 to −114 dBm while the SNR ranged from 3 to
−15 dBm. And for the right side the RSSI ranged from −90 to −114 dBm and the SNR
at 6 and −15 dBm. Based on these results, it can be seen that the right side got the best
results due to the presence of several open fields and land, as well as the existence of few
buildings, the left side was 5 dBm worse than the right side, this because of the commercial
buildings while the worst case went forward, due to the presence of several condominiums
of buildings and businesses the inference was much higher with a difference of 10 dBm for
the best case in terms of RSSI and 3 dBm for the SNR.
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(a) (b)

(c) (d)

(e) (f)

Figure 35. Average RSSI and SNR per point and SF LoRaMESH. (a) SNR left side. (b) SNR left side.
(c) SNR front side. (d) SNR front side. (e) SNR right side. (f) SNR right side.

4.3. LoRaWAN or LoRaMESH Restricted Network Capacity

In order to find out the capacity of nodes that a gateway or coordinator will be
able to support was used a formulation proposed by [121] to calculate theoretically the
capacity of the LoRaWAN protocol proposed by this work. It is worth noting that the
LoRaMESH network has a factory limitation which is the ability to connect to 1023 nodes
in a mesh network.

DPQ =
(time)
ToA

(1)

In theory, a LoRaWAN network with class A configuration opens two communication
windows, one downlink with a time of 1 second and the other of 2 s after the completion
of the uplink [132]. Based on this, it is possible to calculate the capacity of the LoRaWAN
network based on ToA between SMs and EPC. Considering the results obtained, for SF 7
to 9 the ToA was a maximum of 30 ms and for SF 10 to 12 a maximum of 260 ms round
trip. With this, first the Daily Packet Quantity (DPQ) will be calculated based on the
Equation (1), where the time is the period that a device will operate and ToA is the time
that a packet sent by the device will take to reach the gateway, both in seconds. Therefore,
considering that for smaller SFs the ToA obtained and the conversion from 1 h to seconds
be presented for 60 m ∗ 60 s, in 1 hour of operation we have the following Equation (2),

DPQ =
(60 ∗ 60)

0.03
(2)
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or 120,000 package opportunities for the smaller SFs and, the following Equation (3),

DPQ =
(60 ∗ 60)

0.260
(3)

or 13,840 package opportunities for larger SFs. This makes the daily capacity 2,880,000
packages for the smaller SFs and 332,160 packages for the larger SFs. Now to calculate
the amount of nodes per gateway during a day considering that it is only one channel,
the following calculation will be performed.

NP =
DPQ

(NEPCPPD + QSMPPD) ∗ ToA
(4)

Based on the specifications of the Equation (4), the Table 6 presents a detail of each
variable to be used. Considering that EPC will send on average up to 5 packets per day,
and SMs will send up to 26 packets per day, being 24 packets with consumption data per
hour and 2 booking packets for cases in which EPC will request some immediate return
from the SM in question, in this case EPC will request up to two calls per SM per day which
is mostly something specific and difficult to happen. Regarding the gateway used in this
work, it has a hardware with 8 communication channels, being able to receive or send to
up to 8 devices at the same time, thus multiplying the DPQ by 8. This way, we have the
following equations.

For SF 7 to 9:
NP =

2,880,000 ∗ 8
(5 + 26) ∗ 0.03

(5)

For SF 10 to 12:
NP =

332,160 ∗ 8
(5 + 26) ∗ 0.260

(6)

From the Equations (5) and (6) 5,907,692 SMs can be connected to the gateway with
only smaller SFs configurations, and 329,687 SMs with only larger SFs. At this moment the
NP is not yet being calculated considering smaller and larger SMs in the same network as
well as the calculation for the hybrid network, however these formulations will be made
for the final version of the dissertation. It is worth mentioning that these are just numbers
to be considered as base, there are still different variations such as package size, band-
width configurations and among other factors that vary depending on their geographical
position. From the results above, it can be concluded that LoRaWAN network capacity
depends on several parameters such as number of gateway channels, SF configuration,
bandwidth, number of packages required per day and per destination (EPC and SM) and
the package size.

Table 6. Variable specifications.

Variable Description Value Reference

NP Number of packages - -
DPQ Daily Packages Quantity (SF 7 to 9) 2,880,000 Equation (2)
DPQ Daily Packages Quantity (SF 10 to 12) 332,160 Equation (3)
ToA Time on Air in seconds (SF 7 to 9) 0.03 s -
ToA Time on Air in seconds (SF 10 to 12) 0.260 s -

NEPCPPD Number of EPC Packages per day 5 -
QSMPPD Quantity of SM Packages per day 24 -

4.4. Final Application for EPC and Final Consumers

After the implementation of AMI using the proposed architecture and infrastructure,
a business intelligence (BI) report was implemented using Microsoft Power BI to handle
and visualize the data. The data was collected from two SMs for BI analysis. The energy



Future Internet 2021, 13, 271 35 of 45

price was based on the hourly energy price implemented in portugal, because in Brazil the
pricing of energy consumption is done by flag. It is worth pointing out that for security
reasons, each consumer will have his own personalized view, and will only be able to view
the SMs registered in his register. For EPC, the view is more complete and robust, being
able to have access to all the data from all its consumers. In Figure 36 the consumer’s BI
view is presented, where it is possible to see a graph of energy consumption in real, current,
voltage, and other consumption data, as well as energy generation data. Additionally, date
filters are added so that users can see their historical data. In case the consumer has more
than one SM or power generator, all will be presented in this BI, and the consumer will
have the option to see all this data per SM or consolidated.

Figure 36. visualization of the final consumer’s energy consumption and generation data.

In Figure 37 the EPC BI is presented, in it you can see a more macro view of all energy
consumption, energy price per hour, supplied energy data for consumers as well as filters
by consumer, by city and by state. Additionally, EPC has a more detailed view of the data,
and the map can be used as a filter so that one can click on the SM represented on the map
and all the data will be filtered for it.

Figure 37. Visualization of data from all consumers in the network to the EPC.

However, the BI visualization brings the product closer to the reality expected by EPC
as well as it is a great vision for the consumer that until now does not have any control or
visualization of their consumption and energy generation data. With AMI up and running
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and the BI report being constantly updated, both EPC and the consumers will have all the
management of their energy consumption in their hands, and this will be of great value
to the consumer, who will use energy more conscientiously, and to EPC, which will have
consumers that are more aware of both their consumption and the value of energy.

4.5. Discussion about Strictly LoRaWAN, LoRaMESH or Hybrid Networks

As seen in the results obtained, the LoRaWAN protocol obtained better distances
and greater range, however it was more affected as the distance increases and obstacles
become more and more important variables for the effectiveness of communication or
not. While in the LoRaMESH protocol implemented by Radioenge, it obtained a shorter
distance, but was able to maintain communication significantly affecting the efficiency
of communication. Thus, LoRaWAN becomes a better option to be used in cases where
gateways will be spread throughout the city to promote coverage for SMs with LoRaWAN
modules as well as hybrid DAPs that will play the role of connecting to a mesh network
present in certain places. Meanwhile the LoRaWAN protocol becomes more suitable to
promote a more controlled infrastructure in terms of distances between consumers, such as
condominiums, public buildings and industries, as well as sets of houses that are clustered
in quantity but in a specific region. However, this protocol will not be possible to use,
with the configurations and results obtained, without the presence of LoRaWAN, in this
case, hybridizing the network, unlike LoRaWAN.

In the case of the hybrid network, the main contribution is in the implementation of
the DAP, because it will mediate between the mesh network and the LoRaWAN network.
Furthermore, the results of a hybrid network are directly linked to the results of each
network strictly, that is, if a network composed of LoRaMESH is operating efficiently and
with connectivity capable of promoting communication, when hybridizing this network,
the devices will operate in the same way, since the only difference is that the coordinator will
no longer be alone, but with the final LoRaWAN device. In this case, the hybrid network
has limitations, and the main ones are related to Radioende’s LoRaMESH protocol, such
as not having access to the routing algorithm, distance limitations, as well as this causes
more complexity for any extra implementation that has to change something in the main
source code. Another important factor about the hybrid network is the implementation of
the communication processing between the LoRaMESH coordinator and the LoRaWAN
end device, even though it is a serial communication, via cables, the implementation of
the packet queue, as well as the processing and temporary storage of this large amount
of data, In this study this problem did not arise because the tests were performed with
only five SMs, but it is worth analyzing the DAP with a larger amount and verify if it can
really operate efficiently, or if it will not support such a large amount of processing and
information flow.

However, the hybrid network allows AMI scalability, a wider coverage range as well
as other advantages such as the possibility of using two different topologies to deploy in
a real scenario, and this is a relevant contribution, since there are different scenarios and
environments that possibly a strictly LoRaWAN or LoRaMESH network will not be able to
reach efficiently.

4.6. Distribution of DSM Services by Communication Protocol

Based on the results obtained from individual LoRaWAN and LoRaMESH networks,
the scenarios where each network can act and in which scenarios the hybrid network can
be a more viable option have been collected in the Table 7 considering that DAP proposes
this possibility of joining both topologies in only one AMI.

As can be seen in the table, depending on the scenario to be implemented AMI,
LoRaWAN or LoRaMESH topologies can be used either in a restricted or in a hybrid way.
In the case of LoRaWAN, it is more suitable when the distribution of SMs is unregular (near
or long the gateway), as well as more used when the SMs are in positions geographically
distant from the gateway, and can reach up to approximately 2.35 km. LoRaMESH is
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best suited for scenarios with SMs distributed on a regular basis and with distances of
up to 600 m between nodes, such as condominiums of houses and residential buildings.
Hybridization will be recommended when the distance between the nodes exceeds the
range distances of each restricted network, in this case, a LoRaWAN hybridization will be
performed to reach greater distances and the use of LoRaMESH to connect several SMs
that are nearby without overloading the LoRaWAN network.

Table 7. Scenarios and services to be used by topology.

Scenario Services Topology

Smart Home in
neighborhoods

SM, SP, SS, QEE, DR, HEM, Home
Automation, consumption forecast, load

profile and solar energy generation

LoRaWAN or
LoRaMESH
or Hybrid

Smart Home distantes

SM, SP, SS, QEE, DR, HEM, Home
Automation, consumption

forecast, load profile
and solar energy generation

LoRaWAN or Hybrid

Smart Homes
Condominium

SM, SP, SS, QEE, DR, HEM,
Home Automation,

consumption forecast,
load profile, Gameficação

and solar energy generation

Hybrid

Building Condominium

SM, SP, SS, QEE, DR, HEM,
Automação Residencial, consumption

forecast, load profile, Gamefication
and solar energy generation

Hybrid

Public Buildings
and Universities

SM, SP, SS, QEE,
and solar energy generation

LoRaWAN or Hybrid

Industry 4.0
SM, SP, SS, QEE, DR,

Industrial Automation
and solar energy generation

LoRaWAN or Hybrid

In the case of Smart Home at greater distances, LoRaMESH can be an option in houses
with distances of up to 600 m, LoRaWAN would be an option in cases with distances of up
to 2.35 m and hybrid if the maximum distance between the houses is approximately 3 km.
For the cases of condominiums of houses and buildings, a mesh topology can be used
inside the condominium and the condo for the EEC a LoRaWAN network, thus making the
hybrid network and implementing the DAP for the condominium. Another option could
be LoRaWAN, if the entire condominium is within the gateway’s coverage area.

In case of public buildings and industry 4.0, two factors should be considered (A) it can
be a building with many devices or a very large area with the distributed SMs, (B) Generally
these scenarios are more distant or distant from the urban area, so LoRaWAN can be an
option but the hybrid will make more possibilities either of distance as of quantity of
devices present in the scenario.

The LoRa technology has by default the LoRaWAN protocol, however the Brazilian
company Radioenge developed a new routing algorithm mesh for the LoRaMESH protocol
based on RPL so that LoRa devices can operate under a mesh network. For reasons of
industrial secrets this routing code is not open source, so it was not possible to make
improvements or present a model that could become a standard to be used, however this
work was limited only to apply it in practice in order to compare Radioenge’s LoRaMESH
protocol with the world standard LoRaWAN protocol, and analyze its viability for the
proposed scenario. Based on the results obtained, it is possible to analyze the LoRaWAN
and LoRaMESH protocols in the urban scenario considering all the specifications that
HyDSMaaS requires so that it can function in a complete way and without further losses in
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terms of AMI deployment and implementation, either with communication failures or due
to the price of implementing AMI. From the results obtained in the LoRaWAN network,
a range of 2 km to 2.35 km was achieved between the gateway and the more distant SMs,
and in LoRaMESH a distance of up to 600 m between two devices could extend the network
coverage area by connecting more mesh devices. Both results were obtained in an urban
scenario with all the main barriers existing in the environment, as well as all the barriers
present in a city that may or may not affect the communication infrastructure.

Thus, with the implementation of the hybrid network, it will be possible to cover
long range areas with LoRaWAN, as well as to connect several nearby devices through
the LoRaMESH protocol in order to reach a greater amount of distance between the SMs,
in order to propose one more possibility of topology to be used to supply all the main
different scenarios present in the SG according to the contexts cited in this work, such
as SHs and buildings condominiums, industries 4.0, universities and commerce among
other end consumers of the EEC. Using the DAP studied, implemented and proposed
by this work AMI will be possible to be deployed in the real scenario keeping essential
characteristics for this deployment as low cost and long range. In this way, the cost of AMI
deployment will be significantly reduced compared to other technologies present in the
market today. It is worth mentioning that the formulation implemented and modeled in
this work considers that all SMs are synchronized without failures, however, it is known
that in practice this synchronization is a challenge to be tackled in future work in order to
think about the scalability of this infrastructure.

5. Conclusions and Future Work

This paper studies, implements and analyzes a Hybrid Communication Infrastructure
with LoRaWAN and LoraMesh for the Demand Side Management as a Service (HyDSMaaS).
The performance of a hybrid LoRa network using LoRaWAN and LoRaMESH protocols
to provide a bidirectional AMI in the SG scenario enabling the provision of EPC services
to end consumers on the demand side. In this paper, the main IoT technologies are listed
and positive and negative points are analyzed in comparison with LP-WAN technologies,
leading to justify the use of this technology due to the fact that it is low cost, long range,
scalable and has more physical and network structure options. Five SMs were implemented,
consisting of a voltage and current sensor, as well as LoRa communication devices. As tests,
the operation of the two protocols LoRaWAN and LoRaMESH were analyzed on the bench.
In the actual scenario they were analyzed for different points, sides and situations in an
urban environment. With this, LoRaMESH was able to reach distances of approximately
600 m between two points, in addition, it is worth mentioning that the technology supports
up to 1023 devices connected in the network mesh, with this, being able to increase the
aucance of the network because of the hops that can occur between devices mesh composed
of LoRaMESH protocol implemented and sold by the company Radioenge. This amount
is not a limitation of the mesh network, nor of LoRaWAN, it is just a limitation of the
technology used. With LoRaWAN, it was possible to achieve distances of up to 2.35 km
between the gateway and the SMs. In addition, the devices were analyzed for different
SFs, sides and positions, so the technology was able to operate fully up to approximately
2 km away from the gateway, and beyond that, only with larger SFs. Another point worth
mentioning is the analysis and implementation of the packet breaking, this made the
devices achieve a greater distance, having a difference of approximately 1km when the
packet is broken. What is worth highlighting as one of the contributions of this work.

From the collected data, ToA, delay, RSSI and SNR are considered and analyzed for
the different protocols, as well as distances between the SMs and the gateway, different
sides, geographical positions and location within the city. What is worth noting is that the
LoRaMESH protocol achieved secure communication up to 600 m distance from one SM to
another, having as RSSI and SNR affected in a very reduced way and without affecting the
communication infrastructure in terms of communication loss. In the case of LoRaWAN,
the higher the SF the better the RSSI and lower the SNR, higher settings are better to achieve
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a greater range, the problem is that it becomes more prone to failures and the packet must
be reduced or broken in order to reduce delay and ToA, otherwise, the communication
will have a high delay reaching no communication. Considering the hybrid network, there
can be a network with 1023 LoRaMESH nodes connected to a hybrid DAP, which is a
LoRaWAN end device, communication onwards is done with LoRaWAN. In other words,
the network becomes more scalable, and can easily get a large number of nodes without
having a high investment in communication infrastructure.

This work has some limitations, and the main one is in relation to the LoRaMESH
protocol that proposed more difficulties in terms of programming, as well as not obtain-
ing a result as expected. The reason for this is that the routing algorithm is closed for
reasons of factory protection, and this makes the algorithm a black box, so resources for
implementations, improvements, modifications and other analyses are unfeasible. Thus,
the LoRaMESH protocol will not be a standard to be used globally, only by Radioenge
customers. With this, the results obtained are relative to the scenario and the technologies
used in this work, and this does not mean that these will be standard results of the protocol.
In addition, some tests were not performed, such as packet loss and power consumption
for logistical reasons. However, these are studies that will be carried out later or possibly
by the state of the art as a continuation of this research.

In terms of the number of nodes in the network, 5,907,692 SMs were obtained that can
be connected to the gateway with only minor SF configurations, and 329,687 SMs with only
major SFs, which is a very significant amount when dealing with a low cost communication
infrastructure. Another important point is that these numbers are also valid for the devices
in the mesh network, so whether from LoRaWAN or LoRaMESH, this is the approximate
amount of devices that can be connected to a gateway with the configurations used in
this work. Finally, HyDSMaaS services are considered and could be implemented in this
communication infrastructure, because the packets are already modeled to receive and
send information that these types of services need to travel between EPC and homes, so
the infrastructure is already enabled to allow operating DSM services without further
investment in the communication infrastructure. To validate the infrastructure, the service
was modeled and implemented in the TTN network server, which will receive the data,
transform them into JSON packets, and send them to the application server. In the applica-
tion server, the microsoft Power BI service was used and a REST API was implemented
that is able to receive these JSON packets, extract the data and register them in a database
that will be used by Power BI to generate reports and visualize the BI data for both final
consumers and EPC.

The main contribution of this work is the study, implementation and analysis of the
LoRa network under LoRaWAN, LoRaMESH and hybrid protocols. The implementation
was performed and tested on the bench and in a real scenario, which makes the work more
consistent in terms of analysis of the technology itself for the proposed scenario. In addition,
a proposal was made to implement a hybrid DAP, which is the device responsible for
hybridizing the two networks and allowing data exchange between MESH and LoRaWAN.
Another contribution of this work was the proposal of breaking the packets according to the
network specifications, this division made the network achieve a range of 1 km more than
it was reaching before, moreover, managing to reduce dealy and ToA. We implemented the
routing services in the TTN using JSON, the REST API in Microsoft Power BI to receive
these JSON and register them in the database, and an interactive dashboard for consumers
and the EEC using the data from this database, thus validating one of the applications that
will be present in the AMI proposed in this work. Finally, a mathematical modeling was
presented to calculate the network scalability for the different SF, this will allow to budget
or have a better notion of the network capacity.

As future work, it is intended to implement an algorithm for dynamic allocation of
the DAPs, in order to hybridize the network in a scalable way with the least possible
communication infrastructure cost. Furthermore, it is intended to analyze the behavior of
DSM services on the infrastructure. Additionally, we intend to study the implementation
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of the mesh topology using the LoRaWAN protocol. Finally, we intend to collect packet
loss and power consumption data that have not yet been collected in this work and the
capacity is based on theoretical calculations, however, they will be worked on in more
detail in future work.

Based on everything that was developed in this work, the lessons learned are (1)
LoRaWAN is a technology that varies depending on several factors, including distances,
barriers, type of antenna, type of configuration and even the type of hardware that is used.
(2) the Radioenge modules are good, but there are better modules on the market. (3) The
most laborious part of the work was the tests in the real scenario due to the measurements
being in several different positions, besides this the gateway implementation was also
one of the most time consuming points. Finally, it was not possible to perform tests and
validations with the local EPC, which makes the testing and validation of the proposal a
little difficult.
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